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SRR AEVE L, PRIGEE RAT FRE SCBEIE

YOS TR TR A d T EIBN, i A AR AV S A m) N 22 4 R I AT
Dlo BRIV 10+ N TG RIZ E R w2000 1k 2 A
HiE, EAOCERN AR AN W55 bRk, SoR(E BRI EEE, %48
iR ree e = i ) Yo

©
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noawe HEON 5224

3 wARHLMAN G

R AE H M A R R E B, PRAEADL S 2RI R & A

3.4 NNARREE

Ry 7 2 A N IR BEHE SR 24 7] AR B AR N ) SRS B L — B8, HR EE SLAE I
Bz bo ez axt HR UK 3 252 ORIERATIN A T35
. A TAT AT TR, BOR. WAL AT NHEN I EK . A TH AT
HIRST A MR SR, AT (HARTRBON M, A B8

E3-1 LATREMAANNTEIRRIE

A AN mIL 5

EEANEZZRE  RAZRREEHD

EEEFEER
BRAER ey ag V= BCGRMERSHE
| & | Dl EekiEm
A ARL MR 2= BRI FREaEE
TEER
o sEEs| R EE
o - HEENE
BCG RS HES THEES R
e ZEEEN =i
HEAL eS| (R )
B i BT SH

341 ZEEIRHE

N T HRTH A R S 2 iR, MR 2% 2 et U, PRIELSS IR HIZE, M
BIRHE L . BEAEESIT . BCG Jukik BE =A% 28RS

o RIRHELK: EWDFEMS ZERIREF Y, BRI TR Mg 2 /iR,
TR R AN R L, FIIEOREAT o i LIRS, WSS ANRERE 21K, R IR
0 AR, WD H CRAT N T, IR SR AT

o  EMEESIR: M4 USRS 2 2B LEs, Bz ettXia
B MR e MR EA . BRGNS s B AL g
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Hoawer A 73 224 A 3 RN R

BCG FKAENHEE: KM agN (R TENATAUEN) (BCG - Business
Conduct Guide), @it ARG —HFRERIFEREGIT BCG =2, Hil M EIH3 KA
TN R A RAE P26 22 I R, 3R R TN ER 2 R 28 48 22 Ak i
o, ARUE ST N 7] S T 265 22 4 B SRR 1) JE K

3.4.2 MEZEEENIRFA

SN FINT5 IR, BN T R M AR £ R T AL fEK. SIS
I INZ LA 2 Rl 27 T edine, MR TaRE s A2 %

ol

R s fRRTT S5 RS

P4k gz A LRI . AR OARIEAN IR f G, B AL 58 A R 22 A At e 205 I E R
1 03 LHE IR AL AUE IS A R M4 2 4 S BRAA ORI B R BRI 1K 7R R A TR
PEA DLt AN RFEEAT 2 55 B T SIS 2 e b AU 5
YIFHF T

FEUEREYI - 38 1 B 20 BT PR 7= B e et e ) it R 22 4 i REURI ) RS BB STAT N
I i AR VAR 22 A LRI 58 (ARG BRIEREE . 2521 55), FFetsiuf
Eolik-s

SEERESR: Sl LTSS, TR NS 2 il T 6, TR, f2ft
YA SRR GRS 51 TR SIRSEIE,  $RTT 0 LA 2 44 he
RERIMERES]: N TR THEIME . AR T M2 2452 3], e
LA EORBE N BYERA AR R o 53 AEAR I T I R v 75 5 ST L AR R 26 22 4
W, AR 28 2 et ek, 1RTT B S M 2 Ame .

343 ERREE

T AERA R, T RN R XU X 55 RS A 2 A VT R VSRR, N
X YE TR H i b Sl L U . BRI T

ERZEHE: fhuE LA, TP ERAN G esiE, ik hE A SR
Pifs & @ alh 5 EK .

FERZERYIMAE: HEMgzemil, &SRS RNLSITE. - s X6
ANORY EOSRHEAT W48 2 A5 ST AN, AR M 55 A A e J 3T =7 ST AR
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o ERTHERE: H A TULAUEN M2 e ERIERE W, HFREES. Wi
RS P G DI % 4 B R UEE 52 TR O RO AN L 4E 1) FE RS
UEF RHIATHRBE 8 T EH 25

o BRTAEWE: WA, BINLEHAEFR, MNEIAE. BN ST K%
AT, RGBS AR K S S B s S .

3.5 Z&iEME =

TN T R 2 A TUER R, SIBERI ST . — 5, AR ST TR
B, BATENESBTHE, MENT IR 7B, O B T
B KPR AR RIS AL S5 IR o 55— 5], B BOREEA R THE B S AR 4T
NREERA T, AMUERBARMARS 750, WEREFENTHUE. BN R TIRM, %
SRl — B, ATRESM AT . ARIERIOGEN . RV E SRR 2R, B
Hh 2> DT AN ES ROy E BRI X 3 AT IR 53 ARIEHEN = R T2 MmN, Lok
TR JE R E W DA BRSSO AC . MBI, IOEFRANICAL . H
AR BR8] 58 BB AR AT BRI AMENN, JURIEBSTE. EMFH b
MRYE A NS BB A 500 T DU e A 2
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4 ERERE

MR N BB 2 M SR 2 AR = R A B A R IO LR 4, A 24
H RS PR AT BRI B 22 4, RS 2 AR antE it v Rk, A S TR AR A
ML 2 R RN 2R R . AT E e/ R LA S IR HERE AN, I b 55 it
MRVEAL CSP B:fili it e A1 = g% A B 2. ST =S 5, CSP ALfifiik
it P37 B FE RN P IO 51, BB CSP M & n 5. @l A MIE,
JURT CARE RO M b IR A i O IR S5 B R RN S KR b FEN R TN R
LA RUIFR N S5, A% B H 28 KR 23 s MR SR AR A = 22 A B 4744 2 v B ) BREA
Bi. W%, P&, MAFEFED (APl - Application Programming Interface) FI%dE % &
BTG T A 22 A BT RIS R

41 REEMSIREEMN

N AN 2012 £ ELRDISKR, — B R B A F RPN SR = % ) (B AR D7 T AR
122 4 WL S AR A IR R IR R4 2 P AR A 2 i, RTINS G2 B “ R A
PR B B JERD Y S ) A A S AR R A IAIE, BERESR T 2 (R B A 22
SRESIAIL ST KT, MREHS Bl Fr g b xS A Bt 22 4 e S b, B RIELE,
IRARIEERZH CSP i | RLeAUIAE.

YNNG A, ORISR B AN 25 i 55 38 Mk SN AT AL B =07 2 A BUR A
GRS 2 D ENU S %, I B R R % PR BT T2 e 5 I 2 st |
Iz MR 55 o IR L2 APV AT IR [F) 35 7 S0 2 AR SR it AN 2 AR 55 BRI & i
deia B xR A BORSELZ T IE 1% 4SRN AN 2 e U 4 1 i, [ %
REMGIR N T i =t - P BEE R R = B85 2 e ORISR A RS Re ) . VRN RIE
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K22 4B CSASTAR £ RAIE A1 (CSA- Cloud Security Alliance, STAR- Security,
Trust & Assurance Registry), 1ZiAIEZE ISO/IEC 27001 FEati -, 0N T = 2
F# (CCM - Cloud Control Matrix) FHHAh 24K, W 7 ARIAEL, HdEas. M
A BRI A TR S AR E R R e . REER, E
L SSESEE R, mEIE S NJTTIR. SRR P 16 S

A, BETHENTIRS M Z R TR, Sy iE i B E I AR T s B
B W2 TGS R A RO e G RE ), TREES A L S 2 e 5 a8
Mo Bt AR LRI PCIDSS GO RAT I < asbriE) L, RIEARE
FUEL AT LAMERT & PCIDSS Wit i HR = FAl it B AT R, #28 B s A 55,
HEITEPES TR A B REENZ 26

HET, N2 eV ZONE

e GB50174 (HLTEENEBIIHIEY A K

TIA 942 CH s h oL P A5 ZERE VAR E) T3+ Hif

® CSASTAR &ML

e CSAC-STAR

e ISO/IEC 27001

e ISO/IEC 270173

e CCEAL3+ CGEMHENIVHLRIES 3+) 4

® PCIDSS (CGGIAFRATMLHdE 2 e brit) °

o HEARHIERLEFREY =%

o i E% L (DCA— Data Center Alliance) AJ{E = RS INIE. 4Lz, Hrp
= FEHIREUR = 4 TR HAE

o hEEFHEMNE BIPA S ML 2 A AT

e fH[E Trusted Cloud Service iAilF®

3 syl (= (Deutsche Telekom) [F478 =& @ I1SO/NEC 27017 AGE .
SN RBER B EHAE CCEAL3+ AFIES, JEEHTE CCEAL4+ AiE.

5 PCI DSS (Payment Card Industry Data Security Standard) B Sz 44T\ $id 22 4 bmtis, o4 A 32 B S A i i
1745 R RILE R YU Th R I AL SR AEE B 2 bt

6 N EH(E (Deutsche Telekom) A8 = &L E Trusted Cloud Service A .
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FA, N EFRBIFER O TR F5 22 S I, = 2% B 224 (CIS
— Center of Internet Security) %4 &4 R HE NN = RS DevSecOps Vifs. CIS %
PR B T MY R AT B AERAE R AT ek, B BoR G B
R (REMMKEED. AR REHFPEEITA), MEEENZEZEEM S5
AN BEAE I 5 L AR 5

42 ¥PR5ERE

PR 7 CUI R 1 SI i 5 35 1O W) RN A 22 4= B 7 SRS« ARE AN i, 642 GB 50174 (1
TAGEHUG Bt RIVE) A JERT TIA 942 CHdls A LU 55 @ (5 2 B MhnE) iy T3+ A5
#E . Bl O AMEA 2R ENE, VO TAZER, SRR VAR, &
HATE T EERGHAN:, DB GBS aR (nJoR. mitiEss) MR
BT, i HARAE T RSB R IR AR AR B E, DA R B
JetRIEY K [, SRS E BIA ™ PAT U R0 2 ORI BT
PEH R NSNS, DR 7 B RO ) BRI 2 4

421 ¥BRE

o HLEENL: ERHEE LS RN E R R E TG 1 48 9 55 DL R RE R
B . M B O — T B AR R E AR BB R X, b I
ST L R A T, T 400 RN TESERR R . LT SRR X . [FR, gk b
BAE T HI O IERZERENLERIE, Wiid. K, BELES.

o iRl R REEE O R B G KA, TEROE 0 i X R AT
OWE T AR (—K 24 /NF. —J 7 K, BI7%24) {2z N r i,
IR 1) I M 2 R U7 N AR BV L o 144 ) 2R G A [ 1 DX R AR (] 22 4 e s
M1 RS, oA S A AR . B O BB, hefRaHTN
BT ME RS, B i AT ORBAE T ¢ Bl o0 AT RC AR, 46
WIS A T 7 RE L, HATEUN Z7E i S B R SR Bl . B A W By
B PELYT ) W& ROl R BT AT 45 A B B R o LGS B B GBI R BT 2240,
7 LA & B V85 oG U et B AR RSN SAAS BT U [ B0 ol

o R{RIEME: N ZHAE O RSB AL L RBAR M, FRE R
SALFEAMEL N GEER HBE . ML ST 724 /BRI, IR AL
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HMENL TIEESERR S . PR SO B D e N E, R BRI RGE. W HE
TR RS A 2 PR BN AT P R

422 INER S

o HRE: ERARBFEH ORI L RS TT RRENLSS 724 /NNFRLLIEAT, HE
P, A48 SN2 R FH R 1 A () A% P s PR OO0 Tl PR P o P26 ST A LML, 7 T R T RIS )
JEANSEHALEE R, DL Z /. RS T AN E R (UPS - Uninterrupted Power
Supply), $RALF I R HER . FENLES (R 4t ERCE 1 A8 as A B3 B
FEAL R 2% S 2k % A BB TURBIFAT I L SR 2Bk 9Tt S R Gl vl

o REBERER: @IS BRI BN, R O LR R
FRE WA IBAT T RV BOTE I N, (A o R b T REFIZATIRAS . ML A HuBiE A
B HL AT B 2R OO A IR e R ARG HUAEE X, JF B T A EiE % 1A,
PAB7 1 SR A A

o JEBIREST: AR BEE BT K ER I BT, AT A &Pk
BE O EZMEBITE. KA TR TR, EE B, IFRE TR
AR B . W% 7 SR EM A S KK RS, REMg Il dEm A DU B G .
RERG S Wi BRI, RIME R AME S e A SE, AT
HaK KRG, 1FLAEH K.

o BIfFHRIE. NI HEEFORE ] IR PSS AR I H R
FERRIBIATIRSS, wAeREBRW AN EIHEE, MR AsfTiET.

o HUKHBK: R EEFEHORIHOKAHIK R G H G BRI, RIE TR IR AT
H, BORCEN RAIR IR IO E, DURE E RGZBIRKFSIR . ML @ik
JEHIA R R, TEANEIEE T S HEK , IEHEK, DL I AR K (317 X
B o ERIUIH 2 B K —Zbnite, fRIE T KA RGBT KRB NLGEIE ., it
AL AN HEK IR e, PR RIS

o BiEFE: HNZEIE T O S BIE IR, SRR IR S, Bl
M LS E S . ENL RRETT R S Tk y, (ki s T 2 EE 3,
Sk B
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43 MEZRE

RN REAE LT EARE . DIREX IR Ak N T 46 22 4ttt BHIE R Tt
NI BUMUBEREN, £ RZ% ITUEA08 24 XK 73 JE M R 45 5
Mg AT e, XN PR EAT A X, LSS R T AR ARG S . 24X
IR A BT A M R 22 255 . N WM BER BTt . B BT B RIS 4T 44
LRI, KRB SR SR BB (0 2 R 2 e fa i, A
AP B, RN R SHATH B R I 5 0, SR = 4.

431 ZEXEXID5/REES

El4-1 LA FEREEHRIT R FRIP

DoS/DDoS [hieiEikE ( Anti-DDoS )

TRBIXIE & AMERHEFEFEE (NGFW & IPS)

S—HEFEX

e OR AR b 55 T REA X 2% 22 4 RS Re it mhote il 70 N 2 A e 4 X3, SEEL B AIZ AR
FEHIE R BB T B, SRTH IS DR AR AN A A 73 X B AR AR E RE ST fEIX
BN LA E A X

T HEARBAE P OARES T BEPG, KIESEI XIS S L SEGTFROARMIE, AN H 2 6 58 Bk
FesePl, WosE IR, Wik L (SDP - Software Defined Perimeter). 31 H., ASik5E X% 2 X 18,4

Wi 3.0 (2017 49 ) RRTH © ERBARA A 17
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e DMZ X: Az DMZ X FZEHE [ I [F) AW AL 1wl B AR, i #df ds
REEARSS &4, LARJIRSSEAE, Wiks5iEH 6. APL MR4E. X DMZ X5
AT NAEAE, FrRARR 20 DMZ Bphkg s, By Lk ANEE SR = ik 5% i o A«
APl DX 3 P W M v 2 4 Ay, B 1 Bk 4L B DDoS it s, b HkE 1N
B kK (WAF) ZNRKN 52815 % (IDS/IPS) LAGRIFHERE I 2. 1 & SN o

o  AI[RFEX (Public Serviced: %X FEHE 1aaS/PaaS/SaaS k55 4k A+ 2k ik
J= OpenStack. laaS/PaaS/SaaS ik 55 2 il f A, LA K — L HEAl Bt IR 55044 1 DNS
NTP. M TARSS S5 X3P RSB AEAR A 25 T B2 R PO AR, ELREL U il it
X IR AR S5 L2225 DMZ [X o 2y 228 B 51 ] DA P X DX 75 1 2% DX 3 A 7 45
TEFIE L,

o REIEAAFIX (POD - Point of Delivery): I [X IR /7 Fr 75 () JERE A B2 8, £
FEUFEL AR TR, WL L. B RN . AL a2 R
AR T BB R IR B, A AT A e AL I BRSPS BT . B
TEAE PR S, LS5 R0 i~ T B 5 o 2% DX 30 T DA S 30k 3 H F BB I F L 97
i DDoS B4 K NAZAGI S Hi1E, AREAL IS .

o  HEFMEX (OBS-Object-Based Storage): BLIX Ik & X RI74% R %0, #RAXTH
FAEIRSS, AR BB, T LAEHAT T 0 KBRS . FEZ X3l el A R R
SRR A A I E AT B SR U7 R, PR AT R A (R )i X
BN AR E G DMZ. (SN YT, R4 R, B L Zitdsd DMZ
IR 5542 1] £ B SR A BE VT TR (X

o BAEFX (OM-Operations Management): % X e - i B Eis g ih i, 4
Nziade N G AiSeiE T & 4% (VPN — Virtual Private Network) 42 N\ i%[X
B, FIE I BARL UG B AN . R R AT R IX SR e T X SR s e Bz
I DX 3EAS 1) FLA X 3T 1

B 7 LR RZE I X, RIS AN E] DX 2 A g AT T RIS, RGBSR 0L 55 Thise
il 78 AN R AR TSt T DA S AN R P 2 4 RS, B B 2 o L IER X ) DX, 22 4 XL A
w5 LR T LP-B0A A2 B HAS [ FAh O80T e ) OM X, Hediiiife/)s, %
G RSN 28 S o

i, RHAZEURS SRER, WMEE. SFEE. MAE BB S0, #E S0 ARV ]
Pl o X BG4 JR 2 DX R R 2 YR e BT R R K — B
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432 WHFEXDSES

NPRERL OV S AN BB, MRS BHRAR BRI A RS, AR

FC A 24 R IE A V- i AN FD ST HREE « AN [F] 22 4 KU S5 ZONIAN R B 75 224 73 AL 4

PP M &SSP Eis4E . BMC (Baseboard Management Controller) R

S BB AT IS, DLRIE T AN [EME 55 (1 100 2 38 5 it 2 19 30 5 21 HL 2 A1 40 i

T SEHR ST

o FPFHEEPE: 1A B S A AR AL (RIS S, RO R R
NE IR

o LSS EHIPE: KERMRS APl MRELE.

o FHBATE: LI IR TG (MEERE. WS 18 WG Gla g,

e BMC BEYE: {F 6 IR ds BRI 5 o e B, TR S

o BUERAAETFIE: {XHt POD X PN THSHTT mi S5 A9 i 18] R8s 2 A i S A7

FERFAS A IR, AR BT 0L 55 1R B B ZR R AR Z6F- 18T, 40 POD X AT AL
HoE-vi. FEgerim. AR FI. BMC BESFH, migdiX RAF 54T
AT BMC B o %4 XI5 35 P H I A CE 2 R BEA B A 2 S
W HE LR S, 1Kk R A = S K —#B2)

4.3.3 SERIB AP

LSy SPNEE I GEA Bt s YR AL ROk E LB UR DI E A S NG e M nb e S-S BUK
25 I 28RN K SR 22 4 DO 351 1kl 70 SRR S, e BHE TR TN E
WA I AL T ThRE . N A B T 2 B 7 D) e R & Bl 269 2 A I 5
AP PR X3 B R (B AR 5o XD B LI B v S A B 9 DO eS8, fai v

® DDoS RHMBAWMBIEYE: LN Hh LU FRHEENLAK Anti-DDoS
LR 58 BT S 0 AR R B ek FRAS I S35 e - Anti-DDoS #5387l LI AR 2
BAEAILI) DDOS Bl A ss, AL AT LARRHE b 55 AN FH 22, TG B 2 R 2 4
BB A AR .

S AENRPIL AP EEEAR L —, B REEER O, B2, JFEARREELE 5.1.1 #ikit
HAR%% (ECS) Ml 5.2.1 EMMA MRS (VPC) T BENa, fEHABEGR.
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o MEABRKNELE (IDS/IPS — Intrusion Detection System / Intrusion Prevention
System): Ny 1 IEAIK H BIKI LA AR P AU 28 22 18] 2R 08 o] ) By, R0 B
SEHEPHWT, R RAEMN I FHE TIPS Wk, AFREARTAMNIA T, 24 X
TG 2 [ A IPS HoA% I 28 SISy & 2 M I FELISTRE /7, BEBITH7 7 B i
Bt BB i DARIREH . REEIR S SRR SO S S A AR AT 9.
T WL E, IPS AJ LURALE B Bhe A IR A 2 5, 23 e i e i 8 1Y) PR At 55
W, TR FAHRLE B 5 SCROIIAIIN , DR BEEA= 7 2055 A AR IS F R A0 ) 2% RS Atk 150 it 22
o

o Web ZA&PP: ENEIEET Web BT KEERNXT Web Xtili, 1 Web S FJZ
] DDoS Xt SQL VEA. ESuhHIAIE (XSS - Cross-Site Scripting) . F5ufiiE K
143 (CSRF - Cross-Site Request Forgery). ZHRiAY . S hitss, LURI
FHTE DMZ X M4SN Web S FH RS F1 &R 5.

44 FERE

YERNERN TP EEIERS, NG —EIMLT- & (UVP - Unified Virtualization Platform)
I RS AR EL TR SR, 4 CPUL AFE. 110 SR B BRIy — G — B
R RIGEE . FIEIA IR TTR, A T B B, TR IR Ss 3 B
ZAF AT AHE RS BRSBTS AP EERNET, AR TFENsE
PURAS I ) TR +INEE

NORUETF 6224, R ENERIE RGHEAT B/ MU BT XS IR S5 iz e m il . =i,
XN EHERE RGN =8 B R PAT P48 BIAUR Vs il 4541 (PAM — Privilege Access
Management), XfH AT & Blis 4z g5 E AT 2P HEH it RN E B R0
RS TNEG, A BEl L BRI N B, BT #E#R il 3 H 38 9 S A%
EEERHEF T RS

UVP HIZIEIT TYE RS a2 b, SET R BB AMESCR (ntel VT SR
BEST, NIEMBUIRLEAT . UVP RELRIEREMNLISITESIER 2 B A, 8 E
ALY UVP s Al BN AR BT

UVP i CPU FEE. WAEREEAT 10 FE B SRR T BRI ENIRE RS 5%
FERWLEAE RS2 M RIRGES, JFiEid Hypervisor ibREILENERE RS 517 % bR
ERGERAFERIRRIZET, REFE RETIRMZ 4.
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LR 43 AIM CPUL WAZEFT 110 FEE =T THAN4E UVP 1855 2 408 & S B L) .
441 CPU fBE

JEAUAL T 5 Tl S8 F sl B R MR R (intel VT-x) 2B, BT RE AR R0 I
CPU BB F TR BT & 5 BN B I RR B, REAOUNL A 8 AR AS R 7 A R 400
ML AR . CPU [ 2@t Root A1 Non-Root Pzt i#e. &iz
1A R B AT AR 22 BC LA SZ BL VCPU - (Virtual CPUD I 2 S B R 0L 355 5 50 1)
Gy Be S IR T RSB 3l CPU BEEIHLA, UVP T BLFZ I R UL 2 25 DA
FADMCIBAT IR LIV AR, AT SRR - & 5 R UL 18] DA KA 5] R UL TR
TEAG BABHR ERRRES, Wl ul, — NEILICIE RIS HAb AU LB R ML 5 1
& R

442 AERE

HEAIALT B 38 5 STV REAUNLGR A B, ORIERES REFUL R BEVT IR 2 B S A AAF
NSEBLIZAS B AR, MBI &8 B ENLA A5 S BN A2 Z [ R R R o RIERE
AL A S B N AF L TR R —— W 6 2 o REFUNLGS Y A7 U7 i > e iR LA 2 1Y
Mokt #etfe, PRAEREAS REIUNL R BEVT H 2 70 o4 € VBN A, TEikvs i g 1 HAt s AL
BTG B S KA.

4431/0 bRE
LT B BWIIEHE TR 110 Wk, BFEHAL. MR B, 8%, S
V& N BN AEIST H%,  8E50 2 A AU IE R At B 5 B %

T AR BB IMET & B — MBS BUE S, AL G 4H Ra — 1§
FUBLI— A R SRR A% R — MBS ORI . SEBL T MR RTLAE F 1) DL 25 15 ke DUk
& 1O FEAN R ——X R R, RUEEMNLZ BGEM LY 110 #4&, 5L
DL 1/O BRARHIRRIE .

45 APl NAZRE

N E MRS AT AT APL BEATRCE & 2, A EA M 1T EHEME RS,
HRER] AP X 25 i 55 AR A E I REAN AL HTTP N = 1 4 22 2 gy, ol 573 3
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8 APl WA= s B R EE 405y, KA 2 BENUR AR T SR . A
NI AP 2B A BT APL RIOCSZEL . AP X2 32 RF DL R AL A7 5
i API 1526 R

o  EBMAMEREIR: EANEIEEAD AP EREN S5E NS 1AM 5 RGET 5 4 56
ik, IR A B G SIER P A g mAE s hiEE S, HAAEE @
TLS =,

FLFERE AP fr 43 R HLE ML, AP 4 AR H B 9226 R B R ALY
M AT APL WSO i 2 SCRF ZRBURAE B P R i A0, MY FR
ZHEIS 1AM 0B SRAERL, 1 Har A APL WG A %8
ARIRPAT Z A AH, A A LUl API WOEHE T R BTG 2808 HZ 34T
G RN EER AR, SO P AR BT R A T, R A S
A24HT APl fr 4 IHATEUR, fr A4 RVFHIAT .

FITA 7 i 5 SR AT LI I i A5 G -

o &8 (token) AIE: VIEER S —MAER token, % token AL LAl
I IAM JEFRIFT P 4% b i A 1AM 452 E13REL

o ViMZE4Y] ID A4S (AK/SK —Access Key ID / Secret Access Key) TAE: A
IR SAE AKISK SRS R, AP MSEH) AKISK SN ELR % 7 i
FEFRIL AKISK 585, 1L API PISCRAGKIE T SDK BHTAE4, KA &%
A5 BHITER R E] APL M5, APl PISRKENT2844 (5 B T INER K .

o R API A TLS I LR MAIHLE . HAT APL SCHTA
XFANRIFI) AP B8] TLS 1.2 AiAINE H3, I+ HSZHF PFS (Perfect Forward
Secrecy) ZAFEME. TLS 1.2 FRAE H A AR 2 & AT 5 TLS PhisthiiA .

o IBFBEY: APl X454 Anti-DDoS. NRFifHIARS  (IPS) F1 Web % B -k 45
(WAP) %52 B g a SR P iR oA ) 6 Jg il RN 50 o 04T R ¥« a3 it
IS TLS IS AEHHAT IR, 2 )2 @Gl P HLEaIxs APL % & 1
SCHEAT AR, WBGEBATREWT . 7 m A R AR b, AP ORAER = RS
A 124N TR LT 2 B4 157

o APl ¥EM: HATE AP WO EEME APL B0, A RegiA Uil .
o ACL BNIFRHI: ZIhae VAR BATE B4 2 AL S BRI BYE B, fla]
R H %3 (ACL— Access Control List) ECE (= E, APl MICHEE IR
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APl e fL ViR, B A R APL MWEFE BV IA, [FIF ACL Bt
DU ER A PR 5 & BRIRIK S Cop_service) [ L A &Ml W 2% 1 FH 5 3iel 12 11 &

o BEMBGE: 2 APl MSCHSZ HIE R, K& PATIELE R TER 1L B .

o BFBRIIWER: YA AKISK ERI, AP RSEH G 2 AR M LA — B
FIRWOFE R BB AP PICHTBEE SOV IREL, S .401%35 R AT BRI

3

JE o

o AP JEEH]: AP MOCSZIUN A AP BISIER IE i E& 4w, FORHET
AP {7 i (i vl FEAE SR . APL WSCHR AT AP A FIAR = 2 (¥ 40
PR E . FATFBG APL 7E APL W2 75 B2 L B X B (P (s ., 78 Sz i ]
5D W, BA APL BT FTEEAZMF A Z AP B, BNMENE
FLA A Z AP REECE 7 AT R A o

4.6 BiIERE

s e text P B E BB LE TR, SRk, TR FEAKE. AE. BB B
FASFTERNPESE TS TR AT AR Y7 o 408 = FE AL P (e (5 B 58, JE 8 ORI 1
NN T LA TG I o TN K Ak B0 5 it 2 4 26 i o ) BE L R S P e
FESHUAE. BPRE R Diasl. BRbe e, Lhmis. Fifese. SR, v
ERAETTH, RAMEFHHOR . SCEARE, PRAEAL N BRI BB I BURI2
BUASSZAZ AL, 9 SR e ) SEAT R e fR

461150 E

o S OHAUERMVT IR R 2 U7 R AR RE 12 G — R UGE RS (JAM -
Identity and Access Management) #24E1. IAM J2 [ ) £V AL ) 22 458 BRI 55
WL 1AM, AR DVRHR I . A EUE (YT Ia DD, DU EsEI A
FRAS B AN AT 1] ) 2 BE SRR o
i 1AM, FEPEE R LB P IKS (Lbn i T, R AR, HHA]
PSR X Ee Y P K S0 L 44 R B BT OB ERUR o 4R AV AAAE 2 F - B 1)
HAEGTUERT, AEH 1AM R LLES 5 H Al L K 53 4, 1R N P
RN NN & R LAt . N o 2 N 8 Bt A DB Q== Dl [ 1]
4, I R AL 0 ALl A5 I 22 4 XU
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462 1EMRE

ey

&4

463 FiELE

BARRBES: Rzt =i s (1 B 22 il R AURA A = (VPC — Virtual Private Cloud)
SCHEIK, TR AR (8] 2R FERR B, CRAE T AN R 8] (1 B A 2> il B3
B J@it VPC, RLPRTLASE A E 4 [ O R4, SSEAFRL EE = ZEMN
NsEAaRE: M, 44 VPN Rz, 4 VPC S P 44 Gk
Oy FLEG, SEURL P L AN WAL N ) = B ERS s 59—, FIF VPC
(e ARG, H4 TG B 2 A5 07 IR, 3 e AL S AL FEE () 0 445 I 5 7 2

mPE R i B S R55 v < 8] (R HelE 22 1 BRI A S BaETE L e, R
Sk EITINL TS TAD WK I

VPN: UL HMZ (VPND HT7Eatsn M VPC 2 [A) 57— 26 A5 G AT \br e
(2 4 IR S REIE, K O Bl PO 8T R B4 N = b, SRR 25 A3
AL YRR . 8 VPN fEAE S8R 0 5 VPC @ sd EksE, M
AT R B B IR SS4  PAAESE R, NABF RS, B3k
1) Web 25 a5 SEMML i EA R, WIS G =440, BRIz
ORI AR B KU
HAT, RS IKE (BB IPSec VPN 255 (1) 771505 4L
WA TN, WL e A,
RAE TLS HIEBERE: #AHMSRM REST M Highway 77 :UHEAT #dfE 1%
fi: REST W43 I8 25K 55 UAbniE RESTRul MR R AG, U s B4
HTTP % /73, il brie RESTFul TR API 2471, SEELEEA% i Highway
T8 2 = PR AAAT P SCEIE , B R IERE R SR I v e A . EIR PP A
77 ISR AR 2 224 (TLS — Transport Layer Security) 1.2 A3 TN
ALY, RN B RET X509 EF i B ARR S & AE.
IETHE RS (SSL Certificate Service) &R 2 A AR AN 4 HCFUE T RS HL
¥, LR — a0 X509 F 15 1) A4 i JE A BEARSS,  SIALE B Rk 1 AT
15 S NIE S 22 2 AL

o EHRYSEHE

JRA 3.0 (2017 4 9 A)
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FHE RS (KMS — Key Management Service) & —fhZ4r. wl4E. faifa 5 F B4
FEE MRS, WO EP SRS, RIS S, el Rz 2 (HSM -
Hardware Security Module), J9ff F Gl s A BE 2681, B (b3 8B SCRIRAE HSM 2 4,
MR E 2 i, (RIS 2 4. KMS X258 (0 BT A AR A 2 A7 U Il 4%l ) H &
PRI, $RELATA BRI, W HE RS IEEER . R AT KMS ik
%, Bt N SRS BRE: =05 (Elastic Volume Service, f#i#R EVS). X4
fif# (Object Storage Service, faiifk OBS). =f##L# 4 (Volume Backup Service, f&iFK
VBS) 4145 (Image Management Service, fiiFR IMS) £, IbAl, Al Al m 224
B A ER, ARSI N T FIPS140-2 H FRAUBHNERIE =7 HSM.

HSM & —Fgg b Al BB AT A s IR O A B AR 55 I BE AR B %o AR
PO E R A, AN, HEO SR BEAN )R L AN RIS ChRdE I Bk
[ # A AFBRERZ HSM AL LS, i 2 AR SEPR K«

o BuERHLE M KA SEMLRIE

RN TS ATl R S5 S BRI D REAT L, BRI T 3R

F4-1 EATERERSINELSATRERTRE

FhE | RSHER B MARIE AT M ARIE

it

EVS AR —FIET S | KMS $24ta8]. %4 =RIAESD, B AR
fARZERI . AT3EE | (CMK - Customer Master Key) Hi | 99.99995%
P RIIEMIAE MR | KMS B EEMBE, AT | @ VBS el 21 &0 5
% Mg B w . N | e, H¥EEs smgms

R N DRE . O = R

VBS SRR AR KMS #2424, CMK B KMS | HdEFEAtEEA
EVS/OBS @l %17 ARG BRI, H T inEA | 99.999999999%
M - B el R N 2 . At
EVS/OBS % . BEINE DIRE .

JRA 3.0 (2017 4 9 A)
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noawe HEON 5224

4 BEREBO % 4

B | RS HLEBMEARIE G ALN;

e

OBS | M GIFfhIRS & —Fh | SROLFIRN S 25 BT 2 MR ANk
BT R E AT i PRI B4 (SSES-C 99.999999999%, % 45 1] Fil 1tk
AR5, NH P St HE) : i R pasg . g | 1K 99.99%

RS Rl Sl DA A Hfrkatr: Eda— s
s MM | AES256. SULHT HTTPS % | #, B{RAFAMCEE LA
fiie R TR RS PR 2T
KMS L& %4 (SSE-KMS KBNS, FeBar
JrR) 1 KMS $ROEEAE. | KISk RIS 2 R
FE PRI SR LA SSE- | 4
KMS Jn# %t %1, OBS ¥
[ 3 R T A K
#] CMK.

RDS | %A&MMUEARS | Wt s RS BIRE | SRIAKG, B Ak
(Relational Database AT N A, BRI EE | 99.99995%; I A K A S
Service, f#FK RDS) W ER, WITEITRHE, AR A PR D) e, R
&R ET g SR S AT A I 5] F X 99.95%,
BRI 08 | g mas, REEMGRN | S0 5WE: &6, KHED
TR SRR O] e, HHLURRIE G WL, X
RERNTEARAN FEURSLBISA 57 31 5
MR IR %

IMS | BBIRSRERIEN | B KMS $REE%H]. CMK B | MR 20 R R A1,
GRS ASERIE | KMS A, EEAEE, FIT | SR Atk ek
SR S, T | SRRE BRI ], 7 | 99.999999999%

DUER AR | SRR e B g, i
P PR AR | I e 2 4% % ) e i i
Bil%, BUROIEEME | SNSRIl

4 B 2 R %

Ly

4.6.4 BiEMER S HHE

TR R T ORY AL Bl AR M B A v S BAe S A 22 i -

9 SSE — Server-Side Encryption. C £ SSE-C H/&48%& F (customer).

JRA 3.0 (2017 4 9 A)
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WFEMIER: N DA R B RGO NAF B AR T 7 20, 20 0 BO I A A7 EAT

TAELAE, WS Ab, I ORFEAEH S 2010 R 8 S A AR P e T2

MBHRUER, B L3 I3 Py A7 1SRN 3k A0 32 0 A0 i %

o BumEae (BO MER: FNROEF LGS FZEMERTIRE, A7 ATARYE 7 258
B EPEH S XU RDS S5 A0k A 55 Hh A 80 S R i — B RS .

o HEBHAEMIER: TN EAERIITEEHG, WREIEATIRE, AR
BT AL P i VR A e A e, AR A 2 TR XU

o IMEBEEPIMIR: VR EUGH W B R NI A, B R
FrINF, A7 K R, B SR S A n s BRI AT o AR R Y A FOET 0 WO AT
PyEAT IR TR AE

o WEEREMRE: HWVIIRHIAIER, N SE A EA BTEEAT I AT  e

07 AHBR AR, BRI R IR s Bk, AT bedE, B OR T B

AN AN SRS 7 o
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5 HPRFESHARE

RN EYEE laaS. PaaS 1 SaaS 2 50 £ I H B M FIALF i = R 45 . (EIX 50 £10
RS, AREREE 7T OMEM S R, AP IREEE, R R RS
B NEER) 23 TR . XERRGWIATE . W%, Al BdnkE. B, N
. BB 27, KW T 5 Iise 4 B @2 RS . s RS
PEFEHIEARFARRE . 22 DRe LA AR 22 i ki db. RN, 5 RE 248K 2 4
PP 0 — B R A I 22 4 iR 55 O 2 3R RIS AR 2R, 91 an e P FH I 45 I % (VPND),
R AR, AR R A& R N = Ms Chttp:/lwww.huaweicloud.com/) 75, #§
TH R

5.1 itERS
5.1.1 M1+ E RS (ECS)

HPEH LRSS (ECS — Elastic Compute Service) &%y = ML AL ) —Fh vl B I F B
REC, F T B E R IR = 55 o FLP I S 2= IR 55 28 S il 2 — A e UL IR v SR
Bi, A&7 CPU. WAE. #IERSE. WAL, w7 08 S el IR S5 2 2 A . — A Sl sl
—E RN X E SRS, F A E E AR, ATCAIEAT 2 IR AR, W
WAL WM R BEER . MENEE.

N7 ECS Rt T ZRIXM el MRk, G8FENRIERG 2 e, R,
A WA REIALE AL B H R R vt PTG R AT
T R R LA
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o  EHLTE: THURERFMHEANG —EIMLTFE (UVP), X CPU, WA 1/0
WIS EH . UVP ZAeVERECES 4 & 44 TFEZE TN A, EIAH
ik

o EHWNZA
o BRINE: N HEBR T, mE ke R AT EBNLERE RS A FHE BT

AT, HREMER RG L AT, RAA R AT T AL, JhE
HBRIRS (IMS) RSt . [N AEA S0 RN T 15 5 CLELH Pt
BAR AT IR HERR W % IS 4E TG 2 275 . (& P AR AH DGR B AT X %
LB ARSNGB ORI A SR B AR EE O R R LB AT A O e
BN T MAHE B

o MKETERE: 1HLAE Hypervisor $EAEHHERIAS AL (vSwitch) i i &
VLAN. VXLAN. ACL & VERfi R EANLIE N2 2 IR E . 2 6 EHL2H
PRI TR 284k SR8 A 38 RO A B ) 4% 14 4% (% F 2%  AC ML 256) HRAT R 5 RIS,
UVP SC#¥) CPU. AAFE. /O BB HE— 0 SEILEINLIE T & 2 1B R R 5 .

o IP/Mac 5 B#&H: J 1S i T P AR BB SUEINL 1P 8L MAC 5l M 2%
JRFL, @3S DHCPsnooping A, Hiln IP 5 MAC ZIMZE XK, RGE
i IP JEMIBGH (IP Source Guard) 534 ARP #:ill (DAI — Dynamic ARP
Inspection) % EZEE 56 R R SCHATIEIE, W LART IEF P BHUNL 1P F1 MAC 3
bR E -

o &M UVP iLft AR, HT 2 e HEE. £ 6 &
Pl R B BT, ] LA 2. [ — N2 N Z & R AT
FE A, AT AN E 22420 AR TP & R LER A ZE B A FLIEAE o E ] i &
NFRVFIELE 58 5 & 5.2.1 IR = iRk5s (VPC) — 5] 22 e AR IR 41,
HE%,

o SEAEVFRNAE: AN SSH RS i) EINUERIE RGCRIT RG4EY. B,
FEIU) SSH 2 FIAR 2 BN LI — AN s 2 4 AR . AR AR s 45 22 4x, #
FURERRAE F K S 1A B AR B RAIE 75 20— 56 Bz AR U 8] R4 N AEE
FEUOHL P BRSBTS 22 A AR IE 77 3K

o BRFEEINE: MBI AP OREHEENZ ECS HHHBIIR. MLTKM APL HA
WHRE, BARTERET IAM IS IANERSAL, A REEN AP G THE BHR

PR
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5.1.2 $R1&ARSE (IMS)

BB NS TN bl ZEC B I 2 AR 55 SR R e iR 55 A, S B A
ARG, A DS S IR AN A (o, BdE R SR AR E. A
BB ZEAR . NGB N Z AR RGR OB ESR, AASBREM AT
QEMER, FEEHEEZM B RSO A A R, A X AR B
fili_E4Ed.

R =4S IR S5 (IMS — Image Management Service )it i 2805 {8 (R 4545 ) B & B Ih g
EE RS ER G B APL X E ORISR T E R . BRE ST A LGRS T
BE4Ed, I P B O 58 S AN [ R O 2 2 22 A T I A SR B 1GR9 22 4 Jin [ A
ATHEE, DMER P ERZ N, SRS g s 2%, B DLEREH AL
By, 8@ OA M B IRS S BT AN B R U B AT RN R BLR, T 254
AR . H P R R IR IR B R B E A S IR A

IMS API Tl ok F 35t 2 B SR (0 Bei, 7B S R P i B . B R4 o o
S SR IMS 3 TR 2 5 S IR QAN SHET UG, BV 752675 1AM
HET B, FILUREIN Token M/ IMS JR% . IMS SR T 3ET £ HL MOkLRAEL. /™
MR, 2B, BURE B, 9 O S i, MR R %
0 R

IMS SRR A AN A7l N 8 DAL SE BVEAS I . IMS (BT Bdls #8476k T (5421 4
WIBR B, JFHRAX R L], RALEH A ILEHR AR G5 7 Bl A7 IAE
AEFAEF . IMS $240E T e AR ing LA ThEe, LR ] DO SR SOPE BT URAS
BTN A A i . R TRACE BN, REx B asB e, D
TRBUZE KRB UL 6L 5 e B B A 2

IMS X AEL B A B AR AT BRI T, A RF S BUBRZOR A FevF AT, X T b ¢
PEEATH IO Wk H ST A, AL AT RO EdE AT R AT i ELRS B (4 1213 o

5.1.3 M RAEARSS (AS)

FAPEARSE RS (AS — Auto-Scaling) 2 ARFEA k45 752K, @ik s e S 4aHd
B RRE w1 3 5 A RIR IR S5 . AS AEIBATHR RN LT, wlhalfd 254
BRE S GAT R K o RV S IG KIS SEIL N F 2R 48 F By 4%, k2% T BRI S S H &
G H B . ATTREREH: BUAEL 15 Z0TH SRR IR A A, SCRERAIE H L 55 Ao i iz
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170 AS X HAT THEE BRI HC MV 12 SR 14 18 Sh AR A B 388 G B3 5 <5 SR Tl m A
JUE BN GIAE RC BEIR I N D4 R Pt Fl ) 22 4 XU o

AS STRF B BRI B ST N 2 S i U &% D7 10 SoRe S i D s i e Uy 2
B3l KBV 4L N BT AT S, AR B B3 1) A v AR 55 45 AR 55 B AT 58 e 1 B
DDoS HiifJfE T AS WJ ASEIS Rl SEl (IS ATIRDL, IR s se il A iz AT R0
ARSI [F SCREC B Z AT IX. (AZ - Availability Zone), £ ZANATH 43X
P EESEd],  PRAEZE A A R K BE ST, ST R gl Ik

51.4 ZRENAES (DeH)

% J8 EHLIRS (DeH — Dedicated Host Service) ZfEfE Nz ECS fh3Lal -, $RAtH—Ff
RGO CLENUA AL LSRR S5, B 4kK T ECS RSSHIFTA ThRE DA K 2 4
LG

DeH 1T AENUN AL, R4 EAYHE TV RIS S e AT
B, AT DLIRE S HARAR 0 RGBSR G L, By b il Hypervisor AT RE B
TR 22 G S it Bk o

515 & REAARSS (BMS)

& JE MRS (BMS — Bare Metal Service) s&Hh 2 Al S i — ] BE R 5 BI3REL,
R MBI ERIRN 2 R . PSR E Bk 4%, B BMS 26, 2&—4
YRR, BT CPU. NAE. #RIERSE. WihL. i S5 B R Al i ik 55 de 4144
& BMS $RAUEGREAH AR ST . — AN Sl — S BN X E SR sEsl,
FLP A B AR, AT DT 2 IR AR, WP SCHLAS, HBA . B,

BMS £t 7 58N n ECS KUK Z 2 %N, GE BN RGN L 24 imFE T 7]
WWIE. EEEHRZ2ENATER, BANAZEY b & 511 #ikiH5EIRS (ECS)
—. HHEERGE, BMS MG R A e i BRI %2 4
Bt A S AT R A 2 A R, T BT A T3E — NMEMSZ Y B RS s AT Y,
ZATAIEE L R R L A

fi A 3.0 (2017 49 ) FREUIT S © ENBAAIRA A 31



e . .
o 3 72524 1% ) 5 LRSS L 4

5.2 M4 AR 55

52.1 EMFAE SRS (VPC)

LR = k% (VPC — Virtual Private Cloud) Jyiidh = ARG st g e, /a3
Bo B AE BRI I EE, 1T P = SR e e, WA P RS .

VPC LT

o WDIZEAEEE H CHEIME, BIEEIEE SRR,

o W LUEITE VPC HHUEFAME 1P HihEO, BERaik IR SS BE R A

o HLMEA] VPN H VPC Sttgi#dld 0B ik, SEBMN A = BRI

o S VPC AL I N SEE R T RE TLEK .

o WLl VPC MGG, HHE KWL, BCE DHCP, T2t M s

LU VPC 2 T 2% 22 2B D e die i X 2% 22 21k

VPC BEAZERITIE: G T

10 Bk 1P R IET HBER EAERA P dubil, K3bE 1P BRI I A OCI S 25 IR G5 ARG RIS, T LS VPC H s
PE R IR a2 AR 1P Ml 5 FLIR L.
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[El5-1 #£A = VPC ZRHfE[E

mm mm _—
L
1

FA1 ;; FH2

VPC1 :
I

I

S| PHbtiE S|Ptk :

I

I

I

I

I

I

VPC R4t 1 LA S5 HH 7 W 4% 22 4 5 A O 1R I 4% Tl g

o TR TR ORAE HBRE 2 RSS2, AT 1P Aotk R
DNS %o [[Al—/~ VPC IFTA F M N I3 IE 2= IR 5% #8 BRA IS T DU FLIRAS , 4L T
A VPC HAEREP & HME S RS A BN SE I IEE .

e VPN:VPN HITizui 7l VPC Z [l — k22 A A5 Rl A5 5, g FH 7
ik VPN BE#EEH VPC Wik SRR BRIMESL T, £ VPC HHiiE 2 k%
FTCVE S B I O B NS ATIEAE, WS, M REA VPN
hig, BLE VPN M4

o  mRLR: mLURSRAM HE RN MAIESE O 55y R OER L2
PIZEERER S o P T UM & B 2 S r ey = 5P 8 . A Se 3N
O IR L 204, FRIRMZR I SE, FRAG FL IR AR PG L B 22 i 2 4
U

VPC &4t T Z 1WA [F Open System Interconnection (OSI) JZ KM 4% 4B ThRE, L
JUAT DURIE AR N = BRI 2 TR e fICE . H, XSPEANE Y = AN 1
VPC )/ £% 2240 25 56 B B AER KBS Al 22 AR W a2 e ThRE 3 g, B EN .
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o B KEE: B KRR — AN ERE AT RIS A « 4ESPIF AT VT ] 1 SRR ) R 4
MR 57 R SRIBRII N b/ St U, Al Al (2 75 0 SC VRN H ORI T Y

o Z&H. {£ VPC ', RA4R XL IR ST LS, NE—A
VPC W EATAHIR % 4R35 SR I HAH ELAS AR I 58k 2= R 55 s S Uy [ Sk .
A LLEAT O IR Sz N SR FE 2= iR S5 2 U7 IR, # VPC ik
TR BRI AN R 22 A, DASR TS 2 IR 55 2 U7 1) 19 2 4

FEAN AT AEE — 1T R o 22 AR HE . Bhilts HUUNTTIA). B IP Huhik B
[ FW B . vy f s Vel SCRFECE TCP. UDP. ICMP =FithX.

LRV Z 245, B2 B0Z 05 AR RS . F P G AL, i i g 2L
TN 242, RS HEAUBLBEAT 22 R B AT U5 Rl 28] o [F)— > 4N 2 & RESULAT
LA A fE AL B U 2 G BN L. A — D22l N2 G BB AT A 51,
Wb ANIR] 2 A AL ARAT P & RE UL SR LA EEA5,  (H A il i B8 Fe Vs A

M AR EIE, B B SR 2 420 B R A BRI Rl R . ERIA RIS 78
th 5 1) b A R AR S A BT L A NI 25 R 55 4 T 75 S IR U B T AR U5 . 243K
WVT R AT DU 2 75 SR I, B/ FE 1% 2 s s el .

B W, B ki RN TIRIME N VPC %z atk. Kk, 1@
THEXBI TR A N VPC W% A S A Bt o B KA 22 A 4 A DX
gy, Es%.

5-1 REHEMPGNEEXBIFIZR

ZEH B A3

SRR 2 e 55 s S O 4R A ERLE TR (S
CHR—ZB CEZBi#

SCHF FU VSRS SCREFCVE JEAERNEL Al g

2 PR, B IF SRR 2SN PR 5R, FERT AR S A2 2

QR AL 22 i 55 23 S BB L AT | B3 T A B KBS I, A2 BRI K 45 A8
e, BNZEMA BN | KRBT R AR, I8 B K, 4]

P34 2 iR 55 2 S48 FH SRR 0 B 8T PR3 2 i 554 S 471
SR = e CEIPR S VR | SZRFRCC Tl CRIEM 5 . H 3 I8
Xof gk e HuhkAn 3 By S
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woawer TN 7% 4 R 5 P RS S5H P24
FAh, VPC WAL T HAM & 2 Thit, RE5 TR
o BHIFEEM (VLAN) BE: VLAN 7 OSI 4 — Ei@ i Bl M st VLAN
tagging g SEELRE 0L 3 - R iR UL 2 8] 7Y 22 4= 5 o
e |IP Al MAC 48%&: bk RN P @B RN KR IP. MAC Huht & 1P,
MAC 1jj B Xy, B EL, MRl 2 et . BARE ARG s
i DHCP snooping 4= IP-MAC HI4FE X%, SAJEEEE 1P JEMIBE4 (1P Source
Guard) 53174 ARP Killxt AE4RE o R IR SCH T JE .
e DHCPServer BEES: %5 1M/ MEMLH 3 DHCP Server fIR%, BijilHf 6w iR ek

K& Az DHCP Server AR, F2MAIES FIRENL 1P Mok oy Aoid F2 .

7 DoS/DD0S Hta: F Suifish Bl e #h i 11 3 B2 R BR RORARAE S 1 27 G 4h
BT 63 P9 A R AL KA e it

5.2.2 Bt g % ARSS (ELB)

S
I
L]

ELB

1145351 (ELB — Elastic Load Balancing) ¥ Vi i3 & H 870 K 2 £ & bt = IR 5545
L RGN IR S5 e 7T, SCEEE S KT R R R P AR A I e . AH AL Gt 12
ar, SR B I L

TLARWE, BZBRRRE T A, IR EE IR W R R ERSH, #oL%SmmT
.

MRS IR, E 3y RALERE ), JF AT 5ok i I 5 T s g i, B s 2 &
=K.

SCHERE 10 JIFRERE, WA P RRIRE TR SR EA oSl Y= (TCP
WO BEZE (HTTP Bl HTTPS i) HIFE K.

AT T 1A -

nORER TS

PR R BRI ERRI, WA EORE], SR ERIRESR IR, SBON RSB RIERE K,

e L 55 B R
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woawe WO A RS 5 M HRSS SR %4

[E5-2 f£A= ELB 4AWE

L4 L4 S

NGINX &8

L7 RE9E l l L7 E9E

‘

J5u# ECS

LVS: Linux Virtual Server
ECMP: Equal-Cost Multipath Protocaol

SR G BRI M AR S5 AR N R 2 42 B 3

BRI P 3B B IE AR S5 AR b bR 5. ELB {06 A1 5 i SR AN b kAR 2 IR 450 11
AN R LS i s R IR S5 3 11, By Ak A5 SOk R, ek D Mo

BERERES, BT BEERES: ELB w] LIRS 3 AN 45 IR 55 42 AL 56 I R TG 1)
YRARfE Sy, AR ECEEYT IR A s AR 55 R S = 7 DDoS B fig ) -

WM ELB CIFREHERE: @M ELB 22420 AT LU AR AL seil S 320k B
TR BRI . FL R AT Pl SCAR VR S PRI, BRI AN J7 il ELB
M. 5% 521 BUMAEERSE (VPC) —Tixt ol HuNd, AR
FEA

XRURHNEEAE: ELB 7EMANT HTTP Al HTTPS ARSI Seriist B L ohRg, M
FUu TR AT R . RS MRS B P b A R RSP )
AR, IR NS, PR R LB A RO R

XRF SSL/TLS HIBKIEPEHE: ELB 2k SSL/ITLS ## . SSLTLS EI#EHHK L
IR AR e RLP (¥ )5 0 IR 25 28 56 72 31 ELB,  n LAFT S B AE - Ja vt IR 45 2% 1)
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PEREE 7. XFTHEAN ELB [n#iiie, B ELB Fsvfocms, K5 KEIM
PR RS A ST ELB MdRE, h ELB XHHRSCHHT N 5 ki%. A
SSL/TLS EIERIhRERS, @EM LALPT e AV, 1 ELB #EATEEL

o RMEMIAMEEMGARE: #IOMEH HTTPS fE4 ELB (24 i@ E i,
A DA R B0 B ORI ORI B BRAE BRI 25 ¥ S TLS 1.2 AR ELB A
I SCREIN BRI, BRI BT SRR 1E 8 S8R ARV 1) %
THBEZ N ETUEBNFS, ELB SR RN 2 B0 W &4 f R
FU SRS R B

5.2.3 =iEHTARSS (DNS)

=IRMTIRSS (DNS — Domain Name Service) #RAtm T H . &3 AU DNS ARSI
DNS ERARS, fENATH FH A3k 44 sl H SR 6 e e TiF BN LER R 1P stihk, M
T Fi 26 FH P 1% E 38R 2 P 2 FH B2 908

i DNS A LAEI A T ] ECS. OBS. RDS ZFIAbARSS bk, (F-Fididif 4 BE:
Vi A F AR 55 5208 F P rTEAAN DNS AR 3RS HAIAT (¥ 3 A4 Al AT R 55 AT DA T
VPC AERE Hils A AT, MR 1 A B 55 X344 R A AN BE ), PRI 17 oIl 55 78 8 A
YEI IR R, RIS ol 5 mnl BTHE AL 7 RRE. 9z DNS TN = mm
PERI AT SEVE SR ZA R, FL R 55 4 B A SURF A B S T IR, A DR R i
FUE BN TR o AR NS5 RUR R R, ATIE 2 DNS AT SR AT s
Fet%, ORBEAL WSS (Rl

87 DNS HA LU N EE 2B IRE:

o RN P R4 WA B S A AR IC S, BT S Al BT AT DL R ARG S B -

o EIIWATHE N, 4i%iAAER] (TTL-Timeto Live) FISHES%E R DNS 2174 16 1
1k DNS ZA7 &% i .

e Rt Anti-DD0S Ihfg, XFUj IR EMATRMERRL, JERAE R E, R RCE
B IP i), {RREIRS 2 FaEiZ T, DNS B4R, EENTEHRE
BTG BE, SEEl T R B E B AN 2 Bt AT B P . B, Anti-DDoS
TiRenT LABHWT DNS ORI

A AT LB N 1AM AFL P RS89 BE 2 AT AR 55 S B EALRR , A FH U7 R) %5 H
PL API 15 5 R = R
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5.3 IF#BR S5

5.3.1 ¥R F%R S (OBS)

AR IRSS (OBS — Object Storage Service) & — ML 4 G (i EEME RS, NS
RO, 24, i, IRANEdR AR, B G, B W, b,
NEG MBRXS 555, OBS A PR ALERAEME A &, AT R RN SO, & &
P Wk, AP R EME M. BT OBS &I M M (AR 5%, HARGEmET
HTTPS il Web MR%#: 1, ibF /- RELEAT B iEH 2 HBCM A s -, J@id OBS
B SH & BUE ) b BE I B U7 1R R A AEAE OBS AR .

OBS it Z My bl FB, il ACL. MiZmg. H S ESS 24 T-B, X
RIS AR EEATBR A5 RIS, XA $idls, OBS #2447 — RN LT, i
Vil H S IhREEAT 8 11, I Bt T BRE U I R SRR, i 7 S Bt O
BERORUETTAE, W AR ST N e DR e 5, ORBE A AEfil . 2 AT AL Bl

o jif&EH]: OBS Schflid ACL. HisEms. F 2450 eSO 7 (K OBS i
SRIEAT VT Al
o VIRFEMIFIER (ACL): OBS #RALEETIK I ACL, FIHZT4a 5 ik - AH R U
I ALBR . ACL W] ARSI BT A - Bk e BP0 SR B0 SR AR U5 R BLRR - 451l
SRR« BABR . Se Rt R P thn] A B At U5 ] S mg, {51 ot 56
SR B ATV S, T BT N RAUR . BT RIS RAE BRI LT,
WSO VAR AR A1 2 U7 T A P R0 5, A N TGV TR 2 A7 B A RIS

o TSRS RN AT AT LA L 2 5 AR 0% (Bucket Policy), PRE A KIG HIALRR .
HSRIE AT R T & A2, 40 OBS #4E. HE A, Wi, ERIHMEZR (1 1P
kit ) BRAEI AR AN B AR p U7 )3 45 o BRI 838 L ORI E T4 A
P o FEMK ) 158 0% b, T DA% R 4 R4 T HL P AR -

. RN
. R

ACL PRSI GURATRUR BRI, TS 00 6 — M 9 A X A
BB AR BRI 1. Wi BT [ i SR A P 28 MR 0 0 7B i
B, T LI VIR A R R A AL CRMT E T ik Rz
WY, TSR — L% BB L .
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BCEMHANE S, OBS KR4 A SRS W7 2 15 3 3 2 1 40 A U5 1] PR 2K
o RPZZWUE: W)U OBS Wi ft—x Ui &8, B AK/SK. AK A
SK HF 1AM HIATENLHE]. OBS @I HI ik i) AK Al SK AT AESEAL,
RSB I ALK P 7 B VT 52 (1) OBS % 2417 OBS ik i R AT,
RIEMH BB EH SKIE R 8] 15 R FEBE(E B A R AUE B 9 HL,
FEREAT SR |, OBS T4 . X R4 BT URLEncode 4w, FiE
RS B RAE &4 SREIEE ik P, A eV I8 21 OBS %,
N T TR ZAL R FOL 5 DO T o8 2 = b, OBS #1241
He7s 0 53b i) S3 (Simple Storage Service) %11, AL AT DL B 39h % 5 44 FR
(ARN —Amazon Resource Name), V. 5i#h%5 44 55 2 hid 1% 4 hix (Amazon Signature
V2/V4) RFFRA I ZE A VAR ASGMERE F, RS8O TE Sidh ) S3 2L
TR HAARRE A= b, SRR BRI 2 mT 5.

o BUETEMAFEAM: OBS ML TR RBUE R RFEENE, FFE LS R
FISEPEM 2RI AU 2 TUR B, ARG ievh n] IS 99.99%, 584 e X R AE Gk
A S5 T G oK . OBS M Id 4 xR As 2 40 TUAR AN IRAIE 243 X G 1 4l — 2
EEMBEE RO, KU ZEBIE R RN, R SEF AR
99.999999999% (11 4> 9).

OBS SCRFRAE— DX RINZASRRA, 8] 7 UG 2 AL JR A RA, R
AR A'E B R g e B i 53 s o 2 WA 1 M P P 3 A 2 s B x 507
SR T IKE FBG BOAE LT, OBS WS I A 2T R 2 A ZhRE, 17 [H —
AR AR R A2 B B, B AR R GRS i SR A R

o Ui HAEIEF: OBS SCREXHAMMI T G R, HOA7V7 IR HEids, TRy
Hrel H AT v e H BTk, WA AT AR S AT U5 IR A R 35 R
PERR . RAIE S . MR IT S AN H B H RS, OBS £ A hixHZAm Ui
SR HEAT H Bl sk, FRAERE S, S RE i (RPEVRD . BT
HESAAE7E OBS whth e S FHALS () OBS TEfil2sIal, Bk ¥4 7L B A7 1% 2
H, HUEGAER T OBS ALJF)iZIhht. & HFadrad it 1, 7 nJF

JR %I RE -

12 P bR AR 4 WS H 2 RAHEL, BREEHTE N 24/ HMAC-SHA256 HUESh, 20k M B N6 44
5, PRI R AL R SRR T DO A BAT R, ORI T TR et . Rk,
N VA IS 4 Wit 5 I S b 2 Se BT RS
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o EIHEIFILE (CORS-Cross-Origin Resource Sharing): OBS % #f CORS #ti,

FVFEEIRIE R Vi OBS Hffi# ik CORS j&H W3C (World Wide Web Consortium)

o HE AL ZH 24 L A — ol o) 28 3] W 4 KRR S AL ), 8 SO T — ANk b i i 2 7 S

Web S FHFEFF 5 53— MNP B RAE HJ7 3. OBS SCHFEFRSMELIEE, &R A

BAEHPARE 7 SHH) CORS ALEN, OBS HIRAE A Wk A 4 Me ¥ o — A

PEIR L R, A2 T RJRZ 45K (SOP — Same Origin Policy) HIfZ(E, T

P A TV X 3 DA R A 5 TE i AT A8 B

o [hisEE: N T BIIEAMAE OBS MMM N HHE, OBS CHiE:T HTTP %k

(header) Atk Creferer) WIBTEEHEITE, OBS [RIN SCHRF 144 BRI 44 L ()

VIR WE . £ HTTP B, il kB, st ml LA B AR 09 5317 1) SR 5 )

o AT IRESRIE, AU PO R T B AT AR, — BRI BSRYF A2 Ak, R

BEAT 1L B BT TE DU 97 7 B mT UK I 235 SRR Y2 75 5 F 44 F el B 44 FL

B, 5 B4 SULEC DD SE VRIS K5 i, 75 D0 BEL L B (e 45 <€ U

o RFIINE: FRIARE B B FR, SR AR A 7 2Ok Al AR 45 i N 85 T

Ao T EARXT RN, HRSS b o fE N2 8 SR AT Ak . P R EUINE X R

I, A0 B SO e IR S5 I I Ss, PRSI . AT, RS D ge

IFEM AT KMS FEE S I IRSS Im N (SSE-KMS) F1%% 7 S it n & 25 9 i

IR 5% v & (SSE-C).

o SSE-KMS /Z1F OBS flifi] KMS & {fk iy sHiEAT i35 s o FH P B 2o i ZEAE
KMS s8] (S KMS SR BEERAE DD, RS 1E EARXT RN Al 1%
AT IR S5 i N

o SSE-C =45 OBS fsi FH H /7 & {5 S AN 3 BH B e A (B30 AT IR S5 o o 25 . F P
FE_EAEXS R3], OBS i HIZ S PHREAT IR 553 % . OBS A7
R P RBERINE B, BUE B 1%, H P WIGIEM R SR B2 R .

5.3.2 #HiERIEARSS (DES)

i tRi 55 (Data Express Service) Jfe—Fizk Nl REEI MRS, E M HIYBAAH
R (B eSATA EELIREN S A8 = AR M R AR . (8 A Do Ak 55 AT Akt
A AR, G B K R 2 A L AR I R4

FEJTIE DES HRdsim, G Pshla aldmss ., KHdii% DES ZRINEAFTINF
MR 2F RAAE T 5, BRIV ALK R S 2 PRt 25 R = Bl
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N TR BdE 22 4, (ERREF AT, B P XA AR AT N . DES SCRESR =J7 & L
HATHDY @ B AES-256 I S0 Bl 2647 % i N85 . DES SCRERZ% 7 i 2
Windows. Mac OS X. Linux Z5#e(E ARS8, T AT A AT ] SCAF R AT fE A 4 b T
REAWRE AL . PP u] DU IR AT EAT U IR, T RSO B B ST B B, i 25
F AR BEAT 5 7)o

RNTHAE T OIS, SR A R RS SR E A PR R B B AR S b
I FH P ] OB S E ) IS AKISK FIH PO RERL %8, e shEids bk, 3
WALt 56 U AP OE T A B BOR A RRR, MRIATC 05 508 = s oA [ R
RN TN FAREANERHL 0 B s, i OREARE 2 4

5.4 HAREERR S5

5.4.1 RABHIEERS (RDS)

K ARBAREE %S (RDS — Relational Database Service) & N =3 (1) — &k fo vrfiL ik
R TS FIZR B e, I T AR M 25 75 B T H S B YRR W R AT B R 2% 1) o
PENRSs . HARMEABh& 0. B EER R B W 5 ThRe, DABT E¥EE Rk . S5
ThHRE, SR P AR Ml 25 T B AT HHE e TR

RDS b HEHE 2 AMREIE R AR AR 500 P i T SEE A 22 4, Billn VPC. =44, BUR
WHE . SSLiERE. BEh& . s ERIE . B8 A% E (PITR - point-in-time recovery ).
25 A] FH X A5

o  MEMEE: VPC AV EIIELE VPC Ak IP Y8 FREHERSIEER P b
bEB: . RDS SEFIEATAERL ML) VPC P o B AT AR — AN AT X1 1 R 4,
ZJE AT DARSEL 55 2, H4EE RDS (1m0 v SEBIE B T 56 i, RDS 7E G4
SESRG 2 NP AR P ki, T IEREAE A . RDS SE] 3B AR L
VPC J&, filFali@id VPN e VPC eSS M ST VPC, Hr]LLYE VPC
WERAIEE ECS, BILAAH 1P JERERE &  FL o] DL A Al TRl 2 e i
K5EM RDS SEGIRGE, &7 RDS SEfli w4k,

o  PylaHl. MG RDS S, RDS 2L FE a8 — B Rk S, 3
WK AT B AR AR E . R R VEAR AR B ORI RDS SEI R PE . A
FUR DM O FE 0K 7 R RDS SR e, AR 5 A s e s A4
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PP, AR B Sl 5RO o R H e 2 ik, BLEBURER
SR, AL QIR S, PR e, K RDS Sl 55 R R AL
BLEXT R AR . FLP AT LUERE VPC X RDS SEGIFTIE AN, ik
FRITEAT BR A, AT 28 1) R DA 32 500 P ) D 4 90 ] 0l e 22 4 LA e Ve
WWrim D3 E R . MELXEHATEES RDS L4,

o fRENINE: RDS S| SCRPEUE R i 5 I 5 um TLS N &4, RDS FEARISE
I, FEER) CA S UERA S A FSOME— AR S5 UEAS o /7 S ] LAASE P IR 9542 1
& ETEE CA HUAESS, FRAEERBEE PR SR AZAUE TS, X B A R 55 it AT WIE
FIk BN LA B .

o TEFEINE: RDS SCRPAAFAEBIHOE b R N E R A, NS EYIh KMS &
M

o HIZABMRE: RDS SLHM M KAIKRE 7%, B A& A R B30 %
WERNITE, & AA IR Z 35 K, [RINIFE B30 5 S VX8 2 AT i
B 5K - RDS Bl & 2 dt AT &0, A5 nhafEamds L,
Rt SR VAL R BRI R B B m — O R & AR AR — AP BPIRES o PRI AL T30
fi A B 2 A A 4y, XS B A (E R0 OBS AT, 4AH - IR se il
SRR OBS Afirh PR IR . AH 7 ] DL C AT PRI S 23T S i v

o HUEMH: RDS SCREIRE OIS, L AT ERE T X o T X
AT IS0 2L e T P SBIRS, RDS 4 i o A i e 25 S
TEE SO MM UL R, RDS 42 S0 K SEBITF gk St AT R4 T P i) B
o, WISLHLP ] MySQL B FERT, M55 A LGRS, T RDS
S GG ], RDS 4 5L B s R 5 R, B AT
FRLAR A 5 75 B B R R 0 S AT 05 40T

o MEMINR: FLPIG RDS SUIRE, 707ERURRESLHI N AR AN, (EAT
ST KRS

542 HHRNEERS (DCS)

34 RNEAERR % (DCS — Distributed Cache Service) J&LA Redis Ay3EAfif 4 4 22 77
[ PFEERERSS, (R4, VERE. WIEEPE T T Y58, DCS I T A7 1 45 1 47
it R G, Tl ARPEEARE . AP EERIH B S, ESC 2 PR SR 454,
Free (strings).  HY% (hashes). %I (lists). &EA (sets). HFHEA (sorted sets).
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AP (bitmaps), hyperloglogs Al %% |A] (geospatial) 25|¥E &%, DCS NE T
2], Lua BIATHAE, HEITHE/DMEH (LRU — Least Recently Used) 2525 /745 Hi 5
W, SR LSS5 AR AL T RE

DCS FIFE RN =%t %4 (RBAC—Role-Based Access Control) F A1 HE{THL
PRz, A H e EfER T B OB, E CmgErsEsl. AR DCS sEflzlh
SEYIELRG B, R B S22 (A VPC B RS . DCS X AT AL RV E AT BUR 4
Wi, RAREERIEA RVFPAT, RS T H Sl s SsgaE . st H S R
FARE RN IR], DA A L BEAT 6 TR .

DCs ‘& B i ¥t (RAFAE S AR T R L, 8T 2 B AL SCEL SR TR, PRIESO Pl 5ett.

5.5 HE T T AR 55

5.5.1 MapReduce Bg% (MRS)

MapReduce A% (MRS—MapReduce Service) fE4E N = EHRAtm I EEtE. My @i, &
BEGTE . DIa ki m RO E KRB TR IRSS . MRS SERHEN— o EFE IR
EHAMGHTG, RN SH AR [ — AN AR I g, [RIIN R A
OMS (Operation & Maintenance Service) 3. #&7 s5 FHAh 5 5 18] SR FH XUH] BLAF

MRS SRR A a5 . 0% P ) 77 UF AR . MRS 424 72T CAS
(Central Authentication Service) 5.3 55% (SSO - Single Sign-On), H 7 EfEE Web
WIRERG, B K& s & HAm AR Web BT, B/ B mAR 7 2357
NI

o HPFO4LEE. MRS R4iEIT IAM (Kerberos/LDAP) #H47 Fl F7 48 FE, Ho
Kerberos 17 1/ 14 RN AL BE K s FH P D12 7EORAT LDAP 5048 2

o MUREEM: MRS #2ft RBAC BRI, H Mg TR IBIR . d@id e e
F P ReE B, T AR REF AR o B A 5 AT AR, T M40 L 75 2205 1) 110
AP BHRIEATRCE -

o  BEIEINE: MRS (1 HBase. Hive SCRHZFIME At £ S NEHRR, &/ likd
Xof IR e K AT 0 A s
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o  HEse®iE: MRS A P HUERAEE HDFS I, HDFS BRI RA CRC32C #:4
BHE O IEmR T, SRR IR 18 T CRC32C ) CRC32 Kt /7. HDFS HI%L
#5715 55 (DataNode — DND  f STAE GG, Wn SR R I 7 it A i >R (B
FH ORZER) wls7H EMER i, 1% i E S ANEdE. 275 DN 2
Bl SR A AR 2 e, WRIMEIE A e, a2 HAhl DN F5
AR

o  BIERARK: MRS EREAU, NERNIORAEIH P EERIRAL T S 1wt B 25
KIJEe. EAHMEAL T EMMEE TR, B8 FREHCRED . JOnEDR. Bl
B, HIRFDHEEESIAE. MRS &K FE LW HBase HRE ISR
BB A —NERE (ERP T %3 HBase. HDFS. ZooKeeper. Kerberos. LDAP
Server ZF4LMF) HSEHELY, WAL E AR G R RMTEFD AR, AL
R o X, EEFEIRUEBIN, SHERT DL RIS

5.6 MRS

5.6.1 iHRBEHARS (SMN)
W EIEAIRSS (SMN — Simple Message Notification) J&—/Maif, RiF. W&, &M
HEHEE RS . @I iZRSs, H A L g B 5 306 B ARk S Tl FE . Tl

ShY. HTTPS S HIFEF LA K ahtfkik . i@id SMN, I ] LR 2% 8 Bt vl B

E‘
oy
N=B=!
sy

=

.o FPEn] DL AR BB = ARSS (B tn CES. OBS. AS %), JfE2 et
JHE

FL P AE AR 55150 £ 8 SMN AP SRfd W SE AR S . SMN R H 26 T F17 AR
B, e SHRE . AW BURE B FirHES 2k, Ry EE
RG0%Z FIRIEEGE.

NPRUENE 55 REPE, SMN B4R HEARH RIG RIS D7 SMN k55 1K 4
FENZKS S T IAM RSB IF AR SMN 5 BRI, AR 3528
LRSS AN AT R SMN JIFTAT A 251 1AM IR SS B I3 AL SMN
BT BRI Y, ATEAYG IR SMNC I #R1E; 25T 1AM IS5 G F R AU
JFUFRBREH ), AR SMN 55 A 2R 8R4k .
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woawe WO A RS 5 M HRSS SR %4

SMN 45 R FEHH HTTPS #hilifilnl SMN API 211, ZRINCFE TLS 1.2 Bt Al
PFS At . STRTA AL 13 1A i I S HR S, DU IRIRS A 2 2=
Wt sz S FAL P IO RUSEE, W@ R FHLS S mE Rk S, (3 R TR s
BEINE A FE, BT A3 DA BT sk o H AR R K
6], JFATBEATREA [

5.6.2 7% NiEHERS (DMS)

A I B IRS: (DMS — Distributed Message Service) & — 33 T ma] /0 A RAERERL
ARSI SRS, $4t T ol S By e E 2T, T WO B
HE

DMS WIRIFIZEL MUk, IR BRI, DA, SR . . T
B BUBMIE. SEEG. 3 BIRGBGE. iR LS WIIKRL FIRES. T

I Bl 553 55
o VMR F0lk 5 PRIt R G RIS TR T A% L BOAN 3 R 8 20 P U R e D

], Joih RS A R G A FE A5 SR F X A (Y U ) SR T B, 4R
FHIT B BBONTE RIS, . R B85 5 2o BB Bz HUT 5515 AR JE 4
AT

BRA—FM: EXHEEATR G, NEFF RGEMREPIRE F 2R AR R
BRI BRI . F RGP LS I BAE A 0, PRAFAL S (FESEE . DMS
AT LAF 7 R Gu R ] 1) e P SRR AL 0, SEILP Z AI ) 355 dme 25— B0, BRI
I T A

BRIEIRAS: 7R T RIS RAECRAM GG b, BRI RSB R IR, ALFEAE
T b R G R T T RE S AL B RE SR A H e R i R G e, AR
i1 ZR G AT PR TR I PRI AR e B R 2 P R T AR B S R U R RO SR
AJ DU BA B AR 55 HEAR A7 1T FAE(S I, 72 T ir RGUA REJI AL BT B KN I PR AL 2E,
WG N IET B R G R AR A TR ASSR O B HERRBE TT, 3 ORI
K, R ARG AR HEAT I B AR

HERD: A AR 2T7 206 H S B RE 2N B RSS, Fiad HAb L 5t
FI RS A S I B8 2 20 A, t ) P 3 O I A RSO s EAT N A
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DMS [ J5 FAAMEMZERIE T 1AM SREEATIEH]. 8 S IiE)s, K T BLsg el
i) H SRS BT A AR s[RI, G s n] LR 7 HoAt IR 9550 1AM H
JUT R ARV EAR E BABIIIALER o BRINIE LS, K X RET IRl B CRTEE I BAS .

IE4h, DMS JR%S RSz HEH HTTPS #Hiiiil DMSAPI #1, ZRiATHEE TLS1.2
BRI PFS 22 4xiidh o 3T 224k LIO5 R, DMS Ay SRAE SR 04T 028 Ja 174 ¥ ]
eI, RIARSS S 0B (SSE) . FH AT LA PR DMS  $@ (3t i3 FH 25 BHEAT R 55 s I 2%
1P, WATLUER KMS RS BRI B B AT I B A7t o Saoh, FH P NI B A R
% DMS Rt AT DU T B s, T B L oRAAN G207 1) BRURRH 4R

5.6.3 ZRMEARS (Workspace)

= RIS (Workspace) /& A A RFEHEIE T Windows (1)UL AL A 4EH (VDI -
Virtual Desktop Infrastructure) 5 RS FH RS, FH P vl 2 o CREAE 1) BERS
BN 2 I A o« AR SE PC N, 2 LTS R By JCiont F P A5 A S T /0 P 4
Yo FEAT IR S, BRI B ik, A7 2500 B i it 5

= SIS P i AMRAFEAE, RIS AT R T ImAET s & R 2 S R R A E
(R A e 2 4 PEff HDP  (Huawei Desktop Protocol) #his#ii B., f T A ALK
USB. ZUfAk. flash. AL RARE R E M S HSHTEBES, M5 50E .

RUPHE—AS P 38N BOE L 2% L2k, AT LARE IS B 3t 3 o - i Bk B L) 2 SR
it RE RN B A, SR mE s T IR, N T RE .

BRI BT P S T A B A R RN . TN . ST A L AL AT T
PN L AL STV E

P A A R AT RG22 ] AR 75 2R B R AL BRI M EE 1 O, A RGE SR
T A P A i I AT R AR A T+ A QA R A AR BN

R TRAT U R AT g

o RFEMRA: RGVE I AL AR MME— 1 S bRl RIS bRl s
A AT e TR SRR ORI R RS 1) BRI AT, R #ATHI T B Eh], &
7 I T D2 J0E B2 R EDR, B EEZOR . 57 BERRFIR
TR A EREE . EBCERIN RN, WA RTERE, RG2S AT 215
HIENH S, RGERAEARIN R . RGEIR BRI BE D RE, B
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SN ARSI A — s I [ BE I R e E R, ARG BUE —BUNE], BAFHIE
FH P A2 FRE I T Y BE 22 ) 55 0101 5K

o iRl Uy I 0 o v B S BT R A SR AR R R EA T A
YE. Uil AR NS R S PRS2 ORGP BRI REAT U5 I R 2
FAERURARERE Hh TUE SCROTE R FH P 3SR AR S AN (1477 sUAF i -

o fREyZA: KM HDP WhUGHAT MV, iR MEE IR BRSSO
X EAN ST ) 22 AT R SCRFMI LA TLS 1.2 PhdlUd S inisiE .

o BRERERA: SRR REIIWLB G SO HEAT SE Bk WU PR OR Y, TR CREE ML B 1R
PR R AR 15 B A5 258 218 R

o EMEWENM]: St VDI RGRVE B MHLE], PRI O B il LUK

o AW PN RAEFIE BT, TERARGONN 2 EERER . SR

RPAELRES « R AERTIRAS . BN IRES . AR 2RSS M Sei iz, 2
s A FRE B AR

o ZEWHI HEWLRIAX RG AR P iEs . #1554, HUSHERR
it dh A SO EMER. BIERE, HEZO . FrRE . SR EE 1P i
bby SFAHAMFASIRE T B, A RBH A REx R H BT F. WHiF
H S AR R VB T b o A 2 (A BRI, SR AU, R
ESH T HEAERK . R HEAPORBRBUA VT BSEER. Jedti it H &
ARTEFE R IIRE, SCFIZ AR R — B & T B FAFRSEA. FRITa).
HOF LA P bk FORLEER, SCBIA S, B 2 e AN HEHITES, URIE
Pedimid Re (1 O PEAN 52 B

5.7 EIERIRSS

5.71 =51k s% (CES)

=% (CES-Cloud Eye Service) A #&HE—N et st 2 i g5 4% i 98 55 BE A
MISLARAG I & o CES AL 4% 5% |l A L A AMEIR B, A5 AR %
FRURIRES . FRESRIAM 2, CES Mdaxt SR ALl 5, 16 AR A IR 55 1) S5V FH 4%
P, 7 W A B AR H
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CES H Ay LLEAE T2 = 55 HIAH SHE 5 3k H Bk SS (ECS) =ik %5 (EVS).
EAE =% (VPC). KREREBHERERS (RDS). A ZAE RS (DCS). 4310
I B RSS (DMS) . 5 F1 2 47 CELBD BRI IR 55 CAS) « W3t 82 FH 917 < 338 CWARD |
FHIRIRAI RS (HVD). =5mR% (Workspace) HLEs=31k% (MLS). W TP
BOORss (WTP)., il 6 FE % (DWS). N TAREMRSS (AIS) 5513, I/ n DU it X
SEARFR, BCE RN RIE AN SRS, DA SR TR R S5 ) S SR IE AT IR A T R

CES 55 #1973 sCRF LA O et ol I, BRI P M2 S A 20, MR PR SR,
T S R A% R B R I R Ak A

RAE#EEERNE 1AM DIERIH AR H] CES k%5, M7 NEHRSzEH &, JF
BRI AT SDK 4. CES %t LI ™ 4 AT A 4R% 2, RAA VaEE L Al
J A RE T 1) FLR L P 47 8

5.7.2 =8IRS (CTS)

= H#1HRSS (CTS-—Cloud Trace Service) L $2fit = il 55 LR IR F IR, A&

BT ANEAAE F o 1SR BRI = I K S B ] A BT R,

W RS SR APL BAT AR, DA = RGNl R I#R(E. CTS 2 2 H

FHENVIE LR 1T A R IE AN o] Bk (1 S P PR IR S5, LA DU Thg:

o RFREHI: AR ENREMARSARELT, r@id CTS, Lt RgHids
BB N BEAE, R TSl 1T TN T LHATF G & 10 10 & I
IT AZH

o  YiNREHI ARG SR CTS SERf. RGP EE B A B A
TERMH FER A BRI APL #8848, - T2E7 R @&, 7 55Eh.

o BUEETIF: fFBh CTS il R AP FF, el LLEI Y OBS %4 I
{140 37% 1) 25 S ARSI i ik % 155 VO o

o EEA: CTS CRPl#RIEILRK G IE, I A S h S0, SEif [P EAF 2 OBS
P46, B P SCI R B S R T . AR A K ARAT

B RH NSRS N E B SRR (EVS - Elastic Volume Service). EHLIF K MR % (HVD — Host
Vulnerability Detection service). HL#%2%>1/IR%5 (MLS — Machine Learning Service). W 55 S 5UIRSS (WTP —Web
Tampering Protection service). ##5 G AR %S (DWS — Data Warehousing Service). A LF ek (AIS — Artificial
Intelligence Service). #i{i# & 3% https://ww.huaweicloud.com/ 7 fi# 58 2344 .
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CTS TENENTIEBARSS 2 —, KRBV EN = 2 RS LA . 22
Wk eHlM . WA F 2l Mg RS < WA Z i, BRI
Mt e mH T RS . X E SN A 2 e R, Hth RN E T 2%
55 4 IR B 2 AN R

o A4 CTS R IEAVAH R RS -G SH 2] . IBER AR R, DAR
C5 CTS SEMUHEMIMSS KR E R FE . FraEREM HTTPS Hhillfe¥i, B
IRBEHEAT N B, 78 5N IR SR AT A2 LN A b 2] L 19 42 Bk L SR R T
By Kt RN 2 BEIOUESS 77 20, (RIS %2 4. oAb, CTS AFI 6797 401 Web
GAIMT T @ AINE, Bive S .

o HiE4r: CTS bR /- HEBIE, AR B, 2B R & IRS W7 g,
Fron % M g5 R ke iy H BRI TR, W OREE A B AN B BURE B TEAR S
BB, BB AIE. MRS 148 B LR s L ST B, B H &
5 RALR R RAZ IO UER . AxTH: TEORGEINEL, RINZ ELN, JERYEE A4 24
TG ER, X B B S AT e A, FRgaiE . OB, B s B
GRS BeJa, CTS SCRREUE L% 107 IR /F 2] OBS Hf.

5.8 ZEARFE

5.8.1 ZL—HMIAERRS (IAM)

i — S IERS: (JAM — Identity and Access Management) H i & A b 27 41 2 45 4 1)
PSS B BREIRSS, AL A = 2 BEAS R 08 U5 A B A PR o P gt 4 FH 7 [l 85 BH 3R
19 T 1AM IAERSERUS, CARA AP 1977 s 4 = B

IAM  F] DA% 2 R AIRE B2 F A, ORAIE [R] — Al AL B AN R P ARG P = B R _ B AR 3 A
RUEAE G HAS T P AR AR AR S SR R S BB = IS5 (AN AT H B DR AR Mk 55 IO Rp R 1

o ERANE: WALEM P RAICIEK T GENEEIEA D) NIRER. HPEE
KERNTEREN, TEMNEL. RN, ZEBBaTUHT AP 775 e
=B,

o EETHIREE: |AM SCRERLP IR 22 4 B SR 750K, B0 B AN [ o0 5 1 2% sl SR s A
SECRRISY, Ik P ol i o B A P ] s i, UK S M R
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o BFREE: IAM SRR A % A B0 DA B0 B B SR TR, 38 S A RO b A
fifb BT DR 0 TR T AR, S EUK S SR

o ACL: IAM JEIHRHLET 1P (1) ACL wJ LARRSI Ak A Pt R 78 22 A 1 9 4 #1858
NIRRT TR, B G AR P D NAS 22 4 0 2% A 5 3 3 Bt i R

o  ZETIAE (MFA): ZHTiAiE (MFA — Multi-Factor Authentication) J2& i /' & 5%
R G, BRERIAESS, MM s — B ERYy, PIgRIK S 2ett. i
AERETEA. WA, AP EEIEELE, R — RS VAR
A7 ZU0AIE. FPIEECETD . FHLEBURAE B, 1AM BRUE A 2 7 AE, fRIE
KT 224,

o  UiEEH: LEM I TR APl i B HEN T ERIBIRN, Uil
FHATX AP ERITE 4, APL G NIRIGZE4 15 B o BU7-38 44 F (Al kT
ARy B A i R il SR B, Wi ORI S e 4, JRRy LV AR I B S L
Aol A B G T B e R PR SR UE DU G @A N BT R %A, R B AR RS 1
T &, HH-BRREGRE, WICHEE B N S, H A RTaIEE
M8, RIEZER SRR 2. e, BHNZ BRI e E S, 5
IR ARG H

o BRHGMIE: WA A 2 FERSNT S MRS (W1 LDAP B Kerberos) %
WEF P I B 43 9 BAZ AR AR 45 52 SAML 2.0 7 (SAML — Security Assertion
Markup Language), I8 AL A] LLRZ AR 554 8 B 4 32 41 7 (1dP — Identity Provider),
Wt R e BN IR SSHR AL (SP - Service Provider) . JXFEA VAP 7EAS 7 B0k 2L A
FUS BFEEFIEARIIE T, AT AT SAML $308 st R 2 iR 454 il
&, sogidE AP J7 Ui i = R
FELP AT AZE A BIR AN [R] P, S RS DA TEAE A1 350 IS B A = I B R P, 90
B FLP N SRR BT 228, FECESHEMHH BIRES), Kz
B P P B IR 5 0 6T 2 D T LR PR A
WA G — MR BN EIE T Web BN FHAR U5 RN = BEU, TR A i A
PR AN 22 AAE A . FTLAEF P S BB R BT, AR5 18 F FE S 1)
SER, @ BHAE R SR I 22 4 R 4

o  MUIREHE: IAM BURGFEH & SR = SRR . FH P 7 SRR vy DL 24 A
P PR AR, S P A P e, kR, B P R T
FHRIIRUR o 2= BRI PR AL AERT = BRI AR . MIBR . 1Bk, B SRR .
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RN P AR BIERR, BRI L, wT U R P 4k R AL AURR
I P AR EE P BRR P AR B B TR A 2R, e BSR A EE VR EL . A,
IAM 254 PAM IhREIE AT UL SE A R Hh 4040 SRR 7

582 HAEEMRS (KMS)

FAE RS (KMS — Key Management Service) &A= ML — 2 2 M W
BRI AR R AR IR SS, EdE R, ERER S HE B, RIS H. mEes
nE A IhRE .

WL KMS, i Refs 7 [ B E CRIE ST, I RERE I 28 n & %5 81 (DEK — Data
Encryption Key) #HTH3E 0%, #hfoe L 5S8R %4 . DEK {#FI{RAEE KMS
I P %4 (CMK — Customer Master Key) #E47 1%, CMK {5 F R A7 7E T (- A7 il A
P (HSM) HiR %2 (Root Key) BEATINE, LA SCHITE A ORAFAE B PALEAGE T s,
TREEHAZMTE . HSM VENEMER, MRGEBMEERE. HSM I FIPS140-2 (2
RN 3 ) HIERE PR AVAE, 52 P REE A R

KMS SZHL T A a ik ss, iatiaiikss (EVS). M RAEERS (OBS) i, H
FUBCEAFEAR ST, TR SN P LA, B S s B I A i . KMS
B RFFUEINER A, 6 F Bl AT 07 G g, T 2 F P R BB
R, B E S, TET OISR R, AR EPE .

NORBERL S IR 22T 58, KMS feflt 7 242 ekt

o HEHAMHIAR: KMS RTH S H HSM AR EFEALEUE RS A B, AR S5
EAIBENLYE

o  HHREHME: KMS MIREHIFIE HSM i, MORASHBIE HSM 24k,
TR HAMER . HSM SR XUHLEE, CRIE HSM ¥ Al SEPEAT & A A . CMK
SARB M J5, LA ST R AFAE B AT b . BT R &l
LA MNE ) MySQL #dfs EIRAF AR AN 51K CMK. MySQL. iz g LAXUHL
T ERE, F S PERAE R MySQL IR, 2% %]4& MySQL i, —
H3F MySQL KAEMBETCZESEAEIRSS, % MySQL {hn] iEH TAEFV 1], fRAEIRSS
Arhili. HSM EREAEMR, 5 BB AR AR & —ii, WS B RE TR
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BHZERMER : KMS F2fibxf CMK fy4 A 1 B, A48 CMK JE VA5
MER. Hr, KMS 1ROt PIIEISMIERhAE, AL LAUsE CMK JER BRI [A]
(7T R~35), fERXANWEBN, MoARTCLBGHMIER CMK, 3 % izl .

o KMS R#&: KMS H2H5e M54 4 brHLIRIK % Thk, (RIEF P 13 1R 2 R
RAHNTIE S, BIRAEREGE KMS RUBHIRTRL. BDRE R BRI H, il
it KMS RS EHRTE, SSRGS . (RAZEE HSM PRSI, S&HTE
HSM 47 0y TR, (RAF CMK MBI, W T B R A 4 4
By, AFH R B 2 TR b — ELR AR TR SRR P I T, KMS
T LI 4 0 Ml P 3

o ENUEEEEE. KMS LN ERBR G KMS [/% 19 2 4
TR, (HE KMS AICBUR7E T 2 fey e

o ViRl KMS BT 1AM fitag—it T RBAC Vil x T, RfAE
IAM S50k 2 KMS AL, JFsE T HBRERIRIMAE P, A fedifE KMS |
A CMK. AR E T RERR A P A aEE# CMK 58, ANfext CMK #E7
#1E. KMS X} CMK #47 TH RS, P RauinS5EHEETHCK
CMK, TCiEEEHARF 1) CMK. b4k, RET I RH &S MR, WHE
i CMK FIRLFR .

o BAEHZH U WEPIIIA R (P EE. nESEE =15, #e
A HEIFERB| W RS (CTS) o, T /a8 CMK g 255 .

AL, KMS BREGIGE BN B B — RINFAR, L4320 TG . 24 H M.
WGP KIRRI S B KFEES . FLP KMS SRR ES . APl #5112 4%, B
A he ), Rk KMS RS 3 9124,

5.8.3 BF DDoS WAk (Anti-DDoS Service)

B DDoS Hifii%% (Anti-DDoS Service) it LK F7 DDoS %4, A 1HEA R S5t
TR BT AN E B AT 4 SR N, R N Al BB B1 A =] 55
SRt B ae . ORBEARLT] T S22 4x, JERRORI T 29 4% 55 . Anti-DDoS ik
SR BURAIIL IR DDoS M zhfE, HAHEART Ping Flood. SYN Flood. UDP
Flood. Challenge Collapsar (CC). HTTPFlood. DNSFlood. [AH}, Anti-DDoS fiz45n]
LIHRAH TB (terabyte) Z&ffIUie Aty F - WX AR AR A o7 v Solk 554570 |5 B 2 1
PEE, RERNBIEEE, Siascrf@am s, a2,
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HHl Anti-DDoS AR 52 4L FIhRE:

B BB BRI SR L AR AR T A 98 Slk 55 A Bk BT P A

o WERMAMFEG: M) ITaRS S, SR BT R, X T2 BE ARG
ik, #ATHE.

o (EEEEHE. MERftmEZER. RIGHEHANEHY G, M/ rEd k&I pesent 7
L, BoE MR ARSS BT

o IRRMEIE: RMUEFPADAM IP WIIETIEE, G LATRRE . LT R E
ZH. 24 /NI DART ERIIAE R RSO0 24 /NN DA IR E SR GRBEAIRIRD;
Rt et BRI, BE XDV, SKRFERRTUE g EdE, PR
B, BahkE. Bul Top 10 #4455

o  HESH: 124t Anti-DDoS ¥ H BN, oAl ERAEThRE, @I Fr ik 45 R

SHEHF

Anti-DDoS AR5 IGET BN H S — RINEAR, @ RmZerm 6. 24l m &
BB BN RS AP B2 0224 5 H G 42, Wandl w468/, (R Anti-
DDoS k%5 H S5 24,

5.84 = WAF BR%

ENZ WAF RESE T HNZEL LM — RIVEHERAL S K R Web [
97 K 3o 36 3o 2 A 1 TE DRI 45 45 38 SO HT IS B, % SQL FEN L S U ML
A ARG EN . B, Ftids . B bot. webshell. CC SEXi S SK
RERT -

R WAF 4 i S OERIE KBS, 7 ArAR Y 15 Sl 55 7 AT MR PT i B AL
IRATESE R ) LI I B B H S IR RAR A SR T A2

AT WAF 55 BA W D

o EW Web BiERITIE: ‘£ WAF ATHA) 99% [ Web Xili, 4 SQL &
A XSS, AN ARRSEN . H il ) USRS 0L (OWASP Top 10)
B 88, JFRERINTEMSE . 280 Sk B, RS AL B TR St A R

o SRRMIILIEIRINRE: LWL T TR IR TR A gDt J5 S5 o B 18 B IE U 5] 4,
= WAF B 718 U5 %, ik SQL . XSS &5 [k il 5 kv .
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BEGEEE: ZHERNERZEHBMMER, FHENE WAF AW FEEE Web
Fi e, B bot ALK P AUE2EE . FI Al LL—8ES B IhAg, hlk 55T (7
.

CC HBh#r: CC Miii (NMHJZ DDoS —F) 2 i K& 4 %R, 52 IEH
SRS, N WAF AT IP B cookie {5EXTH Fbfrdril, Ffdd R ik
(T B BRE, ATV i BRSPS BRME v el 2, W BRI L SR, e xhlk 53
RS TR RREAE IR, AT ANLRSE], SRS Mo T ok, IR
AT BELIT -

Webshell BiitE: v WAF JEiE6T HTTP(S) A& i iy 2846, o 4% Fh s A
(1 Web shell HEATRCIIAIENT, B kel &k G gefad . F P Al bh—4 s Fl i
Thie, JHIE AT

F, £z WAF IRFSMEARIE. 5 TEH:
B & SORE R F - o] DU o 22 WAF SR 004 11, B8 e SRR iRe ) .
BAEEE R P A48 F AR A B 7 oAt BE A3 2% R ARG

RIS wIE e WAF Bk H S B &R P AL R P 4 3 555 R
PP AT R E g SR, SEELFSAA L E

SPEE. E/Eumaf WAF 5 ER, Mg k. S0 ENEG LS.

R SRR TE R A XS 5 47 SR A& 5 mT o e R SR 7 Ak, AT G R e A
ML

5.8.5 BiEEZ £k (DBSS)

B I 22 4k % (DBSS — Database Security Service), & — N8 B8 (K5 22 7 -k 1% 2 I
55 A LRIRY IS AR o Hiedha P 77 K 4 52 8] DA S ) AR BRAR 2C 28 7 5 AL
S IR 55 RO REL = 09 % 25 ) P, A X 800 R AT U ) )1 SR 23 50 38 o 0 977 K i o 17
SRAEATARATAIIR,  SEI 2 A B PE A Vs R, AR A B AR EE . LR | E SO
SR 2L, S R S R B WS R DT 17 FI M 547 . DBSS b4 AUk B
RIFIBLE. SQL JENKI . HaFERT I & 2 e A A 12 22 A i T H S5 D) e

DBSS H& W M s
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S¥E. BEM: HPI DBSS J5, WAFRIEZNEE, Wi, RAHE . B
FRR P N2 48 . Ao P SR R Ol . RAm P RGBT, TR
WEiE Ll SQL A, BRI fRiE .

XRFZRBIBIRFE: DBSS SR 2 Pl 261, A48 RDS. Microsoft SQL.
MySQL. PostgreSQL %5,

BR& s mitERer) DBSS 5 RDS 54 ift4s. FLiTW DBSS 5, ML
BB COHOHR PR R Y2, M B AR R, XL R PR RE AR FE R A R

4k, DBSS HA W %4 The:

YOE BB EYRD : DBSS A T4 M 25 25 RS FH I 5545 2 [R], ARERHH
I RS, B R SS AR AN AN T L, DR T R P Y B T

PR SCRRANRLEE K A BB SR P ] . mT DA SQL 45 /E2RAY, X R4
B, METHR. EXS. S TRUIR ).

RASKISELE : DBSS SCHRAML [ 8 LB IG5l > SR 3 TS5 w1
TARCE IDS/IPS SR, “4iE R BB PFER kB Hob [ Uk, DBSS 2 A4l fl
ORI S W, DBSS IS RlIEI LRSS, BALH P UTIAT ML, A
JIF AT B

SQL yENBF#: DBSS WHE T SQL VENRRMEFE. FET 1 R0 I B RIPE o pl
i, XF SQL VENBATLRE1ZW, FRSCmE W, A CRAR P 408 PR 52 SQL vE
NG

WAAT AR : DBSS @it M fE. CVE JRiAFFE. SQL iR[iETE. 24
U EEHEAT R, R IURI B R M BGEAT N, W SR X A
AR BT, R BB S S R, ANt
FF=HE Ve BEARE, AN SO 5000 7 50 2 v A7t

HoE BRI : DBSS $RALEURE S RBP4, AT Adoy I 4% A
SRR S, O RIS S AT I s A
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RZEEM: DBSS AN EITIAMEIEE (HIPAA%, SOXS, PCIDSS %), H
FUAL AT SCBUREUE . ShA B SRNE , FH AT B S BUREE R IR, i
o DR BB M 3 3 R P VR A ST RN 5 i 2K

AW DBSS HR AL 4E[F 10 P F TR R, AHERE P S BT
ViRl I SRIEEEEE . J5 SQL iEA). HE. RRIhE T, FERRIR A 4 54,
PR IR B B . W OSSR AR R, T A R A R

14 HIPAA H[ Health Insurance Portability and Accountability Act of 1996, & T 1996 4F 3% [F [E 2 i i 3¢ [E B FR vk
A, LR TSR E A R ORI AN DR, R R EEIT R B AR AL ER B e e

15 SOX B}l Sarbanes-Oxley Act, & 2002 43 [H [E <xidid 38 ERORAE, AT EE LT ARERS, &8
EAMAFE IS5 Frik e T R I 2R
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6 rase

ARG ICT U, HONFREEmE P AT 24 R mARS . XN EREPRR
TREMF R ZEIFFREES . TREMAR ., ERNENZIRSG TG, KLEFIRMZELR
MR A SR L 42 22 R ME Tl S ER s kS . N, =
MRS RFA IR ERER I, FREEASAHT, PR B TR s e, Jrikit . A LR, @
I gEAENTE 24 EIK IR BRER = BLR, B = AR HEAT DU %A i 48
DevOps Vihe, FH K244 8] (SDL) 44k N\, DevOps %+ ik e H 5
L) DevSecOps 4 24 A fim i WA BRI AR, DA ACHA DR A B 2 R i) RE AT I =
24 TRERE /A T BBE . A& 4 T X DevOps/DevSecOps ifE M/ 41, iE4 AR e
NEGAEREPINE N Z 2R ZegmiB A, 58 =7 e, iRE5EH
B, b2 A LS 5 I RS

6.1 DevOps #1 DevSecOps #itE

RN RS E AR AL, A w AR A ALK AR IR E

&G = RS DevOps BERBHATH K. #EMISE . MR TEEES ICT WStk

i, DevOps Aun Az 1.

o  FMkHE: MWIET Gate (DCP/TR) frjesieri kT lk45 HIf (business case) 15
BEALEE o

o FERMFFRFZATER: AR G KBRS, 1 DevOps 7€ ALAt 2 1E4E
HEE IR 5T 2 IRk 55 PO L 2R T B R s 4R

o EAM: I EIKM I E AR
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o FEMVEERIAER: (EHIEE NN @B SR ATECEE R AN E S LA .
o fERIEE. XA RROLRSS, HETEETHEN.

o % RGTEMEIKMAZ SN,

EEWEN IR PR SR E 2 DevOps [IICHERFIE . R, £ DevOps BT,

H I RS MG BH RIRE S T . s DA RS IRREER. 85
£y FFEEE . tRigikA DevOps Jike. I H, HARK RIS, mifeE 2 e
BYEIZ EE RS G 1/E DevOps e, JERUE AN DevSecOps ifE

DevSecOps AT 528l LR AN IS8 H bx:

o JHE: 7F DevOps T\ T UH LM LR35 10 2 AR 553 1) T 75 2 43 2h 1) i AR A

o HEEE: (ETMMSLATEEN AR DevOps IPUEEFEEEER .. KA S HE
6.1.1 }#N#I (Dual Path) #1l

BEXS Ik 55 7 PR RFER AR IR AT S B8, (HE D WEA IS 4 b 75 (1 %2 ATl S RFEIS
HIT &, Nz R RGP 1EFE 5 5B o XU R AS B A R s 3 18 35 5 7>
PUBETTRE, e Rdis S e IR 2 i 55 IO PR R 22504 5

[E6-1 44 DevOps/DevSecOps MUENFIRAE

-
(Fast Path)

FHE , £EBIMRKE
(BSREBRIEF BTSSR, PBNXLE , NERHESEE  BEEHE)

1 1 | 1

% Fast-Path FAUSEEEHAESS Slow-Path FEINERIEE
& Slow-Path EEIGEMIEENSEZIS | Fast-Path 5B | #B{EERERFHTES A Fast-Path [44
Bt | {E17 Fast-Path [SEEAThEIRIE

128 TREEENASER (A TEBENS ) | SEKEA R BRERD
(Slow Path) (AR, , 2885435 , Fuzzing )
XU TG B E S

o RIE (Fast Path): FE4HBMLIAIKE, HoaE R IRIE A B AT I & Fh 24
s, WHEEFASEM. AT BT

o {8 (SlowPath): ¥HINETFFAKL, BEARETEBIMNZETES, WNFH
BNLHATHREEN, DASFR AR (8] A 5 8 i H 3l 22 0G5, a4 s
AHH, KRR, fuzzing.
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UL B R SC R U0 T

e Pl DevOps WiFEHIEAE, X+ CEHMUN RS — BiEB|ZefiE
IR, DT A A gEis B S s POE AT I8 . PUBEA T BEAE A 1218 E % T2 4215 50
MIas R BRI 2 Bk 55 2 il sl i sE B hik, TRAERRIE BT .

o BIH bR aiE AN AE R EA R SR AT R MR, DB ITEMN . B, 12
TE R IR 2 A R R AT I A BRAE , A ™ ) RS RSB p 2 Jm A AT EL R ARIE

6.2 ZE&it

RN BFAREN— T IRFF 22 AR H TS, iX 52Kk A DevOps/DevSecOps it
FEEATIE . N KRS RS AMAGR BN 2B N G 24 it 5
2, AR T RSP BBBARYEL 55 BdRmE B AT B 44
S BT A ) 51 S T BV VTR e AT T SR R SRR T LA A G A i A
T = ST 7 i 2 AR B AL AT S R Uk e, R AR AR Y
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