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be taken | BHRANE . AERER | C1 SE IR
whena | ARHAE, 8. g_z -5
security 2 IR
incident SE 6
is F-
detected 03 IR
and -7
reported. ”;
M | & | Identify |fEA=SHEISO27001
S- | & | the IWER(ERTEEE
5 | W@ |security | AR, EFEEFEM4R
1 | |incident | RGRAEFOITR). A=
response | iR T ZEF IR
team BN, ERRIEPEH
who will | & AREITEIIRNER
be =o
responsibl
e for
detecting,
analyzing,
and
remediati
ng
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incidents.
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process 2N EEEEISEHD
for vZi N2~
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detected
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to the
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response
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us BONEREZI, NEREE)|
reporting | BtSEIRTIHITES
K | should be | ZHREVER,

made B=BARNGEIET
available | per=momaie) g
to SheSHNER S

organizati | prE&spIRR
ons with

50 or
more
employee
s and
third
party
personnel
for
reporting
of
content
protectio
n and
privacy
concerns.
The
anonymo
us
reporting
tool
consisting
of an
internal,
anonymo
us
telephone
number,
email
address,
and / or
website
should be
published
and also
provided
during
security

—Nun
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M | M | Establish | Rh=ELEIT 17 S | BC cp
S- | % |aformal |I1S022301\55i&ELEME | . O |R-
6. |iE |planthat | EEARINE, EREE | 1. C1 |01
0 |4 |describes | M TISIEEMEE |1 8. | e
& | actions to | AFK, FHHIEWSIEE T | R
#1 | be taken | Mitkl, HEFEAETH s |02
K |toensure | ARE. BEHKRE. & 0
M | business | BIRANEERAS MG C1 BC
B | continuity | AORIAIESHE SRIT g |~
= 2o 2 05
BC
M | Ak | Identify Chnegmd S | R
S- | & | the 1ISO22301 I $SiELEE O |08
6. | & | business | BIEBARINE, EREB 2
1 |4 | continuity | BT LS ELEHETE 10 | BC
M | team HE, HIETISEs: 3 R
A | whowill | MHEEIENE, EEWS 10
% | be LR R FIBAFEE X BC
M | responsibl | EpERE. AT R-
& | e for XSERRM I 531 LE 1
£ | detecting, | IHRIBVBERILE .
analyzing
and
remediati
ng
continuity
incidents.
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2 |7 |8 M 53
M | dk Establish | £ RA=ESEET
S- | % |adata 1S022301 I $3iEEE M
6. |iE | backup BEIRARINERNAIL,
2 |#E | policy TEREREENL 7 AV S5iELE
% | that HERRR, EWSE
0 addresses | ZEMEIBRR pERLE
R | the REBETHIESRDER
p:3
3
=]

Retention
and
protectio
n
requirem
ents

Backup
frequency

Encryptio
n

Recovery
time
objectives
(RTO)

Recovery
point
objectives
(RPO)
Restorati
on testing

Secure
offsite
storage
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S- | & | policies FrEWSSETHTRE | | . O |C |4 |[M
7. |#& |and =18, SIEENEERE (2. | 1. C1 |01
0 |l procedure | B (BCEINZER, | |2 |2 6. | cc
# s to EEEE. BcEINE T | c
B | ensure NXEE) , IoREE 03
B | newdata, | EEF. HEIZEWH
& | applicatio | BEEEEHIEETR cc
b ns, CMDB(Configuration C-
network, | Management 04
and Database), XifEeE cc
systems | IR, BoEIRAYEMFNED C-
compone | EIZENXRHITE 05
nts have |, FHIRAIZINEE G
been pre- | BE R IW=IRSZIEIT R
approved | EXR., £FFHIESE M
by EUNBEIRHE. M. 0
business | RFFEEERIEAFIN 1
leadershi | ERIEN, BITLZEIE
p. . ZRATEEE. RER
HEH ( ENEBRS,
RERSIRBINBES
28) | BEENTELRE
TH, HPEZELIERF
AEEN TR RS,
FrERIZERIF4ER
&, AETEFEHTET
BRAFIRFEIRIILALE
NETEERRR, Bid
Ra=E) =TIk 2qh w4l OE
MISCHEETE . FRraHIEE
SEIEERIERI, #EEE
EEFIRENR. ke
k. EEFEHEEHR
HITRDWIE, FEE
EREBW TR
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0 | |stracking | BEFRIERSE. W4
content N REFAEIREFRE
and BRI HIRL o
authoriza
tion
checkpoin
ts.
Include
the
following
processes
for both
physical
and
digital
content:
Delivery
(receipt/
return)

Ingest

Movemen
t

Storage

Removal/
destructio
n

M | T (Remove | N/A

S- | & d and

8. | i® | combined

1 E with
MS-8.0)

SRR 01 (2021-01-29) IS © ERRABIRAT 3



EHh= MPA EMMIRABEAER

3 £2h9 MPA TR - HEIFRBREMIRMESLE - B
FatERg (V4.08)

N | & |=ELE | CA=OEIN IS [IS [IS |[S [CS|P [NI
o. |2 O|lOoO|O|O |A |CI |ST
EE 27 [2727|€ |c |D |80
3 00 | 01 | 01 c |SS]O-
2 |7 |8 M 53
M | B2 | Segregate | L A=MKIEISO27001 | 6. IA
S- | & duties ROESREENZ TihalEEl | 1. M
9. | %I | within EREXK, EENRR | 2 -0
0 |49 |the IMEEN . RN ER 1
content | U, EHAXTRTRIINR IA
workflow. | SEEI#HITEHZ, B M
Implemen | BHETIECENE -0
tand SRR, SRTER 2
document | IKEEETLETS, KA
compens | JMESIRHITEIESE IA
ating 5o M
controls | g7z Prs g '30
where | mmEz (VPC) FRSS
segregati | argfH PR HFAE I IA
onis not | gesriE  SEIRERAM M
practical. | gE=2RLEHI=2 1R 0
=, APTUELEE 5
HoHEIINERES A
BE, FHEIEENES M
ACLFIZEHMN, 3 -0
A A0 REHATLAT R 6
EREHITENE
12, HEEPEANE
IR EE R, ®©
N TFEERIEEF
WS (FERYIBTLZERE
HIFHANREFEE, 12
FINEEITNEFOIIER
ERERY D X BEER
PHIBEIRERE .
ERTIRIBARRN S 4
EFNEREZAEER
=, SL{TRBACKUREE
B, ZEZURPH: &
DL BANE ., &
2iRE. WERS.,
BERS . TEEHR.
WIRMHPE . ARERA
AEERZEARREREE
BaABEREEIE
%, Hg&TGh
i@,
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10 |[#& | nd HiITESRAE, EO36 |1 c2|-0
0 | & |screening | M SEEXIMNEBA 9. |2
checks on | RHITERREE. 5
all
company
personnel
, third
party
workers,
and their
relevant
subcontra
ctors.
M [{® |Require | RTAIRAS, SBH9EE | 7. A. H PL
S- | & |all X ERRER, | 1. 10 RS -4
1 | # | company | EFRURTIAREE | 2 1 -0 PS
0 |i¥ personnel | #8XNDA, RTIEFRE | g 1 6
tosigna | ENBREFRED, R |1 H PS
confidenti | THERIBEETFABZIN | 4 RS 8
ality B WENHIEE 0 bs
agreemen | 3K, 6 4
t (e.g., PS
non- 6
disclosure PS
) upon -8
hirg and SA
review 9
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thereafter
, that
includes
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ents for
handling
and
protectin
g
content.
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to return | B9E= ., SSEKES
all @/ SZ K EKELIERT,
content | SYEKEISIZIREIEND
and client | IBREHIREFRES
informati | fFIIBHFERER,
onin HEEEN RS
their ~o
possessio
n upon
terminati
on of
their
employm
ent or
contract.
M | % | Require |XFHMNAR, #EOSP |7. |16 |A |S |D |2 |PL
S- | = |allthid |HEESHEMEBESERE [1. |. |7. |O |CS|6 |-4
12 |/ | party SHREWMN, HEESE |1 |1 |1 |C1|-0 |15 |PS
0 | |workers |IUERERER, 55t |7 |1 512 | g |4
B (e.g., EARMEREZMN. |1 |16 " p |.-|ps
. 12
5 freelancer 2 | s |cs -6
St .8
i | s) who 2 | O |-0 PS
% | handle 5 |2 c1l7 [12]-7
content : 5. 9 |sa
. 1 D
to sign 12 -9
confidenti 8. S
ality 1. 0
agreemen 4 9
ts (e.g., 11 vV
non- S-
disclosure 1 11
) upon 2
engagem
ent.
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1% | and client | KEkEEE% .
informati
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terminati
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contract.
M | % | Include LR =AIEISO27001
S- | = |security | BERSIEFE=HHMN
12 | 73 | requirem |7, H5HEERER
2 |fE |entsin RSSAKFMY, i
B | third BEZEMEFAZURL
5 | party ERER, SHNEE
fis | contracts. | IJHIEREEBRZIZH
ik BRFERE, SR
BHENTESHN R
EHE,
M | 2 | Implemen | N REAZEFIFEFAER
S-|= |ta BEEEEENSEN
12 | /5 | process to | i, 5E=FrWE
3 | {E | reclaim EARAEEEM]
B | content MNE=FXXK, 81F%
5 | when FRIPE RO XS
5 | terminati | B FEEFEVAE.
% |ng EHERERITAIELLL
relationsh | gy, s3FshEp\REH
ips with | Jp chtg S 7E SETR
third BeRFEREE, B0
party 2R IR BB S EINN T
service DS E, tNEESR AR
providers. | gymu=gfy, RFLAGE
W Eh FHER
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F§ |tobe EXRIERINSZHHS
5 bonded %,
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appropria
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S- | = | third HNEREEE =N
12 | A | party s, HEEEERER
S5 | fE | accessto | BRSZIKFEMY, MY
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5 | productio | IER9ER, SIEHIABO)
& | nareas RS B AR SS B
i% | unless PR, ERY, ERh=E
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for their | BEZBIEE=HTERR
job ARENPR
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12| A | third BKIBETEERE=ST
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1 |5 | providers | 8&XSEREEIRNAIEL
& | to the ', NARER. Eize
& | computin | ¥, MEEHRISEIE .
g
environm
ent.
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Notify
clients if
third
parties
are used
to handle
or store
content,
or work is
offloaded
to
another
company.
Perform
due
diligence
of third
parties.

Third
parties
also
include
providers
of IT
services.
Obtain
client
approval
for use of
third
parties
who
handle,
store, or
have
access to
content.
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Secure all
entry/exit
points of
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at all
times,
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loading
dock
doors and
windows.
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other IEBT2XIE—
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areas ('e.g., X, BD 7* 24 /N\BHR
administra | 2 \ RtfTesicR
tive z , [REIFHAIER
offices, ARIBAGEFEE
waiting WESE By e S
rooms, X RENAREZE
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docks, %, TIREZARLE
courier )\;FEBEO
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Ina Rig&Ht, TR
facility, rhuy Gl X R B0
which R B 724/ \ iR 2
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b'ut‘ IS hot PR&IFH SIS AR
limited to | ymiwsFansBEl. XL
the ESME. HAO. £
following: | gz mais. HESH
. 37*24/\B A EEEB
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g work M. EEFEKE), 4
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2= XA EE
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* Logging
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g of all
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tenants
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must be
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to client
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Maintain a
detailed
visitors’
log and
include
the
following:

« Name
Company
* Time in/
time out

¢ Reason
for visit

* Person/
people
visited
Signature
of visitor
» Badge
number
assigned

ITEHRNESTEROZ
HIFEHITHIS, #
NEHEHROB R
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BYE). IhEEEF.

i

N ' T
3 > B
H

Assign an
identificati
on badge
or sticker
which
must be
visible at
all times,
to each
visitor and
collect
badges
upon exit.
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P | 5% | Require AT ARENE
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2. | BFF | escorted RS/ Er=XigmBE
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while on-
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3. nondisclos | EXRHIEFLIEE A
1 ure RNNEFIRENY,
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prior to JCATEYI 8
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For
organizati
ons with
25 or
more
employees
and third-
party
workers,
provide
company
personnel
and long-
term third
party
workers
(e.g.
janitorial)
with a
photo
identificati
on badge
that is
required
to be
visible at
all times.

LRARIIERHOA
SIKHIE=1RT
WTBMEE, /T
HBAIERFIIINE
RAAANSHDIRBIHE
X5 IEHUR
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Implement
perimeter
security
controls
that
address
risks that
the facility
may be
exposed to
as
identified
by the
organizati
on's risk
assessmen
t.

LHREHIEFHLHE
TEMIEMT RS
ERFPREE . AE
155, WEGB50174
(BBFERIBEIRIT
HSE ) ASEFOTIA942
( HURPOHBEE
ERIRHEARE ) FRY
T3tRtE, LERTHIE
RO EIEARR
IREHL, EEES
OEKRREFAIIO
IRE724/N\BHREZA
RFTEICEE, R
FIFSEERIDARE
REselE . 58
FIRREARERIXE
REAREI &R EREEY
NEERIRS, ™8
HRZAREBEAIR
LRhREEPOFRA
SHIEAE LR
RAREA, FHiEkRY
EiRE, WBEH
El. HAQ. zERE.
BB, IBEFiHT
7724/ \BF AR EE LS
=, FSLIHMNHMN
NEZEE. REA
RIFHHEPOERTK
8, FHRBEALKE
RS, XIEEREANF
HithZ2 RSB M AT
TEHEHRE

11

—

PUNOWV 2UNOW

o|lZ200 >0

CS
-0

PE
-3
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O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |SS|0O-
2 |7 |8 M 53
P | 4ME | Place L RZEHIEFRO TS
S | &% | security ERARNIZEIH
- guards at | i, FEHIEFLOERX
4. perimeter | REHFAIIOIRE
1 entrances | 7*24/\NIHRL A RiH
and non- | {TEICESE, RHIFHF
emergenc | MEIERIFARBIGE
y entry/ 5EE . FEARXT
exit points. | HEFHOERIKE,
FEETELZKER
%, MAEXBAFIHE
LIRS AT
ERIRE, FERY, &
REBEDNIRERE
BAOFIZEEREN
BRIRIRZILRE
%-T-O
P | 5MEl | Implement | SR EHEAOTHE
S | %% | adaily BIEARKIZEH
- security H, EEIREPOEK
4. patrol FEFRNIIOEE
2 process 74N RE A R
with a TEICEE, REIFHF
randomize | ¥IERIHARIBHIGE
d schedule | FBE., NZEEFHIR
and FEARIAIX I KEN
document | REILERIEHYIJZE
the patrol | IEHIRS, FH&EHZ
results in - | ARHEARPR. £
a log. =EIREFORBHEED
BB ZREAR
W, FHERYIERS
£, WHBEIE. H
ANO. 7EEB. B,
NUBE#HT7*24/)\8
AEEEBEMSE, #5
LTHMRRRY . | JEAEER
. FLEARIIEIE
FULERTKE, Fig
BEXZKERS, Xt
IEEINFIEMBZR
EHREHHITEGR
%go
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N | 22 | &EXE | LH=MEN IS |IS [IS |[S |CS|P [NI
O | /& O|lOoO|O |O |A |ClI|ST
27 [2727|€ |c |D |80
00 | 01 | 01 c |SS]O-
2 |7 |8 M 53
P | 4ME | Lock A= EHIEFHLHE
S | &% | Perimeter | EHEIMIEFINIES
- gates at SRS MR
4. all times. | &5, HEGB50174
3 (B EENBRRT
B ) ASEFOTIA942
( BER O BEEE
Btk hetnE ) a9
T3tnEE. BURHOXE
BHEEEREL
RN, FHEER
YRR . XIHLEAI
El. BAO. EEB.
Eﬁﬁv H—L x-.rL{‘.l'
7*24/\AT A FREB AL
7, H5IHMNERN
WE=S=3:E S
P | Z4R | Install a LARFIEFOFRE |11 S |D [9 |A
S | 28 centralized | ZBEBRIWEZRR . O |CS |1 C-
- ,audible | FARWEM, FHiERY | 1. c1]-0 6
5. alarm R, XIVLBEI 1 5 |2 PE
0 system E. HAO. ERB. T 1D 3
that B, YIBEFHT s |cs
covers all | 7*24/\BY{FIRREE IS o | -0 PE
entry/exit |5, FHSLIHMERL. 117 N
pOintS [j%%ﬁ*ﬁo {%Fﬁ'A 5. A PE
(including | R¥EHEHOERK 3 |\ -9
emergenc | B, FIRBEELKE -0 PE
yexits), | Ef5. WHEAENF > 15 1
windows, | EiZIR AR AT © 0
loading TEMIRE., CT1IA
docks, fire | grimen L\ ERE 7 B2 e | h
escapes, | JpEEE AT A
and 5, BRI >
restricted | R E, Hal O |l | P
areas (e.g., IR =g S 1 Cl1| M -1
vadlt, | e mRie e, S B N
server/ | EfEESMERIERLT N
machine | Afg=F, tBREFFSE IA
r0om, | ZT R GG M
etc.). WiE, -1
0
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N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | Z4R | Install and | e R=EIEH(ORA
e effectively | HEI@ERITEZRIR
- position FARUEN, FHERRYD
5. motion BrEE, LB
1 detectors | BEl. HAO. EE.
in Big. NIESEHT
restricted | 7*24/\BY AR AA
areas (e.g., | IERBITIIRE,
vault, HELTIMERN . 2R
server/ FE. FEARY
machine iR OERTKE,
room) and | FHEETEZKER
configure | %, XEREBAIIE
them to IR E R ATHT
alert the BERE .
appropriat
e security
and other
personnel
(e.g.
project
managers,
producer,
head of
editorial,
incident
response
team,
etc.).
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N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | 24K | Install L AREIEHOFEE
S |se door prop | HEIERIINBEZRIR
- alarms in | AN, FHiEERY
5. restricted | IBFSE, XIHES
2 areas (e.g. | Bl. HAO. EER.
vault, Bk, EEHT
server, 7*24/\AT A FREB AL S
machine EREITIIRE,
rooms) to | FHS5LIIMNER . [JEE
notify FED, (REERK
when BEHEEAO, LA
sensitive RAESFRIAE AN TH
entry/exit | FIRENE)
points are
open for
longer
than a
pre-
determine
d period
of time
(e.g., 60
seconds).
P | R | Configure | FA=HIEFORA
S |s& alarms to | HENBERAKNIEZR
- provide AN, HiERYD
5. escalation | EBf2E ., XFHLESH
3 notificatio | El. HAO. EEE.
ns directly | EBBi5. HlBEEFHT
to the 724/ \A A REER A IS
personnel | 1%, FH5LTIMNEL .
in charge | [IEFE. REA
of security | RIEHEFOERTK
and other | &, FiREFELKE
personnel | %, XIEEBAI
(e.g., Hith RSB MA
project TEIRE
managers,
producer,
head of
editorial,
incident
response
team,
etc.).
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27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | 4R | Assign HER=WEBRIAME
S |28 unique FAERXIEIRP O R
- arm and I@E nEHRRYE
5. disarm , SEHHNBME
4 codes to 8. Bz, iHE
each IR, IKSERIHEHITF
person E5EE,
that
requires
access to
the alarm
system
and
restrict
access to
all other
personnel.
P | 24K | Review R I=UIEISO27001
S |28 the list of E’J%"KL_LTW»EIEH?E
- users who | HISIBEERK, BFEN
5. can arm PREx/JMERN . BR
5 and PEBEEN, EHIXR
disarm TR R T
alarm %, BehiliEHE
systems TESEREIN BRI
quarterly, | fR. IRTERRZE
or upon KETRT, REIXT
change of | EfRFHITEIES(E
personnel. | 22, RTHIERE. 1
EEHTEBEEE
AOB B LANE R B 4%
*O
P | 248 | Test the ‘“7]55—7—?%54\2
S |se alarm HRESE =T
- system AT BUIH TS EES
5. quarterly. | =RIFFEHIRS. N
6 . ME#ITRER
}ﬁo
SCASRRZAR 01 (2021-01-29) WRINERE © AR ARBIRAE] 41




EHh= MPA EMMIRIBEAER

3 £ MPA TSR - HEIFRBREMIRMESLE - B
FatERg (V4.08)

N
O | &

R AL

IS

27
00

IS

27
01

IS

27
01

now

200 >0

cl

SS

NI
ST
80
0-
53

Not o

Implement
fire safety
measures
so that in
the event
of a power
outage,
fire doors
fail open,
and all
others fail
shut to
prevent
unauthoriz
ed access.

HH=IES. H
ZERITTHEER
e EEHOFRA
SRIRIFT SRR
FT24NHFENE
17, BEBDHENR
kB EZTELERY
WEETHER M, ACs
SRR, EhE
HER B B R RS
Heg, LIEREZ
o FECEE 1 ANEkT
EBiE(UPS
Uninterrupted Power
Supply), {RIHLFZHASE
FABAOHN, A=
IR OZFHKE
TR —RiithE
T, BT AKX
¥, i EESEAR
SBo KT, mit
KEBES, EENTEL
e, FRETR
BIONEE. BpET
BaiiREFB R K
R, RefgdusiEr
RIFBERXIE. B
IRER G SHE .
s BNIZEE
&, BMESIMERIE
REANET, tEaE
BB KRFELL
EHEIKIE -
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N | £%2 | RfEERE | LHZMNEN IS IS [IS |S |CS|P |NI
O | £/ O |0 |O |O |A |[C (ST
27 |27 |27 |€ |c |D |80
00 | 01 | 01 c 350
2 |7 |8 M 53
P | 24 | Document | £ =HIEISO27001 11 S IA |9. |PE
S and EREZ TipiElE | .1 O [M|[1 |-2
- implement | FIEEERK, BIER C |-0]g |PE
6. a process | PRER/IMUEN. PR T 12 |2 |3
0 to manage | D ERN, EHIXIR 5 1A 9
facility TR PRSEEIHTER T 1m 4
access and | #%, BB HIEBLHE s |-o0
keep T{ESEREIN SR o |5
records of | fR. HRATERKZE C |ia
any REDIRS, RAIRY 1 |
changes to | EfR#ITEIES(E 5. | 1
access K. RTAVERE. 1% 3 6
rights. FEREEBERE
BIRTIBILANG N B A% TS vV
Ko 5-
08
P | ¥4 | Restrict FEREIHENEN IR
S access to | FERAZIEN=EIE
- production | RHITTAEHIRIRIS
6. systems to | [@¥EH, XSETHT
1 authorized | IR IEHIZERE
personnel | SLITEEAIEHEHE
only. ito
HEHEERNRER
EWNRAFAIEE, 7
BEEIEE2TIENE
BYmE, ERIEED
SICFREEHRAME
EEEPHEFITER
%o
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O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | S8 | Review KRIEKIERTIE
S access to | EENHEHIRMAER
- restricted | f=/J\MNPR, FFEHAXT
6. areas (e.g., | PRHITEHE, FR
2 vault, SZRRPNEIERANA
server/ LB RER/IRIR
machine m, FTREME=
room) BERSEEZK
quarterly | /&, WEEREERUE
and when | Bf5, 1ZBERN. &
the roles | BRZEEHEBRE, X
or REBRE. EIRAR
employme | #ITENZEHE,
nt status | BIEERNRKSHY
of BIEENE
company
personnel
and/or
third party
workers
are
changed.
P | BF | Implement | A=EIBEFOTRE | 11 S |D |9 |PE
S | AN | electronic | BIEARNISSEH N O |G (1 |-2
- | 4% | access d, EERPORERIX C11-0 |9 |PE
7 throughou | REFIIORE T 512 |5 |3
0 t the EXE—R24/\T 1 9
facility to | —E@7X, BI7* 24/ S 4
cover all | FHREZARHFITEIC 0
entry/exit | 28, [REIFHEEE C1
points and | IF A RIERGEINE 5.
allareas | El. INEEHRART 3
where A EIHY X1 KB ANE]
content is | ZERAEAVIIZEEH
stored, 5, mIEEZAR
transmitte | HAR,
d, or ENEIRTIRTIE
processed. | @y |EREISE
NR, HFWEEER
SEER%. 8RS
BR9pE. BXEER
BTSN R
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- N' nT

¥
BN
1l

Restrict
electronic
access
system
administra
tion to
appropriat
e
personnel.

IAMEZASZXIEIE
iR T e d6EHA
E’_'J IE PUE=EiNI=17)

& u N 'f_L\ 1E|E_I$R
PR Ak%%%b_ T1F
BEEE. LARE
ZARFRIRHIEEEA
J\L'f—J_'EIE PASCER

ARSE

iﬁiﬂxiﬁﬂﬁ\API%ﬁ?
B S5EA=IAMAY
EMHITEHILE,
BRREZRIEMHE
IR P 8Ei5I1a)F0
AIEE”" =82, B
(EtaEEEITTLS 0
él o
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N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | BF | Store card | FeRN=EIEHT=HE
S | N |stockand | BIEARRISSEH
- | =% | electronic | i, FEEURPLOEEXK
7. access RERNIOEET
2 devices ER(IE—R24/0\0 .
(eg., —RA7X, BI7* 24/
keycards, | FIRZARHITEIC
key fobs) | 2%, [REIFFIEEER
in a locked | i3 A RIBBGEETE
cabinet El, NEARHRARE
and AREIVXEREAE
ensure T RIRAYI AT
electronic | %, mEEZAR
access HABR -
devices | tojyi R THRTIE
remain | EIERREESE
disabled | iR, 3xjmifEEe
priorto | pEmRRs . HURS
being BHOBI. BN
assigned | {REHTIRAMER
o
personnel.
Store
unassigne
d
electronic
access
devices
(e.g.,
keycards,
key fobs)
in a locked
cabinet
and
ensure
these
remain
disabled
prior to
being
assigned
to
personnel.
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N | 22 | REXE | £H=RIERK IS IS |IS |S |CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
: 27 |27|27|€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | B¥ | Disable AR EIEN
S |#N | lost EERZTERIAE
- | =4l | electronic | kT RATEATNE@ZE
7. access EREIC. A=A
3 devices EERMERAE,
(e.g., MRTEBFIENES
keycards, | H{THR—EE, BF
key fobs) | IREBAIEGE. AL,
in the B FO PRI -
system
before
issuing a
new
electronic
access
device.
P | BF | Issue third | DEAE=FRTH
S | ¥ | party BFENRESIRTE
- | #4 | access EEEARYE), 3K
7. electronic | BB FIENIREREIEART
4 access HATEIM, FHITIR
devices PRIENEHIRIE
with a set
expiration
date (e.g.
90 days)
based on
an
approved
timeframe
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N | 22 | REXE | £H=RIERK IS IS |IS |S |CS|P |NI
o | £m o|o|o|o|A |a]sT
27 |27 |27 |€ |c |D |80
00 | 01 | 01 c [0
2 |7 |8 M E
P | %8 |Limitthe |%EHZKIRISO27001 |O. S |D |9 |PE
S distributio | RUZEKREIZ TiplEHE | 2. O |CS|1 | -2
8. master PRE/MEIER . ABR | 41 5. |2 3
0 keysand / | oBEN, EEXYR | T |H c
or keys to | THISPRCEIH{THEH RS M
restricted | #%, BHEHIEBHE 0 5
areas to TESEREINZEEERIIN 1
authorized | fR. HRTERKS C
personnel | &R4ZTLES, RAIRS M
only (e.g., | ENRHFHITHEIESIE -8
owner, M. RIAERE. £
facilities FEHEEBERE
managem | AYBS{EILANG A BR 4% 5
ent). Ko
P | %8 | Implement | ZiEFOVLBI I
S a check- BXBRUTERIR,
- in/check- | NAYIEEIERSE
8. out EROIEEERGD
1 process to | #iEHO KX
track and | EISIBOEHREHOub
monitor SEEERE, Bl
the ERPREIERAER ]
distributio | AZMHEREERL
n of
master
keys and /
or keys to
restricted
areas.
P | %8 | Use keys | R ONLEI I
S that can BXBRUTERR,
- only be NV B SRR
8. copied by | B IEEERM
2 a specific | HiEH O KX E R,
locksmith | ESIAYEERH O
for REFIERE, B
exterior ENPREERIES A
entry/exit | ZHAERNEERL
points.
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N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |SS|0O-
2 |7 |8 M 53
P | Z48 | Inventory | FERTKIERTTIE
S master FENEIRMRFFERN
- keys and | &/JMXIR, FHEHIXS
8. keys to WRIFITEE, FER
3 restricted | IR NREIERIRE
areas, EBfEER/IVRET .
including
facility
entry/exit
points,
quarterly.
P | 248 | Obtain all | EA=HIETARE
S keys from | £IBXEENE, B
- terminate | kK& T EERE GRS
8. d EUNGIFEANTREZ=]:0
4 employees | B AREF, SE1E
/third- kSR B K ERE
parties or | LERT, IZBRSIENMY
those who | HIF$BETIREHES
no longer | fEIRBE S F=4RE
need the | B, HBIXEANTIR
access. HevEr=, Lh=E
M T ARBE/SIER
LAY R = RRIRER
R, RIEBBRFRER
TEFERE,
P | %8 | Implement | HUBHOITEARLAY(E
S electronic | HEEH#HITHE, &
- access 1EARL D, AR
8. control or | IEKLAKRIBREEL
5 rekey EHI*MERETESE
entire SFFERFimiaiEEl,
facility R AKIBISO27001
when B RE I
master or | ETEEER, IR
sub- SMEER ., ABRS
master BEN, EHMERT
keysare | guiqpRsE R TE
lost or %, BB
missing. TESEERNEEAIN
R. HRTERIRE
RETHRS, REXT
HER#HITEIESE
Eﬁo
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N | 22 | REXE | £H=RIERK IS IS |IS |S |CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27|27|€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | & | Install a HHAREHIEHIE |11 D |9 |PE
S | sL surveillanc | EERIEFIRER | .1 cS|1 |-2
- e camera | £[HIPREE. IED -0 PE
9. system 1EHE, WEGB50174 2 3
0 (analog ( BFEENEZIT BC
CCTV or IP | $5E ) AZEFNTIA942 R ¢
cameras) | ( BUEFRLHUSER 05 M
that HIRIEIRE ) FhY N
records all | T3trEE. AR IA C
facility | AROSRAIMAUERR M M
entry/exit | HBE LR, 0 -8
points and | FHEMRIPIERE ., XI !
restricted | #LEEIME. HAO. IA
areas (e.g. | EEF. B, VEZE M
server/ L177*24/J\EITI7T_IEQEE, -0
machine Tisss, FS5aoE 4
room, J"'\ EZZF ), R IA
etc.). LZARIIEIRFIOE M
AKE, FHREEL 0
KERSE, WIEXE 5
NDEMZERSEER
AT EGRE
P | #B1& | Review FER=HIEROXA
S |sL camera LB BEZE
- positionin | $Z RSN, FHiEERYD
9. g and ERE, XIVLEIS
1 recordings | El. HAO. FEEE.
to ensure | EBfS. MBEEHT
adequate | 724/\BFIAEREBALIA
coverage, |1z, HBEBEZEIINE
function, | BARICCTVIHITEIR,
image $HIPCCTVIIEEIZ
quality, (i
lighting
conditions,
and frame
rate of
surveillanc
e footage
at least
daily.
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N | 22 | REXE | £H=RIERK IS IS |IS |S |CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27|27|€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | B& | Restrict R =EKIEISO27001
S | sL physical AESREEN T ih R
- and/or FIEEEK, BB
9. logical PRE/IMEER . AR
2 accessto | PBEEN, EHART R
the TN RSEEH T
surveillanc | #, BEHIIBEE
e camera | T{EEEINEZEAIN
console R, ¥RTERKS
and to KETRT, RESRS
camera HiIRHTEIESE
equipment | . RITAVERE.
(e.g., FEHEEBERE
DVRSs, RIRTEILANG R B A 7
NVRs) to | K. HHEAEHIXIFR
personnel | BYIEI/IENIREIE
responsibl | fERFAMRHITES
e for BoBiR, MBS
administer | RRNMEFEAIITE
ing/ 1, mBEAREHAE T
monitorin | #FEFCIFIENESE,
g the BEIEENA RIS
system. HHEHRLD .
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AT L EMRIEST

B -

FatgRs (V4. 08)

N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | 8% | Ensure HEHRHEEED. =B
S | sL that E’JELJC?SGE&:‘*E?
- camera G, ZERGH—WE
9. footage FREYIEgE. M
3 includes g, FEEe. NA. #
an BENZE2RZAZNE
accurate BT HEENEZSE
date and an&fﬂﬁﬁﬁﬂi%h
time- NEEHE., ELhx
stamp and | FIEHIRHOL LA
retain BLE, EXRUEX
camera AT RIRIRE
surveillanc | I¥90%,
e footage
and
electronic
access
logs for at
least 90
days, or
the
maximum
time
allowed by
law, in a
secure
location.
P | #B1%& | Designate | EA=HIEFORA
S | sk an HEEAEBEZR
- employee | AR, HiEFRYD
9. orgroup | EERE, XIHLEI
4 Of . Hj)\l:l\ /d:r_\
employees | BB, HBEFHIT
to monitor | 7*24/\B AR EB I NA
surveillanc | 1=, FSLIHMER .
e footage | IIEEFERN. (REA
during RXTEHE O ERTIK
operating | &, FIREELKE
hours and | &%, FIEXEZAF
immediate E@i‘iﬁ%ﬁiﬁﬁﬁﬁ
ly TEEIRE ., EHT,
investigate ? iE?iﬁA,-J_ Iz
detected | FXIHFEZIER, 5(1
security RUNZ2E#T
incidents. | KRBT H3R.
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N | Z2 | &EXE | LH=MEN IS |IS [IS |[S |CS|P [NI
O | /& O|OoO|O |O |A |Cl|ST
27 |27 |27 |€ |c |D |80
00 | 01 | 01 c |SS]O-
2 |7 |8 M 53
P |12% | Log and RN R TIETIIE |10 S |[BC|9. |A
S | 5% | review FENR/IEESES | .1 O |R- |1 |U-
- | electronic | IR, FEEEZ | 15 C |05 3
1 accessto | EBERFE. BAHE | 4 T | A
0. restricted | SRYIAE. (ELFR 5 |s. U-
0 areas for | {E#{TSERTIGIZANIC T o2 6
suspicious | 3R, S
events, at 0 SE A
least F- U-
C los 9
weekly. 1
A
P |i2® |Llogand |#AEMETRTIIE i U-
S | 58 | review BENR/INEESE 11
N electronic | R, HANEEER
1 access, at | EEERES. 8RS
0. least daily, | BAIIAE). 1ENEE
1 for the {E#1TECRT SEIERNIE
following | Fo
areas:
* Masters/
stampers
vault
* Pre-
mastering
* Server/
machine
room
» Scrap
room
* High-
security
cages
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N | 22 | REXE | £H=RIERK IS IS |IS |S |CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27|27|€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P |1iE® | Investigate | ARSI REAIIRSS
S | 5% | suspicious | HIMLEIRE. MR
- | B electronic | Z#EAZEHE, H
1 access EXNRE . EFAIFR
0. activities | BEKEISHITIC
2 that are R, TRATHEFPRE
detected. | HEREIRSEBEIZF
HITEFCRNG
1=, ZEFAERA=H
HIRS T W LHIES
B. BEIESOHT
ioR, [FHR=HITR
S FEERIRETRY
SEMHTHE, B
PafEREFNZ
2 (HSS) IRSBXIER
AR TTTEEMARR
18, XIEeRYS IRk
EHRIXHIRERE
AETF EXRFEIZX
HRTEIRZS, FIAX
FhIFELSRIAE N2
BRET B IR
BB . BEIMBE
XBE, ERATIREES
PO
P |iE® | Maintain | FEAREII TEMHE
S | 5¥ |an BY¥E, BFcREM
- | ongoing IRIFFTENEERSE
1 log of all | BHRIHE. LB
0. confirmed | fE55%&sL, XYL
3 electronic | EENITHEITS
access Hro hATIRMHSE
incidents | Z£fRBFam, HP
and RIEE B S5 R
include HThER, BdZE
document | BREBF=miEITHEXAY
ation of ZeHGFBESHIE
any [178=38
follow-up
activities
that were
taken.
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N5k 01 (2021-01-29)

N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | #& | Establish a | FEA=HEFHEIEYE | 11 BC
S policy, as | Z&HE, EHME | 1 R-
- permitted | ERIFER FIEAEH 05
1 by local TR EEE ST
1. laws, A-
0 which 01
allows
security to v
randomly >
search 08
persons,
bags,
packages,
and
personal
items for
client
content.
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N | &% | RfELEE | LARMIEMN IS | IS [ IS
O | o|0o|O
27 | 27 | 27
00 | 01 | 01

S|P | NI
Cl | ST
80
SS | 0-
53

now
200 >0
o

E | Implement | L A=AERHIEYIE
an exit Z2E, ESiE
search BRFER TSN
process TR ERERE,

that is
applicable
to all
facility
personnel
and
visitors,
including:

_—_ = N T

» Removal
of all
outer
coats,
hats, and
belts for
inspection

« Removal
of all
pocket
contents

Performan
ce of a
self-pat-
down with
the
supervisio
n of
security

Thorough
inspection
of all bags

Inspection
of
laptops’
CD/DVD
tray

* Scanning
of
individuals
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N
O | &

R AL

IS

27
00

IS

27
01

IS

27
01

now

200 >0

cl

SS

NI
ST
80
0-
53

with a
handheld
metal
detector
used
within
three
inches of
the
individual
searched.

L)

N—= =1 nT

Prohibit
personnel
from
entering/
exiting the
facility
with
digital
recording
devices
(e.g., USB
thumb
drives,
digital
cameras,
cell
phones)
and
include
the search
of these
devices as
part of the
exit search
procedure.

ELREAEHENE
ZEWE, EIME
ERVFER FEEH
TIRERERE.
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N
O | &

R AL

IS

27
00

IS

27
01

IS

27
01

now

200 >0

cl

SS

NI
ST
80
0-
53

L]

W= =1 n-

Enforce
the use of
transparen
t plastic
bags and
food
containers
for any
food
brought
into
production
areas.

ELREAEHENE
ZEWE, EIME
FERVFER FEEH
TIRERERE.

L)

A== 1 0N

Implement
a dress
code
policy that
prohibits
the use of
oversized
clothing
(e.g.,
baggy
pants,
oversized
hooded
sweatshirt

s).

LREAEHENE
ZEWE, EIME
ERVFER FEEH
TIRERERE.

L)

== 1 n-U

Use
numbered
tamper-
evident
stickers/
holograms
to identify
authorized
devices
that can
be taken
in and out
of the
facility.

LREAEHENE
ZEMWE, FREHIT
KERE.
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N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | % | Implement | FEREELT—NIE
S a process | XAY. EHBAYERITIT
- to test the | I, BIEIFEERY.
1 exit search | SZAYRIERFOSMERIE
1. procedure. | fiti, AEBIFEIFLELE
6 IFReEFIEENE
R, HMERTFEAHLAIE
MNEZRBNHITE
it, ISR A=E
HIRERYSLAERNIETT
By,
P |#8& | Performa | FIBHUENZEE
S random B, H=HIEER
- vehicle HAREHIEXETRR
1 search ME, WEBENM
1. process EXIGHITEE
7 when =
exiting the
facility
parking
lot.
P | #& | Segregate | HUBRHOFEEEE
S replication | B9ELE, 7EIRITHET
- lines that | FliIZERS, SIS
1 process THEMEXE (&
1. highly IEEESURX ) ,
8 sensitive SERETEERSR
content AY94B1H, LARGSEYniE
and BB ERBK,
perform | tespmmRsRipEE
searches | pyap A RLFRRERE,
upon HE REeE—RRPRH!
exiting XiiER o
segregate
d areas.
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N | 22 | REXE | £H=RIERK IS [IS [IS |[S |[CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27 |27 |C€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | #Z& | Implement | SEAREIEFORA
S additional | HEHEATBEZE
- controls to | FARYN, FiERY
1 monitor BrEE , LB
1. security El. HEAA. ERE.
9 guards BiE. BESEHT
activity. 724/ N\ AR AR
1=, FS5LIIMNER
IZERR, FEA
SXTEIRE O ERTIK
B, HgEELKE
Rz, NBEEERA
BFEGIITZIE,
BAREHE T EES
CIBIEER, MmfE
JEBRA R AT AT
HIEFO
P | EF | Implement | #A=SEEMA~ |8. |8 D |9 |A
S | IRER | a content | HEHR(EERS, I8 |1 | 1. SI-|9 | U-
- asset HIRRIPIERERT | g |1 01 1
1 managem | ZERIEAZO. &£ | 5 BC A
2. ent system | AZGHEEEREUE | 5 R- U-
0 to provide | &4 mEHAEIER 05 3
detailed | WRSEHHRE, 15 | S A
tracking of | {3IAIE. WREIE. 2. v U-
physical | ipidiasl. KiElE |3 > 6
assets (i.e, | &. Bk e. =i# 01
received ZE. HiERR. 9 A
from client | IB$ESFELH, XA U-
created at | EFFAN. LEIDR 9
the 12, NRAPRHET A
facility). SLERHIEIERIPEE U-
7, FRIEEPTEZE 1
1BHIBRFA . FRBEIN C
FEFEINRAZEIR, M
-8
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N | 22 | REXE | £H=RIERK IS IS |IS |S |CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27|27|€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | EEfZ | Assign HRHBISO270014REE,
S | IREE | unique I EERRTH
- tracking ZINI BT
1 identifier(s | IS8, RIS
2. ) to client | BB, BNMNEFIOHEE
1 assets and | EFFEE.
create
media
(e.g.
tapes,
hard
drives)
upon
receipt
and store
assets in
the vault
when not
in use.
P | EfF | Develop a | tR#EISO270014RiE,
S | IREZ | data T A=ERERTH
- classificati | ZI T EHITIEIE
1 on scheme | IR, EHEF~E
2. to B, 81MEFIOE
1. categorize | EEFFIE& -
1 physical
assets of
differing
security
requireme
nts.
(Reordere
d and
renumbere
d
previously
PS-12.1.2)
P | EE7F | Retain HARETATETE
S | IRER | asset REEBRATAIBE)
- movement | ¥ 5, REBHERIC
1 transactio | &, ICEAVREBETE
2. n logs for | FF&HMAEENAY
2 at least 3K,
one year.
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N | 22 | REXE | £H=RIERK IS IS |IS |S |CS|P |NI
O | =& O |0 |0 |O|A |ClI|ST
27 |27|27|€ |c |D |80
00 | 01 | 01 c |55]0-
2 |7 |8 M 53
P | EE7F | Review HHEEH. &
S | IRER | logs from | WHEXEES TR
- content G, ZERGH—WE
1 asset FREYIIEiRE. M
2. managem | £&. &, M. ¥
3 ent system | IEEILZERZNE
at least BT ARENEEZE
weekly M AERI RS
and NEEHE, A=
investigate | &1 JAIAREEERI],
anomalies. | EERIXHZ4ERIZZIN
iEsnEERTEHEI
SFHERHEF0E
ERPRARRFFER
T, E