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BCC - Tools for BPF-based Linux IO analysis, networking, monitoring, and more
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Linux Runtime Security and Forensics using eBPF

R1: eBPFESREENFRIRE (FHIKIE: eBPFESLEM)

ez

2



43

GAIGEE

14.0k W iovisor/bcc Star hIStory
M cilium/cilium
12.0k iovisor/bpftrace
W falcosecurity/falco
[l facebookincubator/katran
e 10.0k W pixie-io/pixie
g W cilium/hubble
o) 8.0k I aquasecurity/tracee
>
e
=
o 6.0k
4.0k
2.0k
2016 2017 2018 2019 2020 2021 2022
Date 4 star—history.com
[El4: eBPFFFRIRE SStarig<Hsh (&F#}skiE: star-history.com)
Networking Observability Security
Native support for
(] PP 0) Identity-aware © 0.9  Transparent
Aug Servicetypeload v 1 visibility e Encryption M
® Balancer and Egress ®
Advanced Self
o " Scalable Kubernetes (] Service o k. ) Security Forensics +
A, CNI (®) Audit
? v Observability \@’\
o Network Metrics +
Q) Multi-cluster o4 ) Advanced Network
O o p v Policy v .
0] Connectivity — Policy

Troubleshooting

[E]5: CiliumA9tZ O ThaEE (RERIR: CiliumER)



» FEMLEER, Ciliumig T — @R RE3EMEIEE,
BB M E N EREERMENNBRE, BNET
eBPFH{TENASE B AR EIE L EDT-based (Earliest

oo

Departure Time) e e 12

» AINGME , CliumETFHXARRBIM—FREREIREhubble
S TSI, IRHIRS ZIBRUKEIERIWE, iIzE =R

O8 08

(=

HE, ErRHETRERSHIN AR IHEE,
» CiliumA9ZaaN T

FHXizEEm, CliumtEiB2XaIH, B201658BFRRLLE,
BEWGR 7 11.5kMstar, BRTIEET40017FF &% ACiliumInE
RENIRS, EPB602ERIE— ARSI, Github
AissuesITIEIEE RS, EF60005%issuetFRh iR,

yYoe«ad 060s

Network Services& Bandwinth Flow & Policy Ops & sec
Policy Load Balancing Management Logging Metrics
l [ [ l
l
|
- = G
cilium
Cluster = User + 4
Node
Kernel @‘eBPF < ‘
L

El6: CiliumB9Z2t9E (FHSKIR: CiliumER)

3 eBPFIiERYREI{LZSE)

PRrECilum=EZERINEEZ Ih, eBPFRYSINEARIZ DS
BN, e thAERANHRTE, XIBRAHAIXIT
AT SRIRIS T RATIRRI 2K,

3MRBEER PR

A7 R EI T DatadogiX 40012 EEWE
3L, 2021 NSIX10.31Z32 £ H BB 70% LA ERY
IR, GartnerffEENTIZE B RN HIHIEE2023FE
XEI37012E%, MiDatadogtB TEESHRIHEBBBE M L
T IO TAM (Total Addressable Market) 295935017,
ZE% ., Datadogth fEFF L F = FA R miErE, fE20226F
HHO= TEfREZ 2 (Workload Security) 71, tBFFEA{F B
eBPFREARSKER M PIZ R BIRVEUEIRENEE S BRZ<Datadogld
4k, 15012 £ HERISplunk, 88{ZEETHEAIDynatracel
F30212EEHINew RelicEB 2RIV FIANEETR .

..O E'E' E &>
Infrastructure Log Management APM Continuous Profiler = Security Monitoring
fx 8 a1l @ <)
i anod ln_l UI-QI Symhﬂk Incident
Datadog Product Grid - Jan 2021
¥ 2] = 8 ®
Log APM & i
Profiler Monitoring Monitoring
i < S o >0
Incident Real User Ci visibility Serverless Network
Management Monitoring Monitoring
<
@ S Q ® ©
Cloud SIEM csPM Sensitive Data Application Workload
Scanner Security Security
Monitoring

Datadog Product Grid - Apr 2022

[E]7: Datadogh¥20215 52022 F 7= FAERERTLL (FHIKIR: softwarestackinvesting)
Hrh20226#HH9Workload Security#i &% TeBPFRIME

ez

44



Mz eminEFEEEE XRNMHTE, iRIEGartnerfIFl
fth, BN R MIZAIEE 202113 7150012, FE
PRHERR 2. 4% BIBIER, B it 7 ih{ERE50012
ZE2A9CrowdStrike LA R F{E3003{ZZE £ HIZscalerE AT,
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Information Security & Rrisk Manaement

End User Spending by Segment, 2020-2021
(Millions of U.S.Dollars)

Market Segment 2020 2021 Growth(%)
Application Security 3,283 3,738 122
Cloud Security 595 841 412
Data Security 2,981 3,505 175
Identity Access Management 12,036 13,917 15.6
Infrastructure Protection 20,462 23,903 16.8
Integrated Risk Risk Management 4,859 5,473 12.6
Network Security Equipment 15,626 17,020 89
Other Information Security Software 2,306 2,527 9.6
Security Services 65,070 72,497 1.4
Consumer Security Software 6,507 6,990 7.4
Total 133,776 150,409 12.4

Source: Gartner(May 2021)
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