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Huawei Certification System
Huawei Certification is an integral part of the company's "Platform + Ecosystem"
strategy, and it supports the ICT infrastructure featuring "Cloud-Pipe-Device". It evolves
to reflect the latest trends of ICT development. Huawei Certification consists of two
categories: ICT Infrastructure Certification, and Cloud Service & Platform Certification,
making it the most extensive technical certification program in the industry.

Huawei offers three levels of certification: Huawei Certified ICT Associate (HCIA),
Huawei Certified ICT Professional (HCIP), and Huawei Certified ICT Expert (HCIE).

Huawei Certification covers all ICT fields, and it is aligned with the industry trend of
ICT convergence. With its leading talent development system and certification
standards, it is committed to fostering new ICT talent in the digital era and building a
sound ICT talent ecosystem.

HCIA-Cloud Service (Huawei Certified ICT Associate-Cloud Service) certification is
designed for popularizing cloud computing technologies and basic knowledge, and
developing engineers who are capable of building enterprise IT architectures with cloud
services in fields, such as compute, storage, and network. This document is intended for
candidates who take the HCIA-Cloud Service exam or technical personnel who want to
understand cloud computing basics and how to use, manage, and maintain HUAWEI
CLOUD products. The HCIA-Cloud Service certification covers the basic knowledge of
laas, Paas, and Saas, including the operation and use of HUAWEI CLOUD cloud
services, such as compute, storage, network, management & governance, and relational
database services.

Passing the HCIA-Cloud Service certification proves that you have a certain
understanding of HUAWEI CLOUD products and technologies, and you can
independently use HUAWEI CLOUD products.

Enterprises with engineers who have passed HCIA-Cloud Service certification have
mastered the scenarios and usage of various HUAWEI CLOUD products, facilitating
their cloud transformation in the ICT environment.
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About This Document

Overview

This document is intended for those who are preparing for the HCIA-Cloud Service exam
or those who want to learn about how to use, manage, and maintain cloud services.

Description

This document includes exercises on HUAWEI CLOUD operations, exercises on compute,
networking, storage, and O&M services, and comprehensive exercises. These exercises can
help you understand the functions and positions of the cloud services.

Exercise 1: Exercises on HUAWEI CLOUD operations. The exercises include registering
a HUAWEI CLOUD account, logging in to the console, configuring 1AM, as well as
purchasing, trying, and releasing cloud services.

Exercise 2: Exercises on compute services including Elastic Cloud Server (ECS), Image
Management Service (IMS), and Auto Scaling (AS). The exercises involve ECS
lifecycle management, image management, and auto scaling.

Exercise 3: Exercises on network services, including enabling communication between
ECSs in the same Virtual Private Cloud (VPC), using security groups, Elastic IP (EIP),
Virtual Private Network (VPN), and using Elastic Load Balance (ELB) to distribute
traffic among backend servers.

Exercise 4: Exercises on storage services, including using and managing Elastic
Volume Service (EVS), Object Storage Service (OBS), and Scalable File Service (SFS).

Exercise 5: Exercises on O&M services, including using Cloud Trace Service (CTS) to
track operations, using the Cloud Eye to monitor cloud services, and using Log Tank
Service (LTS) to search for logs.

Exercise 6: Exercises on using ECS and RDS as service nodes and data nodes, using
VPC to provide network resources for ECS, using AS to dynamically add and remove
ECS instances to ensure stable running, using ELB to automatically distribute traffic
among backend servers to achieve greater levels of fault tolerance in your
applications, and using Cloud Eye to monitor cloud services.

Knowledge Required

To better understand this certification course, familiarize yourself with the following
knowledge:

Basic IT knowledge
Servers and commonly used operating systems (Windows and Linux)

Fundamentals about storage and network
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Lab Environment

All exercises will be performed on the HUAWEI CLOUD official website. The cloud service
is under fast iterative development, so some screenshots in this document might be
different from those on the official website.

You can visit the Help Center to learn more about using the cloud services.
All basic security services are configured by default for all exercises.

The following table lists the resources required for the exercises and the estimated costs in
the AP-Singapore region. The actual costs may vary, depending on your use of the cloud
services.

. Cloud . e . Duration | Price | Total
Exercise Service Quantity | Specifications | Pricing (h) wsD) | (usD)

x86 | General
computing |
s6.large.2 | 2
vCPUs | 4 GB,
ECS 1 High 1/O | 40 GB| 0.13/h 12 1.56
| Windows
Server 2012 R2
Standard 64-bit
English (40 GB)

x86 | General
computing |
s6.small.1 | 1
vCPU | 1 GB,
High 1/O | 40
Exercises GB, Dynamic
on BGP | Exclusive | 20.28
compute ECS 1 Billed by 0.04/h 12 0.48
services bandwidth | 1
Mbit/s,
Windows |
Windows Server
2012 R2
Standard 64-bit
English

IMS 1 Private image Free 12 0

AS 1 N/A Free 12 0

VPC 1 N/A Free 12 0

HSS 1 N/A Free 12 0



http://www.huaweicloud.com/intl/en-us/
https://support.huaweicloud.com/intl/en-us/index.html
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Exercise

Cloud
Service

Quantity

Specifications

Pricing

Duration

(h)

Price
(USD)

Total
(USD)

DEW

N/A

Free

12

Exercises
on
networking
services

ECS

x86 | General
computing |
s6.large.2 | 2
vCPUs | 4 GB,
High 1/O | 40 GB
| Windows
Server 2012 R2
Standard 64-bit
English (40 GB)

0.13/h

12

3.12

ECS

x86 | General
computing |
s6.large.2 | 2
vCPUs | 4 GB,
High 10 | 40 GB
| CentOS 64-bit

0.07/h

12

0.84

EIP

Dedicated |
Dynamic BGP |
Billed by
bandwidth | 1
Mbit/s

0.03/h

12

0.72

ELB

Public network |
Dynamic BGP, 1
Mbit/s

0.03/h

12

0.36

HSS

N/A

Free

12

DEW

N/A

Free

12

Exercises
on storage
services

ECS

x86 | General
computing |
s6.large.2 | 2
vCPUs | 4 GB;
High 1/O | 40 GB
| Windows
Server 2012 R2
Standard 64-bit
English (40 GB)

0.13/h

12

1.56
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. Cloud . e . Duration | Price | Total
Exercise Service Quantity | Specifications | Pricing (h) wsD) | (usD)
x86 | General
computing |
s6.large.2 | 2
ECS 1 VCPUs | 4 GB, 0.07/h 12 0.84
High 10 | 40 GB
| CentOS 64-bit
EVS 2 40 GB, High I/O | 0.01/h 12 0.24
SFS 1 500 GB 0.06/h 12 0.72
OBS 1 Pay per use 0.02/h 24 0.48
HSS 1 N/A Free 12 0
DEW 1 N/A Free 12 0
IAM 1 N/A 12
Exercises | Cloud 1 N/A 12
on O&M Eye Free 0
services | |Ts 1 N/A 12
CTS 1 N/A 12
VPC 1 N/A Free 12 0
Dedicated |
Dynamic BGP |
EIP 2 Billed by 0.03/h 12 0.72
bandwidth | 1
Comprehen Mbit/s
~sIve RDS for MySQL
exercise 180 |
Active/standby |
General-
RDS 1 enhanced I 1 0.36/h 12 4.32
vCPU | 2 GB,
Ultra-high 1/O |

40 GB
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. Cloud . e . Duration | Price | Total
Exercise Service Quantity | Specifications | Pricing (h) wsD) | (usD)
x86 | General
computing |
s6.small.1 | 1
vCPU | 1 GB,
High I/O | 40
GB, Dynamic
ECS 3 BGP | Dedicated 0.07/h 12 2.52
| Billed by
bandwidth | 5
Mbit/s, CentOS |
CentOS 7.6 64-
bit
IMS 1 Private image Free 12 0
AS 1 N/A Free 12 0
Public network |
ELB 1 Dynamic BGP, 5| 0.15/h 12 1.80
Mbit/s
HSS 1 N/A Free 12 0
DEW 1 N/A Free 12 0
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Getting Started with HUAWEI CLOUD

1.1 Introduction

1.1.1 About This Exercise

Register a HUAWEI CLOUD account, log in using the account, create an IAM user and user
group, and purchase and release cloud resources.

1.1.2 Objectives

® learn about HUAWEI CLOUD.
® Learn how to register a HUAWEI CLOUD account.
® Learn how to purchase and release HUAWEI CLOUD resources.

1.2 Tasks
1.2.1 Roadmap

Register a HUAWE| CLOUD account
{ Log in using the account

Individual authentication
Perform real-name authentication —[
Enterprise authentication

Go to the IAM conscle

Configure basic information
Create a user group {
Assign permissions

Getting Started — e e—— o — _[ Configure basic information
Add the user to the user group

Switch to the IAM user login page
Log in as the |AM user —[ Login successful ane2g

{ Configure basic information

Configure a subnet

_[ Delete the subnet
Delete the VPC

Figure 1-1 Configuration flowchart

1.2.2 Registering Your HUAWEI CLOUD Account

Your account lets you use HUAWEI CLOUD resources and pay for their use.
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Step 1 Visit HUAWEI CLOUD official website, and click Register in the upper right.

[¢] d huaweicloud.com/intl/en-us/

82 puawei cloun Search Q Intl-English ~  Contact Sales ~ After-Sales  Console  Log In

Figure 1-2 Visiting the HUAWEI CLOUD official website

Step 2 Enter the information required.

HUAWEI CLOUD Account Registration

Singapore v

| have read and agree to the HUAWEI CLOUD Customer
Agreement and Privacy Statement

| would like to receive marketing and promotional information.

Learn more «

Figure 1-3 Registering a HUAWEI CLOUD account

Step 3 Log in to HUAWEI CLOUD using your new account.


http://www.huaweicloud.com/intl/en-us/
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Log in to HUAWEI ID

AR - Cad
AVl l SEf roue

Huawei Enterprise Partne
experience. Learn maore

Figure 1-4 Logging in to HUAWEI COULD

Step 4 Click Console in the upper right.

$¢ wuaweicow a

Huawei laaS Ranks No. 4 in the .
Emerging Asia Pacific Market -

Market Share: IT Services, Worldwide 2020, Gartner " &

- >

Figure 1-5 Accessing the console

Step 5 Hover over your username in the upper right and choose Basic Information.

" Huawei cLoUD

Figure 1-6 Going to My Account
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Step 6  Click Authenticate next to Authentication Status.

" HuAwEI cLOUD

Basic Information

Basic Information

Account Name

A2 Registration Time
Enterprise Name Edit

Tax Identification Number (2) Edit

Mot yet selected Edit

Email Address

Password

AsheticatonSats Pening el name aventication @
Security Credentials Manage

Contact Information

Country/Region Singapore

Contact Details Edit
Business Information

Industry ¥ | Save

Figure 1-7 Clicking Authenticate

Step 7 Select a type that matches your account. Here, we'll select Individual
Authentication.

% Huawe cLoup

Real-Name Authentication

@ The sccount

Select Authertication Type

Individual Authentication

Figure 1-8 Selecting an authentication type

Step 8 Complete the information required.
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Real-Name Authentication

Figure 1-9 Individual authentication

Step 9 Once complete, refresh the Real-Name Authentication page. The authentication is
successful, so let's proceed to the next exercise.

1.2.3 Creating an IAM User and Assigning Permissions

To share resources in your HUAWEI CLOUD account without giving others your account
and password, create an IAM user and assign the user permissions for specific resources.

Step 1 Go to the management console, hover over your username in the upper right, and
choose Identity and Access Management from the drop-down list.

" HuawEI cLOUD

Figure 1-10 Choosing Identity and Access Management

Step 2 Choose User Groups in the navigation pane, and click Create User Group.

HUAWEI CLOUD

User Groups (D
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Figure 1-11 Creating a user group

Step 3 Enter a user group name and click OK.

1AM

Users

Permissions

Projects

Agencies

Identity Providers

Security Settings

Create User Group

MName | 1A 1|

Description

Figure 1-12 Configuring the user group information

Step 4 Click Manage Permissions for the user group you created.

User Groups &

Figure 1-13 Clicking Manage Permissions

Step5  Click Assign Permissions.

Eo

Figure 1-14 Permissions tab page

Step 6 Under Scope, click Region-specific projects, and select AP-Singapore. In the
Permissions section, search for IAM, select Tenant Guest and Tenant
Administrator, and click OK.
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Region-based Authorization

Scope

¥
View Selected (2) ANl policiesiroles + | | A services - Q
escription

[ rolicy/Role Name

v [ Tenant Guest

v [ Tenant administiato

Figure 1-15 Assigning permissions

Step 7 Go to the Users page, and click Create User in the upper right.

% HUAWEI CLOUD

1AM Users @ © Fesdoack

a

Username = Description 4= Status = Last Login I= Created |5 Operation

Figure 1-16 Creating a user

Step 8  Configure the user information and click Next.

e Username: a custom username. Here we'll use myname.
® Access Type: Management console access

® Credential Type: Select Set now and enter a password. Here we'll set it as
Huawei@135. Then deselect Require password reset at first login.

e Login Protection: Disable

Jsername Email Address Mobile Number Description Operation

Enable (Recommended

®) Disable

Figure 1-17 Configuring the basic user information
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Step 9 Select the user group you created and click Create.

2]

Figure 1-18 Adding the user to the created user group

Step 10 View the results. The user is created when you see this page.

Users created: 1

Figure 1-19 User created successfully

Step 11 Log out of the account and log in again as the IAM user.

2 HuawEI cLOUD

Figure 1-20 Logging out of the account

Step 12 Click IAM User.
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Log in to HUAWEI ID

Figure 1-21 Clicking IAM User

Step 13 Log in as the IAM user you created.

Tenant name or HUAWEI CLOUD account name: the name of the HUAWEI CLOUD
account you have registered and authenticated

e |AM user name or email address: the name of the IAM user you created
e |AM user password: the password of the IAM user

IAM User Login
Tenant name or HUAWEI CLOUD account name
AM user name or email address

AM user password @

Jse Another Account: HUAWEI IC Federated User

Figure 1-22 Logging in as an IAM user
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Step 14  After login, click Console in the upper left. Your account is functioning normally if
you see the home page of the console as shown here.

2% Huawel cLoup

You are not authorized to perform the requested action.

Figure 1-23 IAM user login successful

Congratulations. We've completed configuration in IAM.

1.2.4 Creating and Configuring a VPC

Next, let's create and configure a Virtual Private Cloud (VPC) and check that the IAM user
has permissions to use resources.

Step 1 Log out of the IAM user account.

" Huawel cLouD

Figure 1-24 Logging out of the IAM user account

Step 2 Log in with your HUAWEI CLOUD account, and choose Virtual Private Cloud in the
left pane.
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Step 3

HUAWEI CLOUD

@ Elastic Cloud Server

& Relational Database Service
QU AutoScaling

@ BareMetal Server

] Elestic Volume Service

[ Volume Backup Service

Virtual Private Cloud

Elastic Load Balance

Elzstic IP

Recently Visited Services: Identity and Access Management

Compute
Elastic Cloud Server

Auto Scaling

Image Management Service
Dedicated Host

Cloud Container Engine
Bare Metal Server
FunctionGraph

Dedicated Cloud

Application

ServiceStage
Application Orchestration Service

Software Repository for Container
Cloud Service Engine

Cloud Service Engine ServiceComb

Distributed Cache Service DCS

Distributed Mes:

Distributed Mes:

vice for RabbtMQ

Distributed Message S

 for High Rel
Simple Message Notification

Application Performance Management

Storage

Elastic Volume Servi

Dedicated Distributed Storage S

Storage Disaster Recovery Service
Cloud Server Backup Service
Cloud Backup and Recovery

Volume Backup Service

Object Storage Service
Data Express Service
Scalable File Service

CON

Migration
Cloud Data Migration
Server Migration Service

Object Storage Migration Service

El Enterprise Intelligence
Conversational Bot Service
CloudTable Service

DAYU

mage Management Service | Virtual Private Cloud

Q

Elastic Cloud Server
Networking

Virtual Private Cloud

Elastic Load Balance

Virtual Private Network

Direct Connect

Domain Name Service

NAT Gateway

Elastic IP
Cloud Connect

VPC Endpoint

Management & Governance
ServiceTickets

Cloud Eye

Identity and Access Management
Cloud Trace Service

Log Tank S

vice
Tag Management Service

Resource Management

Business Applications

Gognitive Engagement Genter

Application & Data Integration platform R

Elastic P

Auto Scaling

Databases
GaussDB

Relational Database

Document Database

GaussDB NoSQL.
Distributed Database Middleware
Data Replication Service

Data Admin Service

Security & Compliance

Anti-DDoS
Advanced Ant-DDoS
Web Application Firewsll
Vulnerability Scan Service
Host Security Service

Container Guard Service

Data Encryption Workshop

Situation Awareness

SSL Certificate Manager

Media Services

Figure 1-25 Choosing Virtual Private Cloud

Click Create VPC.

inAllRegions | 8}

= Network Console

Name

Virtual Private Cloud (@

1Pv4 CIDR Block

Status

Figure 1-26 Creating a VPC

Configure the VPC parameters and click Create Now.

Region: AP-Singapore

Name: a custom name

Retain the default settings for other parameters.

Subnets Rowte Tables  Operation

o
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< Create VPC @

Basic Information

Region Q AP-Singapore -

es are region-specific and cannot be used across regions through internal network connections. For low network

Name Vpc-myname
IPv4 CIDR Block 192 |- 168 | - . ’.' 16 -

Recommended: 10.0.0.0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)
Advanced Settings Tag

Default Subnet

Name | ‘ subnet-myname | |

IPv4 CIDR Block - - o - /| 24~ | @ Avallable IP Addresses: 251
1Pv6 CIDR Block Enable (@)

Associated Route Table Default (3

Advanced Settings Gateway DNS Server Address Tag Description

@ Add Subnet

Figure 1-27 Configuring the VPC

Step 5 Delete the subnet of the VPC.

" HUAWEI CLOUD

= Network Console Subnats @ . -

) [r— = || vame . Q] [ searcntyr
l:l Mame vrC et CIDR Block 19v6 CIDR Block (3) Status. Metwork ACL Route Table Opesation

Figure 1-28 Deleting the subnet

Step 6 Delete the VPC.

DR Comcle Virtual Private Cloud @ LY - |

— Are you sure you want to delete the following VPC? e, e Vo

Figure 1-29 Deleting the VPC
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1.3 Exercises

A w N =

Create a VPC with a custom name.
Create an IAM user with a custom name.
Create a user group with a custom name like group1.

Grant the user group read-only permissions for the Enterprise Project Management
(EPS) service.

Log in as the IAM user and check whether you can create a new VPC or modify the
existing one.

Log in using the HUAWEI CLOUD account, release the VPC, and delete the IAM user
and user group.
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Compute Services

2.1 Introduction

2.1.1 About This Exercise

Elastic Cloud Server (ECS) provides scalable, on-demand computing cloud servers for secure,
flexible, and efficient applications and ensures stable and interrupted running of services.

Image Management Service (IMS) enables full-lifecycle management for images,
templates used to create servers or disks, helping you quickly deploy services.

Auto Scaling (AS) automatically adjusts ECS instances based on your service requirements
and configured AS policies. You can configure a scheduled, periodic, or alarm policy to
adapt resources to the fluctuating service load, preventing unnecessary cloud service
charges and ensuring services run stably.

This exercise walks you through how to create and log in to ECSs, modify the ECS
specifications, create private Windows and Linux images, create sharable images, and scale
resources flexibly.

2.1.2 Objectives

Upon completion of this exercise, you will be able to use:

e [ECS
e |MS
o AS

2.2 Tasks
2.2.1 Roadmap

e (Create and log in to an ECS.

®  Modify ECS specifications.

® (Create a Windows system disk image from an ECS.

® (reate a Linux system disk image from an ECS.

®  Modify and share an image.

e (Create AS configurations, AS configuration groups, and AS policies.
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vpc_default

ecs—windows ecs—windows/linux

S &

———p

Figure 2-1 Topology

2.2.2 ECS Lifecycle Management

In this exercise, we will create both Windows and Linux ECSs.

2.2.2.1 Creating Two Types of ECSs

Step 1 Go to HUAWEI CLOUD official website, and click Log In in the upper right corner.

& huaweicloud.com/intl/en-us/

ﬂg HUAWEI CLOUD Search Q Intl-English ~  Contact Sales  After-Sales (onmt
Figure 2-2 Logging in to HUAWEI COULD

Step 2 Enter your username and password to log in, click Console, and choose the AP-
Singapore region.


http://www.huaweicloud.com/intl/en-us/
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Console ©Q Singapore

CM North-Beijing4
______ CM East-Shanghai

CN South-Guangzhou

aryer AP-Hong-Kong

AP-Bang

Service E Ba

Q AP-Singapore
AF-Johannesburg
LA-Mexico City

LA-Sao Paulol

d Services

LA-Santiago

Figure 2-3 Choosing AP-Singapore

Step 3 In Service List on the left, choose Virtual Private Cloud.
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HUAWEI CLOUD

HuUAWE

E Service List >

(=) Elastic Cloud Server

dj Relational Database Service 2 Relational Dat:
M\ Auto Scaling 2 Volume Backu
) Bare Metal Server 1
m Elastic Volume Service
£l velume Backup Service ag
@ virtual Private Cloud Auto Scaling Image Management Service
I Elastic Load Balance
(F) Elastic IP

0

Figure 2-4 Choosing Virtual Private Cloud

Step4  Click Create VPC.

" Huawei cLouD

| Metwork Console Virtual Private Cloud (3 F Quick Unks Create VPC

Name 1Pvd CIDR Block Status Subnets Route Tables  Operation

21660016 Available

Figure 2-5 Create VPC

Step 5 Configure the VPC parameters as follows and click Create Now.

e Region: AP-Singapore
® Name: Enter a name.
® Retain the default settings for other parameters.
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< Create VPC @

Basic Information

Region O ap-singapere -
Reg ources are region-specific and cannot be used across regions through internal network connections. For low network
Name vpc-default
1Pv4 CIDR Block 192 |- | 168 |- - /e -
Recommended: 10.0.0.0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)
Advanced Settings ¥ Tag | Descriptior
Default Subnet
Name subnet-1273
1Pv4 CIDR Block - S0 - /| 24 v | (@) available IP Addresses: 251
CIDR block cannot be medified after the subnet has been created
1PVG CIDR Block Enable (3)
Associated Route Table Default ()
Advanced settings v Gateway | DNS Server Address | Tag ptior

Free
Figure 2-6 Configuring the VPC

Step 6 Switch to Virtual Private Cloud page and view the created VPC.

% HUAWEI CLoUD

= Network Console Virtual Private Cloud F7 uick Links

Figure 2-7 Viewing the VPC

Step 7 Click Service List on the left, and search for Data Encryption Workshop to
configure a key pair for the ECS.

" Huawei cLOUD

x Q X P Quick Links

Security & Compliance
Data Encryp 4 L Q seachbyTag ¥ | C O

Figure 2-8 Data Encryption Workshop
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Step 8  Choose Key Pair Service on the left.

Key Management Service @ port Ke

Figure 2-9 Key Pair Service

Step 9 Click Create Key Pair, configure parameters, and click OK.

The key pair file is automatically downloaded to your local PC. The key pair file will be
used to obtain the password to log in to the ECS. Keep the file secure.

E DEW Console Key Pair Service @
n . Create Key Pair "
. wport Key P a|lc
- s s
4 m = O !
® (-]
Ex
Figure 2-10 Create Key Pair
Koy Paic G438 pen

Figure 2-11 Downloading the key pair file

Step 10  Click Service List on the left and choose Compute > Elastic Cloud Server.

HUAWEI CLOUD

= Service List >

(=) Elastic Cloud Server Recently Visited Services: Virtual Private Cloud Elastic Cloud Serves Auto Scaling Image Management Service Data Encryption Workshop

) Identity and Access Management
&Y  Relational Database Service

o Storage Networking Databases
N\ Auto Scaling
loud Server i 8 Elastic Volume Service ) § Virtual Private Cloud X GaussDB
&) Bare Metal Server Auto Scaling ) 8 Dedicated Distributed Storage Service Elastic Load Balance K Relational Database Service
B Image Management Service Storage Disaster Recovery Service virtual Private Network Document Database Service
Elastic Volume Service K
Dedicated Host Cloud Server Backup Service Direct Connect GaussDB NoSQL
[ volume Backup Service
Cloud Container Engine Cloud Backup and Recovery Demain Name Service Distributed Database Middl
& virtual private Cloud Bare Metal Server ) 8 Volume Backup Service ) § NAT Gateway Data Replication Service
1. Elastic Load Balance FunctionGraph Object Storage Service Elastic IP Data Admin Service
Dedicated Cloud Data Express Service Cloud Connect

Flastic Ip

Figure 2-12 Choosing Elastic Cloud Server
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Step 11 Click Buy ECS.

" HUAWEI CLOUD

.
= Cloud Server Console Elastic Cloud Server (3 -
o
y The password reset plug-in can now be installed ater ereating an ECS o install the plug-in
"

Figure 2-13 Buy ECS

Step 12 Configure basic settings as follows:

e Billing Mode: Pay-per-use

® Region: AP-Singapore
e AZ: Random
® CPU Architecture: x86

e Specifications: General computing, s6.large.2, 2 vCPUs | 4 GB (configure based on
your requirements)

" Huawei cLoup

< Elastic Cloud Server

erce $0.0724 USDjnou

Figure 2-14 Configure Basic Settings

e Image: Public Image, Windows, Windows Server 2012 R2 Standard 64bit
English (40 GB)

® Host Security: Select Enable (basic edition for this exercise).
e System Disk: High 1/0, 40 GB
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Figure 2-15 Configure Basic Settings

Step 13 Click Next: Configure Network. The Configure Network page is displayed.
Configure the parameters as follows:
e Network: Choose the created VPC.
e Extension NIC: Retain the default settings.
e Security Group: Retain the default settings.
e EIP: Not required

Network vpc-default(192.168.0.0/16) v | C | subnet-b820(192.168.0.0/24) v | C | Automatically-assigned IP address - @

Security Group Sys-default (d751e5b1-2d80-4a6d-87ec-32b46df2122a) v | C Create Security Group (3)

Security Group Rules

EIP Auto assign Use existing  (8) Notrequired  (2)

Figure 2-16 Configure Network

Step 14 Click Next: Configure Advanced Settings. The Configure Advanced Settings page

is displayed. Configure the parameters as follows:

e ECS Name: ecs-windows (Change as required.)

e Login Mode: Key pair

e Key Pair: Choose the created key pair.

e Cloud Backup and Recovery: Not required

e ECS Group (Optional): Retain the default settings.

e Advanced Options: Retain the default settings.



A

HUAWEI HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 32

Figure 2-17 Configure Advanced Settings

Step 15 Click Next: Confirm. After confirming the ECS configurations, select | have read
and agree to the Service Level Agreement and Image Disclaimer, and click
Submit. After about 10 seconds, you can view the created ECS on the Elastic Cloud
Server page. If the Status is Running, the ECS can work normally.

Figure 2-18 Purchasing ECS

Cloud Server Console Elastic Cloud Server () % Quick Links

Figure 2-19 Viewing the created ECS

Step 16 Create a Linux ECS. Configure the parameters the same as creating the Windows
ECS, except for ECS Name, Image, and Login Mode (choose Password).

Image: Public image, CentOS, CentOS 7.6 64-bit (40 GB)

Image Private image Shared image Marketplace image

£ centos v ‘ CentOs 7.6 64bit(40GB) v C

Figure 2-20 Purchasing a Linux ECS
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HUAWEI

2.2.2.2 Logging In to an ECS
On the Elastic Cloud Server page, you can view the ECS AZ and its status. Click

Step 1
Remote Login in the Operation column on the right.
- Elastic Cloud Server "
Figure 2-21 Remotely logging in to the ECS
Step 2 Locate the row containing ecs-windows, click More, and choose Get Password.
Figure 2-22 Get Password
Step 3 Click Select File, choose the downloaded key pair file, and click Open.

e R S S . W

M Get Password

This operation will obtain the initial password|
changed the password, use the new pasq HE

AZ

AZ

AZ

Figure 2-23 Choosing key pair file
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Step4  Click Get Password, copy the password, and close the window.

b4
Get Password
This operation will obtain the initial password created after ECS OS installation. If you
have changed the password, use the new password to log in to the ECS.
Select Private Key Select File KeyPair-b1fd.pem
-----BEGIN RSA PRIVATE KEY----- .

MIIEowIBAAKCAQEAorKMNgOYzhMVwOLLwlkiuHlo8quvBlgzdhKpjSdRlc/2bnPG
WKpZWgXLFOFRW]YsOV+UIUyAINC/4ghA3I+BCuSmoRElgjtoqp3D7kABaA+1 xk
kCDpHNWUtrax7)pu7MCr2wa0w0Y29atAtZvT34FnEZtZCVS WskaAkDCBBKhahCYS

Username Administrator [J1

Figure 2-24 Get Password

Step 5 Locate the row containing ecs-windows, click Remote Login, and click Log In.

If Press Ctrl+Alt+Delete to sign in is displayed, click Send CtrlAltDel in the upper part of
the remote login page.

Send Remote Command Engiish Local Curse Send CHIAIDe || Input Command

Administrator

== Windows Server2012R2

Figure 2-25 Logging In to Windows
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Step 6 Click Input Commands in the upper right corner, paste the copied password, click
Send, and then press Enter.

Local Cursor | Send CtiAltDel | npulCnmmandi

X

Copy Commands

into the text box. Up to 2000 characters are:
allowed yboard characters are not supported

V8p74212x5HPW1c5tD3n]

Administrator

198012000

| = (o)

Figure 2-26 Entering the password

Step 7 If a page similar to the one in following figure is displayed, the ECS login was
successful.

nd English P - " 56 5ic] cTc9f Befo 5 that o o Local Cursor | Send CtialDel | Ing

B8 Windows Server 2012R2

Figure 2-27 Successfully logging in to Windows

Step 8 In this exercise, there is no EIP bound to the Linux ECS. Therefore, you cannot use
remote login tools (SSH tool) to log in to the ECS. You can choose Remote Login in
the row containing ecs-linux, and click Log In to log in to the ECS using VNC.

Linux:
ecs-linux login: root
Password: Enter a password, for example, Huawei@123.
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Linux ECSs do not have a GUI. After you log in the Linux ECS remotely, enter root after
ecs-linux login, and then press Enter to input the password. The password is entered in
ciphertext. Ensure that the password is correct before pressing Enter. If Welcome to
Huawei Cloud Service is displayed, the ECS login was successful.

CentDS Linux 7 (Core)
EKernel 3.18.8-1168.15.2.el7.x86_641 on an x86_64

ecs-linux login: root
Password :

Welcome to Huawei Cloud Service

[rootBecs-linux ~ 1#

Figure 2-28 Successfully logging in to Linux

Step 9 If a page similar to the one in preceding figure is displayed, the Linux ECS login was
successful.

2.2.2.3 Modifying Windows ECS Specifications

Step 1 On the Elastic Cloud Server page, view the status of the target Windows ECS.

Step 2 If the ECS is not in the stopped state, select it and click Stop. If the Stop ECS page
is displayed, select Forcibly stop the preceding ECSs and click Yes.

Elastic Cloud Server G > " m

<]

Figure 2-29 Stopping the ECS

Step 3 After the ECS has stopped, click More in the Operation column of this ECS and
choose Modify Specifications.
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= Cloud Server Console Elastic Cloud Server &
p v be installed 1 bl
Reset pa
o z ¥ v P Ak Billing Mode 7 Tog
400d- b -
& s y-per
b SbE-5fc7-4 di 0. -

Figure 2-30 Modifying ECS Specifications

Step 4 In the Modify Specifications dialog box, select the desired ECS type, vCPUs, and
memory size based on service requirements. In this exercise, the memory size is

changed from 4 GB to 8 GB. Click Next.

Latest generation v | wepus | oAl v | Memory | A v | Flavor Name Q
General computing-plus General computing Memory-optimized General computing-basic ®@
Assured / Maximum Bandwidth =
Flavor Name vCPUs | Memory = cPU = -

s3medium2 1 vCPUs | 2618 Intel SkyLake 6161 2.2GHz 0.1/ 05 Gbit/s

s3medium.4 1 vCPUs | 468 Intel SkyLake 6161 2.2GHz 0.1/ 05 Gbit/s

s3large2 2 vCPUs | 4GiB Intel skylake 6161 2.2GHz 0.2/ 0.8 Gbit/s
‘Q‘ s3larged 2 vCPUs | BGIB Intel Skylake 6161 2.2GHz 0.2/ 0.8 Gbit/s

s3xlarge2 4 vCPUs | 8GiB Intel Skylake 6161 2.2GHz 0.4 /1.5 Gbit/s

s3xlarge4 4 vCPUs | 16GIB Intel Skylake 6161 2.2GHz 0.4 /1.5 Gbit/s

s3.2xlarge.2 8 vCPUs | 16GIB Intel SkyLake 6161 2.2GHz 0.8/ 3 Gbit/s

New Specifications General computing | s3.large.4 | 2 vCPUs | 8GiB

ecs price $0.14 USDjnour

Figure 2-31 Choosing target specifications

Packets Per Second (PPS) (3 I=

50,000

50,000

100,000

100,000

150,000

150,000

200,000

Step 5 After confirming the new ECS specifications, select | have read and agree to the
Image Disclaimer and click Submit. Go to the Elastic Cloud Server page and you

will see that the ECS status is Resized.
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Elastic Cloud Server () % Quick Unks

1P Address Billing Mode V7 Tog Operation

Figure 2-32 Specifications modifying

Step 6  Start the ECS. The ECS specifications have been modified.

Elastic Cloud Server @ 3 Quick inks

Name/ID v status 7 Specifications/image 1P Address Biling Mode T/ Tag Operation

Figure 2-33 Specifications modified

Step 7 You can also log in to the ECS to check the new specifications, as shown in the
following figure.

Recycle Bin it System

4 [(® s Control Panel » All Control Panel ltems » System v c,‘ [ Search Control Panel

Control Panel Home . P .
View basic information about your computer

@ Device Manager Windows edition
% Remote settings Windows Server 2012 R2 Standard
) Advanced system settings 2013 Microsoft Corporation. All ights == Windows Server2012R2
reserved. -
System

Processor: Intel(R) Xeon(R) Gold 6161 CPU @ 2.20GHz  2.20 GHz

Installed memory (RAM): 8.0 GB

System type: &4-bit Operating System, x64-based processor

Pen and Touch: Ne Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: ecs-windows & Change settings

Full computer name: ccs-windows
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms
See also
Product ID: 00252-70000-00000-AA535 Change product key
Action Center '

Windows Update

Figure 2-34 Confirming new specifications



A

HUAWEI HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 39

2.2.3 Creating a Windows System Disk Image from an ECS

If you have created and configured a Windows ECS based on your service requirements
(for example, by installing software and setting up an application environment), you can
create a system disk image based on this configured ECS. Then, all new ECSs created from
this image will have the same software and environment preinstalled.

To create a Windows system disk image using an ECS, you need to configure a Windows
ECS and then use it to create a system disk image.

2.2.3.1 Configuring a Windows ECS

Take the ecs-windows ECS you created as an example.

Step 1 Remotely log in to the ECS.
Step 2 Check whether DHCP is configured for the ECS NICs. If it is not, configure it.

1. Choose Start > Control Panel. (The GUI varies somewhat depending on the OS
version.)

Administrator& b o

» &

Windows Administrative
PowerShell Tools

-

e

Control Panel Internet Explorer

Figure 2-35 Control Panel

2. Click Network and Sharing Center.
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Recycle Bin

All Control Panel Items

T @ » Control Panel » All Control Panel ltems »

Search Control Panel

v o]

Adjust your computer's settings

¥ Action Center

K| Color Management
[Wg Default Programs
B picplay

A Fonts

@ Keyboard

i Administrative Tools
[E Credential Manager
8 Device Manager

(@) Ease of Access Center
Internet Options

&¥ Language

View by:  Small icons ¥

(=g AutoPlay

& Date and Time

5 Devices and Printers
Folder Options

&, iSCS! Initiater

¥ Mouse

[E5| Phone and Modem

5¥ Network and Sharing :‘iﬁwte\ 2 Notification Area Icons
I—g -

Power Optians Network and Sharing Center stures

) RemoteApp and Deski| Check network status, change

network settings and set preferences
&l Taskbar and Navigatiol far sharing files and printers,

8, User Accounts WP Windows Firewall

P Region
& System

[# Troubleshooting

@& Windows Update

Figure 2-36 Network and Sharing Center

3. Click a network connection, for example, Ethernet 2.

Network and Sharing Center

- b =.: <« All Control Panel ltems » Metwork and Sharing Center v & | | Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Network Access type;

Private network

Change advanced sharing

Internet
settings 3

Connections: IJ

Change your networking settings

‘ﬁ;- Set up a new connection or network
Set up a breadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

See also
Internet Options

Windows Firewall

Figure 2-37 NIC
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4. Click Properties, select Internet Protocol Version 4 (TCP/IPv4), and click Properties.

Network and Sharing Center

- 1 :‘: <« All Control Panel ltems » Metwork and Sharing Center v & ‘ | Search Control Panel -] |

View your basic network information and set up connections
Control Panel Home

Change adapter settings 1] Ethernet 2 Status -

Change advanced sharing P ] Internet
settings e W Ethemet2

Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo netwark access
Media State: Enabled
Duration: 00:09:40 router or access paint.

Speed: 100.0 Gbps

ng infermation,

Activity

Sent L! Received
‘-11 .

i
Bytes: 10,897 14,748

| |'5'Properhes ||| 'E;'Dlsable || Diagnose ‘
Seealso

Internet Options

Windows Firewall

Figure 2-38 NIC properties

5. If Obtain an IP address automatically and Obtain DNS server address
automatically are selected, DHCP has been configured. Otherwise, select the two
check boxes and click OK.
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Network and Sharing Center

- 7 2_3 <« All Control Panel ltems » Network and Sharing Center v Oi ‘ Search Contro

View your basic network information and set up connections
Control Panel Home

L + 9 Chatiie [ x [l

Change adapter settings | 7
" : X
Change advanced sharing o Ethemet 2 Fropertes Internet

settings “Networking Ethernet 2

~
G

Internet Protocol Version 4 (TCP/1Pv4) Properties ISCH |

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically

() Use the tolowng 1P address:

(®) Obtain DNS server address automatically

() Use the folowing DNS server addresses:

Internet Options

Windows Firewall

Figure 2-39 Configuring DHCP

Step 3 Click Start, right-click This PC, and choose Properties. In the navigation pane to
the left of the System page, click Remote settings. Select Allow remote
connections to this computer. Click OK. (The GUI varies somewhat depending on
the OS version.)
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System

+ |;ﬂ v Control Panel » All Control Panel ltems » System ] C,-| | Search Control Panel » |

L]

Control Panel Home
System Properties -

) Device Manager

Computer Name | Hardware | Advanced | Remote ‘

%y Remote settings ]

'5' Advanced systemn settings Remote Assistance Server°2012 R2

Allow Remote Assistance connections to this computer

2.20 GHz

Remote Desktop o
Display

Choose an option, and then specify whao can connect.

() Don't allow remate connections to this computer

'5'Change settings

(®) Allow remote connections to this computer

—rcerEetire e Ferote
Desktop with Network Level Authentication {recommended)

Help me choose Select Users...

See also

Action Center Apply Change product key

Windows Update

Figure 2-40 Configuring remote desktop

Step 4 Go to Start > Control Panel and navigate to Windows Firewall. In the left pane,
select Allow an app or feature through Windows Firewall. Select apps that are
allowed by Windows Firewall for Remote Desktop based on your network
requirements and click OK.

In this exercise, both the private and public networks are allowed by the firewall.
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Allowed apps

- 4 |ﬂ <« Windows Firewall » Allowed apps

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and perts, click Change settings.

What are the risks of allowing an app to communicate? Change settings

Allowed apps and features:

Name Private  Public

[JRouting and Remote Access

[ 5ecure Socket Tunneling Protocol

[CISNMP Trap

CITPM Virtual Smart Card Management

O virtual Machine Monitoring

[ Windows Firewall Remote Management
Windows Management Instrumentation (WMI)

] Windows Remote Management

%] Windows Remote Management (Compatibility)

[I'Windows Security Configuration Wizard

] WinRM HTTPS

] WinRM HTTPS

ROoOoooood
OoOoOooOoood

3]
]

KOO
OoEO

Allow another app...

Figure 2-41 Configuring the firewall

Step 5 Check whether Cloudbase-Init is installed on the ECS. If it is not, install it.

Go to Start > Control Panel > Programs and Features to check whether Cloudbase-Init
has been installed on the ECS.
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Programs and Features

- T ‘[‘j » Control Panel » Programs » Programs and Features v C,| | Search Programs and Features @ |

ControlPane! Home Uninstall or change a program

Wiew installed updates To uninstall 2 program, select it from the list and then elick Uninstall, Change, or Repair.
‘?:,' Turn Windows features on or
off Organize -
Ll - Doblich
2] Cloudbase-Init 0.9.% Cloudbase Solutions Sil
[27GPL PV Drivers for Windows 2.5.0.136 James Harper
[2HostGuard versian 2.0.3.2 Huawei, Inc.
5 UVP VMTools for Windows 2,5.0.156 Redhat

o Currently installed programs Total size: 216 MB

I-; q 4 programs installed

Figure 2-42 Checking whether Cloudbase-Init is installed

Note:

e |f Cloudbase-Init is not installed on the ECS, custom information cannot be injected
into the new ECSs created from the private image. You will only be able to log in to
the ECSs with the password specified in the image.

®  For an ECS created from a public image, Cloudbase-Init has been installed on it by
default. You do not need to manually install Cloudbase-Init for it.

® For an ECS created using an external image file, you need to install Cloudbase-Init
for the ECS before you use it to create a private image. For details, see Installing and
Configuring Cloudbase-Init.

In this exercise, the ECS is created from the public image windows2012 R2, which has
Cloudbase-Init installed by default.

2.2.3.2 Creating a Windows Private Image

Step 1 Go back to the management console and in Service List choose Compute > Image
Management Service.


https://support.huaweicloud.com/intl/en-us/usermanual-ims/en-us_topic_0030730602.html
https://support.huaweicloud.com/intl/en-us/usermanual-ims/en-us_topic_0030730602.html
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Step 2

Step 3

Service List

Elastic Cloud Server

Relational Database Service

Auto Scaling

Bare Metal Serve

Elastic Volume Service

Volume Backup Service

Virtual Private Cloud

Elastic Load Balance

Elastic 1P

Recently Visited Services: Elastic Cloud Server

Image Managemen

Compute
Elastic Cloud Server ) 3
Auto Scaling K

Image Management Service

Dedicated Host

Cloud Container Engine

Bare Metal Server ) 3
FunctionGraph

Dedicated Cloud

Application

ServiceStage

Data Encryption Workshop

t Service

Storage

Elastic Volume Service

Dedicated Distributed Storage Service
Storage Disaster Recovery Service
Cloud Server Backup Service

Cloud Backup and Recovery

Volume Backup Service

Object Storage Service

Data Express Service

Scalable File Service

CDN

Figure 2-43 Accessing IMS

Virtual Private Cloud

Q

Identity and Access Management

Networking

Virtual Private Cloud
Elastic Load Balance
Virtual Private Network
Direct Connect

Domain Name Service
NAT Gateway

Elastic IP

Cloud Connect

VPC Endpoint

Management & Governance

On the Image Management Service page, click Create Image.

Cloud Server Console

Image Management Service ()

Status o5 Type os

Figure 2-44 Creating a private image

Image Type

Auto Scaling

Set

Ant

Ady

cated V1= Operation

On the Create Image page, set the following parameters and click Next. (Retain
the defaults for the rest of the parameters.)

Region: AP-Singapore

Type: System disk image

Source: Select a Windows ECS, for example, ecs-windows.

Name: Enter a name, for example, image-windows2012.
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Image Type and Source

* Type System disk image Full-ECS image Data disk image IS0 image

x Source ECS BMS Image File

& Only ECSs in the running or stopped state can be used to create private images

* Before creating an image, configure and optimize the ECS. Ensure Cloud-init is installed if the ECS runs Linux and Cloudbase-Init is installed if the
ECS runs Windows. Learn more

® Do not perform any operation on the selected ECS or associated resources when an image is being created.

All statuses - Name v Q C
Name os Status Private IP Address Created
v ecs-linux CentOs 7.6 64bit Running 192.168.0.195
vo(e Windows Server 2012 R2 ... Running 192.168.0.112 I

Selected: ecs-windows | OS: Windows Server 2012 R2 Standard 64bit | System Disk: High 1/O | 40 GB

Buy ECS

Figure 2-45 Setting private image parameters

Step 4 Confirm the settings. Then, select | have read and agree to the Image Disclaimer
and click Submit.

Create Image

Details
Resource Configuration Quantity
Name image-windows2012
System disk image 1

Source ECS (ecs-windows)

|_u I have read and agree to the Image Dlstla\lﬂe

Figure 2-46 Confirming the primate image settings

Step 5 Switch back to the Private Images tab page to view the image status.

The time required for creating an image depends on the image size. Generally, it takes
about 10 to 20 minutes. When the image creation completes, its status changes to Normal.
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Image Management Service &

Figure 2-47 Viewing the private image status

2.2.3.3 Modifying Image Information

Step 1 Locate the row that contains the image to be modified and click Modify in the
Operation column.

Image Management Service

Figure 2-48 Modifying image information

Step 2 You can modify the image name, memory, and other details.
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X
Modify Image
* Name |mage-wmdowszmz{
Description
Minimum Memory Ensure he minimum memory size of an image is set to its original size before you
reinstall OSs of the ECSs that were created using the image.
16 GB 32GB 64 GB 128 GB
128 GB

NIC Multi-Queue

Supported
Boot Mode BEl -

Not supported

Figure 2-49 Parameters for image modification

2.2.3.4 Replicating an Image Within a Region

Step 1 On the Image Management Service page, click Private Image to display the
image list.

= Cloud Server Console

Image Management Service ()

Name 1= stats 05 Type os Image Type Dik Capacity (GB)  Encypted  Created 7 4 Operation

Figure 2-50 Viewing private images

Step 2 Locate the row that contains the image to be replicated and in the Operation
column choose More > Replicate.
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Image Management Service (2

3 peivate image supparts this function, go to ts details page.

All 055 * || Name - Q || seachbyTag %  |C| O
Nome (= Status 05 Type o5 image Type Disk Capocity (GB)  Encrypted  Created W7 4= Operation
ete

Figure 2-51 Replicating a private image

Step 3 In the displayed Replicate Image dialog box, enter a new name for the image and
click OK. (Do not select KMS encryption.)

Replicate Image

Image Size 9.07 GB

OS Type Windows

os Windows Server 2012 R2 Standard 64bit
Created 112 GMT+08:00

Replication Mode Within Region Across Regions

* Mame copy_image-windows2012
Description
Encryption KMS encryption @

Figure 2-52 Parameters for in-region image replication

Name (= Status 0s Type os Image Type Disk Capacity (GB) ~ Encrypted  Created Y/ = Operation
Creating ,

copy image-wind.. o, Windows Windows Server 2012 R2 Stan. ECS system disk image 40 No More v

mage-wind... Normal Windows Windows Server 2012 R2 Stan. ECS system disk image(x. 40 No Apply for Server | Modify | More v

Figure 2-53 Replicated image
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2.2.3.5 Sharing an Image

You can share your images with other users. Before sharing images with a user, you need
to obtain their account names (if the user is a DeC or multi-project user, you also need to
obtain the project name). You can share a single image or multiple images as needed.

Step 1 On the Private Images tab page, select the private image to be shared and in the
Operation column choose More > Share.

Image Management Service ()

Operatior

Figure 2-54 Sharing a private image

Step 2 In the Share Image dialog box, enter the account name of the target user and click
Add. Click OK.

If the user is a DeC or multi-project user, you also need to enter their project name. To
share the image with multiple users, enter their account names (and project names).

Share Image
Enter the account name of the image recipient. Learn how to obtain an account name.
Account Name Project Name Project |D Operation

ap-southeast-3 07376da301000f682f5ec001ead... Delete

This image can be shared with a maximum of 256 tenants. You can share this image with 256 more tenants.

Figure 2-55 Sharing an image

Step 3 Log in to the management console using the account of the target user, go to the
IMS console, click the Images Shared with Me tab, and click Accept.
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Image Management Service & @ Feedback

IMS is now in commercial use. Any private ir tored will be billed according to IMS pricing
Public Images Private Images Images Shared with Me Marketplace
Rejected Image All images - All OS5 - Name - Qllc
Name |= OSType OS Image Type Disk Capacity .. Source Tenant Source Project.. Source..  Operation
v image-windows..  Windows  Windows Server 201..  ECS system disk ima-. w0 g ap-southeast-3 0c337ab..  Apply for Server More v

Figure 2-56 Accepting the shared image

2.2.3.6 Adding Tenants Who Can Use Shared Images

Step 1 On the Image Management Service page, click Private Image to display the
image list.

Image Management Service (2

Figure 2-57 Viewing private images

Step 2 Click the name of the image to be shared. On the Shared with Tenants tab page,
click Add Tenant.

< image-windows2012

Account Name Project Name Project ID Status Operation

Figure 2-58 Adding tenants who can use the shared image
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Step 3 In the Add Tenant dialog box, enter the account name (and project name if the
tenant is a DeC or multi-project user) and click Add.

Add Tenant

Enter the account name of the image recipient. Learn how to obtain an account name.

Add

Account Name Project Name Project ID Operation

Mo data available.

This image can be shared with a maximum of 256 tenants. You can share this image with 256 mare tenants.

Figure 2-59 Adding tenants

Figure 2-60 Added tenants

2.2.3.7 Applying for an ECS Using a Private Image

Step 1 On the Private Images tab page, locate the image and click Apply for Server in
the Operation column.

Image Management Service (2

Status 05 Type os Image Type Disk Capacity (G8)  Enerypted  Created Operation

Figure 2-61 Applying for an ECS

Step 2 On the ECS purchase page, ensure that the private image is selected.



A

HUAWEI HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 54

s3mediumd 1 ¥CPUs | 4GIB Intel SkyLake 6161 22GHz 0.1/0.5 Gbit/s
® s3large2 2 vCPUs | 4GiB Intel Skylake 6161 22GHz 0.2/ 0.8 Gbit/s
s3larged 2vCPUs | 8GiB Intel SkyLake 6161 22GHz 02/0.8 Gbit/s
saxlarge2 4 vCPUs | sGie Intel SkyLake 6161 2.2GHz 04/1.5 Gbit/s
s3xlarge 4 4vCPUs | 16GiB Intel Skylake 6161 22GHz 0.4/15 Ghit/s
s3.2xlarge.2 8 vCPUs | 16GiB Intel Skylake 6161 22GHz 08/3 Gbit/s
Selected specifications General computing | s3.Jarge.2 | 2 vCPUs | 4GB

Image public image Private image Shared image Marketplace image

image-windows2012(40GB)

System Disk General Purpose SSD v 40 + | Gie 10Ps limit: 2,280, 10PS burst limit: 8,000 (2)

Figure 2-62 Creating an ECS using a private image

Step 3 Go back to the ECS list to view the ECS created using the private image.

= loud Server Console Elastic Cloud Server (3 % Quick Link

<

Figure 2-63 Viewing the ECS

2.2.4 Creating a Linux System Disk Image from an ECS

If you have created and configured a Linux ECS based on your service requirements (for
example, by installing software and setting up an application environment), you can create
a system disk image based on this configured ECS. Then, all new ECSs created from this
image will have the same software and environment preinstalled.

To create a Linux system disk image using an ECS, you need to configure a Linux ECS and
then use it to create a system disk image.

2.2.4.1 Configuring a Linux ECS

Take the ecs-linux ECS you created as an example.
Step 1 Remotely log in to the ECS.

Step 2 Check whether DHCP is configured for the ECS NICs. If it is not, configure it.

For CentOS or EulerOS, you can configure DHCP by adding PERSISTENT_DHCLIENT="y"
to the /etc/sysconfig/network-scripts/ifcfg-ethX configuration file using the vi editor.
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[rootRecs-linux ~1# vi retcrssysconfig/network-scripts/ifcfg-ethd

Figure 2-64 Opening the NIC configuration file

DEVICE="eth
BOOTPROTO="dhcp"
INBOOT="yes"
TYPE="Ethernet"
PERSISTENT_DHCLIENT="yes"

Figure 2-65 Checking whether DHCP is configured

Step 3 Check whether the one-click password reset plug-in has been installed on the ECS.

If it is not, install it.

Note: To ensure that you can reset the passwords of the new ECSs created from a private
image, you are advised to install the one-click password reset plug-in
(CloudResetPwdAgent) on the ECS used to create the image. For details, see Installing the
One-Click Password Reset Plug-In.

® In this exercise, the ECS is created from a public image. Therefore, the one-click
password reset plug-in has been installed on it by default. You do not need to
manually install it. You can run the following command to check whether
CloudResetPwdAgent has been installed:

| s -lh /Cloud*

e If the following information is displayed, the plug-in has been installed:

[rootRPecs-linux “1# 1s -1h ~Clouds

/CloudResetPudUpdateAgent :

total ZBK
2 root root 4.8K Jun 11
2 root root 4.8K Feb 26
3 root root 4.8K Feb 26
2 root root 4.8K Feb 26
2 root root 4.8K Jun 11

wwwadn
Lol B BN I

v/CloudrResetPuwdfAgent :
total 16K

. root 4. Jun
. root 4. Feb
. root 4. Feb
root 4. Jun
[rootRecs-linux ~1# _

el B ]

Nwwan

Figure 2-66 Checking whether CloudResetPwdAgent is installed

Step4  Check whether Cloud-Init is installed. If it is not, install it.

Note:


https://support.huaweicloud.com/intl/en-us/usermanual-ims/ims_01_0408.html
https://support.huaweicloud.com/intl/en-us/usermanual-ims/ims_01_0408.html
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e If Cloud-Init is not installed on the ECS, custom information cannot be injected into
the new ECSs created from the private image and you can only log in to the ECSs
with the password specified in the image.

® For an ECS created from a public image, Cloud-Init has been installed on it by
default. You do not need to manually install Cloud-Init for it.

® For an ECS created using an external image file, you need to install Cloud-Init for the
ECS before you use it to create a private image. For details, see Installing Cloud-Init
and Configuring Cloud-Init.

In this exercise, the ECS is created from the public image CentOS 7.6 64bit(40GB). Cloud-
Init has been installed on it by default. You can run the following command to check
whether Cloud-Init has been installed:

| rpm -ga |grep cloud-init

e If information similar to the following is displayed, Cloud-Init has been installed:

[rootRecs-linux “1H rpm -qaigrep cloud-init
cloud-init-19.4-7.el7.centos.4.x06_b4

[rootRecs-linux “1# _

Figure 2-67 Checking whether Cloud-Init is installed

e If no command output is displayed, Cloud-Init is not installed. Run the following
commands to install it (before the installation, make sure an EIP is bound to the ECS
so that the ECS can access the Internet):

yum install https://archives.fedoraproject.org/pub/archive/epel/6/x86_64/epel-release-xx-
xx.noarch.rpm
yum install cloud-init

“1# yum install https:/sarchives.fedoraproject.org/pubsepel 7 x86_b4-Packages e epel-release-7-13.noarch.rpm
naded_plu fastestmirror
epel-rel noarch.rpm i 15 kB ©60:00:80
xamining tmp yum-root-JXr0Za epel -release-7?-13 .noarch.rpm: epel-release-7-13.noarch
rvar/tmp/yum-root-JXr0Zasepel -release-7?-13.noarch.rpm: does not update installed package.
do
#| yum install cloud-init
estmirror
st mirrors
06:00:60
06:00:60
06:00:60
06:00:80
06:00:80
06:00:80
00:080:080
08:80:82
00:88:87 ETA

Figure 2-68 Installing Cloud-Init

Step 5 Delete files from the network rule directory.

Note: To prevent NIC name drift on the new ECSs created from a private image, you need
to delete network rule files of the ECS used to create the image.

Run the following command to check if there is a network rule file on the ESC:


https://support.huaweicloud.com/intl/en-us/usermanual-ims/en-us_topic_0030730603.html
https://support.huaweicloud.com/intl/en-us/usermanual-ims/ims_01_0407.html
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| ls -l /etc/udev/rules.d

If information similar to the following is displayed, no network rule files exist:

-1 setc/udev/rules.d

[rootBecs-linux " 1#t lIs

total H
Figure 2-69 Checking the number of network rule files

Note:

An ECS created from a public image does not have network rule files by default.

An ECS created using an external image file may have network rule files, delete the
files by following the instructions provided in Deleting Files from the Network Rule

Directory.

2.2.4.2 Creating a Linux Private Image

Step 1

fom
o

—  Service List > Q
Elastic Cloud Server Recently Visited Servi Data Encryption Workshop Virtual Private Cloud Identity and Access Management
Relational Database Service

Compute Storage Networking
Auto Scaling
Elastic ] 8 Virtual Private

@ O

.
B

Step 2

Go back to the management console and in Service List choose Compute > Image

Management Service.

Bare Metal Serve Service Elastic Load B

p Image Management Service Virtual Private Netwo
Elastic Volume Service 9 gem

Dedicated Host Direct Connect
volume Backup Service

Cloud Container Engine Domain Name Service

Virtual Private Cloud ] NAT Gateway

Elastic Load Balance Elastic IP

Cloud Connect

Elastic IP

VPC Endpoint

Application CDN

ServiceStage
ServiceStagy Management & Governance

Figure 2-70 Accessing IMS

On the Image Management Service page, click Create Image.

Cloud senver Console Image Management Service ()

Image Type Disk Capacity (G8)  Encrypted

0 Scaling


https://support.huaweicloud.com/intl/en-us/usermanual-ims/ims_01_0406.html
https://support.huaweicloud.com/intl/en-us/usermanual-ims/ims_01_0406.html
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Figure 2-71 Creating a private image

Step 3 Set the following parameters on the Create Image page and click Next.

e Type: System disk image
® Source: Select a Linux ECS, for example, ecs-linux.

e Name: Enter a name, for example, image-centos7.6

‘ © s is now commercially available. Any private images stored will be billed according to IMS pricing.

Image Type and Source

* Type System disk image Full-ECS image Data disk image 1SO image

* Source ECS BMS Image File

« Only ECSs in the running or stopped state can be used to create private images
* Before creating an image, configure and optimize the ECS. Ensure Cloud-Init is installed if the ECS runs Linux and Cloudbase-Init is installed if the
ECS runs Windows. Learn more

Do not perform any operation on the selected ECS or associated resources when an image is being created.

All statuses - Name v Q C
Name 0s Status Private |P Address Created
v \5\ ecs-linux CentOS 7.6 64bit Running 192.168.0.195 19:47 GM ..
~ ecs-windows Windows Server 2012 R2 ... @) stopped 192.168.0.112 17 GM...

Selected: ecs-linux | OS: CentOS 7.6 84bit | System Disk: High 1/0 | 40 GB

Buy ECS
Figure 2-72 Setting private image parameters (1)
Image Information
Encryption Unencrypted @
* Name image-centos7.6
Tag t is recommended that you use TMS's predefined tag function to add the same tag to different cloud resources. View predefined tags C
You can add 10 more tags

Description

0/1,024

Figure 2-73 Setting private image parameters (2)

Step 4 Confirm the settings. Then, select | have read and agree to the Image Disclaimer
and click Submit.

Step 5 Switch back to the Private Images tab page to view the image status.
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The time required for creating an image depends on the image size. Generally, it takes
about 10 to 20 minutes. When the image creation completes, its status changes to Normal.

Image Management Service ()

IMS s now commercially avallable s st according to I»

opt a ppurt eck whether a sg¢ supports ¥
Hame v Q| seahbyTag ¥ (C| |0
Mame 1= Status osType os image Type Dbk Copacity (GB)  Encrypted  Created Y7 4 Operatio

Figure 2-74 Viewing the private image status

2.2.5 AS Operations

AS automatically adjusts resources based on service demands and pre-configured AS
policies. In this section, we will use ECS ecs-windows as an example to describe how to
scale ECS and bandwidth resources with AS.

2.2.5.1 Creating an AS Configuration

Step 1 Log in to the management console. On the homepage, choose Service List >

Compute > Auto Scaling.

HUAWEI CLOUD

Billing

Reso

Enterprise

Step 2

= Service List > Q X
S  Elastic Cloud Server ) Recently Visited Services: Elastic Cloud Server | Image Management Service | Data Encryption Workshop | Virtual Private Cloud | Identity and Access Management | Auto Scaling
& Relational Dateb NNt Compute Storage Networking Databases

Elastic Cloud Server Elastic Volume Service Virtual Private Cloud GaussDB

Auto Scaling

D Bare Metal Server

Elastic Volume Service

Volume Backup Service

> Virtual Private Cloud

Image Management Service
Dedicated Host

Cloud Container Engine
Bare Metal Server

FunctionGraph

Dedicated Distributed Storage Service
Storage Disaster Recovery Service
Cloud Server Backup Service

Cloud Backup and Recovery

Volume Backup Service

Object Storage Service

Elastic Load Balance
Virtual Private Netwark
Direct Connect
Domain Name Service
NAT Gateway

Elastic IP

Relational Database Service

Document Database Service

GaussDB NosQL

Distributed Database Middleware

Data Replication Service

Data Admin Service

I Elastic Load Balance Dedicated Cloud Data Express Service Cloud Connect
® oastcrr Scalable File Service VPC Endpoint Security & Compliance
N Application con Anti-DDoS
ServiceStage Ma"ageme"( & Governance Advanced Anti-DDoS
Application Orchestration Service Migration ServiceTickets Web Application Firewall

Software Repository for Container
Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS
Distributed Message Service

Distributed Message Service for Kafka

Distributed Message Servics for RabbitMQ

Distributed Message Service for High Rel

Simple Message Notification

Cloud Data Migration
Server Migration Service

Gbject Storage Migration Service

El Enterprise Intelligence

Conversational Bot Service
CloudTable Service
DAYU

Data Lake Insight

Click Create AS Configuration.

Cloud Eye

Identity and Access Management
Cloud Trace Service

Log Tank Service

Tag Management Service

Resource Management

Business Applications

Cognitive Engagement Center

Figure 2-75 Accessing AS

Vulnerability Scan Service
Host Security Service
Container Guard Service
Data Security Center
Database Security Service
Data Encryption Workshop
Situation Awareness

SSL Certificate Manager
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" Huawei cLouD

Instance Scaling @

Figure 2-76 Creating an AS configuration

Step 3 Set the following parameters and retain the default settings for other parameters.

® Region: AP-Singapore
e Name: Use the default name as-config-822b.

e Configuration Template: Select Use specifications of an existing ECS, and click
Select ECS. In the Select ECS dialog box, select an existing ECS. In this example, ecs-
windows is selected.

< Create AS Configuration

% Region | AP-Singapore e ‘

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through internal network connections. For low net
latency and quick resource access, select the nearest region.

* Name as-config-822b

x
* Configuration Ten Select ECS
‘ © You can only select an ECS in Running or Stopped state.
Name - Ql||C
ep @ Name Status Specifications Image Created
ecs-linux Running c6.large.2 | 2 vCPUs | 4 GB CentOS 7.6 64bit 19:47 GM.
®  ecs-windows Running s3larged |2 vCPUs| 8 GE  Windows Server 2012 R2. 17 GM.
% Login Mode

“ cancel

Figure 2-77 Selecting a configuration template

e EIP: Automatically assign
¢ Type: Dynamic BGP

e Billed By: Bandwidth

e Bandwidth: 5 Mbit/s

® Login Mode: Key pair
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e  Key Pair: Select the created key pair.

er Do not use Automatically assign
* Type Dynamic BGP

* \
- Billed By = Bandwidth “AL Traffic 5 Shared bandwidth
For heavy/stable traffic For light/sharply fluctuating tra For staggered traffic
Billed based on usage duration irrespective of traffic; configurable maximum bandwidth size

* Bandwidth 1 2 — 10 100 200 Custom | — 5 =+ | The bandwidth can be from 1 to 2,000 Mbit

LognMode e -
ne private key will be requ

* Key Pair KeyPair BEEEEE v | C Create Key Pair

acknowledge that | have the private key file KeyPair-b1fd.pem and that 1 will not be able to log in to my ECS without this file

Advanced Settings Do not configure Configure now

Figure 2-78 Configuring scaling parameters

Step4  Click Create Now.

Request submitted successfully is displayed.

Request submitted successfully.

Creating AS configuration as-config-822b.

Back to AS Configuration List

Figure 2-79 AS configuration created

Step 5 In the AS configuration list, view the created AS configuration as-config-822b.

AS Groups AS Configurations
AS configurations. Name v Q| |C
Name Status Specifications Image System Disk Data Disks ~ Login Mode Created Billing Mode Operati
\»i as-config-822b @ Unbound  s3larged |2VCPUS|8GB  Windows Server 2012R2 .. High IO | 40 GB 0 Key pair Pay-per-use Copy | Delete

Figure 2-80 Viewing the AS configuration

2.2.5.2 Creating an AS Group

Step 1 On the AS console click Create AS Group.
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% Huawel cLoup

Step 2

Figure 2-81 Creating an AS group

Set the following parameters and retain the default settings for other parameters.
Then click Create Now
Region: AP-Singapore

AZ: Select all AZs, including AZ1, AZ2, and AZ3. AZs in the same region can
communicate with each other over an intranet.

Multi-AZ Expansion Policy: Load-balanced
Name: as-group-CB (Change it as needed.)
Max. Instances: 5

Expected Instances: 2

Min. Instances: 1

i Region AP-Singapore

A2 (D AZ1 AZ2 AZ3 | C

k Multi-AZ Extension Policy @ (®) Load-balanced Sequenced

x Name as-group-CB
% Max. Instances 5

i Expected Instances @ 2

i Min. Instances ‘ 1 ‘

Figure 2-82 Configuring AS group parameters

AS Configuration: Select the created AS configuration as-config-822b.

VPC: Select an existing VPC from the drop-down list. If no VPCs are available, click
Create VPC. Refresh the list and select the created VPC.

Subnet: Retain the default setting. The system automatically selects a subnet in the
VPC.

Load Balancing: Do not use

Instance Removal Policy: Oldest instance created from oldest AS configuration
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® EIP: Release

e Health Check Method: ECS health check
e Health Check Interval: 5 minutes

® Health Check Grace Period (s): 600

e Tag: Not required

% AS Configuration as-config-822b +
O] vpc-default (192.168.0.0/16) v | C create vPC
* Subnet subnet-default (192.168.0.0/24) ¥ | C Create Subnet

Load Balancing Elastic load balancer

% Instance Removal Palicy Oldest instance created from oldest AS confi. v

EIP Do not release

ase, EIPs bound to ECSs are ased when the ECSs are removed from the AS group. Otherwise, EIPs will anly be unbound from the
Data Disk
ECSs are deleted when the ECSs are removed from the AS group. Otherwise, data disks will only be
 Health Check Method () ECS health check v
When a protected instance is d to be abnormal in a health check, AS removes the instance from the AS group and creates a new one.
* Health Check Interval @ 5 minutes v
J Health Check Grace Period (s) @ 600

Figure 2-83 Configuring an AS group

Step 3 Click Back to AS Group List.

Request submitted successfully.
Creating AS group as-group-CB...

After the AS group is created, add AS policies to it to trigger scaling actions.

Add AS Policy Back to AS Group List

Figure 2-84 AS group created

Step 4 In the AS group list, view the created AS group as-group-CB.
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" HuAWEI CLOUD

Figure 2-85 Viewing the AS group

Step 5 Click View AS Policy in the Operation column.

™ HuaweicLouD

Figure 2-86 View AS Policy

Step 6 On the AS Policies page, click Add AS Policy.

< as-group-CB

An As policy defines the condition for trig

Name 1= Status Policy Type V7 Monitored Object Trigger Conditlon |= Scaling Action Cooldown Period (s)  Created IS

Figure 2-87 Adding an AS policy

Step 7 In the Add AS Policy dialog box, configure the following parameters.

In this step, we will configure a policy to add one instance at specified time every day.
® Policy Name: as-policy-test1

e Policy Type: Periodic

e Interval: One day

® Triggered At: 18:00

e Time Range: Retain the default settings.

e Scaling Action: Add 1 instance
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e Cooldown Period (s): 900

Add AS Policy
Policy N as-policy-test1
I One d
Ti GMT+08:00
Trigger 8:00
Time Rang X
g Ad 1
ldown P s @ 00

Figure 2-88 Configuring an AS policy

Step 8  Click OK.

Step 9 Click Add AS Policy again to create another AS policy.

as-group-C8

Figure 2-89 Adding another AS policy

Step 10 In the Add AS Policy dialog box, configure the following parameters.

In this step, we will configure a policy to remove one instance at specified time every day.
e Policy Name: as-policy-test2

® Policy Type: Periodic

e Interval: One day

® Triggered At: 23:00

e Time Range: Retain the default settings.

e Scaling Action: Reduce 1 instances

e Cooldown Period (s): 900
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Add AS Policy
Policy Name as-policy-test2

Policy Type Alarm Scheduled

Interval One day h

Time Zone GMT+08:00

Triggered At 23:00

Time Range X

Scaling Action Reduce v 1 instances v
Cooldown Period (s) @ 900

Figure 2-90 Configuring another AS policy

Step 11 To save time, click Execute Now to make the created policy as-policy-test1 take
effect immediately.

< as-group-CB

Figure 2-91 Executing an AS policy

Step 12 After executing the AS policy, click the Instances tab to view how the number of
instances has changed in response to the periodic AS policy you configured.

The number of instances will change daily at the times configured for the two periodic
policies.
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Figure 2-92 Viewing instance scaling

2.2.5.3 Creating a Bandwidth Scaling Policy

Step 1 On the management console, choose Service List > Compute > Auto Scaling. In
the navigation pane on the left, choose Auto Scaling > Bandwidth Scaling. Click
Create Bandwidth Scaling Policy.

" HuaweicLouD

Bandwidth Scaling @

Figure 2-93 Creating a bandwidth scaling policy

Step 2 Set the following parameters:

® Region: AP-Singapore
e  Policy Name: as-policy-test
® Resource Type: EIP

®  EIP: Select an existing EIP or create a new one. After creating an EIP, refresh the EIP
list to load it.

e  Policy Type: Scheduled

® Triggered On: Retain the default settings. Generally, the value is several minutes
later than the current time.

® Scaling Action: Set to 10 Mbit/s
e Cooldown Period (s): 300
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Region AP-singapore v

Policy Name as-policy-test
Resource Type “ Shared bandwidth
EIP 119.8.187.146 v | C BuyEr

Bandwidth Size 5 Mbit/s Only pay-per-use EIPs can be scaled.

Policy Type Alarm Scheduled Periodic
Time Zone GMT+08:00
Triggered On 15:20 x
p st be } r T
Sealing Action set to v 10 Mbit/s
T 0 bar i ge b 1 I
4 p nimu b I
Cooldown Period (s) (2) 300

Figure 2-94 Configuring a bandwidth scaling policy

Step 3 Click Create Now.

Step 4 Wait for a short while and then return to the page that displays the bandwidth
scaling policy list.

HUAWEI CLOUD

1N :

i Server Console Bandwidth Scaling

Name Status AS Resource Policy Type. Trigger Condition Sealing Action Cooldown Period (s)  Operation

Figure 2-95 Viewing the bandwidth scaling policy

Step 5 In the bandwidth scaling policy list, click the EIP (in blue) in the AS Resource
column of the created policy.

You can see that the bandwidth has been changed to 10 Mbit/s. It means that the
bandwidth scaling policy has taken effect.
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Associated Instance
as-config-822b-B121KSQQ c-default
39da515c-30be-47dd-9261-4726f5da1f7¢ [ subnet-default
ECS AZ3

Running 192.168.0.66

Bandwidth Tags

as-config-822b-B12IKSQQ-bandwidth-815¢ &

765487 ca-fcea-4fdb-ad57-d12e1c799a5f [ View Metric

Bandwidth

Dedicated

Figure 2-96 Viewing the bandwidth

2.2.6 Deleting Resources
Step 1 Delete the ECSs.
Step 2 Delete the private images.
Step 3 Delete the AS group and configuration.
Step4  Delete the subnet and then the VPC.

Step 5 Confirm that all the resources created in the experiment have been deleted. If they
have not, delete them.

2.3 Exercises

1. Create an AS group to scale Linux ECS instances.
Set the expected number of instances to 3.

Add an alarm-based AS policy that removes one instance when the average memory
usage is lower than 30%, with a cooldown period of 5 minutes.

4. Observe the effectiveness of the AS policy. If the policy does not take effect, explain
the possible causes.
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Networking Services

3.1 Introduction

3.1.1 About This Exercise

A Virtual Private Cloud (VPC) is logically isolated, configurable, and manageable virtual
network for cloud servers, containers, and databases. It improves resource security and
simplifies network deployment on the cloud.

A security group provides access control for ECSs that have the same security requirements
within a given VPC. You can define inbound and outbound rules to control traffic to and
from the ECSs in a security group, making your ECS more secure.

The Elastic IP (EIP) service enables your cloud resources to communicate with the Internet
using static public IP addresses and scalable bandwidths. EIPs can be bound to or unbound
from ECSs, BMSs, virtual IP addresses, load balancers, and NAT gateways.

Elastic Load Balance (ELB) automatically distributes incoming traffic across multiple
backend servers based on listening rules you configure. ELB expands the service capabilities
of your applications and improves their availability by eliminating single points of failure
(SPOFs).

A VPC peering connection is a network connection between two VPCs. ECSs in either VPC
can communicate with each other if they are in the same region. You can create a VPC
peering connection between your own VPCs, or between your VPC and a VPC of another
account within the same region. However, you cannot create a VPC peering connection
between VPCs in different regions.

A Virtual Private Network (VPN) establishes an encrypted, Internet-based communications
tunnel between your network and a VPC. With VPN, you can connect to a VPC and access
the resources deployed there.

In this exercise, we will verify that:

e Two ECSs in a VPC can communicate with each other by default.

®  Security groups can be used to control communication between them.
® ECSs can access the Internet after an EIP is bound to each of them.

e ELB can distribute traffic across backend servers.

We will also create a VPC peering connection to enable ECSs in different VPCs in the same
region to communicate with each other, and create a VPN connection to enable ECSs in
different regions to communicate with each other.
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3.1.2 Objectives

Learn how to enable communication between different ECSs in a VPC.
Learn how to use security groups to control communication between ECSs.
Learn how to use EIP to allow an ECS to access the Internet.

Learn how to use ELB to distribute traffic across backend servers.

Learn how to use a VPC peering connection to enable ECSs in different VPCs in the
same region to communicate with each other.

Learn how to use a VPN connection to enable ECSs in different regions to
communicate with each other.

Exercises

3.2 Tasks
3.2.1 Roadmap

Create two VPCs in AP-Singapore, one VPC in AF-Johannesburg, and one VPC in
LA-Santiago.

Verify that security groups can control communication between ECSs in AP-
Singapore.

Verify that an ECS with an EIP bound can access the Internet in AP-Singapore.

Verify that ECSs in different VPCs in the same region (AP-Singapore) can
communicate with each other through a VPC peering connection.

Verify that ECSs in different regions (LA-Santiago and AF-Johannesburg) can
communicate with each other through a VPN connection.

Delete resources.

Exercises
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HUAWEI

VPC2

Security
EdS Group ECS EC‘S
L
1 VPC peering :
e e e e e e e e e e == .y
Singapore
VPC1 VPC1
S I Y ¢7=r.v A
| ! R
ECS | | ECS
Johannesburg Santiago

Figure 3-1 Network topology
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3.2.2 Creating VPCs

Tasks:
e (Create VPC-S01 with subnet-01 and subnet-02, and VPC-S02 with subnet-03 in AP-
Singapore.

e Create VPC-JO1 with subnet-01 in AF-Johannesburg.
e (Create VPC-Sa01 with subnet-01 in LA-Santiago.

Step 1 Log in to the management console and select the AP-Singapore region. Click
Service List. Under Networking, select Virtual Private Cloud.

" Huawel cLoup

OndorstoRone.  Unpeid Orders  Service Tickals

Image Management Servic  Data Encryption Werkshop

Figure 3-2 Switching to VPC console

Step 2 Click Create VPC.

" Huawei cLoup

Figure 3-3 Create VPC

Step 3 Configure the VPC parameters as follows and click Create Now.

e Region: AP-Singapore

e Name: VPC-S01

e CIDR Block: Use the default CIDR block, for example, 192.168.0.0/16.
®  Subnet name: subnet-01 and subnet-02

e Retain the default settings for other parameters.



HUAWEI

HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers

Page 74

< Create VPC @

Basic Information

Region © Ap-singapare v
Reg ources are region-specific and cannot be used across regions through internal network connections. For low network
at
Name Vpe-s01
1Pv4 CIDR Block 192 168 /| 1e ~
Recommended: 10.0.0.0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)
Advanced Settings T Description
Default Subnet
Name subnet-01
IPv4 CIDR Block o /| 22~ | (® Available IP Addresses: 251
The CIDR block cannot be modified after the subnet has been created
IPv6 CIDR Block Enable (2)
Associated Route Table Default (2
. o .
Figure 3-4 Configuring the VPC
Subnet 1 17
MName subnet-02
IPv4 CIDR Block 1 /| 24 | (@ available IP Addresses: 251
The CIDR block canr e modified after the subnet | en created

IPv6 CIDR Block

Associated Route Table

Step4  View the cr

" HUAWEI CLOUD

Enable @
Default @

Figure 3-5 Configuring the VPC

eated VPC in the VPC list.

Network Cansole Virtual P

rivate Cloud &

1P CIDR Block Subnets Route Tables _ Operation

19216800116

Step 5

Figure 3-6 Viewing the VPC

Click Create VPC again and configure the VPC parameters as follows.
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e Region: AP-Singapore
¢ Name: VPC-S02

e CIDR Block: Set a CIDR block different from that of VPC-S01, for example,
10.0.0.0/24.

o Default subnet name: subnet-03

e Retain the default settings for other parameters.

< Create VPC ®

Basic Information

Region © AP-Singapore v

er. Resources are region-specific and cannot be used across regions through internal network connections. For low network

Name vpc-502
IPv4 CIDR Block 0 |- 0 . 0 . A2
mmer 4 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)
Advanced Settings Tag Descriptior
Default Subnet
Name subnet-03
/
IPv4 CIDR Block fl2 - @ Available IP Addresses: 251
The CIDR block cannot be modified after the subnet has been created
IPv6 CIDR Block Enable (7)
Associated Route Table Default ()

Figure 3-7 Configuring the VPC

Step 6  View the created VPC in the VPC list.

" Huawei cLouD

= Network Console Virtual Private Cloud (3

Name 1Pv4 CIDR Black Status Subnets Route Tables  Operation

10000/24

Figure 3-8 Viewing the VPC

Step 7 Create VPC-JO1 with subnet-01 in AF-Johannesburg and VPC-Sa01 with subnet-01
in LA-Santiago.
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Virtual Private Cloud () 7 Quic nks

= Network Comole

1Ped CIOR Block Statis Submets Route Tables _ Operation

" HUAWEI CLOUD

= Network Console Virtual Private Cloud () Rkl o ¥

Figure 3-9 Viewing the VPC

3.2.3 Buying ECSs

Tasks:

e In the AP-Singapore region, create two ECSs in VPC-S01, one in subnet-01 and one
in subnet-02, and one ECS in subnet-03 of VPC-S02.

e In the AF-Johannesburg region, create an ECS in subnet-01 of VPC-JO1.
e In the LA-Santiago region, create an ECS in subnet-01 of VPC-Sa01.

Select the AP-Singapore region, click Service List. Under Compute, select Elastic
Cloud Server.

Step 1

Billing Centel Res

HUAWEI CLOUD

Step 2

Service List

Q

©  Hlastic Cloud Server Recently Visited Services: Virtual Private Cloud  Elastic Volume Service | Elastic Cloud Server | Elastic P | AutoScaling | Image Management Service
&Y Relational Database Service Compute Storage Networking Databases
Elastic Volume Service X Virtual Private Cloud GaussDB

&

Auto Scaling

®  Bare Metal Server

Elastic Volume Service

Volume Backup Service

S Virtual Private Cloud

Elastic Load Balance

Elastic IP

Elastic Cloud Server

Auto Scaling

Image Management Service
Dedicated Host

Cloud Container Engine
Bare Metal Server
FunctionGraph

Dedicated Cloud

Dedicated Distributed Storage Service
Storage Disaster Recovery Service
Cloud Server Backup Service

Cloud Backup and Recovery

Volume Backup Service

Object Storage Service

Data Express Service

Scalable File Service

Elastic Load Balance

Virtual Private Network

Direct Connect

Domain Name Service
) NAT Gateway

Elastic IP

Cloud Connect

VPC Endpoint

Relational Database Service
Document Database Service
GaussDB NosQL

Distributed Database Middleware
Data Replication Service

Data Admin Service

Security & Compliance

Application con AE-DBoS
ServiceStage Management & Governance Advanced Anti-DDoS
Application Orchestration Service Migration Cloud Eye Web Application Firewall

Software Repository for Container
Cloud Service Engine

Cloud Service Engine ServiceComb

Cloud Data Migration
Server Migration Service

Object Storage Migration Service

Identity and Access Management
Cloud Trace Service

Log Tank Service

Figure 3-10 Switching to ECS console

Click Buy ECS.

Vulnerability Scan Service
Host Security Service

Container Guard Service
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¢@lc
Figure 3-11 Buy ECS

Configure the parameters as follows.

Basic settings:

e Billing Mode: Pay-per-use

® Region: AP-Singapore

e AZ: Random

® CPU Architecture: x86

e Specifications: General computing, s6.small.1, 1 vCPUs | 1GB

® Image: Public image, CentOS 7.6 64bit(40GB)

e System Disk: High 1/0, 40 GB

B catie @
System Disk | High o - w0+ & 2,121 st 9] |

Figure 3-12 Configuring the ECS

Network configuration:

e Network: VPC-S01

e subnet-01

e Security Group: Select the default security group.
® EIP: Not required
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Netwark Vpe-S01(192.168.00/16) * | © subnet-01{192168.0.0/24) + | C | Automatically-assigned IP address - | @
2 @) Add nic
% Group 1567 -4 1 p

&P Auto assign Use existing (@) Notrequired (2

Figure 3-13 Configuring the ECS

Advanced settings:

e ECS Name: ecs-S01

® Login Mode: Password, for example, Huawei@123!
e Cloud Backup and Recovery: Not required

Configure Bar a Configure Network gqure Advanced Settings (%) confirm

Figure 3-14 Configuring the ECS

Step 3 Confirm the configuration and click Submit.
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Figure 3-15 Confirming the configuration

Step 4 Repeat the preceding steps to create ecs-S02 in subnet-02, ecs-S03 in subnet-03,
ecs-J01 in subnet-01, and ecs-Sa01 in subnet-01. You can create a general
computing ECS with flavor c3.large.2, 2 vCPUs, and 4 GB of memory in the LA-
Santiago and AF-Johannesburg regions.

Elastic Cloud Server (@

" HUAWEI CLOUD

Figure 3-16 Viewing the ECSs

3.2.4 Verifying Network Service Functions
Tasks:
e  Verify that two ECSs in a VPC can communicate with each other by default.
e  Configure security groups to control communication between ECSs.
e Bind an EIP to an ECS to allow the ECS to access the Internet.
e Use ELB to distribute traffic across backend servers.

e (Create a VPC peering connection to enable communication between ECSs in different
VPCs of the same region.

e (Create a VPN to enable ECSs in different regions to communicate with each other.
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3.2.4.1T Communication Between ECSs

Step 1 On the ECS console, switch to the AP-Singapore region, make a note of the private
IP address of ecs-S01, and log in to ecs-S02 remotely.

HUAWEI CLOUD

Elastic Cloud Server (&

Figure 3-17 Remotely logging in to the ECS

Step 2 Enter the username (root for a Linux ECS by default) and password to log in to ecs-
S02.

CentOS Linux 7 (Core)
Kernel 3.18.8-1168.15.2.e17.x86_64 on an xB86_64

ecs-sh-82 login:

Figure 3-18 Logging in to the Linux ECS

Step 3 Ping the private IP address of ecs-S01 from ecs-S02 to check whether these two
ECSs in the same VPC can communicate with each other. The ping is successful,
indicating that the two ECSs in a VPC can communicate with each other.

Cent0S Linux 7 (Core)
Kermel 18.8-1168.15.2.e17?.xB6_64 on an xBb6_64

ecs-sBZ login: root
Password :

Welcome to Huawei

[rootBecs
(84) bytes of data.

d, B2 packet loss, time 4088ms
»3-8.483,8 .938-8.280 ms

Figure 3-19 Successful ping
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Step 4 Ping the private IP address of ecs-S03 from ecs-S02 to check whether these two
ECSs in different VPCs can communicate with each other. The ping fails, indicating
that two ECSs in different VPCs cannot communicate with each other.

[rootPecs-sB2 ~1# ping 18.8.8.78
'ING 18.8.8.78 (18.8.8.78) 56(84) bytes of data.

Figure 3-20 Ping failure

3.2.4.2 Traffic Control by Security Groups

Step 1 Switch to the network console. In the left navigation pane, choose Security Groups.

" Huawei cLouD

Figure 3-21 Viewing the security group

Step 2 Click the security group name and delete all inbound security group rules on the
Inbound Rules tab page.

ult
: -

B B 8 @@

Figure 3-22 Deleting inbound rules

Step 3 Switch to the ECS console, remotely log in to ecs-S02, and ping the private IP
address of ecs-S01. The ping fails, indicating that the two ECSs cannot
communicate with each other.
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Cent0S [
Kernel 8.15.2.el7.x66_64 on an x86_64

ecs-sBZ login: root
Password :

Welcome to Huawei Clc

time=0.449
64 time=B.242

4 time=8.

[root@ecs # ping 18.
PING 18.8 (18.8.8.78)
“C
eceived, 1887 packet loss, time 24199

" ping 192.
PING 19 .67 (192.165.8.8 (84) bytes of data.
~C

192.168.8.87 ping statisti
18 packets transmitted, B received, 188x packet loss, time 16999ms

[rootRecs L

Figure 3-23 Ping failure

Step 4 Go back to the Inbound Rules tab page of the security group and click Allow
Common Ports.

[===14

Figure 3-24 Allow Common Ports

Step 5 Switch to the ECS console, remotely log in to ecs-S02, and ping the private IP
address of ecs-S01. The ping is successful, so the two ECSs can communicate with
each other, indicating that the security group can be used to control
communication.

[rootPecs "1 ping 192 .
PING 192.168.8.87 (192.168.8.87) 56(84) byt of data.
64 bytes from 192.168.8.87: icmp_seq=1 ttl=64 time=0.599

bytes from 192.168.8.87: icmp_seq=2 ttl=64
bytes from 2.168.8.87: icmp_seq=3 tt1=64
bytes from 168.8.87: icmp_seq=4 ttl=64
bytes from 192.168.8.87:. icmp_seq=5 ttl-=64

Figure 3-25 Successful ping
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3.2.4.3 Access to the Internet with an EIP

Step 1 Ping baidu.com from ecs-S02. The ping fails, indicating that ecs-S02 fails to access
the Internet. Then bind an EIP to ecs-S02 and check whether ecs-S02 can access

the Internet.

[rootBecs-sHZ ~I#f ping baidu.com
"ING bai om (39.156.69.79) 56(84) bytes of data.

Figure 3-26 Verifying Internet access

If you want to log in to the ECS with an EIP bound using a remote login tool, we
recommend you to use a key pair instead of a password for security. If you log in to the
ECS through the management console, you can still use a password. The following steps
describe how to use a key pair to log in to the ECS.

Step 2 Click Service List, search for Data Encryption Workshop, and click Data Encryption
Workshop to go to the DEW console.

Q Singapore

xO.|

data encryption workshopl

Elastic Cloud Server
Security & Compliance

ib Relational Database Service Data Encryption Workshop

Jify  Auto scaling
Bare Metal Serve

ﬂ Elastic Volume Service

[

Volume Backup Service

S Virtual Private Cloud

=

Figure 3-27 Switching to DEW console

Step 3 In the navigation pane on the left, choose Key Pair Service. On the ECS List tab
page, locate the row that contains ecs-S02 and click Bind in the Operation column.

" HuawEI CLOUD

Figure 3-28 Viewing the ECS list
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Step 4 Select the target key pair, enter the password of user root for logging in to the ecs-
S02, and click OK.

Bind Key Pair

o The system will configure the key pair for the server. After this operation, you can use the key to log in to
the server. To ensure security, it is recommended that you disable the password login mode of the server
and use only the key to log in to the server

ECS Name ecs-502

IP Address 192.168.1.109

Status Running
* New Key Pair KeyPairugad v
# Root Password | sssesssaes

Disable the password login mode.

| have read and agree to the Key Pair Service Disclaimer

Figure 3-29 Binding a key pair

Step 5 View the binding result on the ECS List tab page.

" HUAWEICLOUD

DEW Console Key Pair Service ()

Elast e ECS NamefiD Status Private IP Address Etastic IP Address Associated Key Pair Operation

Figure 3-30 Successful binding

Step 6 Switch to the network console, choose EIPs, and click Buy EIP.
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®

Figure 3-31 Buy EIP

Step 7 Configure the parameters as follows, click Next, confirm the parameters, and click
Submit.
e Billing Mode: Pay-per-use
® Region: AP-Singapore
e EIP Type: Dynamic BGP
e Billed By: Bandwidth
e Bandwidth: 1 Mbit/s
e Retain the default settings for other parameters.

Billing Mode Yearly/Monthly
Region @ AP-Singapore
ame region. The region cannot be changed after the EIP is purchased
EIP Type Dynamic BGP @
Billed By =  Bandwidth AT Traffic 7~ Shared Bandwidth
For heavy/stable traffic For light/sharply fluctuating traffic For staggered traffic
gilled based on usage duration and bandwidth size
Bandwidth _ 2 5 10 100 200 Custom 1 + Tl
FTee Anti-DDoS protection

Figure 3-32 Configuring EIP

Step 8 On the EIPs page, locate the newly purchased EIP, click Bind in the Operation
column, select ecs-S02, and click OK.
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Q || seacnbyrag ¥

Status. Private IP Address.

© Running 100070

© Running 192.168.1.108

© Running 192.168.087

| 1P: 192.168.1.109, MAC: fa16:3e:fb:a2.0b (Primary NIC)

Selected 65502
NIC 1P: 192.168.1.109, MAC: fa-16:3e:b:a30b (Primary NIC)

ER -

Figure 3-33 Binding an EIP

ecs-502 2 1 vCPUs | 1GiB | s6.small1 119.13.100188 (EIP) 1. Pay-per-use .
£ i = Remote Login | More v
L cosaaraz-sarcast-snea-ssatie.. ©  running 3

CentOs 7.6 64bit 192.168.1.109 (Private ... Createdon ...

Figure 3-34 Viewing the EIP

Step 9 Install PUTTY and PuTTYgen on your local computer. Use PuTTYgen to convert the
key pair file format from .pem to .ppk, which is a required format of PuTTY.
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B PuTTY Key Generator ? X
File Key Conversions Help

Key
No key.

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key

Parameters
Type of key to generate:
(® RSA () DsA () ECDSA () EdDSA () SSH-1(RSA)
Number of bits in a generated key: ‘ 2048 ‘

Figure 3-35 Opening the PuTTYgen program

Step 10 Go to Conversions, and then click Import key to load the key pair file.

BE? Load private key: X

&«

KeyPair-fsipem

~ | | All Files (*.%)
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Figure 3-36 Importing the key pair file
Step 11 Click Save private key to save the key pair file in .ppk format to your local
computer.
E® PuTTY Key Generator ? *
Fle Key Conversions Help
Key
Public key for pasting into OpenS5H authorized_keys file:
ssh+sa ~
AAAAB3NzaClycZEAAAADAQABAAABALCisowZD RO B DGsw Am S Kde Wiyg 6/wirN 2Eqm P11 Bz Zuc B8bAgllape
sX19FaNiz 1XT55VTIAgDLiqEDC4EK T 2ah EQmgOdignc PuGAFe D7XGGIGI0ked Z5 2 rHsmm Fswkvb BrTDRjb 1g
0CIm3PfgWeRm TkJV)ayRoCQMLwEqFqElxJdd TBnBs /emz
sulaczlzhhcuH 1 AQd RWNWWKE3Spirze A34aNg /X8l +0 HQ BmgfnFs TYEXYCaS2g v
Key fingerprint: |ssh-rsa 2048 SHAZ56 x5/ 18e AdRZ4M2ZBms 2 KK 7og DBgemes KKUB5GolZTA |
Key comment: | imported-openssh-cey |
Key passphrase: | |
Confirm passphrase: | |
Actions
(Generate a public/private key pair Generate |
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
RSA () DSA () ECDSA (O EdDSA (C)5SH-1({RSA)
Mumber of bits in & generated key:
Figure 3-37 Saving the private key file
Step 12 Open PuTTY, click Connection > Data in the left navigation pane, and set the

Auto-login username to root.
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PuTTY Configuration bat
Category:

Logging A~ Data to send to the server
—| Terminal
= - Keyboard Login details
- Bell Auto-login username root
- Features : —
£ Window When username is not specified:
~ Appearance (® Prompt () Use system username (mWX558029)
- Behaviour Terminal details
- Translation
- Selection Terminal-type string xterm
- Colours
£ Connection Terminal speeds 38400,38400
Environment variables
Telngt Variable Add
- Rlogin
=+ SSH Value Remove
- Kex
- Cipher
+ Auth
- X117
- Tunnels
- Bugs
- Senal ™
About Open Cancel
Figure 3-38 Setting the Auto-login username
Step 13

Click Connection > SSH > Auth in the left navigation pane, click the Browse...
button and select your private key file (.ppk file).

Step 14

Click Session in the left navigation pane, enter the EIP of ecs-S02 in Host Name
(or IP address), and click Open.
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% PUTTY Configuration

Categony:

= Terminal

- Keyboard

- Bell

- Features

= Window

- Appearance
- Behaviour
- Tranglation
+- Selection

‘... Colours

|- Connection

- Data

- Proxy

=] 55H
Host leys
... Cipher

- Auth

About

>

L GSSAP| ¥

Help

Basic options for your PuTTY session

Specify the destination you want to connect to

—Host-Erme-tor- et

Port

119.13.109.188

122

Connection type:

®55H (D) Seral () Cther:

Load, save or delete a stored session

Saved Sessions

Telnet

Default Settings

Close window on exit:

(O Aways () Never

Load

Save

Delete

(® Only on clean exit

Dpen

Cancel

Figure 3-39 Configuring Host Name (or IP address)

@ root@ecs-s02:~

Figure 3-40 Logging in to ecs-S02 using a key pair

Step 15 Run the ping baidu.com command to check whether ecs-S02 can access the

Internet. The ping is successful, indicating that ecs-S02 can access the Internet

through an EIP.
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[rootPecs-sB2 ~1# ping baidu.com

PING bai om (39.156.69.79) 56(84) bytes of data.

b4 bytes from 39.156.69.79 (39.156.69.79): icmp_seq=1 ttl1=48 time=77.8 ms
b4 bytes from 39.156.69.79 (39.156.69. ! oicmp =Z tt1=48 time=77.80 ms

64 bytes from 39.156.69.79 (39.156.69.79): icmp_seq=3 tt1=48 time=77.9 ms

Figure 3-41 Verifying Internet access

3.2.4.4 Using ELB to Distribute Incoming Traffic
Tasks:
e Start the HTTP service on ecs-S01 and ecs-S02.
Create a load balancer.

Use the load balancer to route HTTP requests for the web page across two ECSs.

Step 1 Remotely log in to ecs-S01 and ecs-S02 and enable port 8889, which is a default
port for HTTP communication.

—_

Start the HTTP service on each ECS.

| nohup python -m SimpleHTTPServer 8889 > /dev/null 2>&1 &

2. Verify that port 8889 is enabled.

| curl 127.0.0.1:8889

“1# nohup python -m SimpleHTTPServer 8889 > sdevsnull

1t curl 1 A.1:8889
DTD HTML 3.2 Final//EN'"><html>

L
[rootBe

Figure 3-42 Port 8899 enabled on ecs-S01
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# nohup python -m Simplel server 889 >

BZ “I1# curl 1 n.8.1:8689
E html PUBLIC "-/. /DTD HTML 3.2 Final-/EN
directory listing for <<{stitle>

rectory listing for << hZ>

=" bash_history”>.
.bash_logout">
".bash_pr

bas

[rootBecs-sB2 ~

Figure 3-43 Port 8899 enabled on ecs-S02

Step 2 Use touch to create an empty file named SERVER1 on ecs-S01 and one called
SERVER2 on ecs-S02. Run the Is command to confirm the files are there.

touch SERVER1
touch SERVER2

[rootBec A1 " 1# touch SERVER1
[rootPec A1 "% 1s

SERVER1

[root@ecs-sA1 ~1#

Figure 3-44 Creating file SERVER1

SERUERZ

[rootRecs-sBZ ~1# _

Figure 3-45 Creating file SERVER2

Step 3 Log in to the management console. On the service list page, choose Networking >
Elastic Load Balance.
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Step 4

I ; -

Step 5

HUAWEI CLOUD

(&  Elastic Cloud Server Recently Visited Services: Elastic IP Virtual Private Cloud Elastic Cloud Server Elastic Load Balance Data Encryption Workshop

Eal i i
¢ Relational Database Service Compute Storage Netwurkmg

o Elastic Cloud Serve ] Elastic Volume Service ) § virtual Private Cloud
AL Auto Scaling

Auto Scaling ) § Dedicated Distributed Storage Serv Elastic Load Balance

& Bare Metal Server
-~ Image Management Service Storage Disaster Reco Virtual Private Network

Direct Connect

®

Elastic Volume Service Dedicated Host Cloud Server Backup S

Network Console &

. Cloud Container Engine Cloud Backup and Domain Name Service
¢} Volume Backup Service
Bare Metal Server 8 Volume Backup Service ) § NAT Gateway
¢ Virtual Private Cloud
= ! FunctionGraph Object Storage Service Elastic IP
[.  Elastic Load Balance Dedicated Cloud Data Express Service Cloud Connect
Py N Scalable File service VPC Endpoint
(P) Elastic IP
Application CDN

ServiceStage
ServiceStagy Management & Governance

Application Orchestration Servi

Migration Cloud Eye

Figure 3-46 Accessing Elastic Load Balance

Click Buy Elastic Load Balancer and select Shared for Type.

HUAWEI CLOUD

Load Balancers @ B Quick Links
@ wee just launched dedicated load balancers that use exclusiva resources, provide guarantesd parformance metris, and support 19v6. Thass oad batancars ara availabl for free during 0BT,
9 o
Name Status Type P Address and Network Listener (Frontend Protocal/Port) EIP Billing Information Billing Mode Operation

Figure 3-47 Buy Elastic Load Balancer

Configure the parameters and click Next. Confirm the configuration and click
Submit.

Type: Shared

Region: AP-Singapore
Network Type: Public network

VPC: vpc-S01

EIP: New EIP

EIP Type: Dynamic BGP

Billed By: Bandwidth

Bandwidth: 1 M/bits

Name: elb-name (Change it as needed.)
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* Region © AP-Singapore -

esources are region-specific and cannot be used across regions through intemal network connections. For low network

* Network Type Public network Private network @

* VPC vpe-501 v | C ViewVPC
* Subnet subnet-01 (192.168.0.0/24) | C View Subnet Available private IP addresses: 250
* Private IP Address Automatically-assigned IP -
* EIP @) MewEIR Use existing  (2)
 Billed By »  Bandwidth J A Traffic
For heavy/stable traffic For light/sharply fluctuating traffic

Billed based on usage duration and bandwidth size.

+ Bandwidth - 2 5 10 100 200 Custom 1 + | The value ranges from 1 to 2,000 Mbit/s

Free Anti-DDoS protection

Figure 3-48 Configuring parameters

Step 6 Return to the load balancer list, locate the load balancer you just created, and click
Add listener.

= Network Console Load Balancers (@ 7 Quick Links

@ e just unched dedicated Lo balancers tat use exclusive résources, provids guarantesd performance metrics, 3nd support 1PV, These load balancers are availabie for free during OB,

Listener (Frontend Pratocol/Port) EIP Billing Information Billing Made Operation

oS

Figure 3-49 Viewing the load balancer

1. Click Add Listener and configure the following parameters:
e Name: listener-vivi (Change it as needed.)

¢  Frontend Protocol/Port: HTTP/8881

® Redirect: disabled
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X
Add Listener
o Configure Listener ';' Configure Backend Server Group :’:Z' Fin
* Name listener-vivi
% Frontend Protocol/Port HTTP v 8881 Value range: 1 to 65535
Layer 4. Select HTTP or HTTPS fo a 7
p e HTTP
Redirect @
ed Se ngs -
Cancel Mext

Figure 3-50 Configuring a listener

2. Click Next and configure a backend server group.

e Backend Cloud Server Group: Create new

e Name: server_group-vivi (Change it as needed.)

e Load Balancing Algorithm: Weighted round robin
e Health check configuration: enabled, HTTP, 8889

Backend Server Group Use existing

* Mame Server_group-vivi

¥ Backend Protocol

# Load Balancing Algorithm ‘ Weighted round robin v | @
Sticky Session @.
Description

wn

Figure 3-51 Configuring a backend server group
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Health Check Configuration

Enable Health Check (2) D

Protocol HTTP v

Domain Name

port (3) alue range: 1 to 65535

Advanced Settings

Figure 3-52 Configuring a health check

3. Click Finish and then click OK.

Step 7 Add ecs-S01 and ecs-S02 to the backend server group and set the backend port to
8889.

The two ECSs, ecs-S01 and ecs-S02, are in different subnets (subnet-01 and subnet-02).
When you add them, each needs to be added separately. When you add ecs-S01, select
subnet-01. When you add ecs-S02, select subnet-02.

X
Add Backend Server
0 Health checks can be performed only if access from 100.125.0.0/16 is allowed in the security groups containing the servers. Learn more
Buy ECS subnet-01 (192.168.0.0/24) v MName v Q C

© vou can add 500 more backend servers. Increase quota
Server Specification Private IP Address

1 vCPUs | 1 GB _
ecs-501 -~ 192.168.0.87
s6.small.1

Figure 3-53 Adding ecs-S01 to the backend server group
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Add Backend Server

o Health checks can be performed only if access from 100.125.0.0/16 is allowed in the security groups containing the servers. Learn more

Batch Add Ports | 8889

Private IP Address Server Weight @ Operation

ecs-501
192.168.0.87 CPU GB 1 Remove

Previous Cancel Finish

Figure 3-54 Adding ecs-S02 to the backend server group

T
kg 3 &

@

Figure 3-55 Viewing the backend servers

Step 8  Check the health check results for the two ECSs.

If the health check result is Unhealthy, security group rules may not have been configured
to allow traffic from and to the backend port or the health check configuration is incorrect.
Click Unhealthy and rectify the fault by following the instructions in the FAQ. The cause
here is that port 8889 is not enabled in the security group. Switch back to the Network
Console. In the left navigation pane, choose Access Control > Security Groups, locate the
security group that contains the two ECSs, and add security group rules.
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Add Inbound Rule Learn more

o Inbound rules allow incoming traffic to instances associated with the security group.

Security Group default
import multiple rules
Protocol & Port @ Type Source @ Description Operation
TCP v IP address -
IPva v Operation v
8889 0.0.0.0/0
(®) Add Rule

Figure 3-56 Configuring security group rules

Step 9 Go back to the Backend Server Groups page, wait for 3 to 5 minutes and refresh
the page.

It takes about 3 to 5 minutes for the system to send heartbeat messages to backend servers
to check their health. If the listener has detected the heartbeat messages returned by the
backend servers, the health check result becomes Healthy.

I
[

Narme Status Private IP Address Health Check Result (7) weight Backend Port

Figure 3-57 Viewing the backend server group

Step 10 In the address box of the browser on your PC, enter http://Load balancer’s E/P.8881
to check whether the ECSs can be accessed.

In the following figure, you can see the SERVERT1 file we created earlier, indicating that
ecs-S01 is the one being accessed.
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< C A P 119.8.187.146:8881

Directory listing for /

.bash_history
.bash _logout
.bash_profile
.bashrc

.cshrc
history

.ssh/

Acshre
SERVERT

Figure 3-58 Accessing the web page

Step 11 Refresh the browser.

This time SERVER?2 is displayed, indicating that ecs-S02 is being accessed. As you continue
refreshing the browser, the different ECSs are accessed in turn, indicating that the load
balancer is balancing the load across the two ECSs.

< C  ASERREE| 119.8.187.146:8881

Directory listing for /

.bash history
.bash logout
.bash_profile
.bashrc
.cshrc
.history

.ssh/

dcshre
SERVER2

Figure 3-59 Verifying load balancing

You can see from this exercise how ELB automatically distributes incoming traffic across
multiple backend servers based on the listening rules you configure.

3.2.4.5 Communication Between ECSs in Different VPCs of the Same
Region

Tasks:

e (Create a VPC peering connection in AP-Singapore.

e Configure routes for the two VPCs connected by the VPC peering connection.
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Step 1 On the VPC Console, choose VPC Peering and click Create VPC Peering
Connection.

" Huawei cLouD

Name Status Local VPC Local VPC CIDR Block Peer Project [} Pesr VPC Description Opesation

Figure 3-60 Create VPC Peering Connection

Step 2 Configure the VPC peering connection parameters as follows and click OK. If the
parameters are correct, the status of VPC peering connection will be Accepted.

e Name: peering-vivi (Change it as needed.)

® Choose the local VPC and peer VPC in the same region. Ensure that the CIDR blocks
of the two VPCs do not overlap with each other.

Create VPC Peering Connection

Local VPC Settings

% Name peering-vivi
Local VPC vpe-S01 v d
Local VPC CTDR Elock 192.168.0.0/16

Peer VPC Settings

% Account Another account @

% Peer Project | ap-southeast-3 v ‘ @
% Peer VPC vpe-502 v

Peer VPC CIDR Block 10.0.0.0/24

Description

Figure 3-61 Configuring the VPC peering connection
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" HuawEl CLOUD

VPC Peering (&)

Figure 3-62 Viewing the VPC peering connection

Step 3  Click Add Route on the Information page or click the name of the VPC peering
connection and click Route Tables to add routes.

o Information

You can now add routes to enable communication between
two WPCs.

Figure 3-63 Add Route

Figure 3-64 Route Tables

Step 4 In route table rtb-VPC-SO01, click Add Route. Set Destination to the CIDR block of
VPC-S02, Next Hop Type to VPC peering connection, and Next Hop to Peering-vivi.
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Add Route

Routes

Operation

Figure 3-65 Add Route

Step 5 In route table rtb-VPC-S02, click Add Route. Set Destination to the CIDR block of
VPC-S01, Next Hop Type to VPC peering connection, and Next Hop to Peering-vivi.
Click OK.
Desmzum; @m - “ Operat
Figure 3-66 Add Route
Step 6

Switch to the ECS console, remotely log in to ecs-S01, and ping the private IP
address of ecs-S03 in VPC-S02. The ping is successful, indicating that ECSs from

different VPCs in the same region can communicate with each other over the VPC
peering connection.

[rootfecs-sH1 " 1# ping 18.8.8.78

'ING 16.8.8.78 (18.8.8.78) 56(84) bytes of data.

4 bytes from 18.8.8.78: icmp_seq=1 tt1=64 time=1.86 ms
1 bytes from 18.8.8.78:. icmp_seq=2 ttl1=-b64 time=B.37t

8 ms
ttl=64 time=A.313 ms

64 bytes from 18.0.8.78: icmp_s

Figure 3-67 Successful ping



A

HUAWE] HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 103

3.2.4.6 Creating a VPN to Enable Communication Between ECSs in
Different Regions

By default, ECSs in a VPC cannot communicate with your local data center or private
network. To enable communication between them, use a VPN. The procedure is as follows:

{Optional) Create a VPC. (The
created VPC has a default subnet.)

(Optional) Create another subnet
for the VPC.

Buy a VPN gateway.

Buy a VPN connection.

Configure the remote device.

Configure security group rules.

End

Figure 3-68 VPN configuration flowchart

When you configure a VPN connection, note the following:

® The local and remote subnets cannot conflict.

e Different local subnets cannot overlap.

® The local and remote subnets need to use the same IKE and IPsec policies and PSK.
® The local and remote subnet and gateway parameters must be matched pairs.

e The security groups associated with ECSs in the VPC allow traffic to and from your
local data center.

e After a VPN is created, its status changes to Normal only after the servers on both
ends of the VPN communicate with each other.

Tasks:

e Buy VPN gateways in the AF-Johannesburg and LA-Santiago regions.
e (Create a VPN connection.

e  Modify security group rules.
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® Ping ecs-J01, in the AF-Johannesburg region, from ecs-Sa01, in the LA-Santiago
region.

e View the VPN connection status.

Step 1 In the AF-Johannesburg region, access Network Console, choose Virtual Private
Network > VPN Gateways, and click Buy VPN Gateway.

2% Huawe cLoup

Figure 3-69 Buy VPN Gateway

Step 2 Configure VPN gateway parameters and click Buy Now.

e Billing Mode: Pay-per-use

e Region: AF-Johannesburg

e Name: vpngw-Johannesburg

e VPC: vpc-JO1

® Type: IPsec

e Billed By: Bandwidth

e Bandwidth (Mbit/s): 5

VPN connection

¢ Name: vpn-Johannesburg

® Local Subnet: Select subnet-01 of vpc-JO1.

® Remote Gateway: Enter an IP address and then replace it with the IP address of the
VPN gateway you will create in the LA-Santiago region.

® Remote Subnet: Enter subnet CIDR blocks of vpc-Sa01.
e PSK: Enter a value.
e Advanced Settings: Default
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< Buy VPN Gateway ®

Biling Mode Pay-per-use

VPN Connection

Figure 3-70 Configuring a VPN gateway

VPN Connection

* Name vpn-Johannesburg

VPN Gateway vpngw-Johannesburg

# Local Subnet Specify CIDR block

subnet-01 (192.168 + | C
# Remote Gatevfay w2 . 16 . 0 . 1
# Remote Subng 172.16.0.012 @
Using 100.64.0.0/10 as the customer subnet may cause services such as OBS, DNS, AP| Gateway to become unavailable
* PSK
# Confirm PSK | FETTTITTn

* Advanced Settings m Custom

Figure 3-71 Configuring a VPN connection

Step 3 Switch to the LA-Santiago region, go to Network Console, choose Virtual Private
Network > VPN Gateways, and click Buy VPN Gateway.
e Billing Mode: Pay-per-use
® Region: LA-Santiago
e Name: vpngw-Santiago
® VPC: vpc-Sa01
® Type: IPsec
e Billed By: Bandwidth
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Bandwidth (Mbit/s): 5

VPN connection

Name: vpn-Santiago

Local Subnet: Select subnet-01 of vpc-Sa01.

Remote Gateway: Enter an IP address and then replace it with the IP address of the
VPN gateway you created in the AF-Johannesburg region.

Remote Subnet: Enter subnet CIDR blocks of vpc-JO1.
PSK: Enter the PSK you configured in the AF-Johannesburg region.

Advanced Settings: Default

< | Buy VPN Gateway ®

8illing Mode

A VPN connection must be purchased together with the VPN gateway. The VPN connection and the gateway will be billed on a pay-per-use basis.
Region LA-Santiago
Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through interal network connections. For low network latency and quick resource access, select the nearest region.
Name vpngw-Santiago
* VPC wpc-5a01 v C Create VPC
This is a one-time configuration and cannot be modified after the gateway is created successfully.
Bandwidth (Mbit/s) “ 10 20 50 100 200 300
VPN Connection
e
VPN Gateway vpngw-Santiaga
Figure 3-72 Configuring a VPN gateway
VPN Connection
* Name vpn-Santiago
VPN Gateway vpngw-5antiago
* Local Subnet Select subnet Specify CIDR block
subnet-01 (172.16... v | C
# Remote Gateway 192 . 188 . 0
# Remote Subnet @ 192.168.0.0/16
Using 100.64.0.0/10 as the customer subnet may cause services such as OBS, DNS, APl Gateway to become unavailable

k=]
LA
=

# Confirm PSK

# Advanced Settings Custom
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Figure 3-73 Configuring a VPN connection

Step 4 Go back to the Virtual Gateways page, locate vpngw-Santiago, and record
gateway IP address: 159.138.113.162. Switch to the AF-Johannesburg region. Go to
the VPN Connections page, locate VPN connection vpn-Johannesburg, and choose
More > Modify in the Operation column. On the Modify VPN Connection page,
enter 159.138.113.162 for Remote Gateway and click OK.

Network Console VPN Gateways @)

Figure 3-74 Viewing a VPN gateway

% HuawEl cLOUD

= | MNeowork Consols VPN Connections () oy VP

i

Figure 3-75 Modifying a VPN connection

Modify VPN Connection

Basic Information

Name vpn-Johannesburg Remote Gateway 159 . 138 . 113 . 162
Local Subnet Specify CIDR block Remote Subnet 17216.00/12 @
subnet-01(192.168 v

Advanced Settings v

Figure 3-76 Changing the remote gateway IP address
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Step 5 On the Virtual Gateways page, locate vpn-Johannesburg, and record its IP
address: 159.138.161.172. Switch to the LA-Santiago region. Go to the VPN
Connections page, locate VPN connection vpn-Santiago, and choose More >
Modify in the Operation column. On the Modify VPN Connection page, enter
159.138.161.172 for Remote Gateway and click OK.

Modify VPN Connection

Basic Information

Name vpn-Santiago Remote Gateway 150 . 138 . 161 . 172
Local Subnet Specify CIDR block Remote Subnet 192.168.0.0/16
subnet-01(172.16.0... v

Advanced Settings v
n Cancel

Figure 3-77 Changing the remote gateway IP address

Step 6 Check the VPN connection status. The VPN connection status is Not connected.

Name Status VPN Gateway Local Gateway Local Subnet @ Remote Gateway Remote Subnet () Operation

prgwi-Santiage 159.138.113.162 172.160.0/24 159.138.161.172 192.168.00/16 ew Policy | Modify | Delete

Figure 3-78 Viewing a VPN connection

Step 7 In the AF-Johannesburg and LA-Santiago regions, configure security groups
associated with the ECSs in the VPCs to allow access from and to the peer VPC.

Add Inbound Rule Learn more

o Inbound rules allow incoming traffic to instances associated with the security group.

Security Group Sys-default

nport multiple rules
Protocol & Port (Z) Type Source (2) Description Operation
ICMP - IP address -
Pva ¥ Operation +
All v 00.0.0/0
® Add Rule
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Figure 3-79 Add Inbound Rule

Step 8 In the LA-Santiago region, remotely log in to ecs-Sa01 in vpc-Sa01 and ping ecs-
JO1 in vpc-JO1 in the AF-Johannesburg region. The result shows that ECSs in
different regions can communicate with each other.

[rootlPecs-saBl " 1# ping 192.168.8.44

PING 192.168.8.44 (192.168.8.44) 56(84) bytes of data.
from 192.168.8.44: icmp_seq=1 t11=62 time=391
from 192.168.8.44: icmp_seq=2 t11=62 time=391

from 192.168.8.44: icmp_seq=3 t11=62 time=391
from 192.168.8.44: icmp_seq=4 t11=62 time=391
from 192.168.8.44: icmp_seq=5 t11=62 time=391

Figure 3-80 Verifying the network connection

Step 9 Go back to the VPN Connections page, and refresh the page to check whether
status of vpn-Santiago is Normal and whether status of vpn- Johannesburg is
Healthy.

)
]

uuuuuuuuu

Q

Name Status VPN Gatewa y Local Gateway Local Subnet () Remote Gateway

wpn-Johannesburg & pngw-Johannesburg 50.138.161.172 192.16800/24 159.138.113.162

Figure 3-82 Viewing a VPN connection

This exercise proves that a VPN can enable communication between ECSs in different
regions.

3.2.5 Deleting Resources

Step 1 Delete the ECSs in all regions.

Step 2 Remove the ECSs, delete the listener, and then delete the load balancer in the
corresponding region.

Step 3 Delete the VPC peering connection in the corresponding regions.

Step 4 Delete the VPN connection and gateways in the corresponding regions. If you
delete the VPN connection, the gateways will be automatically deleted.

Step 5 Delete the VPCs and subnets in all regions.
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3.3 Exercises

1.

Create three ECSs in the same VPC, one as the client, and the other two as backend
servers to receive requests from the load balancer.

Use the client to access the private IP address of the load balancer.

If the web page can be accessed and the content changes after you refresh the web
page, the configuration was successful. (For details, see the procedure for using a
public network load balancer to route requests over the Internet.)

Delete the load balancer. If the load balancer cannot be deleted, locate the cause.
Verify a VPC peering connection.

After you create a VPC peering connection by following the instructions from earlier,
create a subnet in the local VPC with the same CIDR block as that of a subnet in the
peer VPC. Check network connectivity and explain what you find.

Test a VPN connection.

After you establish a VPN connection by following the instructions from earlier, modify
the pre-shared key of a VPN gateway and check network connectivity.
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Storage Services

4.1 EVS

4.1.1 Introduction

4.1.1.1 About This Exercise

EVS provides persistent block storage for ECSs and BMSs. With data redundancy and cache
acceleration techniques, EVS disks deliver high availability and durability as well as stable,
low latency. You can initialize EVS disks, create file systems on them, and store data
persistently on them. This exercise describes basic EVS operations, such as purchasing and
attaching EVS disks.

4.1.1.2 Objectives

Upon completion of this exercise, you will be able to:

Purchase EVS disks.
Attach EVS disks.
Initialize EVS disks on Windows and Linux servers.

Use EVS snapshots.

4.1.2 Tasks
4.1.2.1 Roadmap

EVS disks are usually used to increase user's storage space to meet their business needs.
You can buy EVS disks for use, or detach and delete them if they are no longer required.
This exercise introduces how to use an EVS disk in Windows and Linux.

EVS disks can be used as system disks or data disks for cloud servers. When a cloud
server is purchased, a system disk is automatically purchased and attached. You
cannot purchase a system disk separately.

Data disks can be purchased during or after the server purchase. If you add data
disks during the server purchase, the system will automatically attach the data disks
to the server. If you purchase data disks after the server has been purchased, you
need to manually attach the data disks.

In this exercise, we will buy two Windows ECSs ecs-vivi and ecs-test in the AP-
Singapore region, buy an EVS disk separately and attach it to ECS ecs-vivi, and
create a test file on the disk. Then, detach this disk and attach it to ECS ecs-test, and
log in to ECS ecs-test to check whether the test file exists.
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I el e e e e e e e e e e e e e

EVS
N Singapore .

Figure 4-1 Topology

4.1.2.2 Attaching an EVS Disk to a Windows ECS
4.1.2.2.1 Purchasing an EVS Disk

Step 1 Buy a Windows ECS (Windows Server 2012 R2 Standard 64-bit English) by referring
to the preceding sections.

" HUAWEI CLOUD

Figure 4-2 Viewing the ECS

Step 2 Log in to the management console. In the service list, choose Elastic Volume
Service under Storage to go to the Elastic Volume Service page.
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Step 3

HUAWEI CLOUD

Service List b4

Elastic Cloud Server Recently Visited Services: Elastic Cloud Server
Relational Database Service Compute

Elastic Cloud Server 8
Auto Scaling

Auto Scaling ) §

Bare Metal Server N
Image Management Service

Elastic Volume Service Dedicated Host

Cloud Container Engine
Volume Backup Service

Bare Metal Server 8
Virtual Private Cloud

FunctionGraph

Elastic Load Balance Dedicated Cloud

Elastic IP
Application

ServiceStage

Annlicatinn Qrchestration Service

Elastic IP Elastic Load Balance
Storage
Elastic Volume Service ) §

Dedicated Distributed Storage Service
Storage Disaster Recovery Service

Cloud Server Backup Service

Cloud Backup and Recovery

Volume Backup Service ]
Object Storage Service

Data Express Service

Scalable File Service

CDN

Figure 4-3 Opening EVS console

Click Buy Disk.

" HuAWEI CLOUD

Virtual Private Network

Virtual Private Cloud

Networking

Virtual Private Cloud
Elastic Load Balance
Virtual Private Network
Direct Connect

Domain Name Service
NAT Gateway

Elastic IP

Cloud Connect

VPC Endpoint

Management & Governance

Clond Fve

Elastic Volume Service ()

Process Flow
k
o) e s
— —2) —3)
Buy Disk Attach Disk
Buy data disk i s di

Initialize Disk

Figure 4-4 Buy Disk

Set disk parameters as follows:
Billing Mode: Pay-per-use
Region: AP-Singapore
AZ: AZ1

Disk Type: High 1/O (If this type is unavailable, select one available on the console.)

Disk Size: 20 GB
More: Do not configure this parameter.
Disk Name: volume-vivi (custom)
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Region AP-Singapore
® ECTEE -
Di e @
Ultra-high I/O General Purpose ... High 1/O
50,000 I0PS () 20,000 10PS  (2) 5,00010Ps (2)
350 MB/s *:;-f?:— 250 MB/s Qg‘ﬁ 150 MB/s
= 1ms = 1ms-3ms
$0.0003 USD /GB-hour $0.0002 USD /GB-hour $0.0001 USDV‘G;E—'\DW

Disk Size — 20 +|ce (@ select Data Source v

General Purpose SSD | 20 GB mit s B/s. Learn how they were calculated

e ©

Figure 4-5 Setting disk parameters

Step5  Click Next.

Step 6 On the Details page, confirm the disk configuration. If you need to modify the
configuration, click Previous. If not, click Submit.

Details

Resource Configuration Billing Mode Quantity
Regio Singapore
Zz A1
Data Sourc Not required

acity (GB 20

Disk Disk Type General Purpose SSD Pay-per-use s
Disk Encryption No
Device Type VBD
Dis g Disabled
Disk Name volume-vivi

Figure 4-6 Confirming disk parameter settings

Step 7 Go back to the disk list page and view the disk status. When the disk status changes
to Available, the disk has been purchased.

4.1.2.2.2 Attaching a Non-shared EVS Disk

Separately purchased EVS disks are data disks. In the EVS disk list, the function of such
disks is Data disk, and their status is Available. Data disks need to be attached to servers
for use.
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System disks are purchased along with servers and are automatically attached. In the EVS
disk list, the function of such disks is System disk, and their status is In-use. After a system
disk is detached from a server, the disk function changes to Bootable disk, and the disk
status changes to Available. (A non-shared EVS disk is similar to a physical SSD or SATA
disk. After attached, a non-shared disk can be partitioned into the C, D, and E drives for
use.)

Step 1 In the EVS disk list, locate the EVS disk to be attached and click Attach in the
Operation column.

All statuses ~ || Diskname  + Q || searchbyag v | |C| &3 |

Disk Name Status Disk Spec.. ¥ Function Server Name Disk Shar.. ¥ Device Ty.. W Encrypted Y/ AZ Y Billing .. ¥ Operation

Pay-per-
Available Data disk - Disabled VBD No AZ1 CSEYEPE' use

en o System disk el Disabled VBD No Az1
40 GB ECS

Figure 4-7 Viewing the EVS disk

Step 2 Select the target Windows ECS and select a mount point from the drop-down list.
The ECS and EVS disk must be in the same AZ.

X
Attach Disk
Disk:volume-vivi | Singapole | AZ1 ||VBD | Non-shareable
Name v Q C
Name Mount Point @ Status VY Image Private IP Ad... EIP AZ
[;] ecs-vivi [dev/vdb v Running Windows Ser.. 192.168.0.19.. - AZ1
ecs-502 @ Stopped CentOS 7.6 6.. 192.168.1.10.. 119.13.109.1... AZ1

Figure 4-8 Attach Disk

Step 3 Go back to the EVS disk list page. The disk status is Attaching, indicating that the
disk is being attached to the server. When the disk status changes to In-use, the
disk has been attached. You must initialize the disk before using it.
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© The attaching process is NOT completed yet. You must
initialize the disk before using it.

A new disk or the additional capacity of an expanded disk must be initialized after the
disk has been attached. An initialized disk does not need to be reinitialized. Learn how
to initialize disks

Please rate your experience with the process for attaching disk capacity.

Figure 4-9 Disk attached

4.1.2.2.3 Initializing an EVS Disk

After a data disk is attached to an ECS, you must log in to the ECS and initialize the disk
before using it.

Step 1 Locate the row that contains the target ECS and click Remote Login in the
Operation column.

Cloud Server Console Elastic Cloud Server (& ¥ Quick Links Buy ECS

password reset plug-in can naw be installed after creating an ECS toinstall the plug-in.

Figure 4-10 Logging in to the ECS

Step 2 Log in using the RDP file or VNC. On the desktop of the ECS, choose Start > Server
Manager. On the dashboard, choose Tools > Computer Management.
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Server Manager

Server Manager * Dashboard

i& Dashboard

B Local Server

BE All Servers

#§ File and Storage Services P

Step 3
Step 4

Tools View

Manage

Component Services

WELCOME TO SERVER MANAGER

‘Computer Management

0 Configure this local server

QUICK START

2 Add roles and features

3 Add ather servers to manage

WHAT'S NEW —
4 (Create a server group
5 Connect this server to cloud sery
LEARN MORE
ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1

Defragment and Optimize Drives
Event Viewer

iSCSI Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)
QDEBC Data Sources (64-bit)
Performance Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

‘Windows Firewall with Advanced Security
Windows Memary Diagnostic
Windows PowerShell

Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

‘Windows Server Backup

i File fmd Storage -
Services
@ Manageability @ Manageability
Events Events
Performance n Services
BPA results Performance
BPA results

Figure 4-11 Opening Server Manager

In the navigation tree on the left, choose Storage > Disk Management.

On the Disk Management page, if the status of new disk is Offline, right-click

Offline and choose Online to online the disk. If the status is Not Initialized, right-
click the status and choose Initialize Disk. In the Initialize Disk window, select the
target disk, click MBR (Master Boot Record) or GPT (GUID Partition Table), and

click OK.
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A Computer Management -

File Action View Help

== XESH

& Computer Management (Local | Volume [ Layout [ Type [ File system [ status [ ¢ [ actions

4 ]j’é System Tools a (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 3¢ - Y
b () Task Scheduler o System Reserved Simple Basic  NTFS Healthy (System, Active, Primary Partition) 3 | Disk Management
b 2] Event Viewer More Actions »

I 2] Shared Folders
I & Local Users and Groups,

Performance
2| Deviee Manager Initialize Disk =
4 2 Storage

[ E; ‘Windows Server Backug

={ Disk Management
[%wces and Applications

You must initislize 3 disk befors Logical Disk Manager can accsss it

dock-dick

Disk 1

Use the following partition style for the selected disks:

>
MBR (Master Boot Record) —
HDisk 0 () GPT {GUID Partition Table} I
B
e Note: The GPT partition style is not recognized by all previous versions of
40.00 GB
Windows
Online ary Partition)
“3IDisk 1 I
Unknown
20.00 GB 20.00 GB
Mot Initialized Unallocated
< w > || W Unallocated Wl Primary partition

Figure 4-12 Initialize Disk

Step 5 Right-click the unallocated area and choose New Simple Volume.

A Computer Management = [

File Action View Help

4= =3

& Computer Management (Local [ Volume [ Layout [ Type [ File System [ status | ¢ [ Actions

4 U.E System Tools == (C) Simple Basic MTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 3¢ - a
b (D) Task Scheduler CaSystem Reserved  Simple  Basic  NTFS Heslthy (System, Active, Primary Partition) 3 | Disk Management
I [2] Event Viewer More Actions »

b [ Shared Folders
3 _,% Local Users and Groups
b (%) Performance
& Device Manager
4 |55 Storage
I s Windows Server Backup
1= Disk Management
+ Services and Applications

< m >
|

4Disk 0 I ——

Basic System Reserved (C)

40.00 GB 350 MB NTFS 39.66 GB NTFS

Online Healthy (System, Active, Prim || Healthy (Boot, Page File, Crash Dump, Primary Partition)

iDisk 1 - ]

Basic

20.00 GB

Online 5&%% New Simple Volume...

Tew Spanned Volame -
New Striped Volume...
New Mirrored Volume...

MNew RAI

5Volume...

< [T > || W Unaliocated Wl Primar Properties

Help

Figure 4-13 New Simple Volume
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Step 6 In the displayed New Simple Volume Wizard window, click Next.
New Simple Volume Wizard -

Welcome to the New Simple
Volume Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click Mexd.

<Back || MNewt> Cancel

Figure 4-14 New Simple Volume

Step 7 Specify the volume size and click Next. The default value is the maximum size.

MNew Simple Volume Wizard -

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maxdimum disk space in MB: 20477
Minimum disk space in MB: 8
Simple volume size in MB: 204 77] &
| <Back || Net> ||| Cancel

Figure 4-15 Specify Volume Size
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Step 8  Assign a drive letter and click Next.

Mew Simple Volume Wizard -

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(®) Assign the following drive letter:
() Mourt in the following empty NTFS folder:
Browse
() Do not assign a drive letter or drive path
| <Back | Net> || Cancel

Figure 4-16 Assign Driver Letter or Path

Step 9 Select Format this volume with the following settings, set parameters based on
the requirements, and select Perform a quick format. Then, click Next.
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MNew Simple Volume Wizard -

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and f so, what settings you want to use.

() Do not format this volume

(®) Format this volume with the following settings:

File system: | MTFS ] |
Allocation unit size: | Defautt W |
Volume label: |NE'-'~' Valume |
Perform a quick format

[] Enable file and folder compression

| <Back ||_[>“yea.¢> | | Cancel

Figure 4-17 Formatting the partition

Step 10 Click Finish. Wait for the initialization to complete. When the volume status
changes to Healthy, the initialization is complete.

Computer Management |;|i-

w3
File Action View Help
ez @ &
A Computer Management (Local | Volume ‘ Layout| Type ‘ File System | Status ‘ C | Actions
a ff} /S-:(Stem Tools w (C) Simple Eas?c NTFS Healthy (Bo.ot, Page Fil.e, Crash Dump, Primary Partition) 3¢ Disk Management -
I (£) Task Scheduler o MNew Volume (I:) Simple Basic NTFS Healthy (Primary Partition) 20
I E Event Viewer w System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 3 More Actions

I 2| Shared Folders
I+ #_, Local Users and Groups
I+ @Eﬁ} Performance
= Device Manager
4 (=5 Storage
I E} Windows Server Backu
= Disk Management
4 Services and Applications

>

< m
i

CDisk 0 I

Basic System Reserved (]
40.00 GB 330 MB NTFS 39,66 GB NTFS
Online Healthy (System, Active, Prim | | Healthy (Boot, Page File, Crash Dump, Primary Partition)

e Disk 1

Basic New Volume (D)
20.00 GB 20,00 GB NTFS
Online Healthy (Primary Partition)

< mn > || W Unallocated [l Primary partition
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Figure 4-18 Viewing the initialized disk

Step 11 Open This PC. If a new volume appears, the disk has been attached.

pssRN N | BN This PC =o'
“ Computer View {
[ ThisPC » v & | search ThisPC »
- Favorites 4 Folders (6)
B Desktop
& Downloads i Desktop |— & Documents

=] Recent places

18 This pC JJ‘ Downloads Jaﬁ. Music

i Desktop

| Documents i Pictures E Videos

4 Downloads /

i Music 4 Devices and drives (2)

= Pict

etures Local Disk (C:) New Valume (D:)

8 Videos 1 | =
£, Local Disk (C) WRV GB free of 30.6 GB <0 10.0 GE free of 10.0 GB
= MNew Volume (D:)

Gi_i Metwork

Figure 4-19 Viewing the new volume

4.1.2.2.4 Detaching an EVS Disk and Performing Verification

Before you detach an EVS disk on the console, log in to the ECS and unmount the disk. To
verify that data on a detached EVS disk can still be used, we will detach the disk and then
attach it to another ECS for verification.

Step 1 Locate the row that contains the target ECS and click Remote Login in the
Operation column.

Name/ID Az Status ¥ Specifications/image IP Address Billing Mode Y/ Tag
ecs-viv . . 2UCPUS | 4GiB | s3.large.2 1021680180 (briat Pay-per-use o
3cbdf82b-19d8-4343-0c2-109e8e. ~ unning Windows Server 2012 R2 Standard e Created on .

Figure 4-20 Remotely logging in to the ECS

Step 2 Create a test file test.txt on the attached EVS disk.
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Home Share View ~
@ - 4 |G » ThisPC » MNew Volume (Dz) W 0| | Search New Volume (D) 2 |
47 Favorites Name - Date modified Type Size
B Desktop T testna 207 Text Document 0KB|

& Downloads
5l Recent places

4 8 This PC
I pg Desktop
I | Documents
I g Downloads %
b Music
I & Pictures
b @ Videos
b iy Local Disk (C2)
P —a Mew Volume (D)

2 ?! Network

Figure 4-21 Creating the test file

Step 3 Open the Disk Management window and bring the EVS disk offline.
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File Action View Help

3| 2 E)

& Computer Management (Local| Volume [ Layout [ Type [ File System [ status I | Actions

4 [f} System Tools ca (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 3' DiskM
I Task Scheduler o MNew Volume (0] Simple Basic MNTFS Healthy (Primary Partition) 2 1
3 g Event Viewer o Systemn Reserved  Simple Basic NTFS Healthy (System, Active, Primary Partition) 3 More Actions 4

[ 3 Shared Felders
[ @ Local Users and Groups
3 @ Performance
& Device Manager
Fl g Storage
[ E Windows Server Backug!
=% Disk Management
I f‘g Services and Applications

New Spanned Volume...
Mew Striped Volume...

< |: Mew Mirrored Volume... | >
New RAID-5 Volume...

Cul
Baz Convert to Dynamic Disk... ©
40 Convert to GPT Disk 39.66 GB NTFS
un| m ealthy (Boot, Page File, Crash Dump, Primary Partition)
| offline] |
Properties
=
Bas Help
20, UGB 20.00 GB NTFS
Online Healthy (Primary Partition)

B Unallocated W Primary partition

A
~

Figure 4-22 Bringing the new disk offline

Step4  Open This PC and check that volume D disappears.

Computer View
1 [ ThiskC v & | | search This PC
457 Favorites 4 Folders (6)

B Desktop
& Downloads h Desktop PI Documents

(E_-:j Recent places

418 This PC k Downloads b Music

I | Desktop

I | Documents Pictures Videos
I g Downloads
b LA Music 4 Devles and drives (1)
B2 Pict
E] Pictures - Local Disk (C:)
[ I Videos -
b iy Local Disk (C3) 7 2.9 G5 free of 35,5 68
3 ej Metwork

Figure 4-23 Checking whether the disk is offline
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Step 5 Buy another Windows ECS (Windows Server 2012 R2 Standard 64-bit English) by
referring to the preceding sections.

Name/ID Az v Status Y Specifications/Image IP Address Billing Made Tag

Operation
£ 2 vCPUs | 4GB | s3large.2 o
2 2v¢C arge2 , ay-per-use )
Az unning 19216801 . - Remot =
’ 25180b4-ble6-24456-8013-826025.. [ 2 s Windows Server 2012 R2 Standarg 12108 0150 Crestedon
, 2vCPUS | 4GiE | s3large 2
Azl n 1921860150
acbdfg2b-19d8-4343-9ec2-10%e8e. Rurming Windows Server 2012 R2 Standard

Figure 4-24 Purchasing an ECS

Step 6 Detach the EVS disk from ECS ecs-vivi and attach it to ECS ecs-test, the newly
purchased ECS.

X
Detach Disk
Are you sure you want to detach this disk?
Before detaching an EVS disk, unmount the associated logical disk in the OS by using the unmount command. After the
EVS disk is detached, no data can be written to it.
Click here to learn how to detach a disk from a server.
Name Status Image Private IP Address AZ
ecs-vivi Running Windows Server 2012 R2 S... 192.168.0.190 AZ1
Figure 4-25 Detach Disk
X
Attach Disk
Disimgapmre AZ1 | VBD | Non-shareable
Name v Q C
Name Mount Point @ Status Y Image Private IP Ad... EIP AZ
[i] ecs-test | fdev/vdb v | Runnin Windows Ser.. 192.168.0.15... - AZ1
ecs-vivi Running Windows Ser.. 192.168.0.19... - AZ1
ecs-502 @ Stopped CentOS 7.6 6. 192.168.1.10... 119.13.109.0.. AZ1

Figure 4-26 Attach Disk

Step 7 Log in to the ECS console, find ECS ecs-test, and click Remote Login.
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[] NamefiD Az Y status 17 Specificationsfimage 1P Address Billing Mode Y/ Tag Operation
ecstest . 2VCPUs | 4GiB | s3.large.2 1621680150 (b1t Pay-per-use vore
25€18cha- bfe6-4456-8b13-826b46. - Running Windows Server 2012 R2 Standard 20 e Createdon . e
ecsiv 2VCPUs | 4GiB | s3.arge2 o Pay-per-use

Az1 192.1680.190 (Private - Remote Login | More v
acbdfs2b-19d8-4343-9ec2-109e8e... Running Windows Server 2012 R2 Standard Created on ?

Figure 4-27 Remotely logging in to the ECS

Step 8 Open the Disk Management window and check that the EVS disk is online.
A Computer Management = | B [xm

File Action View Help

LK 2

AX8EEH

A Computer Management (Local | Volume | Layout| Type ‘ File System | Status | C | Actions
F] [["!; System Tools :m Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 3 Disk M "
3 (E—) Task Scheduler CwMNew Volume (Dt} Simple Basic NTFS Healthy (Primary Partition) 2 s anagement
b @ Event Viewer 1w 5System Reserved  Simple Basic NTFS Healthy (Systern, Active, Primary Partition) 3 More Actions 4

I | Shared Folders

p & Local Users and Groups
Performance

=y Device Manager

4 (=5 Storage

[ E} Windows Server Backu|
= Disk Management

~ Services and Applications

£ n >
|

i Disk 0 I

Basic System Reserved (C:)

40.00 GB 3530 MB NTFS 39,66 GB NTFS

Online Healthy (Systemn, Active, Prim. | ‘Healthy (Boot, Page File, Crash Dump, Primary Partition)

eDisk 1

Basic New Volume (D3

20.00 GB 20.00 GB NTFS

Online Healthy (Primary Partition)
< m » ||| Il Unallocated [l Primary partition

Figure 4-28 Viewing the disk status
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= 4 = | Ihis PC =
“ Computer View

T [/ ThisPC » v & | | Search This PC
.{ Favorites 4 Folders (6)
B Desktop
J Downloads i Desktop r & Documents
2| Recent places g
8 This pC ]Q Downloads Aﬁ. Music
m Desktop
~| Documnents h Pictures % l Videos
J Downloads }
dl Music 4 Devices and drives (2)
Bl Pictures wm  Local Disk (C) New Volume (D)
g Videos .- I P
.i, Local Disk (C:) W 7.5 GE free of 39.6 GB "'-'==-M 19.9 GB free of 19.9 GB

ca Mew Vaolume (D:)

Figure 4-29 Checking whether a new volume appears

Step 9  Check whether test file test.txt exists.

:(':' -t |L_-.| » This PC » New Volume (D:) v & | | Search New Volume (D:) el
Ps
v Favorites Mame Date modified Type Size
B Desktop | testbdt 207 Text Document D KB

4 Downleoads

= Recent places

1M This PC

e Mmrlebne

Figure 4-30 Viewing the test file

The file exists, verifying that this exercise succeeds.
4.1.2.3 Attaching an EVS Disk to a Linux ECS
Step 1 Buy a Linux ECS (CentOS 7.6 64 bit) by referring to the preceding sections.

Step 2 Purchase a non-shared EVS disk and name it volume-linuxadd by referring to the
preceding section, and attach the disk to the purchased ECS. (When purchasing the
disk, select the AZ where the Linux ECS resides for the disk.)

Step 3 Remotely log in to the Linux ECS and run the following command to view the new
data disk:

[ fdisk -t
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[root@ecs-linux ~]# fdisk -1

Disk /dev/vda: 42.9 GB, 42949672960 bytes, 83886080 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x0002af06

Device Boot Start End Blocks Id System
/dev/vdal * 2048 83886079 41942016 83 Linux

Disk /dev/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Figure 4-31 Viewing the disk

The command output shows that the ECS has two disks, system disk /dev/vda and data
disk /dev/vdb.

Step 4 Run the following command to enter fdisk to partition the new data disk:

In this example, run the following command:

| fdisk /dev/vdb

[root@ecs-1linux ~]# fdisk /dev/vdb
elcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier 0x35a056c7.

Figure 4-32 Initializing the disk

Enter n and press Enter to create a partition.

Command (m for help): n
Partition type:

P primary (0 primary, 0 extended, 4 free)
e extended

Figure 4-33 Creating a partition
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Step 5 In this example, a primary partition is created. Therefore, enter p and press Enter to
create a primary partition. Enter the partition number of the primary partition and
press Enter. Partition number 1 is used in this example.

Select (default p): p

Partition number (1-4, default 1): 1
First sector (2048-20971519, default 2048):

Figure 4-34 Assigning a partition name

First sector indicates the start sector. The value ranges from 2048 to 20971519, and the
default value is 2048.

Step 6 Press Enter. The default first sector 2048 is used.

Command (m for help): n

Partition type:
p primary (0 primary, 0 extended, 4 free)
e extended

Select (default p): p

Partition number (1-4, default 1): 1

First sector (2048-20971519, default 2048):

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-20971519, default 20971519): N
Figure 4-35 Allocating the disk space

Last sector indicates the end sector. The value ranges from 2048 to 20971519, and the
default value is 20971519.

Step 7 Press Enter. The default last sector 20971519 is used.

Command (m for help): n

Partition type:
p primary (0 primary, 0 extended, 4 free)
e extended

Select (default p): p

Partition number (1-4, default 1): 1

First sector (2048-20971519, default 2048):

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-20971519, default 20971519):
Using default value 20971519

Partition 1 of type Linux and of size 10 GiB is set

Figure 4-36 Initialization completed

A primary partition has been created for a 10-GB data disk.
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Step 8 Enter p and press Enter to view details about the new partition.

Command (m for help): p

Disk /dev/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x35a056c7

Device Boot Start End Blocks Id System
2048 20971519 10484736 83 Linux

Figure 4-37 Viewing partition information

Details about the /dev/vdb1 partition are displayed.

Step 9 Enter w and press Enter to write the changes into the partition table.

Command (m for help): w
The partition table has been altered!

Calling 1ioctl() to re-read partition table.
S ] disks.

Figure 4-38 Save and Exit

In case that you want to discard the changes made before, you can exit fdisk by entering

q.
Step 10 Run the following command to synchronize the changes in the partition table to
the OS:
| partprobe
Step 11 Run the following command to set the file system format for the new partition:

mkfs -t File system format [dev/vdb1

In this example, run the following command to set the ext4 file system for the new partition:

mkfs -t ext4 /dev/vdb1
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[root@ecs-1linux ~]# mkfs -t ext4 /dev/vdbl
mke2fs 1.42.9 (28-Dec-2013)

Filesystem label=

0S type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

Stride=0 blocks, Stripe width=0 blocks
655360 inodes, 2621184 blocks

131059 blocks (5.00%) reserved for the super user
First data block=0

Maximum filesystem blocks=2151677952

80 block groups
32768 blocks per group, 32768 fragments per group
8192 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632

Allocating group tables: done
riting inode tables: done
Creating journal (32768 blocks): done
riting superblocks and filesystem accounting information: done

Figure 4-39 Formatting the partition

The formatting takes a period of time. Wait until the task status changes to done.
Step 12 Run the following command to create a mount point:

In this example, run the following command to create a mount point /mnt/sdc:

| mkdir /mnt/sdc

Step 13 Run the following command to mount the new partition on the created mount
point:

In this example, run the following command to mount the new partition on /mnt/sdc:

| mount /dev/vdb1 /mnt/sdc

Step 14 Run the following command to view the mount result:

| df -TH




HUAWEI HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 132

[root@ecs-linux ~]# df -TH

Filesystem Type Size Avalil Use% Mounted on
devtmpfs devtmpfs 509M 509M 0% /dev

tmpfs tmpfs 520M 520M 0% /dev/shm
tmpfs tmpfs 520M 513M 2% /run

tmpfs tmpfs 520M 520M 0% /sys/fs/cgroup
/dev/vdal ext4 436G 386G 6% /
tmpfs 104M 104dM 0% /run/user/0
extd 11G 9.9G 1% /mnt/sdc

Figure 4-40 Viewing mount result

New partition /dev/vdb1 has been mounted on /mnt/sdc.
4.1.2.4 (Optional) Setting Automatic Mounting at System Start
Step 1 In the Linux ECS, run the command to query the UUID of the disk partition.

In this example, run the following command to obtain the UUID of /dev/vdb1:

| blkid /dev/vdb1

[root@ecs-1linux ~]# blkid /dev/vdbl

/dev/vdbl: UUID="8493dccb-1a8c-4225-8e9c-84eb1243cf23" TYPE="ext4"

Figure 4-41 Setting automatic mounting

Step 2 Run the following command to open the fstab file:

| vi /etc/fstab

Press i to enter editing mode and add the following content (replace the UUID with what
you have obtained):

| UUID= 8493dccb-1a8c-4225-8e9c-84eb1243cf23 /mnt/sdc ext4 defaults 02

Press Esc, enter :wq, and press Enter to exit editing mode.

Step 3 Run the command to unmount the partition. In this example, run the following
command:

| umount /dev/vdbr

Step 4 Run the following command to reload all the content in the /etc/fstab file:

| mount -a

Step 5 Run the following command to query the file system mounting information:
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| mount | grep /mnt/sdc

[root@ecs-linux ~]# mount | grep /mnt/sdc

/dev/vdbl on /mnt/sdc type extd4 (rw,relatime,data=ordered)

Figure 4-42 Querying mounting information

4.1.2.5 (Optional) Using Snapshots

Step 1 On the ECS ecs-linux, run the following commands to create a test file:

mkdir /mnt/sdc/snapshot

cd /mnt/sdc/snapshot

echo "snapshot test"> test.file
cat test.file

root@ecs- linux snapshot]# cat test.file
snapshot test

Figure 4-43 Creating the test file

Step 2 Locate the EVS disk purchased before and choose More > Create Snapshot in the
Operation column.

Disk Name Status Disk Spec.. ¥ Function Server Name Disk Shar.. 7 Device Ty.. Y Encrypted Y/ AZ Y

General Purpos. ecs-Linux

en Expand Capacit
10 GB ECs Expand Capacity

Detach

Create Backup

Figure 4-44 Create Snapshot

Step 3 Name the snapshot volume-linuxdata and click Create Now.
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Note You have created 0 snapshots for this disk and you can create 7 more snapshots.
The disk you selected is not encrypted. Therefore, the snapshot data of this disk will not be encrypted

Disk Specifications

Disk Name volume-diskadd Encrypted  No

Disk ID 240d0d65-b771-48af-093f-c33524862e3d [ Regior Singapore
Disk Type General Purpose SSD AZ AZ1
Capacity (GB) 10
Device Type  VBD

snapshot Nathe | volume-linuxdata

Create Now

Figure 4-45 Setting snapshot parameters

Step 4 Go back to the disk list. Choose Snapshots in the navigation pane on the left,

locate the volume-linuxdata snapshot, and click Create Disk in the Operation
column.

" HUAWEI CLOUD

= Cloud Server Console Snapshots @

Status Created Disk Name: Encrypted Operation

Figure 4-46 Create Disk

Step 5 Buy a disk according to the following figure.
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Flexi Purchase Monitoring Enabled Enterprise-Class Storage

Disks are billed based on capacity and duration of use, and fees are paid after use. Select this option if your requirements may change over time.

Region

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through internal network connections. For low netwaork
latency and quick resource access, select the nearest region.

2 @

There are 2 servers in the current AZ. Disks can on

be attached to servers in the same A

you cannot change th

Disk Type (2)
General Purpose ...
20,000 10Ps  (3)
250 MBfs \\@
1ms [;-\
@n
$0.0002 USD /GB-hour
Disk Size 10 + |ce (@ Source Snapshot: volume-L.. (81002d4a-8fbc-4d19-b4cf..) Cancel
. . .
Figure 4-47 Setting disk parameters
Disk Name volume-snapshot
If you buy multiple disks at a time, the value you entered will be used as the prefix of disk names, and one disk name will be composed of this value and a four-digit number. For
example, if you enter my_disk and set the quantity to 2, the disk names will be my_disk-0001 and my_disk-0002.
Quantity You can create 397 more disks. Increase Quota

ing disks from a snapst rrentl:

PP

Disk Price: $0.0016 USDmour

This price is an estimate and may differ from the final price. Pricing details

Figure 4-48 Setting disk parameters

Step 6  View the disk created from the snapshot.

[E] ik New!

Bk v | BEER v Q| | #=2E v | C @& O
volume-snapshot
Dacbcaff-bb05-46ab-b165-22a7cdf0f627 _{:3 HRZES. HIR Y RS piii:c3::3 TR ¥V Tt B
- EiteE e
- Tt VBD & BIAIX3 20210613, R VE EZ v
1e] ecs-linux e N Emite .
volu. o Jnz:2 0 e sume coe = VEBD & A3 2021/06/13... e
o, i o ecs-linux - EEE T
ecs-li... D EEER prist Rin s Tz VBD & aIAK3 2021/06/13.. r's B8

Figure 4-49 Viewing the disk
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Step 7  Attach the disk to ECS ecs-linux.

Process Flow

X
Buy Disk Exp Attach Disk
Buy Disk Jisk
Buy data disks any i Name S~ data disks, you must log in to the server and initialize the disk
Buy Disk on this pagi ame bl | A
disks are purchased ¢
S i— Mount Point () Status Y Image Private IP Ad. EIP AZ
dev/vdc . ‘ Running z1
@ stopped 19.12.100.1 1
ou c
o re
Cancel
“ Q || SearchbyTag ¥ || C| [B
Disk Name Status Disk Spec.. Y Function Server Name Disk Shar.. /' Device Ty.. W Encrypted Y/ AZ Y Billing M.. Y/ Operation
General Purpos... Pay-per-use ~
Data disk = Disabled VEBD No AZ1 e Attach | Expand Capacity = More v

volume-s. Available 10GE

Figure 4-50 Attach Disk

Step 8 Log in to ECS ecs-linux and view the new data disk.

| fdisk -L

Figure 4-51 Viewing the disk

Step 9 Run the following command to create a mount point:

| mkdir /mnt/mdc

Step 10 Run the following command to mount the new partition /dev/vdc1 on /mnt/mdc:

| mount /dev/vdc1 /mnt/sdc

Step 11 Switch to /mnt/sdc and check whether the snapshot file has been synchronized.

cd /mnt/sdc/snapshot
ls
cat test.file
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[root@ecs-1linux snapshot]# cat test.file
snapshot test

Figure 4-52 Checking whether snapshot file has been synchronized

If the preceding command output is returned, the snapshot file has been synchronized.

4.2 OBS

4.2.1 Introduction
4.2.1.1 About This Exercise

OBS provides a stable, secure cloud storage with high scalability and ease of use. It allows
users to store virtually any amount of unstructured data in any format, and allows them
to access data from anywhere using REST APIs. This exercise describes how to use OBS
Browser+ to manage object storage.

4.2.1.2 Objectives

Upon completion of this exercise, you will be able to:
e |Install OBS Browser+.

e  Use basic OBS Browser+ functions, such as creating buckets and folders, uploading,
downloading, and deleting files or folders, and deleting buckets.

4.2.2 Tasks

4.2.2.1 Roadmap

®  When users log in to OBS Console using their HUAWEI CLOUD account or as an IAM
user, OBS authenticates their account or IAM user credentials.

®  When users access OBS using the tools (OBS Browser+ or obsutil), SDKs, or APIs,
OBS requires access keys (AK and SK) for authentication. Therefore, users need to
obtain the access keys (AK and SK) before they access OBS using any methods other
than OBS Console.

i)
J—
OBS

Figure 4-53 Topology
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4.2.2.2 Using OBS Browser+
4.2.2.2.1 Obtaining Access Keys (AK and SK)

Step 1 On the homepage of HUAWEI CLOUD console, hover your cursor over your
username and choose My Credentials.

Switch Role

Tag Management

Figure 4-54 My Credentials

Step 2 In the navigation pane, choose Access Keys. Click Create Access Key.

My Credentials

Access Keys
Access keys can be dosmisaded only once afier bei

Figure 4-55 Create Access Key

Step 3 In the displayed dialog box, enter the email or SMS verification code.
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Identity Verification

+86 15940

Send Cade

Cancel

Figure 4-56 Identity Verification

Step 4
Step 5
Keep the access keys properly.

Step 6

Click OK to download the key file.

Save the key file when prompted.

4.2.2.2.2 Downloading and Initializing OBS Browser+

Step 1

Service.

Service List >

&) Elastic Cloud Server

= Recently Visited Services: Elastic Cloud Server

&Y Relational Database Service Compute

N Elastic Cloud Server
i\ Auto Scaling
Auto scaling
&)  Bare Metal Server
— Image Management Service

Elastic Volume Service Dedicated Host

Cloud Container Engine
Volume Backup Service
Bare Metal Server
& virtual Private Cloud
FunctionGraph

[L  Elastic Load Balance Dedicated Cloud

Elastic IP
Application

ServiceStage

Application Orchestration Service

Software Repository for Container

Elastic Volume Service Elastic IP

Storage

Elastic Volume Service

Dedicated Distributed Storage Service
Storage Disaster Recovery Service
Cloud Server Backup Service

Cloud Backup and Recovery

Volume Backup Service

Obiect Storage Service

Data Express Service
Scalable File Service

CDN

Migration
Cloud Data Migration

Open the downloaded file credentials.csv to obtain the AK and SK pair.

Q

Elastic Load Balance Virtual Private Network

Networking

 § virtual Private Cloud
Elastic Load Balance
Virtual Private Network
Direct Connect
Domain Name Service
) § NAT Gateway
Elastic IP
Cloud Connect

VPC Endpoint

Management & Governance

Cloud Eye

Identity and Access Management

Figure 4-57 Accessing OBS Console

On the console homepage, choose Service List > Storage > Object Storage

Virtual Private Cloud

Databases

] GaussDB

) Relational C
Document |
GaussDB Ny
Distributed
Data Replic

) 8 Data Admi

Security 8
Anti-DDoS

Advanced 4
web Applic

Vulnerabilit
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Step 2 Open https://support.huaweicloud.com/intl/en-us/browsertg-
obs/obs_03_1003.html on a new tab and download the OBS Browser+ package
corresponding to the OS of your local PC.

Table 1 List of download addresses
Supported OS Download Link

Windows %32 OBSBrowserPlus-win32

OBSBrowserPlus-win32_sha256

Windows x64 OBSBrowserPlus-win64

OBSBrowserPlus-win64_sha256

Mac OBSBrowserPlus-Mac

OBSBrowserPlus-Mac_sha256

Figure 4-58 Downloading OBS Browser+

Step 3 Decompress the downloaded software package and install it.

Step 4 Log in to OBS Browser+ using access keys.

e Account Name: obs_test is used as an example.

® Service: Select HUAWEI CLOUD OBS (default). Once selected, OBS Browser+
automatically sets the server domain name to the OBS service domain name.

® Access Key ID: Obtain it from the downloaded key file.
e Secret Access Key: Obtain it from the downloaded key file.
® Access Path: Leave it blank.

AK Login Account Login Authorization Code Login

obs_test

@

HUAWEI CLOUD OBS (default) v

®
B3 Remember my access keys. @

Obtain Access Keys LoginHelp | More

Figure 4-59 Logging in to OBS Browser+
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OBS Browser+ saves the login details for a maximum of 100 accounts. If a proxy is required
to access your network environment, configure the network proxy under More > Settings >
Network before login.

4.2.2.2.3 Creating a Bucket
Step 1 In the upper left corner of OBS Browser+ homepage, click Create Bucket.

Number of buckets:
7 Create Bucket 2 @ Q|C Iz‘g

Bucket Name [= StorageC... = Region = Used Cap... J= Objects = Created |7 Operation

No data available.

Figure 4-60 Creating a bucket

Step 2 In the Create Bucket dialog box, configure the following parameters:

® Region: AP-Singapore

e Storage Class: Select Standard.
®  Bucket ACL: Private
e  Multi-AZ Mode: It is disabled by default.

®  Bucket Name: test-vivi is used as an example. You can hover your cursor over the
tooltip to view the bucket naming rules.

@ ose o
rowser+ = . L
7 Favorites (8} Settings (D About (@ OnlineHelp 2 obstest 1) LogOut
) I
| Object Storage R
External Bucket
Number of buckets:
Auto Upload =
UUPDE ..... ‘ £ Create Bucket Create Bucket br a bucket name Q | C | | = |=ﬁ ‘
Task
= Bucket Name = Created | Operation
Management Region (@ -
Storage Class (®) standard Infrequent Access Archive
Bucket ACL (®) Privats | PublicRead | Public Read and Write
<
Multi-AZ Mofe 2 Enable ®7 Disable
Bucket Nam [ testovivl | ®

Figure 4-61 Configuring bucket information
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Step 3 Click OK. A dialog box is displayed, indicating whether the bucket is created.

4.2.2.3 Uploading a File or Folder
Step 1 Click the name of the created bucket to go to the object list page.

Step 2 Click Upload.

< 1+~ Bucket List / test-vivi 7

Q AP-Singapore | Total objects: 0 | Used storage space: 0 byte

T, Upload [ Create Folder A (m] Qjc E

Name {= Storage Class = Size = Last Modified = Operation

Figure 4-62 Uploading a file

Step 3 In the Upload dialog box, click File.

Private Public Read Public Read and Write

Object Permission

Storage Class Infrequent Access Archive

Upload File Folder 0/500 Objects (files or folders)

Name Local Path Size Operation

No data available.

Cancel

Figure 4-63 Adding a file

Step 4  Select the files to be uploaded and click OK.

Step 5 (Optional) Click Task Manager in the upper right corner of the page to go to the
task management page. The upload progress is displayed. You can suspend, run, or
cancel upload tasks as needed.

Step 6  View the uploaded file or folder in the list.
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Object Permission Public Read Public Read and Write
Storage Class Infrequent Access Archive

Upload File Folder Remove All 1/500 Objects (files or folders)

Name Local Path Size Operation

B obs-test.txt CAUsers\w\Desktop\obs-test.t... 0 byte Remaove

“ Cancel

Figure 4-64 Viewing the uploaded file

4.2.2.4 Downloading a File or Folder

Step 1 In the object list, select the file or folder to be downloaded and click Download.
@ AP-Singapore | Total objects: | fji jiir space: 0 byte
T Upload E‘Create Folder o, Download [j'CDpy Maore « Q C E
Name = Storage Class = Size = Last Modified J= Operation
% obs-test.txt Standard 0 byte 6:54:37 GMT+... RS - S

Figure 4-65 Downloading a file

Step 2 In the dialog box, select a path for saving the downloaded file on your local PC.

Step 3 (Optional) In the navigation pane, click Task Management. The download progress
of the file or folder is displayed. You can suspend, run, or cancel download tasks as
needed.

4.2.2.5 Deleting a File or Folder

Step 1 In the object list, select the file or folder to be deleted, and choose More > Delete
in the Operation column.
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< T~ Bucket List / test-vivi T:]’
@ AP-Singapore | Total objects:1 | Used storage space: 0 byte
I Upload [57 Create Folder 4 Download [ Copy More ~ Q|C E

Name J= Storage Class 1= Size = Last Modified = Operation

B obs-testixt Standard 0 byte 16:54:37 GMT+.. . ¢ D
[& Open
(@ Object Properties
& Copy URL
O Copy
< Move
¢ Rename
B Metadata
@ Object ACL

& Change Storage Class

W Delete

Figure 4-66 Deleting a file

Step 2 In the Delete Object dialog box, click Yes.

Step 3 (Optional) Go to the Task Management page. The deletion progress of a file or
folder is displayed. You can suspend, run, or cancel deletion tasks as needed.

4.2.2.6 Managing Versioning

Step 1 Log in to OBS Console and find the created bucket from the bucket list.

Bucket Name |= Storage Class |= Region J= Used Capacity |= Objects |=  Created |= Operation

standard Ap-singapore oByte 1 SMT+08:00  Change Storage Class Delete

Figure 4-67 Logging in to OBS Console

Step 2 Click the bucket name to go to the Overview page. In the Basic Information area,
move your cursor next to Versioning to view its status.



HUAWE] HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 145

HUAWEI CLOUD

HUAWE

Object Storage Used Capacity Objects GET
Service
=
© 0 1 18
" Byte
Firkl | Overview !
&) Objects
(=) Permissions v Basic Information Bz
& Basic Configurations v
i~ Domain Name Mgmt test-vivi
Cross-Region Replication
J.. Standard
. Data Processing v
ey 3.0
Inventories
&
d AP-Singapore

0c332fe3e880f36e0f0ec0192063c2e0

0 GMT+08:00

@ Disabled Edit

@ obs.ap-southeast-3.myhuaweicloud.com

@ [ test-vivi.obs.ap-southeast-3.myhuaweiclou

d.com

Disabled

Figure 4-68 Viewing versioning status

Step 3 Click Edit next to Versioning. In the Versioning dialog box, select Enable and then
OK.
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Versioning

@ Enable

Suspend
“ Cancel
Figure 4-69 Enabling versioning

Step 4 In the navigation pane, choose Objects. On the displayed page, click Upload Object
to upload two objects with the same name.

Object Storage Object Storage / test-vivi J

Service
Objects Deleted Objects Fragments
Overview
. i X
ol Upload Object How to Upload a File Greater than 5 GB?
Upload Object ] [
Permissions v

Basic Configurations - [ Name = Storage Class Infrequent Access Archive =l

Domain Name Mgmt
Cross-Region Replication

Data Processing - Upload Object

Inventories

Drag files or folders here to upload. Or add file
(A maximum of 100 files can be uploaded at a time. The total size cannot exceed 5 GB.)

Encryption

KMS encryption

Cancel

Figure 4-70 Uploading objects

Step 5 Click the name of the uploaded object to view its properties.

Name J= Storage Class = Size J= Encrypted |= Restoration Status JZ Last Modified |- Operation
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Figure 4-71 Viewing the uploaded objects

Step 6 On the Versions page, view the different object versions.

Object ACL Metadata Versions Preview Image

Last Modified Storage Class Operation

GMT+08:00(Latest Version) Standard Download Share Delete

GMT+08:00 Standard Download Share Delete

Figure 4-72 Viewing object versions

Step 7 Click Share in the Operation column of the row containing the object to be shared.
In the Share File dialog box, enter a URL validity period, and copy the link for

sharing.
X
Share File
File Name 1.png
URL Validity Period @ 18 Hours v
dity period, use the client tool OBS
Link Info https://test-vivi.obs.ap-southeast-2.myhuaweicloud.com:443/1.png?

AWSAccessKeyld=9SZUMNUEWED2A283UBAAREXpires=16265781088&r
esponse-content-
disposition=inline&versionld=G001117AB3BAZAACFFFFB192041E8ESAR
X-3mz-security-
token=gQpjbi1ub3J0aC00iLi0020gqXvEHjfpg_LLRAldCzHUKbWwWTZCY-
08GDA3h-

a8w6sBDqglcBVV|sEycBSTeFILWmBApPZPWFOU8smyLi87 KvHOM4tqFOO_
ANMmztxYtasmwlrrQSOrFZEH5U7ae7W9HsoajBsfzuAV1IrGOMnFWEDS
TXkXu1DMdHemhGfKTkFFXZsTRSMNGskORRYR39-
jTvE0c8111Y390WIMsUvpphXiBe_RGOO7TMOoRVIRKOtalnCtVxEIYWv1jkT
clifeul-

-

Open URL Copy Link Copy Path

Figure 4-73 Sharing a file

A shared file can be valid for 18 hours at most.
View the two different object versions with the same name through each shared link.
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Figure 4-74 Viewing shared files

4.2.3 Deleting Resources

On OBS Console, delete the created OBS resources. Before deleting a bucket, you must
delete all files in it.

4.3 SFS

4.3.1 Introduction

4.3.1.1 About This Exercise

SFS provides reliable, high-performance shared file storage hosted on HUAWEI CLOUD.
With SFS, you can enjoy shared file access spanning multiple ECSs, BMSs, and containers
created on CCE and CCI. This exercise describes basic SFS operations.

. VPC1 N
| ECS (Windows ) @ ECS (Linux) |
: 7y
| | !
: | NFS NFS | E
i | ~— : |
: ——— - - —— !
i SFS i
. . Bangkok

Figure 4-75 Topology

4.3.1.2 Objectives

Upon completion of this exercise, you will be able to:
® Create an SFS file system.
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®  Mount an SFS file system on Linux and Windows servers.
e Enable cloud servers in different VPCs to share the same SFS file system.

4.3.2 Tasks

4.3.2.1 Creating an SFS File System

4.3.2.1.1 Prerequisites
e A VPC vpc-mp has been created.

® A Linux ECS ecs-linux running CentOS 7.6 has been purchased. An EIP has been
bound to the ECS, and the ECS locates in VPC vpc-mp.

® A Windows ECS ecs-windows running Windows Server 2012 has been purchased. An
EIP has been bound to the ECS, and the ECS locates in VPC vpc-mp.

4.3.2.1.2 Creating an SFS File System

Step 1 Log in to the HUAWEI CLOUD console and choose Scalable File Service in the
service list.

" HUAWEI CLOUD © Bangkok search a ling Cente ckets  Enterprise

& Elastic Cloud server Recently Visited Services: Elastic Cloud Server | Virtual Private Cloud | Scalable File Service | Elastic 1P | Virtual Private Network | Cloud Eye

Ea " )

&0 Relational Database Service Compute Storage Networking Databases
Elastic Cloud Serve K Elastic Volume Service X te Cloud I GaussDB

fU\  Auto Scaling

8 Relational Datab:

Dedicated Distributed Storage Service Elastic Load

Bare Metal Server

Image Management Service Document Database

Elastic Volume Service Dedicated Host Direct Connect GaussDB NosQL

@ O

Cloud Container Engine Domain Name Service Distributed Database Middleware

)

Volume Backup Service

8 Volume Backup S 1 S NAT Gateway

®

> Virtual Private Cloud
Elastic IP ) 3

Cloud Connect

Elastic Load Balance

VPC Endpoint
Elastic IP

Anti-DDoS

Application

Application Orchestration Serv

Management & Governance

ry for Container Migration Cloud Eye
Cloud Data Migration Identity and Access Management
Service Engine Server Migration Service cloud Tr

Cloud Service Engine ServiceComb Object Storage Migration Service Log Tank Service Container Guard Service

Figure 4-76 Opening the SFS console

Step 2 Click Create File System.

" huaweicLoun °

Scalable File Service ®

Hame Az Status & Type 3 Protocol Type & Available Capacity (G.. % Maximum Cepacity (. %

Figure 4-77 Create File System
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Step 3 On the displayed page, set the name, file system type, and VPC for the file system
you are creating.
®  File System Type: SFS
e Region: AP-Bangkok
o AZ AZ1
e  Protocol Type: NFS
® VPC: Select an existing VPC or create one.
e Maximum Capacity: 1 GB
e Name: sfs-mp
® Quantity: 1
e Retain the default settings for other parameters.

Create File System & < eacktoFie system List

* File System Type (@ © srs SFS Turbo

* Region AP-Bangkok A

* Protocol Type NFS -

*VPC (D vpc-mp v | C createvpc

Maximum Capacity 1 + GB ~

Tag ew predefined tags
Name sfs-mp
Quantity 1 +

Figure 4-78 Setting file system parameters

Step4  Click Next.

Step 5 On the Details page, confirm the configuration and click Submit.
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Details

Resource Configuration Quantity
AP-Bangkok
sfs-mp

SFS AT 1
NFS
vpe-mp

Figure 4-79 Confirming parameter settings

Step 6 A message is displayed indicating that the request has been submitted.

Request submitted successfully.

Creating file system sfs-mp._..

Back to File System List

Figure 4-80 File system created

Step 7  Go back to the SFS console and view the result.

Name AZ Status 3 Type 3 Protocol Type 3 Available Capacity (G.. 3 Maximum Cepacity (. 3  Mount Address Operation

Figure 4-81 Viewing the file system

4.3.2.2 Mounting an SFS File System to a Linux ECS
4.3.2.2.1 Procedure

Step 1 Go to the ECS console. Locate the row that contains the purchased ECS and click
Remote Login.

Name/ID A Y Status Specifications/image IP Address

Tog Operation
ecs-windows - i 2¥CPUs | 4GiB | s3large.2 150.138.235.105 (EIP . \
Se3be3fd-3ce0-442-90b4-e9ae72 Running Windows Server 2012 R2 Datacent  192.168.098 (Private P oan
ecs-linux i 1vCPUs | 1638 | s3small1 9474118115 (EIP) 5.

. Azl Running am s R ogin M
aecfal 44-8e85-4cOc-84d6-3742fe6. Cent0s 7.6 64bit 192168053 (Private IP

Figure 4-82 Remotely logging in to the ECS



)
HUAWEI HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 152

Step 2 Log in the ECS as user root.

Cent0S Linux 7 (Core)
Kernel 3.10.8-1168.15.2.e17.x86_64 on an xB86_64

ecs-linux login: root
Password:

Welcome to Huawei Cloud Service

[root@ecs-linux ~1#

Figure 4-83 Logging in to Linux

Run the following command to check whether the NFS software package has been

Step 3
installed in the operating system (generally available in the operating system):

| rpm -ga [grep nfs

[rootPecs-linux “1# rpm -ga igrep nfs
libnfsidmap- E Z25-19.el?7.x86_64

nfs-utils-1.3.8-8.68.el7.x86_64
[PUUtBﬂCS_IIHUA " 14

Figure 4-84 Checking whether NFS software package is installed

If information similar to the preceding figure is returned, the NFS software package has
been installed. The command output varies with the operating system.

If no command output is returned, the NFS software package is not installed. Run

Step 4
the respective command to install the NFS software package. In this exercise,
CentOS 7.6 bit is used as an example.
e In CentOS, Red Hat, EulerOS, Fedora, or Oracle Enterprise Linux, run the following

command:

sudo yum -y install nfs-utils

Installed:
nfs-utils.xB6_64 1:1.3.0-0.66.el7

libbasicobjects.x86_64 0:0.1.1-32.el7
libini_config.xB6_¢ 64 0:1.3.1-32.el7
Tlibpath_t utils. x86_ .2.1-32. libref_array.x86_64 0:
libverto-libevent. x86_64 0:0.2.5-4. quota.x86_64 1: 4,01-19.e17

rpcbind. x86_64 0:0.2 .0-49.e17 tcp_wrappers.x86_64 0:7.6-77.el7

Dependency Installed:
keyutils.x86_64 0:1.5.8-3.el7

gssproxy.x86_64 0:0.7.0-28.el7
IlbcD'L'Ler.tlnn x86_64 0:0.7.0-32.el7 libevent.x86_64 0:2.0.21-4.el7

:0.2.
quota-nls, noarch 1:4, Bl 19.el7

Complete!

Figure 4-85 Installing the NFS software package

e In Debian or Ubuntu, run the following command:
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| sudo apt-get install nfs-commonSUSE

® In OpenSUSE, run the following command:

| zypper install nfs-client

Step 5 Run the following command to install the bind-utils software package:

| yum install bind-utils

Installed:
bind-utils.x86_64 32:9.11.4-16.P2.el7_8.6

Dependency Installed:
bind-1ibs.x86_64 32:9.11.4-16.P2.el7_8.6

Dependency Updated:
bind-1libs-lite.x86_64 32:9.11.4-16.P2.el7_8.6
bind-license.noarch 32:9.11.4-16.P2.el7_8.6

omplete!

Figure 4-86 Installing the NFS software package

Log in to the SFS console, click the file system to be mounted, and view the mount address.

Hame AZ Status & Type % Protocol Type & Available Capacity (G.. # Maximum Capacity (. %  Mount Address

Available SFS Capacity-Or..  NFS 1.00 1.00 | sfs-nas0

Figure 4-87 Viewing the mount address

Note that information in the red box is the domain name of the file system.

Step 6 Run the following command to check whether the file system domain name can be
resolved into corresponding IP addresses: (Replace the mount address with the one
you have obtained.)

| nslookup sfs-nas01.ap-southeast-2a.myhuaweicloud.com

If information similar to the following is displayed, IP addresses have been mapped to the
file system domain name.
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[root@ecs-linux ~1# nslookup sfs-nasBl.ap-southeast-Za.myhuaweicloud.com
188.125.1.258
188 .125.1.2581#53

itative answer:
-southeast-Za.myhuaweicloud .

myhuaweicloud.

41 .ap-southeast-Za.myhuaweic loud .com
96.308
A1 .ap-southeast-Za.myhuaweicloud.com
96 .41
A1 .ap-southeast-Za.myhuaweicloud .com
.96 .43
's-nasBl.ap-southeast-Za.myhuaweicloud.
188 .125.96 .47
: 11 .ap-southeast-Za.myhuaweicloud.

sfs-nasBl.ap-southeast-Za.myhuaweicloud.
Address: 188.125.96.35

Figure 4-88 Resolving the mount address

Step 7 Run the mkdir /local path command to create a local directory for mounting the
file system.

| mkdir /localfolder

Step 8 Run the following command to mount the file system on the local path:

mount -t nfs -0 vers=3,timeo0=600,nolock Mount address of the SFS file system /local
path

In this example, run the following command:

mount -t nfs -o vers=3, timeo=600, nolock nslookup sfs-nas01.ap-southeast-
2a.myhuaweicloud.com:/share-c343b993 /localfolder

[rootPecs-linux "1# mount -t nfs -o vers=3,timeo=688,nolock sfs-nasBl.ap-southeast-Za.myhuaweicloud.com:/share-c343b993 ~local

lder

[rootBecs-linux ~1#

Figure 4-89 Mounting the file system in the Linux

Step 9 Run the following command to view the mounted file system:

| mount -1
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[rootRecs-linux ~1# mount -1

ys type sysfs (rw,nosuid,nodev,noex relatime)

=755)

> relatime)

s ptmxmode =888 )

scgroup type tmpf
cgroup. u , u 2XEC atime,xattr,release_age { ibssystemd/systemd-cgr
stemd)
ore type pstore (rw,nosuid,nodev,noexe
group-net_cls,net_prio ty (rw,n » MO T
;cpuacct type cg p (rw,nosuid,nodev,noexec
type cgroup (rw,nosuid,nodev,noe
y up (rw,nosuid,nod
I roup. i pe cgroup (rw,nosuid,nodev, noexer
group/blk g (r . >c,relatime,blkio)
. g latime,memory)
f _event)
atime,hugetlb)
;relatime,freezer)
-onf ig type conf ig
latime,data=ordered)
1-1 on /proc binfmt_misc type autofs (rw,relatime,fd=26,pgrp=1,timeout=B,minproto=5,maxproto=5,direct,pipe_ino=14
mqueue (rw,relatime)
zbug type debuc (rw,relatime)
e hugetlbfs (rw,relatime)
( uid, nodev, rela

576, usize
55, hard,nolock, proto= : >t aa . 125 3, me = L H ,mount
all 1AA_17% 96 3

Figure 4-90 Viewing the mounted file system

Step 10 Run the following command to edit the /etc/fstab file:

| vi /etc/fstab

Press i to enter editing mode. At the end of the file, add the file system information. In this
example, add the following content:

sfs-nas01.ap-southeast-2a.myhuaweicloud.com:/share-c343b993 /localfolder nfs vers=3, timeo=600,
nolock 0 0

Press Esc, enter :wq, and press Enter to save and exit.

Replace Mount address and /localfolder with those used in your environment.

Step 11 Run the following command to view the changes of fstab:

cat /etc/fstab

setcsfstab

rated by anaconda on —

ssible fi 3, by re , are maintained under ’ )

df s(8), mount(B) and-sor blkid(8) more

2-BabeSBaecSfa extd | 11
a .myhuaweic loud .com:, 3b993 ~localfolder nfs wve 3,timeo=688,nolock 8 8

Figure 4-91 Setting automatic mounting

Step 12 Restart the ECS.
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| reboot

Step 13 Log in to the system and run the following command to view the mounted file
system:

| mount -1

er type
184

d,nodev,

Figure 4-92 Viewing the mounted file system

Step 14  Create file new.

cd /localfolder
vim new

Step 15 Press i to enter editing mode. Enter Hello HuaweiCloud SFS, press Esc, and
enter :wq to exit editing mode and save the change.

Hello HuaweiCloud SFS

Figure 4-93 Creating the test file

Step 16 Run the following command to view the file content:

| cat /localfolder/new

[rootPecs-linux localfolderlft cat ~localfolder-new

Hello HuaweiC
[rootiecs-1inux

Figure 4-94 Viewing the test file

Now that the file system has been mounted to the ECS and can be used.
4.3.2.3 Mounting an SFS File System to a Windows ECS
4.3.2.3.1 Logging In to a Windows ECS

Step 1 Log in to the ECS console. Locate the row that contains the purchased Windows
ECS and click Remote Login.

Name/ID Az Y status W Specifications/Image IP Address Billing Mode V' Tag Operation

2VCPUs | 4GiB | s3.large2 150.138235.195 Pay-per-use

Az1
Running Windows Server 2012 R2 Datacent ~ 192.168.0.98 Createdon

Se3be3fd-3ce0-44c2-00b4-e0ae72.

Figure 4-95 Viewing the Windows ECS
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HUAWEI
4.3.2.3.2 Installing the NFS Client
Step 1 Open Server Manager by clicking the icon in the lower left corner.
WELCOME TO SERVER MANAGER
i Local Server
ii All Servers -~ s thic - A
B3 il and Storage Senvices b 0 Configure this local serve
QUICK START
WHAT'S NEW A
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers totak: 1
= File and Storage - .
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

Figure 4-96 Opening Server Manager

540
R

Step 2 Click Add Roles and Features and click Next for three consecutive times to go to

the Server Roles page.
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DESTINATION SERVER
Select server roles ™ ecwindons
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection [ ~ Server for NFS enables this
[] Fax Server computer to share files with UNIX-
. - - based computers and other
Fastures (%] File a_nd Sto@ge Serwf:es (1 of 12 installed) computers that use the & file
. 4 File and iSCSI Services system (NFS) protocol.
File Server
[ BranchCache for Network Files
[] Data Deduplication
B
[[] DFS Namespaces R
[[] DFS Replication
] File Server Resource Manager
[ File Server VSS Agent Service
[] iSCSI Target Server
e e 1
v
| »
| <Breuious|| Next > | Install |
Figure 4-97 Selecting the server role
Step 3 Under File and Storage Services, click Server for NFS. In the displayed window, click

Add Features.
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Add Roles and Features Wizard == ~

select server roles

Add features that are required for Server for NFS?

Select one or more roles to instal

Roles The following tools arhequired to manage this feature, but do not
have to be installed on the same server.

[] Fax Server 4 Remote Server Administration Tools

4 [m] File and Storage Services 4 Role Administration Tools
4 v File and iSCSI Services 4 File Services Tools

[v] File Server [Tools] Services for Network File System Management ™
[] BranchCache for
[] Data Deduplicatiol
[] DFS Namespaces
[] DFS Replication
[] File Server Resourd < m
[] File Server VS5 Ag
[] iscsi Target Serve
[] iscsl Target Storag
O
[] Work Folders

[<] [

[V Include management tools (i

| < Previous | | Next > | Install |

Figure 4-98 Clicking Server for NFS

Step 4  Click Next. On the Features page, click Client for NFS.

DESTINATION SERVER
Select features ecs-vindcm
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection ) A Client for NFS enables this computer
Server Roles b [8] .NET Framework 3.5 Features (1 of 3 installed) to access files on UNIX-based NFS
I» [®] .NET Framework 4.5 Features (2 of 7 installed) servers. When installed, you can
I [] Background Intelligent Transfer Service (BITS) = configure a computer to connect to
Confirmation [ BitLocker Drive Encryption UNIX NFS shares that allow
anonymous access.
[ BitLocker Network Unlock
D o e mck
[] Data Center Hrirlning
[] Direct Play

[[] Enhanced Storage

[[] Failover Clustering

[] Group Policy Management
[ IS Hostable Web Core

[ Ink and Handwriting Services

— - - W

[<] " [ 1>]
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Figure 4-99 Selecting Client for NFS

Step 5 Click Next to go to the Confirmation page.

JESTINATION SERVER

Confirm installation selections ecs-windows

Befors You B2gin To install the following roles, role services, or features on selected server, click Install.

Installation Type

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.
Features )

Client for NFS

File and Storage Services

File and iSCSI Services
Server for NFS

File Server

Remote Server Administration Tools
Role Administration Tools
File Services Tools
Services for Network File System Management Tools

Export configuration settings
Specify an alternate source path

Figure 4-100 Confirmation

Step 6  Click Install.
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DESTINATION SERVER

Installation progress ecs-windows!

View installation progress

o Feature installation
—
Installation started on ecs-windows1

Client for NFS
File and Storage Services
File and iSCSI Services
Server for NFS

File Server

Remote Server Administration Tools
Role Administration Tools
File Services Tools
Services for Network File System Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > | | Close Cancel

Figure 4-101 Installing

Step 7 After the installation is complete, restart the client and log to the ECS again as
prompted.
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Installation progress

View installation progress

DESTINATION SERVER
ecs-windows

‘ Feature installation

A restart is pending on ecs-windows. You must restart the destination server fo finish the

installation.

Client for NFS
e R
File and iSCSI Services
Server for NFS
File Server

B te Server Administrath
Role Administration Tools
File Services Tools

Tools

Services for Network File System Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Next >

e [ o

Figure 4-102 Installation completed

4.3.2.3.3 Mounting the File System

Step 1 Open Control Panel and choose to view by category.

5=
-

@ ) |ﬂ » Control Panel »

v & I IISearch Control Panel p |

Adjust your computer’s settings

- System and Security
Review your computer's status
& View event logs
ti , Network and Internet
— 24 View network status and tasks

Hardware
View devices and printers
Add a device

Programs
k. Uninstall a program
g ® Turn Windows features on or off

ef &

®

View by: %ego'y 2 |

Browse Control Pahel ite1

User Accounts
#& Change account type

Appearance

Change desktop background

Adjust screen resolution

category or view a compl
items.

Clock, Language, and Region

Add a language
Change input methods
Set the time and date

Change date, time, or number formats

Ease of Access

Let Windows suggest settings

Optimize visual display

Figure 4-103 Control Panel
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Step 2 On the Control Panel, choose System and Security > Administrative Tools >
Services for Network File System (NFS).

File Home  Share  View v e
) [ {5 <« System and Security » Administrative Tools » v & J [ Search Administrative Tools 0@ ]

S oo l:l'ame i ,‘ Date modified Type Size Ca
B Desktop (&1 Event Viewer Shortcut 2KB
8 Downloads fa¥, iSCS! Initiator Shortcut 2KB

% Recent places [ﬁ Local Security Policy Shortcut 2KB
# Microsoft Azure Services Shortcut 2KB
1% This PC ODBC Data Sources (32-bit) Shortcut 2k8
u Desktop ﬁ 0ODBC Data Sources (64-bit) Shortcut 2KB
| Documents @ Performance Monitor Shortcut 2KB
& Downloads @ Resource Monitor Shortcut 2KB
¥ Music [#a Security Configuration Wizard Shortcut 2KB
+ Pictures Z Shortcut 2KB
B Videos {ﬁ Services for Network File System (NFS) Shortcut 2KB

&, Local Disk (C:) :; :emces Shortcut 7RE =
[F System Configuration Shortcut 2KB
% Network @ System Information Shortcut 2KB
&) Task Scheduler Shortcut 2kB
ﬁ Windows Firewall with Advanced Security Shortcut 2KB
[@] Windows Memory Diagnostic Shortcut 2KB
(#¥ Windows PowerShell (x86) Shortcut 3KB
@4 Windows PowerShell ISE (x86) Shortcut 2KB
(#¥ Windows PowerShell ISE Shortcut 2KB

{#b Windows Server Backup Shortcut 2k8 [V

25 items =

Figure 4-104 Selecting the NFS service

Step 3 Right-click Client for NFS and choose Properties. In the displayed dialog box,
change the transport protocol to TCP and select Use hard mounts as the default

mount type.
253 File Action View Window Help !E )
T ==Y
g Services for NFS ” Name
A5 Client for N7 =
# serverfor | Ds Start Service ‘
Stop Service

New Window from Here

| Properties |

Help

Figure 4-105 Opening Client for NFS Properties
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Client for NFS Properties (2 %]

Client Settings | File Permissions | Security |

Metwork protocol

Select the transport protocol(s) Client for NFS will use to connect to
MNES servers,

Transport protocol{s): TCP -

Default mount type

Spedfy the default mount type for mapping a drive letter to an NFS
share. Soft mounts will retry connections a fixed number times and
hard mounts wil retry connections indefinitely.

" Use soft mounts

Number of times to retry: =

i+ Lse hard mounts

Spedfy the interval between connection retries of both hard and soft

mounted NFS shares.
Retry interval: 8 = geconds
Restore Defauts |
ok || Cancel || Apply |

Figure 4-106 Setting properties

Step 4 Run the following command in the Command Prompt of the Windows Server 2012
(X is the drive letter of the free disk):

For the SFS file system, run the following command:

| mount -0 nolock sfs-nas01.ap-southeast-2a.myhuaweicloud.com:/share-c343b993 X:

Note that nolock sfs-nas01.ap-southeast-2a.myhuaweicloud.com:/share-c343b993 is
the mount address obtained from the SFS console. (The mount address varies with the file
system. Replace this mount address with your file system's mount address. Do not copy the
address in this example.)
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93 X:
't is now su fully connected to sfs—-nas®l.ap-southeast-2a.myhuawveicloud.com:
/share—-c343h993

‘he command completed successfully.

=

islsers Administrator?

Figure 4-107 SFS file system mounted
4.3.2.3.4 Verification

Step 1 On the Windows ECS, open This PC to check that the mounted file system is

available.
m Computer View
T /My ThisPC » v
" Favorites 4 Folders (b
Bl Desktop
g Downloads l Desktop R Documents
Recent places
[ Downloads W Music
1% This PC 'J, A i
m Desktop
Documents L Pictures E Videos
& Downloads ]
& Music 4 Devices and drives (1)
=| Pict
e Local Disk (C:)
4 Videes >, I
iy Local Disk (C:) W 233 GB free of 39.6 GB

& share-c343b993 O\ 2 Network locations (1)

share-c343b%93

W Network 47 (\sfe-nas0l.ap-southeast-2a.my..
-
N
T

Figure 4-108 SFS file system displayed under Network Locations

Step 2 Access share-c343b993 and check that file new exists. This file is created in the file
system from ECS ecs-linux, indicating that the SFS file system can be shared among
servers.
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oo | [ = | share-c343b993 (\\sfs-nas01.ap-southeast-2a.myhuaweicloud.com) (X:) =0 X
“ Home Share View 0
€ * T |%® » This... » share-c343b993 (\\sfs-nas01.ap-southeast-2a.myh... v & . Search share-c343b993 (\\sfs-... 0
Favorites MName * Date modified Type Size
Bl Desktop || new File
& Downloads
o| Recentplaces | new - Notepad
Fle Edt E 13 s I_l-*
1% This PC I’\\S

Hello HuaweiCloud SFS

m Desktop

4 Downloads

'l Documents ‘

o Music

Figure 4-109 Verification succeeded

4.3.3 Deleting Resources
4.3.3.1 Unmounting a File System (Linux)

Step 1 Log in to ECS ecs-linux and run the following command to unmount the file
system:

| umount /localfolder

[root@ecs-1linux ~]# umount /localfolder

Figure 4-110 Unmounting the file system

Step 2 Run the following command to check whether the file system has been unmounted:

| mount -1

4.3.3.2 Unmounting a File System (Windows)

Step 1 Log in to ECS ecs-windows. Open This PC, right-click the file system to be
unmounted and choose Disconnect from the shortcut menu. The file system has
been unmounted after it disappears from This PC.
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Computer View v 0
1 [y ThisPC » v & | [ Search Thispc |
. Favorites 4 Folders (6)
Bl Desktop X
& Downloads . Desktop ¥& Documents
‘% Recent places J
8 This PC k Downloads b Music
1 Desktop
| Documents h Pictines l Videos
8 Downloads
B Music 4 Devices and drives (1)
13 -
’.' :f:t“'” gm  LocalDisk(©)
ideos -
& Local Disk (C:) v 3.8 GB free of 39.6 GB
% Network

Figure 4-111 File system unmounted

4.3.3.3 Deleting a File System

Step 1 On the SFS console, locate the row that contains the file system and click Delete in
the Operation column.

Name az Stats & Type % Protocol Type  $  Available Capacity (5. 3 Maximum Capacity (. 3  Mount Address

sfe-mp AZ1 @ Available SFS Capacity-Or NFS 1.00 100 stsnas0) ap-southeast-2a myhuaweicloud com:/share-c343b393 Res lr
Figure 4-112 Delete File System

Delete File System

Are you sure you want to delete the following file systems?

Before deleting file systems, log in to ECSs to unmount these file systems.
Deleted file systems cannot be recovered. Exercise caution when performing this

operation.
Name Status Used Capacity (GB)  Created
sfs-mp ® Available 0.00 05:17:3..
Delete Enter Delete to confirm deletion.

w
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Figure 4-113 Delete File System

4.4 Exercises

1.

Buy a Windows ECS and an EVS disk, attach the disk to the ECS, and create a test file
on the disk. Try to roll back the disk data from a snapshot.

Attach the object storage on the Windows ECS using OBS Browser+ and configure
synchronization policy to implement scheduled file synchronization.

Now that the file system has been mounted to the Linux ECS. Confirm that automatic
mounting has been configured in /etc/fstab, and then create an ECS from the private
image and verify whether the file system can be automatically mounted on the new
ECS and whether files can be shared.
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O&M Services

5.1 Introduction

5.1.1 About This Exercise

In this exercise, you will:
e View the CTS console.
® Use LTS to check ECS logs.

® Run commands to increase ECS CPU usage and check for a generated alarm.

. VPC1 \

;" Cloud Eye
| < :
TS (D @ | s
: A t Y |
I I 1
| | | :
I | ! |
: ——— - —— ] s
i ECS |
AP-Singapore /

Figure 5-1 Topology

5.1.2 Objectives

Upon completion of this exercise, you will be able to:
e Use CTS.

e Configure and use Cloud Eye.
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e View and search for logs in LTS.

5.2 Tasks

Perform a
Configure key
CTS key

operation
in VPC and
verify CTS
functions.

event
notifications.

Increase
ECS CPU
usage to
check for a
generated
alarm.

Use Cloud
Eye to

monitor an
ECS.

View ECS

logs.

5.2.1 Configuring CTS Key Event Notifications
5.2.1.1 Enabling a Tracker

Step 1 Log in to the management console.
ﬂ HUAWEI CLOUD Search Q Intl-English v Contact Sales  After-Sales
About Us ¥ Products v Solutions v Pricing v Marketplace v Learn v Partners ¥ Careers More v
Elastic Cloud Server
Scalable. on-demand cloud servers
Figure 5-2 Accessing the console
Step 2 Search for Cloud Trace Service to access the CTS console.

HUAWEI CLOUD

E Service List b

xQ|

Cloud Trace Servicq

(=) Elastic Cloud Server
Management & Governance
& Relational Database Service Lewad T

Al Auto Scaling

(=) Bare Metal Server

Figure 5-3 Accessing CTS

Step 3 Enable and authorize CTS. The CTS tracker created identifies and associates itself

with all cloud services you are using.
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CTS is requesting permissions to access the following cloud resources:
> Object Storage Service (OBS)
> Simple Message Notification (SMN)
» Key Management Service (KMS)

Once CTS is authorized, an agency named cts_admin_trust will be created on Identity and Access Management. View the agency list for details.

CTS will also begin to track the operations and changes on all cloud resources in your account and keep the traces for 7 days. To store the traces
for a longer time, you can transfer them to OBS by configuring the tracker.

Enable and Authorize

Step 4 If the tracker status is Enabled, the tracker is running.

Cloud Trace Service Tracker @

Trace List
te 0 management trackers and 100 more data trackers. C
| Tracker
Tracker Name ~ Tracker Type OBS Bucket OBS Bucket File Prefix Status Trace Analysis Path Operation

Key Event Notifications
system Management - - - Enabled - Configure Disable

Figure 5-4 Viewing the default tracker

5.2.1.2 Configuring Key Event Notifications

Step 1 Configure key event notifications so you can be notified by SMS or email of specific
operations. On the CTS console, choose Key Event Notifications in the navigation
pane and click Create Key Event Notification in the upper right.

T List .
e Procedure for Using CTS ~
Tracker more notifications.Learn more C
Key Event Notifications Notification Name Template Type SN Topic Status Operation
M eneails Snuimd

Figure 5-5 Creating a key event notification

Step 2 Configure notification parameters.
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¢ Notification Name: user-defined
e Operation Type: Typical

e User Type: All users

¢ Send Notification: Yes

Operation

SMN notifications will be sent when specified operations are performed

Operation Type Custom

Delete Create

User

Notifications will be sent when specified users perform specified operations

User List

Topic

Figure 5-6 Configuring the notification

Step 3 Simple Message Notification (SMN) pushes SMS, email, or app messages. A topic is

used to publish or subscribe to messages. To create a topic, access the SMN
console, choose Topic Management > Topics in the navigation pane, and click
Create Topic in the upper right.

Simple Message Topics @
Notification
Dashboard Q c
Topic Management . Name URN (D Display Name Operation

Subscriptions

Message Templates

Mobile Push .
No data available

Figure 5-7 Creating a topic

Step4  Enter a topic name and click OK.
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Create Topic

Topic Name vpctest @

Display Name @

Figure 5-8 Configuring the topic

Step 5 Click Add Subscription to add a subscription for the created topic.

ok ©

Q| C
Name URN @ Display Name Operation
vpctest urn:smmnap-southeast-3:0c337ab7d780f4402f3ac01... | Publish Message = Add Subscription | More = |
Figure 5-9 Adding a subscription
Step 6 Select SMS for Protocol, enter your mobile number, and click OK.
X

Add Subscription

Topic Name vpctest

Protocol SMS v

Endpoint @ Endpoints Description
|ttt |

@ Add Endpoint

Figure 5-10 Configuring a subscription
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Step 7 Choose Subscriptions in the navigation pane and see that the subscription status is
Unconfirmed. You will receive an SMS from HUAWEI CLOUD. Click the link in the
message to confirm the subscription, and you will receive an SMS of successful
subscription.

Simple Message Subscriptions @ —+ Add Subscription
Notification
All protocols v || Alstatuses -
Dashboard P . Qajlc
Subscription URN Protocol  Endpoint Description  TopicName  Status Operation

Topic Management -

urnsmn:ap-southeast-3:0c337ab7d780f..  SMS 15088176940 vpetest :sruesr Confirmation | Delete
Topics

Subscriptions

Message Templates

Figure 5-11 Viewing the subscription

HUAWEI CLOUD Help Center

HUAWE!

[HUAWEI](3/3)If you don't want to
subscribe to the topic, please ignore
this message. After confirmation,
the subscription can be cancelled
using the link on the confirmation
page. Please keep a record of these
details in order to unsubscribe.

[HUAWEI](1/3)You are invited to

subscribe to topic (urn:smn:ap- Subscription Successhul

$ 30f4402f3

Govioioaiosiireieny. Click the y——
followmg URL to confirm your subscribed to the following topic: vpctest.
subscription within 48 hours. If you do not want to subscribe to the topic,

click here to cancel subscription.
[HUAWEI](2/3)URL is https://
console-intl.huaweicloud.com/smn/
confirm.html?id=ap-

Please bookmark this page so that you can
unsubscribe from notifications for this topic in
the future.

SUULIIvUUIL W

Figure 5-12 Successful subscription

Step 8 On the Subscriptions page, if the subscription status has changed to Confirmed,
subscription was successful.
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Notification
All protocals v || Alstatuses v ‘ C ‘
Dashboard ’ QjC]
Subscription URN Protocol Endpoint Description Topic Name Status Operation
Topic Management
urnismn:ap-southeast-3:0c337ab7d780f..  SMS 15988176940 vpctest Confirmed Delete
Topics
Subscriptions

Figure 5-13 Successful subscription

Step 9 On the Topics page, click Publish Message to publish a message and check that
you receive it.

Notification
Q||Cc
Dashboard
Name URN Display Name Operation
Topic Management a ® =] B
vpctest urnssmnzap-southeast-3:0c337ab7d780f4402f3ac01 ssage |Add Subscription | More v
Topics

Subscriptions

Figure 5-14 Publishing a message

Step 10 Enter Subject, select Text for Message Format, enter Hello in Message, and click
OK. If you receive the Hello SMS message from HUAWEI CLOUD, the subscription

is verified.

Publish Message

Topic Name vpetest
Subject Hello
Message Format  (®) Text 1SON Template

Message (2) Hellq

Learn more

e - [HUAWEI]Hello

Figure 5-15 Configuring the message

5.2.2 Performing a key operation in VPC and verifying CTS
functions

Step 1 Create a VPC in the AP-Singapore region. For details about VPC creation, see
Creating VPCs.
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Network Console Virtual Private Cloud & [

Figure 5-16 Creating a VPC

Step 2 When the VPC is created, check for an SMS about the VPC creation from HUAWEI
CLOUD.

Step 3 Access the CTS console and choose Trace List in the navigation pane. These are
operation records generated in the last seven days. Information such as trace name,
trace status, and operation time is displayed. You can also search for the traces you
need.

ud Trace Service Trace List @ Last 1 hour Last 1 day Last 1 week Customize c

Procedure for Using CTS v~

Figure 5-17 Viewing traces

Congratulations! You have just learnt to configure key event notifications.

5.2.3 Use Cloud Eye to Monitor an ECS
5.2.3.1 Monitoring an ECS

Step 1 On the management console, search for Cloud Eye and access it.

Cloud Eye is a multi-dimensional resource monitoring service.

" HUAWEI cLOUD Console a  Biling

— Service List b Cloud Fyd x Q ‘

=) Elastic Cloud Server
Management & Governance

&Y Relational Database Service Cloud Eye

A} Auto Scaling
&) Bare Metal Server

[_] Elastic Volume Service

Figure 5-18 Accessing Cloud Eye
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Step 2 On the Cloud Eye console, in the navigation pane, on the left, choose Server
Monitoring. Click Configure.

Server monitoring provides basic monitoring, OS monitoring, and process monitoring.

Cloud Eye Server Monitoring @ = 7 Usa o Export Data

Step 3 Go to the ECS console, locate ecs-linux, and in the Operation column, click
Remote Login.

Name/ID AZ Y Status Y/ 1P Address Billing Mode Y/ Tag Operation

1 Pay-per-use
Created on

Figure 5-19 Remotely logging in to ecs-linux

Step 4 Run the following command to install the Agent (a Cloud Eye plug-in) on ecs-linux:

cd /usr/local && curl -k -O https://obs.ap-southeast-3.myhuaweicloud.com/uniagent-ap-southeast-
3/script/agent_install.sh && bash agent_install.sh

[rootBecs-linux "I cd ~usrrslocal && curl -k -0 https:/-obs.ap-southeast-3.myhuaweicloud.com uniagent-ap-southeast-3-script-ager
_install.sh &% bash agent_install.sh
# Total # Received » Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
188 3837 a 8 27588 B --i--1-- —-i--i-- —-:i--:-- 27684
# Total # Received » Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
168 9252k 188 9252k [:] 8 27.7M B --ri-—i-- —-i--io— —-i--1-- 27.8M

miagent_1inux_amd64-bin decrypt
miagent_1inux_amd64-bin-updater
miagent_1inux_amd6d-bin-uniagent
miagent_1inux_amd6d- script-
miagent_1inux_amdb4-script-install.sh
miagent_linux_amd64-script-uninstall.sh
miagent_1inuwx_amd6d conf/
miagent_1inux_amd64-conf  conf . json
miagent_1inux_amd64 conf  seelog.xml
urrent user is root.

miagent install to directory( usr-local-uniagent) successfully

Figure 5-20 Installing and configuring the Agent

Step 5 Confirm that the Agent was installed successfully.

If you can see the following information, the Agent is installed successfully.
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/binscurl

ces flag FOUND in _ support_agent_list
Current user is root.

Current linux release version : CENTOS

Start to install telescope...

In chkconf ig

Success to install telescope to dir: susr/localrtelescope.

Telescope process has been already rumming, please use restart command.

Figure 5-21 Agent installed successfully

Step 6 Go to the ECS console. In the ECS list, locate ecs-linux, and in the Operation
column, choose More > Restart.

Name/ID AZ Y Status Specifications/image IP Address Billing Mode Tag Operation

1 vCPUS | 1GIB | s6.small.1 119.13.100.188 1 Pay-per-use

AZ1 | CentOs 7.6 64bit 192.168.1.109 ceatelln

o - Remote Lot More w
8543722 307 447f.8182.08213e - =

Buy Same ECS

Modify Specifications
Change Billing Mode
Delete

Manage Image/Disk  »

Manage Network

Figure 5-22 Restarting ecs-linux

Step 7 Go to the Cloud Eye Server Monitoring page, locate ecs-linux, and click View
Metric in the Operation column to view the running and performance parameters
of ecs-linux.

Disk Read Bandwidth @ Disk Write Bandwidth (&

Figure 5-23 Viewing metrics
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5.2.3.2 Creating an Alarm Rule to Monitor ECS CPU Usage

You can flexibly configure alarm rules and notifications on Cloud Eye to keep track of
resource statuses and performance updates and prevent potential service losses.

Step 1 On the Cloud Eye Server Monitoring page, locate ecs-linux and click Create Alarm
Rule in the Operation column.

A |1eas102188 (EP Runnin Runnin. 033% 30.58% 5.85% View Metric | Create Alarm Rule
) 100075 (Private g 6 : ) ) o -

ecs-linux
8447247-2416-44d0-8261-dcbb434b1415

Figure 5-24 Create Alarm Rule

Step 2 Configure the following parameters and click Create Now.

e Name: Enter an alarm rule name.

e Resource Type: Elastic Cloud Server
e Dimension: ECSs

e  Monitoring Scope: Specific resources
¢ Monitored Object: ecs-linux

e Method: Configure manually

e Alarm Policy: (Agent) CPU Usage (Recommended), Raw data, 3 consecutive
periods, >=2%, Every 5 minutes

e Alarm Severity: Major

< | Create Alarm Rule

Name alarm-test

Description

Resource Type Elastic Cloud Server

Dimension ECSs

Monitoring Scope Specific resources

Monitored Object ecs-linux
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Method Use template Configure manually

Alarm Policy (Agent) CPU Usage (R ¥ || Rawdata v 3 consecutiv.. ¥ = v | 2 % @

2
15
1
A
5 \
v
19:44 20:10 20:36 21:01 2127 21553 22:19 224

W ecs-linux - (Agent)...
Alarm Severity Critical Minor Informational

Alarm Netification

Figure 5-25 Create Alarm Rule

Step 3 Go to the Alarm Rules page and check the status of alarm rule alarm-test.

If Status changes to OK, alarm-test is successfully created.

Name Resource Type /' Monitored Object Alarm Severity 7 Alarm Policy Status Y Last Status Update Operation

Trigger an alarm if (Agent) CPU Usage Raw
- o data »= 2%
slarm-test Elastic Cloud Server EE:W ources Major for 3 consecutive periods. oK View Resource | Disable | More v
° creed Trigger an alarm every 5 minutes again if
the alarm persists.

Figure 5-26 Viewing alarm-test

Step 4 Go to the Server Monitoring page, locate ecs-linux, and in the Operation column,
click View Metric.

ecs-linux 19.13.109.188 (EIP
0.4% 30.79% 5859% View Metric | Create Alarm Rule
84471247-3416-4409-8261-dcbba34b1415 B 100075 (eriva funning Running - ! am

Figure 5-27 Viewing metrics

Step 5 View the CPU usage of ecs-linux.

The current CPU usage does not meet the alarm triggering condition.
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Figure 5-28 OS Monitoring

Step 6 Go to the ECS console, log in to ecs-linux, and increase its CPU usage by running
the following command. (5 to 10 minutes later, you will see that the CPU usage has
been dramaticaly increased.)

| for i in “seq 1 $(cat /proc/cpuinfo |grep "physical id" |wc -1)"; do dd if=/dev/zero of=/dev/null & done |

[root@ecs-linux locall# for i in “seq 1 $(cat sprocsocpuinfo igrep “physical id"” lwec -1)°; do dd if=/devzero of =rdevsnull & dong

[11 1636
gotle

Figure 5-29 Logging in to ecs-linux

Figure 5-30 Fast and dramatic increase of the CPU usage

Step 7 Go to the Cloud Eye console. In the navigation pane on the left, choose Alarm
Management > Alarm History. Refresh the Alarm History page.
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The status of alarm-test changes to Alarm.

Cloud Eye Alarm History &
’ ]
Alarm Fule N Alarr ted Resource Type 7 a Alarm Policy Alarm Severlty T s
Elastic Cloud ser
i dcbas
s 1-debbd

Figure 5-31 alarm-test status being Alarm
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You have now completed the experiment of using Cloud Eye to monitor an ECS.

5.2.4 Viewing ECS Logs

5.2.4.1 Creating a Log Group and Log Stream

Step 1

Log in to the management console, expand the service list, and click Log Tank

Service.

HUAWEI CLOUD

Service List

(&  Elastic Cloud Server Recently Visited Services: Elastic Cloud Server Cloud Eye | Virtual Private Cloud Cloud Trace Service Object Storage Service Scalable File Service
& ational Dat: Senvia .
&b Relational Database Servici Compute Storage Networking Databases
o Elastic Cloud Server Elastic Volume Service virtual Private Cloud GaussDe
U Auto Scaling
Auto Scaling Dedicated Distributed Storage Service Elastic Load Balance Relational Database Service
@&  Bare Metal Server

o o

6}

Elastic Volume Service

Volume Backup Service

> Virtual Private Cloud

Image Management Service
Dedicated Host

Cloud Container Engine
Bare Metal Server

FunctionGraph

Storage Disaster Recovery Service
Cloud Server Backup Service
Cloud Backup and Recovery
Volume Backup Service

Object Storage Service

Virtual Private Network
Direct Connect
Domain Name Service
NAT Gateway

Elastic 1P

Document Database Service
GaussDB NoSQL

Distributed Database Middleware
Data Replication Service

Data Admin Service

I Elastic Load Balance Dedicated Cloud Data Express Service Cloud Connect
©  eastic P Scalable File Service VPC Endpoint Security & Compliance
- Application CDN Anti-DDoS
ServicaStage Management & Governance Advanced Anti-DDoS
Application Orchestration Service Migration Cloud Eye Web Application Firewall

Software Repositary for Container
Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS

Distributed Message Service

Distributed Message Service for Kafka

Cloud Data Migration
Server Migration Service

Object Storage Migration Service

El Enterprise Intelligence

Conversational Bot Service

Identity and Access Management
Cloud Trace Service

Log Tank Service

Tag Management Service

Resource Management

Vulnerability Scan Service
Host Security Service
Container Guard Service
Data Security Center
Database Security Service

Data Encryption Workshop

CloudTable Service

Distributed Me Service for Rabbit. Business Applications Situation Awareness
DAYU G itive Er it Centy
Distributed Message Service for High R. ognitive Engagement Center SSL Certificate Manage!

Data Lake Insight Workspace

simple Message Notification

eiHealth 9 .
Application Performance Management Media Services

Figure 5-32 Accessing LTS

Step 2 Log groups and log streams are basic units for log management in LTS. Before
using LTS, create a log group and log stream. On the LTS console, choose Log

Management in the navigation pane, and click Create Log Group in the upper left.
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Figure 5-33 Creating a log group

Step 3 Give your group a name and choose how many days you want to retain its logs,
and click OK.
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Create Log Group

Log Group Name ‘ lts-group-14 ‘ @

Log Retention Duration 7 @

You can create log groups for free, but charges apply for log read/write,
indexing, and storage. Pricing details

I oK I Cancel

Figure 5-34 Configuring a log group

Step 4 On the Log Management page, click the name of your log group.

Log Stream Name/ID Log Retention Duration Created |5 Created By Operation

Figure 5-35 Accessing a log group

Step 5 On the page displayed, Click Create Log Stream.
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=
ter log stream namefiD Q c
Log Stream Name/ID Created J= Created By Metric Filters Operation

Figure 5-36 Creating a log stream

Step 6 Enter a log stream name and click OK.

Create Log Stream (@

o Ensure that logs are written into a log stream at a rate no larger than 5 MB/s to prevent data
loss

Log Group Name  lts-group-IA

| og Stream Name ‘ lts-topic-lAl ‘ @

Figure 5-37 Configuring a log stream
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5.2.4.2 Installing ICAgent

Step 1 ICAgent is a log collection tool of LTS. Install it in the ECS from which you want to
collect logs. On the LTS console, choose Host Management in the navigation pane,
and click Install ICAgent in the upper right.

s Host Management (7

Host Group Hosts Associated Ingestion Configu- Host 05 T Updated = Operation

Figure 5-38 Accessing the Host Management page

Step 2 Configure ICAgent installation parameters.

. OS: Linux
. Installation Mode: Obtain AK/SK

Install ICAgent

Installation Mode Obtain AK/SK Create an agency

Inherited Batch Installation

1 Step 1: Enter the AK/SK to generate the installation command. How Do | Obtain an AK/SK Pair?

2 Step 2: Copy the ICAgent installation command.

Copy Command

curl http://icagent-ap-southeast-3.obs.ap-southeast-
3.myhuaweicloud.com/ICAgent_linux/apm_agent_install.sh > apm_agent_install.sh && REGION=ap-
southeast-3 bash apm_agent_install.sh -ak U8JOTIS3ITXCPCORCUSG -sk

keayweBt8XOD53P7saPNNjelAQ1Y4RrELIpF6WhG -region ap-southeast-3 -projectid
0c337ab7d780f4402f3ac01940d42a49 -accessip 100.125.4.25 -obsdomain obs.ap-southeast-
3.myhuaweicloud.com;

3 Step 3: Log in to the host as user root and run the copied command. When the message "ICAgent install success" is displayed,
ICAgent is successfully installed. You can then view the ICAgent status on the Agent Management page.

o If the installation fails, uninstall ICAgent, and reinstall it. If re-installation fails, contact technical support X

Figure 5-39 Configuring ICAgent Installation
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Step 3 Copy the command in Step 2 and run it in the ECS. If the following information is
displayed, the installation is successful.

[root@ecs-linux locall# curl http:r/icagent-ap-southeast-3.obs.ap-southeast-3.myhuaweicloud .com/ ICAgent_linux apm_agent_install
lsh > apm_agent_install.sh && REGIDN=ap-southeast-3 bash apm_agent_install.sh -ak UBJATISIITXCPCBRCUSG -sk keayweBt8X0D53P7saPNN
e [AQ)1Y4RrEL1pFoWhE -region ap-southeast-3 -projectid Bc337ab?d?08f 44021 3acB1948d42a49 -accessip 1860.125.4.25 -obsdomain obs.ap-9
putheast-3.myhuaweicloud.com:

# Total # Received » Xferd fAverage Speed Time Time Time Current

Dload Upload Total Spent Left Speed

188 7851 1688 7851 a B 62646 B —-i——i-— ——i——i-- —-i--i-- B2955
jstart to install ICAgent.
begin to dowmload install package from icagent-ap-southeast-3.obs.ap-southeast-3.myhuaweicloud.com.
i R T R R R R R e e e 168 .8

owmload success.
jstart install package.
jstart install ICAgent...
P00 RO 0 A A R T 100 .82
lstarting ICAgent...

ICAgent install success.

[rootBecs-linux localli

Figure 5-40 Installing ICAgent

Step 4 Refresh the Hosts tab under the Host Management page. If the ICAgent status for
the ECS is Running, ICAgent has been installed.

" HUAWEI GLOUD

Li]

Figure 5-41 Viewing the ICAgent status

5.2.4.3 Configuring Log Ingestion

Step 1 On the LTS console, choose Log Ingestion in the navigation pane, click Ingest Log
in the upper right corner, and click Host.

HUAWEI CLOUD

N : -

wole Singapers . ¢ PR — a Tickais ot Swpot | bl L
Log Ingestion

[
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Select Ingestion Type

Host
I%' Configure the paths of the host logs to be collected in a log stream. ICAgent will collect logs based
on the collection configurations and send the logs to LTS,

m Cloud service v
OJU_O LTS supports log ingestion from cloud services. Click a cloud service to configure access to it.

| SDKs/APIs =
<> .
@ You can use LTS SDKs and APls to report logs to LTS.

Figure 5-42 Selecting Host

Step 2 On the Select Log Stream stage, select the log group and log stream you created.
Click Next: Select Host Group.

™ HuawE! cLOUD

Figure 5-43 Selecting a log stream

Step 3 Create a host group. Give the group a name. Select it in the list and go to the next
step.



A

HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers

Page 189

HUAWEI
—
(- B ]
o it x
Q c
Host Group [r—p—— Updnes 1=
[ ==
Create Host Group
# Host Group | Hostgroup |®
* Host 05 Windows
Hosts & Install 1ICAgent & Uninstall lcagent Search by Host IP Address w2 View Selected (1)
Add filters Q
Host Name Host IP Address ICAgent Status \f  ICAgent Versi.. |/ Updated |=
ecs-linux 10.0.0.73 O Running 51278

Figure 5-44 Creating a host group
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Step 4 Configure the collection configuration name and collection paths. Collection paths
are ECS log paths and the source of the logs ICAgent will collect.

Figure 5-45 Configuring the collection

Step 5 Configure the log format and log time, and click OK.

e Log Format: Single-line
e Log Time: System time

.

Submit

Figure 5-46 Configuring the collection

Step 6 Wait a minute to view the ingested logs on the Real-Time Logs tab under a log
stream.

==u|

g

Figure 5-47 Viewing real-time logs

Step 7 Click the Raw Logs tab. Search successful log events and check their context.
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[Lusen ]

Figure 5-48 Searching for raw logs

Congratulations! You have just learnt to view ECS logs.

5.3 Deleting Resources

Step 1 Delete resources, such as ECSs, ECS monitoring settings, alarm rules, cloud service
logs, and VPCs.

Step 2 Check that all resources in the account have been deleted.

5.4 Exercises

Create a Windows ECS.
Configure tracking of operations on the ECS in CTS.
Modify ECS specifications.

H w =

View related traces on the CTS console.
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Comprehensive Exercise: Deploying an
Enterprise Website on HUAWEI CLOUD

6.1 Background

An enterprise intends to deploy their website on HUAWEI CLOUD and they have the
following requirements:

e Database nodes and service nodes are deployed on separate ECSs.
® ECSs are added or removed as incoming traffic changes over time.
® Incoming traffic is automatically distributed across the ECSs.

®  Service statuses are monitored and visualized.

6.2 Solution

Table 6-1 Solution configuration table

Requirement Solution Involved Services

Website setup: Buy ECSs as

Database nodes and service service nodes and RDS ECS
nodes are deployed on instances as database nodes. VPC
separate ECS instances. Use VPC to provide network RDS

resources for ECSs.

Feature configuration: Use AS
ECSs are scaled in or out as | to scale in or out ECSs created
service traffic changes over from the image of a service AS, IMS
time. node as required to ensure
stable, efficient services.

Feature configuration: Use ELB
to automatically distribute

Service traffic is

automatically distributed . . . ELB
across the ECSs incoming traffic across the
' ECSs for better fault tolerance.
Service statuses are Feature configuration: Use Cloud Eve
monitored and visualized. Cloud Eye to monitor services. y
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\

AS ECS ECS ECS RDS

. AP-Singapore Ry

Figure 6-1 Solution topology

6.3 Preparations

6.3.1 Logging In to HUAWEI CLOUD
Step 1 Visit the HUAWEI CLOUD official website and click Log In in the upper right corner.
x& HUAWEI CLOUD Search Q Intl-English v Contact Sales  After-Sales Ccnsote

About Us v Products v Solutions ¥ Pricing v Marketplace ¥ Learn v Partners v Careers More v

Huawei laaS Ranks No. 4 in the :
Emerging Asia Pacific Market .
Figure 6-2 Visiting the HUAWEI CLOUD official website

9

Step 2 On the login page, click HUAWEI CLOUD Account, enter your account and
password, and then click Log In.


https://www.huaweicloud.com/intl/en-us/

A
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Free Packages

Register with HUAWEI CLOUD to Get Free Packages

6.3.2 Creating a VPC

Step 1

Step 2

e

Log in to HUAWEI ID

Figure 6-3 Logging in to the HUAWEI CLOUD official website

Switch to the management console, and select the AP-Singapore region. In the left

navigation pane,

HUAWEI CLOUD

Service List

Elastic Cloud Server

Relational Database Service

Auto Scaling

Bare Metal Server

Elastic Volume Service

Volume Backup Service

Virtual Private Cloud

Elastic Load Balance

Elastic IP

Recently Visited Services: Elastic Cloud Server

Compute

Elastic Cloud Server

Auto Sealing

Image Management Service
Dedicated Host

Cloud Container Engine
Bare Metal Server
FunctionGraph

Dedicated Cloud

Application
ServiceStage

Application Orchestration Service
Software Repository for Gontainer
Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS

Distributed Messaae Service

Cloud Eye | Virtual Private Cloud

Storage

Elastic Volume Service

Dedicated Distributed Storage Service
Storage Disaster Recovery Service
Gloud Server Backup Service

Cloud Backup and Recovery

Volume Backup Service

Object Storage Service

Data Express Service

Scalable File Service

CDN

Migration

Gloud Data Migration
Server Migration Service

Object Storage Migration Service

El Enterprise Intelligence

Cloud Trace Service

X

X

Object Storage Service

choose Service List > Networking > Virtual Private Cloud.

Billing

Scalable File Service «

Virtual Private Cloud
Elastic Load Balance
Virtual Private Network
Direct Gonnect
Domain Name Service
NAT Gateway

Elastic IP

Cloud Connect

VPC Endpoint

Management & Governance

ServiceTickets

Gloud Eye

Identity and Access Management
Cloud Trace Service

Log Tank Service

Taa Management Service

D:
X GaussDB
X Relational Database Service x

Document Database Service
GaussDB NoSQL

Distributed Database Middleware
Data Replication Service

X Data Admin Service

Security & Compliance

Anti-DDoS
Advanced Anti-DDoS

Web Application Firewall
Vulnerability Scan Service
Host Security Service
Container Guard Service
Data Security Center

Database Security Service

Figure 6-4 Switching to the VPC console

Click Create VPC.
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HUAWEI

Figure 6-5 Creating a VPC

Step 3 Configure the parameters as follows, and click Create Now.

e Region: AP-Singapore
e Name: vpc-mp (Change it as needed.)
e Retain the default settings for other parameters.

< Create VPC ®

Basic Information

Region @ AP-Singapore
s are region-specific and cannot be used across regions through internal network connections. For low network
| Name vpemp
IPv4 CIDR Block 192 |- 168 | - - YA -
Recommended: 10.0.0. 16.0.0/12-24 (Select)
Advanced Settings ~ Tag
Default Subnet
Name subnet-mp ‘ |
IPv4 CIDR Block 0 /| 24« | (@ Avallable IP Addresses: 251
1Pv6 CIDR Block Enable @
Associated Route Table Default ()
Advanced Settings  « Gateway DNS Server Address Tag Description

@ Add subnet

Free

Step 4

" HuAWEI cLOUD

Figure 6-6 Configuring the VPC

View the created VPC in the VPC list.

= Network Console

Virtual Private Cloud &

1Pué CIDR Block Statis Subnets Route Tables  Operation
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Figure 6-7 Viewing the VPC

6.3.3 Creating and Configuring a Security Group

Step 1 On the Network Console, choose Access Control > Security Groups and create a
security group.

etk Cuncte Security Groups @) 57 Quick Unks

Name Create Security Group wances  Descrption Operation

Figure 6-8 Creating a security group

Step 2 Click the security group name.

Metwork Console Security Groups @

Figure 6-9 Viewing the security group

Step 3 Click Inbound Rules and then Add Rule to add an inbound rule with the following
parameter settings:

e  Protocol & Port: All
e |P address in Source: 0.0.0.0/0
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Add Inbound Rule Learn more about security group configuratior

© inbound rules allow incoming traffic to instances associated with the security group.

Protocol & Port @ Type Source @ Description Operation
All v IP address v
IPvd ¥ Operation =
| 0.0.0.0/0
® Add Rule

Figure 6-10 Adding an inbound rule

6.3.4 Buying an ECS

Step 1 In the service list, choose Compute > Elastic Cloud Server.

HUAWEI CLOUD

HUAWE

Service List > Q

Elastic Cloud Server Recently Visited Services: Virtual Private Cloud Elastic Cloud Server Relational Database Service Log Tank Service
&%  Relational Database Service Compute Storage Networking
. Elastic Cloud Server ) | Elastic Volume Service Virtual Private Cloud
JUY Auto Scaling
Auto Scaling , | Dedicated Distributed Storage Service Elastic Load Balance
@&  Bare Metal Server o o ) )
Image Management Service Storage Disaster Recovery Service Virtual Private Network
T] Elastic Volume Service Dedicated Host Cloud Server Backup Service Direct Connect
- Cloud Container Engine Cloud Backup and Recovery Domain Name Service
[El velume Backup Service
Bare Metal Server ) | Volume Backup Service ) | NAT Gateway
& Virtual Private Cloud _ _
FunctionGraph Object Storage Service Elastic IP
. Elastic Load Balance Dedicated Cloud Data Express Service Cloud Connect
P ) Scalable File Service VPC Endpaint
R Elastic IP
Application CDN
ServiceStage Management & Gove!
Application Orchestration Service Migration Cloud Eye

Figure 6-11 Acessing the ECS console

Step 2 Click Buy ECS and set the following parameters.

Basic settings:

e Billing Mode: Pay-per-use
e Region: AP-Singapore

e AZ:Random
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® CPU Architecture: x86

® Specifications: General computing, s6.small.1 1 vCPUs | 1 GB
e Image: Public image, CentOS 7.6 64bit (40 GB)

e System Disk: High 1/0, 40 GB

Poy-per-ise

Figure 6-12 Configuring basic settings

Network configuration:

e Network: Select the VPC you have created.

e Security Group: Select the security group you have created.

e EIP: Auto assign, Dynamic BGP, Billed by Bandwidth, 2 Mbit/s

Network vpc-mp(192.168.0.0/16) ¥ | C | subnet-mp(192.168.0.0/24) v | C | Automatically-assigned IP address ¥ | Available private IP addresses: 247 (3)
Create VPC

Extension NIC ® Add NIC NICs you can

Security Group sg-mp (d1d60d73-900¢-4e1c-b6f7-a7ddssd7aaos) v | C Create Security Group @

Security Group Rules

Ep (® Auto assign Use existing Not required ()

Greater than or equal to 99.95% service availability rat

iled By 7 Bandwidth i Traffic Shared bandwidth
- For heavy/stable traffic Far light/sharply fluctuating tra For staggered peak hours
+.Fé.’:'i:"\'-"‘::: figurable ma.

Bandwidth Size 1 — 5 10 100 200 Custom | — 2 + | T

arge traffic of 20 GB per month. Learn more

Figure 6-13 Configuring network

Advanced settings:

e ECS Name: ecs-mp (Change it as needed.)
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® Login Mode: Password, for example, Huawei@123!
e Cloud Backup and Recovery: Not required

Figure 6-14 Configuring advanced settings

Step 3 Confirm the configuration, select | have read and agree to the Service Level
Agreement and Image Disclaimer, and click Buy Now.

(2) configure Basic Settings 2) Configure Network 3) Configure Advanced Settings O confirm
Configuration Basic 2
Sing Azl
puting | s6.smalL1 | 1 vCPUs | 1GiB Cent0S 7.5 64bit H Basic (free)
High I/0, 40 Gi&
Network 2
pC-mp(192.1680.0/16) default c subret-mp(192.168.0.0/24)
Dynamic BGP | Billed By: Bandwidth | Bandwidth: 2 Mbit/s
Advanced £
e !
Quantity 1 +
Agl it Ih d totl L

Figure 6-15 Confirmation

Step4  View the purchased ECS in the ECS list.

Name/ID a4 Status 77 Specifications/Image IP Address Tog Operation
14CPUS | 1GiB | s6.small1 50.138.8370 (EIP) 2 Mbitss
A ning og
06e-4520-ac3e-821 983685680 o Running CentOs 7.6 64bit 192.166.0.102 oo

Figure 6-16 Viewing the ECS in the list

Step 5 An EIP has been bound to the ECS. To enhance ECS login security, you are advised
to set the ECS login mode to key pair. For details, see Access to the Internet with an
EIP.

6.3.5 Buying an RDS DB Instance

Step 1 Go back to the service list, and choose Database > Relational Database Service.
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’ HUAWEI CLOUD

Step 2

Step 3

Service List >

) Elastic Cloud Server Recently Visited Services: Elastic Cloud Server virtual Private Cloud Relational Database Service Log Tank Service | Cloud Eye | Cloud Trace Service
Relational Database Service Compute Storage Networking Databases
Elastic Cloud Server |} Elastic Volume Service X virtual Private Cloud I § GaussDB
Auto Scaling
i Dedicated D Elastic Load Balance Relational Datab:
) Bare Metal Server
Image Management Service Storage Disaster Rec virtual Private Network Document D,
Elastic Volume Service Dedicated Host Cloud Server Backup Direct Connect GaussDB NosQL
Cloud Backup an ame Service Distributed Datal
Volume Backup Service
X Volume Backup Service X Data Replication Serv
) Virtual Private Cloud N
FunctionGraph Obje torage S Elastic IP 8 Data Admin Service
Elastic Load Balance Dedicated Cloud Cloud Connect
al VPC Endpaint Security & Compliance
) Elastic IP ) N
Application con Anti-DDoS
Management & Governance Advanced Anti-DDoS
Migration Cloud Eye ewall

Vulnerabl

Cloud Data Migration Identity and Access Management y Scan Service

Cloud Service Engine igration Service Cloud Trac Host Security Service

Cloud Service £ Object Storage Migration Service

Log Tank Service r Guard Service

Tag Management Service y Cente:

El Enterprise Intelligence Resource Management Database Security Service
Conversational Bot Service ion Workshop

CloudTable Service I
Situation Awareness

Business Applications

Figure 6-17 Acessing the RDS console

Click Buy DB Instance.

" HuaweEl cLOUD

Relational Database Service (2

o natatio row T

Name/io |= Desciption Dilestanc. IS DB Engine Venion J= status C

g Mode Ficating IF Address

Opeation

Figure 6-18 Buying a DB instance

Set the parameters as follows and click Next.

Billing Mode: Pay-per-use
Region: AP-Singapore

Instance parameters: rds-name (customizable), MySQL, 8.0, Primary/Standby,
Ultra-high 1/O

Performance specifications: General-enhanced Il, 2 vCPUs | 4 GB. Determine the
specifications based on real-world service requirements.

VPC, Security Group, and Password: Select the VPC and security group you have
created. Set the password, for example, Huawei!@#S$.

Retain the default settings for other parameters.
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Billing Mode Yearly/Monthiy ®

Region APSingapore v

DB Instance Name rds-mp @

— em)
08 rance e @ =

DB Engine Versi

- - -
o -

Storage Type

Frimary AZ

Time Zone UTC+08:00 Beifing, Chongaing, Hong K. =

Figure 6-19 Configuring a DB instance

General-enhanced General-enhanced II

Instance Class (@)

VCPU | Memory Maximum Connections
(®) 2vCPUs|4GB 1,500
2vCPUs |8 GB 2,500
4vCPUS | 8 GB 2,500
4vCPUS | 16 GB 5,000
8 VCPUs | 16 GB 5,000
8 VCPUs | 32GB 10,000

ations  General-enhanced Il | 2 vCPUs | 4 GB, Maximum Connections: 1500, TPS/QPS: 82 | 9526

40 +| @

Storage Space (GB)

ackup space is used up, cha

Disk Encryption

@ Felationship am

TPS/QPS (D)

4829526
63212223
962 19,849
1,380 | 25,321
1,082 | 38,252

2,622 50,654

plied based on the OBS pricing details

vec @ | vpemp v | C | subnet-mp(192.168.0.0/24) ~lc

View In-use IP Address

After the RDS Instance s created, the VPC cannot be changed. ECSs in different vPCs

Database Port

The the primary DB Instance
Security Group ®| 50-mp > | C view security Gronp |
Figure 6-20 Configuring a DB instance
Details

3389, B0; ICMP/ | Outbound: —)

Defaulz-Mys
Case Inser

Figure 6-21 Confirmation

C, go to the VPC console. Available Priv

Quantity
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Step 4 Confirm the configuration, and click Submit. Go to the RDS DB instance list, and
wait for the creation to complete, which takes 6 to 10 minutes.
Figure 6-22 Viewing the DB instance
Step 5 Click the DB instance name to view its floating IP address.

DB Information

Page 202

rismp 2 3 e580d1€7400345058c0bb23ea0fda66in0 1 [
-2 MysQL 8021
@ 0200—-06:00 Change Prim
rdsmysqlc6large2ha | 2 vCPUs | 4GB Change ni-syn
¢ & t Reset P d
®
C Informati ™ Storage Space
1021680104 [ Change pe-mp
e ® Ultra-high @ Not encrypted
—
1500 sgmp 2
Billing Information Backup Space
Pay-per-use Change ®

@ o
@0

Figure 6-23 Viewing the floating IP address of the DB instance

6.4 Setting Up the Linux, Apache, MySQL, PHP (LAMP)
Environment

6.4.1 Installing LAMP

Step 1 Go back to the ECS console and click Remote Login in the Operation column of
the purchased ECS.
Figure 6-24 Remotely logging in to the ECS
Step 2 In the VNC window, enter the username (root for Linux ECSs by default) and

password for login.



HUAWEI HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 203

[rootPecs-mp ~ 1

Figure 6-25 Logging in to the Linux ECS

Step 3 Run the following command to install LAMP and enable the services you will need:

| yum install -y httpd php php-fpm php-server php-mysgl mysql

Local Cursor Send CiriAitDel [[ Input Commands
X

7 (Core) Copy Commands
9.8-1168.15.2.€17.x86_64 on an xB6_64

Copy and pasts 0 the text box. Up to 2000 characters are
allowed. Non-s yboard characters are not supported.
1

in: root

yum install -y httpd php php—fpm php-
Helcome to Huawei Cloud Service server php-mysql mysql

rootecs-mp "1

194112000

[send] [Clear |

Figure 6-26 Installing LAMP

If Complete! is displayed, LAMP has been successfully installed.

Ilnstal led:
hitpd .xbb_B3 W2, 4. 0-0d. ely . centos mariadb . =Hb_bd 1:5.5.65-1.els  php.
php-mysgl . xB86 64 B:5.4.16-48.17

ncy Installed:
bt H:l 4. H-5.e1
zip.x6 64 BB 18.1-8.217
phip —Commomn 6 64 8:5.4.16-48 .17

lependency Updat
mariadhb-11hs .3

omp lete t

Figure 6-27 Installation succeeded

Step 4 Configure httpd:

| vim /etc/httpd/conf/httpd.conf
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* HTTP serwver cr
= that gi
in here without under
s or reminders
T .
L is g
will be
", where as '
‘Root: The top of the directory tree under which the server’s
uration, error, and log files are kept.
Do not add a sl path. If you point
" ify a local d he

e, file-has mut : are used.  If you w hare the

ot for multiple hitpd 4 you will need to change at

cohttpd”

you to
of the
# Dynamic Shared Object
1
it To be able use the
Step 5

Step 6

In the configuration file, press Shift+G to go to the last line of the configuration
file, press | to enter the editing mode, move the cursor to the end of the
configuration file, and press Enter. Then copy and paste the following content:

| ServerName localhost:80

# Supplemental conf iguration
b |

# Load config Files in the °
Inc ludelot ional conf
serverdame localhos

Figure 6-29 Configuring HTTP ports

wetoshttpdsoont .4 directory, iF amy.
‘3 conf

Press Esc to exit the editing mode, enter :wq, and press Enter to save and exit the

configuration file.
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Supplemental conf iguration

Load config Files in the “"setocshttpdsconf .d” directory, if any.

Includelpt ional conf .d-~=.conf
gerverfame localhost 88
: LA

Figure 6-30 Saving and exiting

Step 7 Run the following command to download the WordPress installation package:

| wget -c https://wordpress.org/wordpress-4.9.10.tar.gz

If wordpress-4.9.10.tar.gz is displayed, the WordPress installation package has been
downloaded.

[rootBecs-mp ~1# wyet -c https:/ wordpress.orgswordpress-4.9.18.tar.gz
-Z2821-87-18 81:55:54-- htips:/ wordpress.orgswordpress-4.9.18.tar.gz
fesolving wordpress.ory (wordpress.org)... 198.143.164.252
omecting to wordpress.org (wordpress.org)il98.143.164.2521:443... comected.
TTP request sent, awaiting response... 288 0K
ength: 8744264 (8.3M) [applicationsoctet-streaml
Baving to: ‘wordpress-4.9.18.tar.gz’

3.94MBss in 2.1s

h5:57 (3.94 MBrs) - ‘wordpress-4.9.18.tar.gz’ saved [8744264-87442641

[root@ecs-mp “1# _

Figure 6-31 Downloading WordPress installation package

Step 8 Run the following command to decompress the WordPress installation package to
the /var/www/html directory:

| tar -zxvf wordpress-4.9.10.tar.gz -C /var/www/html

The command output similar to the following is displayed.

wordpressswp-admins js-code-editor .min. j=
wordpress wp-admin/ js-set-post-thumbnail. js
wordpress/wp-adminsopt ions-permal ink. php
wordpress/wp-admin widgets. php

wordpress wp-adminssetup-conf ig. php
wordpressswp-adminsinstall. php

wordpress wp-admin-sadmin-header . php

wordpressWp-adminspost-new. php
wordpress/wp-adminsthemes . php
wordpress wp-admin-sopt ions-reading . php
wordpress-wp-trackback. php
wordpress-wp-comments-post. php
[rootlecs-mp ~1# _

Figure 6-32 Decompressing the WordPress installation package
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Step 9 Run the following command to grant the read and write permissions to the
directory where the file is located:

| chmod -R 777 jvar/www/html

[rootPecs-mp " 1# chmod -R 777 rvar/washtml

[root@ecs-mp ™ 1#

Figure 6-33 Granting permissions to the directory

Step 10 Run the following command to enable httpd:

| systemctl start httpd.service

[rootPecs-mp " I# systemctl start httpd.service

[rootPecs-mp ~ 1#
Figure 6-34 Enabling httpd

Step 11 Run the following command to enable php-fpm:

| systemctl start php-fpm.service

[rootP@ecs-mp 1 systemctl start php-fpm.service

[rootPecs-mp ~ 1t

Figure 6-35 Enabling php-fpm

Step 12 Run the following command to check the httpd status, which should be active
(running) and highlighted:

| systemctl status httpd
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[rootPecs-mp ~1# systemctl status httpd
m httpd.service - The Apache HTTP Server

Loaded: loaded (rusrslibrssystemdssystemshttpd.service: disabled: vendor preset: dizabled)

fAictive: active (rumning) since Sun 2821-87-18 BB:58:18 CST: 38s ago

Docs: man:httpd(8)
man :apachect1(8)

Main PID: 1656 (httpd)

Status: "Total requests: B; Current requestss/sec: B; Current traffic: 8 Brssec”

CGroup: ~system.sliceshttpd.service

1656 susrrssbinshttpd -DFOREGROUND

1658 ~usrrsbinshttpd -DFOREGROUND

1659 ~usrrshbinshttpd
1668 ,usr/shinshttpd
1661 susrrsshbinshttpd
1662 susrrsshbinshttpd

-DFOREGROUND
~DFOREGROUND
-DFOREGROUND
-DFOREGROUND

ecs-mp systemd[1]: Starting The fApache HTTP Server...
ecs-mp systemd[1]: Started The Apache HTTP Server.
~ 1

Figure 6-36 Checking the httpd status

Step 13 Run the following command to check the php-fpm status, which should be active
(running) and highlighted:

| systemctl status php-fpm

[rootPecs-mp ~1# systemct]l status php-fpm
1 php-fpm.service - The PHP FastCGI Process Manager
Loaded: loaded (~usr-lib-systemd- system-php-fpm.service: disabled; wvendor preset: disabled)
Active: active (rumning) since Sun ZBZ1-87-18 B8:58:23 CS5T: 5Z= ago
Main PID: 1669 (php-fpm)
Status: "Processes active: B, idle: 5, Requests: B, slow: B, Traffic: Breg-sec”
CGroup: ~system.slicesphp-fpm.service
1669 php-fpm: master process (vetc.php-fpm.conf)
1671 php-fpm: pool was
1672 php-fpm: pool wa
1673 php-fpm: pool was
1674 php-fpm: pool wa
1675 php-fpm: pool wa

ecs-mp systemd[1]1: Starting The PHP FastCGI Process Manager. ..
ecs-mp systemd[1]: Started The PHP FastCGI Process Manager.

Figure 6-37 Checking the php-fpm status

Step 14 Run the following command to make httpd automatically start at boot. If
information similar to what shown in the figure is displayed, httpd has been
configured to automatically start at boot.

| systemctl enable httpd

[rootBecs-mp ~1# systemctl enable httpd
reated symlink from setc/systemd/system/multi-user.target.wants/httpd.service to susrslibssystemd/system httpd.service.

[rootBecs-mp ~1# _

Figure 6-38 Setting httpd to start upon system startup

Step 15 Run the following command to configure php-fpm automatically start upon system
boot. If information similar to what shown in the figure is displayed, php-fpm has
been configured to automatically start upon system boot.
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| systemctl enable php-fpm

[root@ecs-mp ~1# systemctl enable php-fpm

Created symlink from ~setcssystemd/systemmulti-user.target.wants/php-fpm.service to +usr/libssystemd/system/php-fpm.service.
[rootBecs-mp ~ 1t

Figure 6-39 Setting php-fpm to start upon system startup

Step 16 In the browser, access the EIP bound to the ECS. If the following figure is displayed,
LAMP has been installed.

€ C AR 1591388370 L » 2

This page is used to test the proper operation of the Apache HTT after it has
been installed. If you can read this page it means that this site is working properly. This
server is powered by CentOS.

Just visiting? Are you the Administrator?
The website you ncing You should a Jr website conter the direct

problems or is un

Promoting Apache and CentOS

on Apache and Cent
Apache and CentO

-
Figure 6-40 Checking environment installation

6.4.2 Creating a Database for WordPress

Step 1 Go back to the RDS console and click Log In in the Operation column of the
created RDS MySQL database instance.

NamefiD J= Descriptios 0B Insta IZ DB Engine version J= status Silling Mode Floating 1P

Vi

Figure 6-41 Logging in to the DB instance

Step 2 Enter the username (root by default) and password (you set when purchasing the
RDS instance). Select Remember Password, enable Collect Metadata Periodically
and Show Executed SQL Statements. If the connection test is successful, click Log
In.
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Instance Login Information

DB Instance Name rds-mp DB Engine Version MySQL 8.0
" Login Username root
" Password Test Connection Connection is successful

Remember Password Select to remember your pa 1in an encrypted form. Otherwise, the

metadata collection function cannot be enabled.

Collect Metadata

periodically @

Show Executed SQL

Staternents @

Figure 6-42 Instance Login information

Step 3 On the top menu bar, choose SQL Operations > SQL Window, as shown in the
following figure. Delete the default content in the command line under SQL
Window.

%, cunent Datscass information_schema = Masior Instance Name: rdsmp | 15216201542005 | Charscler Seb w2 Save Executed S0L Ststsments &

= = Time sOLStatement Dumtin Result

Figure 6-43 Selecting SQL Operations

Step 4 Enter the following SQL statement and click Execute SQL. If the following
information is displayed, the database for WordPress has been created.

| create database wordpress
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SQL Window x

_-‘.'-\ Current Database:information_schema = Master Switch SQL Execulion Node Instance Name: rds-mp 192.168.0.194:3306 Character Set:  utfg
. " & Tune SQL B Format SQL (F9) 8 Execute SQL Plan (F6 SQL Favorites V'
Dalabase. information_sch.
— o
o | G

=T ADMINISTRABLE_ROLE_AU

T APPLICABLE_ROLES

T CHARACTER_SETS

ZF CHECK_CONSTRAINTS
ATION_CHARACTER_£

ZF COLLATIONS

ecuted SOL Statem essages
=T COLUMN_PRIVILEGES Executed SOL Statements  Messages

-------Execute----

T COLUMNS

to be executed: 1

ZF COLUMNS_EXTENSIONS
SF ENABLED_ROLES [E;
T ENGINES

Ssfully. Time required: [12ms.]
T EVENTS

»
»
»
»
»
»
»
» T COLUMN_STATISTICS
»
»
»
»
»
»
»

ZF INDEX_STATISTICS

Figure 6-44 Creating a database

6.4.3 Installing WordPress

Step 1

Step 2

In the address box of the browser, enter http://ECS E/P/wordpress to access the
WordPress installation wizard.

C AR 1591388370, press/wp-admin/setup fig.phg e

Figure 6-45 Opening the WordPress installation wizard

Click Let's go!. in the displayed page, enter the database access information, and
click Submit.

Database Name: wordpress

Username: root

Password: Enter the password you set.

Database Host: Enter the database floating IP address and port number obtained in
step 4 of section Buying an RDS DB Instance.

Table Prefix: Retain the default settings.
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159.138.83.70/wordpress/wp-admin/setup-config.php?step=1

Below you should enter your database connection details. If you're not sure about these, contact your host.

Database Name wordpress
Username root
Password

Database Host 192.168.0.194:3308
Table Prefix wp,
Submit

The name of the database you want to use
with WordPress.

Your database username.

Your database password.

You should be able to get this info from your
web host, if localhost doesn’t work.

f you want to run multiple WordPress

installations in a single database, change this.

Figure 6-46 Configuring the connection between WordPress and the database

Click Run the installation.

159.138.83.70/wordpress/wp-admin/setup-config.php?step=2

All right, sparky! You've made it through this part of the installation. WordPress can now communicate with your

database. If you are ready, time now to...

Run the installation

Figure 6-47 Run the installation

Set Site Title, Username, Password, and Your Email, and click Install WordPress.
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159.138.83.70/wordpress/wp-admin/install.php?language=en_US

Welcome

Welcome to the famous five-minute WerdPress installation process! Just fill in the information below and you'll
be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Don’t worry, you can always change these settings later.
Site Title HCIA

Username admin

Usernames can have anly alphanumeric characters, spaces, underscores, hyphens, periods, and the
@ symbol.

Medium

Important: You will need this passward to log in. Please store it in a secura location

Your Email

Double-check your email address before continuing.
Search Engine O Discourage search engines from indexing this site
Visibility It is up to search engines to honar this request.

Figure 6-48 Install WordPress

159.138.83.70/wordpress/wp-admin/install.php?step=2

Success!

WordPress has been installed. Thank you, and enjoy!

Username admin
Password Your chosen password.
Log In

Figure 6-49 Installation succeeded

Step 3 Enter the user name and password on the displayed login page. Then, click Log In.
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Username or Email Address
admin

..........

LEE R L RN R NN

Remember Me

Figure 6-50 Logging in

Dashboard

Welcome to WordPress!

a+mz

AtaGlance

AAAAAAA

Figure 6-51 Login succeeded

Now the initial configurations of the WordPress website server and its back-end database
instance are complete. Next, we will configure ELB and AS for the WordPress website server.

6.5 Achieving High Availability for Web Servers

To ensure high availability, enterprises usually deploy their applications on more than one
server, use ELB to distribute incoming traffic across these servers, and use AS to scale in or
out servers on demand. In this exercise, we will use the website you built in the preceding
exercise as an example to describe how you can configure ELB to distribute incoming traffic
across the web servers, and we will use AS to improve the availability of the website.
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6.5.1 Creating a Shared Load Balancer

Step 1

On the management console, hover on the upper left to display Service List and
choose Networking > Elastic Load Balance.

HUAWEI CLOUD

E Service List

=)  Elastic Cloud Server

Relational Database Service

[0 Auto Scaling

»  Bare Metal Server

Elastic Volume Service

Volume Backup Service

) Virtual Private Cloud

Elastic Load Balance

) ElasticIP

Click Buy Elastic Load Balancer.

" HUAWEI CLOUD

Network Console

© Weve just b

Configure the parameters as follows and click Next.

Type: Shared

Load Balancers ()

Recently Visited Services: Elastic Cloud Server

Compute

Elastic Cloud Server

agement Service
Dedicated Host

Cloud Container Engine

Bare Metal Server
FunctionGraph

Dedicated Cloud

Application

ServiceStage

Application Orchestration Service

Software Repasitory for Container

Cloud Service Engine

Relational Database Service

Storage

Elastic Volume Service

Dedicated Distributed Storage Service

Storage Disaster Recovery Service

Cloud Server Backup Service
Cloud Backup and Recovery

Volume Backup Service

a
CDN
Migration

Cloud Data Migration

Server Migration Service

Virtual Private Cloud

Q

Networking

Virtual Private Cloud

Elastic Load Balance

Virtual Private Network

Direct Connect
Domain Name Service

NAT Gateway

Elastic IP
Cloud Connect
VPC Endpoint

Management & Governance

Cloud Eye

Identity and Access Management

Cloud Trace Service

Figure 6-52 Accessing Elastic Load Balance

Figure 6-53 Buy Elastic Load Balancer

Region: AP-Singapore

Network type: Public network
VPC: the VPC and subnet you created

EIP: New EIP, Dynamic BGP, 2 Mbit/s
Name: elb-mp (Change it as needed.)

Log Tank Service

Cloud Eye Cloud Trace Service

Databases
) § GaussDB

Relational Di
Document D
GaussDB No|
Distributed [
Data Replica

Data Admin

Security &
Anti-DDoS

Advanced A

Web Applica
Vulnerability

Host Security
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* Region Q AP-Singapore hd

ic areas isolated from each other. Resources are region-specific and cannot be used across regions through internal network connections. For

# Network Type Public network Private network @

* VPC vpcmp ~ | ¢ View VPC
% Subnet subnet-mp (192.168.0.0/24) ~ C View Subnet Available private IP addresses: 247
% Private IP Address Automatically-assigned IP ... ¥
* EIP (®) New EIP Use existing (%)
* EIP Type Dynamic BGP
# Billed By 7 Bandwidth A Traffic
For heavy/stable traffic For light/sharply fluctuating traffic
Billed based on usage duration and bandwidth size

* Bandwidth 1 _ 5 10 100 200 Custom | — 2 + | The value ranges from 1 to 2,000 Mbit/s.

Free Anti-DDoS protection

* Name elb-mp ‘

Advanced Settings w Description Tag

Figure 6-54 Configuring parameters

Step4  Confirm the configuration and submit your request.

Resource Configuration Billing Mode Quantity Subtotal
Singapore
elb-mp

Public network

veC vpe-mp
Elastic load balancer - 1 Free
Type Shared
Subnet subnet-mp (192.168.0.0/24)
Tag
De:
Elp EIP Type Dynamic BGP Pay-per-use 1 Free
Bandwidth Size 2 Mbit/s
Bandwidth Pay-per-use 1 $0.048 USD/hour
Billed By Bandwidth

Figure 6-55 Confirming the configuration

Step 5 Go back to the load balancer list and ensure that the load balancer is in the
Running state.
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Name Status Type 1P Address and Network Listener (Frontend Protocol/Port) EIP Billing Information Billing Mode Operation

192168033
vpemp

Figure 6-56 Viewing the load balancer

Step 6  Click the name of the load balancer. Under Listeners, click Add Listener. Configure
the name, protocol, and port for the listener.

< ebmp € Running
Basic Information Listeners Backend Server Groups Monitoring Access Logs Tags

Add Listener . *
Add Listener

Name -

Frontend Protocol/Pgrt Tce > || e

tain Client IP Address [©)

Figure 6-57 Adding a listener

Step 7 Click Next, configure the backend server group, and click Finish.

¢ Name: listener-mp (Change it as needed.)
o Health Check: disabled

®  Remain the default settings for other parameters.
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Backend Server Group Create new Use existing
Name Server_group-mp

Backend Protocol

Load Balancing Algorithm Weighted round robin | @

Sticky Session @

Health Check Configuration
Enable Health Check (7)

Figure 6-58 Configuring a backend server group

Now that the ELB configuration is complete, we need to configure some backend servers
for AS. They will be added to or removed from the backend server group based on how
much traffic there is. Before you configure AS, create a private image on the IMS console.
This image will be used by the system to create these ECSs.

6.5.2 Creating an Image

Step 1 Go back to the ECS console, locate the ECS you created, and choose More > Stop in
the Operation column.

" HUAWEI cLOUD

Figure 6-59 Stopping the ECS

Step 2 Go back to the service list. Under Compute, click Image Management Service.
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HUAWEI C!
Huswe
= Sservice List > Q
& Hlastic Cloud Server Recently Visited Services: Image Management Service Elastic Cloud Server Elastic Load Balance Relational Database Service
H_’—;‘, Relational Database Service Compute Storage Networking
Elastic Cloud Server , ) Elastic Volume Service Virtual Private Cloud

I Auto Scaling
Auto Scaling | Dedicated Distributed Storage Service

(&) Bare Metal Server

Image Management Service Storage Disaster Recovery Service

m Elastic Volume Service Dedicated Host Cloud Server Backup Service
— Cloud Container Engine Cloud Backup and Recovery
=) volume Backup Service e an pane !

Bare Metal Server , ) Volume Backup Service

& Virtual Private Cloud .
FunctionGraph Obj

ct Storage Service

J.  Elastic Load Balance Dedicated Cloud Data Express Service

— Scalable File Service
(B} ElasticIp
Application CDN

ServiceStage
Application Orchestration Service Migration

software Repository for Container Cloud Data b

Elastic Load Balance
Virtual Private Network
Direct Connect
Domain Mame Service
NAT Gateway

Elastic IP

Cloud Connect

VPC Endpoint

Management & Governance
Cloud Eye

Identity and Access Management

Figure 6-60 Accessing Image Management Service

Step 3
e Type: System disk image
e Source: the ECS you created

e Name: ims-mp (Change it as needed.)

Image Type and Source

* Type Systern disk im; Full-ECS image

# Source ECS BMS Image File

Data disk image 1SO image

Click Create Image and configure the parameters as follows:

» Only ECSs in the running or stopped state can be used to create private images.

= Before creating an image, configure and optimize the ECS. Ensure Cloud-Init is installed if the ECS runs Linux and Cloudbase-Init is installed if the

ECS runs Windows. Learn more

» Do not perform any operation on the selected ECS or associated resources when an image is being created.

All statuses - v Q
Name os Status Private IP Address Created

v Centos 7.6 64bit ® stopped 192.168.0.238
v ecs-linux CentOS 7.6 64bit Running 100075

Selected: ecs-mp | OS: CentOS 7.6 64bit | System Disk: High 170 | 40 GB

Buy ECS

Image Information
Encryption Unencrypted @
& Name | | ims-mp | |

Figure 6-61 Configuring parameters

Step 4

Click Next, confirm the configuration, and click Submit.

Virtual Private

<
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Step 5 Wait until the image status becomes Normal. Then, switch back to the ECS console,
and start the ECS.

Figure 6-62 Viewing the created image

6.5.3 Configuring AS

Step 1 Go back to the service list. Under Compute, click Auto Scaling.

., HUAWEI CLOUD e @ Singapore
= senvice List > Q
Elastic Cloud Server Recently Visited Services: Elastic Cloud Server Image Management Service Elastic Load Balance Relational Database Service Virtual Private Cloud Lc
£ Relational Database Service Compute Storage Networking Databases

o ] ! Elastic Volume Service K Virtual Private Cloud ] ! GaussDB
N Auto Scaling

] Dedicated Di

d Storage Service Elastic Load Balance ] Relational Datz
(= Bare Metal Server

Service Storage Disaster Rec Virtual Private Network Document Dat
[5]  Elastic Volume Service Dedicated Host Cloud Server Backup Service Direct Connect GaussDB NoSC
- Cloud Container Engine Cloud Backup and Recovery Distributed Da
=l Volume Backup Service e an pand ! °
Bare Metal Server X Volume Backup Service 4 NAT Gateway Data Replicatic
@& virtual Private Cloud _ _
FunctionGraph Object Storas Elastic IP ] Data Admin Se
I Elastic Load Balance Dedicated Cloud Data Express Serv Cloud Connect
- scalable File Service WPC Endpoint Security & Cc
) Elastic Ip i -
Application coN Anti-DDos
ServiceStage Management & Governance Advanced Anti
Application Orchestration Service Migration Cloud Eye Web Applicatic
Software Repasitory for Container Cloud Data Migration Identity and Access Management Vulnerability St

Figure 6-63 Accessing Auto Scaling

Step 2 Click Create AS Configuration.

Instance Scaling &) Create AS Configuration

Name Status AS Configuration Current Instances Expected Instances Min. Instances Max, Instances  Operation

Figure 6-64 Create AS Configuration

Step 3 Configure the parameters as shown in the following figures and then click Create
Now.

Select the system disk image and security group you just created and set EIP to Do not
use.
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* Region AP-Singapare v

For low network latency and quick resource access, select the region nearest to your target users.

* Name | as-config-mp ‘

The ECS created using this AS configuration is named in the format of the AS configuration name followed by an 8-digit random code.

* Configuration Template You can select an existing ECS to create an AS configuration of the same specifications, except the image and disk that are in the original state.

Create a new specifications template Use specifications of an existing ECS

CPU Architecture “ Kunpeng @]

* Specifications

| Latest generation = | vepus | a v | Memory | all Flavor Name al
General computing-plus Memory-optimized Large-memary Disk-intensive Ultra-high 1O GPU-accelerated
General computing-basic Al-accelerated
Learn more about ECS types.
Assured / Maximum = Packets Per Second =
Flavor Name VvCPUs | Memory |= CPU |= -
Bandwidth (2) ®ps) @
sGsmalll (Sold out in AZ2) 1vCPUs | 1 GB Intel Cascade Lake 2.6GHZ 0.1/0.8 Gbit/s 100,000
|:\ sG.medium.2 (Sold out in AZ.. 1 wvCPUs |2 GB Intel Cascade Lake 2.6GHZ 0.1/0.8 Gbit/s 100,000
|:\ s6.medium4 (Sold out in AZ. 1vCPUs | 4 GB Intel Cascade Lake 2 6GHz 0.1/0.8 Ghit/s 100,000
|:\ s6large.2 (Sold out in AZ2) 2vCPUs |4 GB Intel Cascade Lake 2 6GHz 0.2/1.5 Ghit/s 150,000
. .
Figure 6-65 Configuring parameters
* Image Public image Private Image Shared image
‘ ims-mp (40 GE) - | C
System Disk | High 1/O - ‘ ‘ ‘ 40 | + | GB 10Ps limit: 2,120, 10PS burst limit: 5,000 @

(®) Add Data Disk You can add 23 more disks

* Security Group () - - —_—

‘ sg-mp (Inbound:TCP/22, 443,3380,8.. @ v | C Crpate Security Group

e to s firewatt =Sty gronp-togicetty tontrots et

Inbound: TCP/22, 443, 3389, 80; ICMP | Outhound: -

Er @ Automatically assign

An ECS without an EIP cannot access the Internet. However,

Username root

T aCCess

Figure 6-66 Configuring parameters

Step4  View the created AS configuration.

it can still be used as a service ECS deployed in a cluster or on a private network.
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N QlC
v as-config-mp Unbound sGsmall 1|1 vEPUs | 1 GB ms-mp High 1/0 |40 GB 0 Password Jul 18,2021 02:29:28 Pay-per-use Copy | Delete

Figure 6-67 Viewing the AS configuration

Step5  Click Create AS Group.

Instance Scaling @

Create AS Configuration

AS Configuration Current Instances Expected Instances Min. Instances Max. Instances  Operation

Figure 6-68 Create AS Group

Step 6  Configure the parameters as shown in the following figure.

# Region AP-Singapore v
AZ (@) AZ AZ2 AZ | C
# Multi-AZ Extension Policy (Z) (® Load-balanced Sequenced
# Name as-group-mp
# Max. Instances 3

# Expected Instances (2)

ra

Figure 6-69 Configuring parameters

Step 7 Select the AS configuration and load balancer you just created. AS will dynamically
adjust the number of ECSs in the backend server group using the image configured
or used in the AS configuration.
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The sel S configuration serves as a specifications template for the instances in your AS group. After a subnet is selected, an IP address will be automatically assigned to each instance in the AS group
# AS Configuration as-config-mp +
#VPC (@D vpc-mp (192.168.0.0/16) ¥ | C Create VPC
% Subnet subnet-mp (192.168.0.0/24) v | @ Create Subnet
Load Balancing @ Do not use Elastic load balancer l Create ELB
ECSs in the AS group are automatically bound to the d load balance
Load Balancer elb-mp (d43a2bc - Backend ECS Group server_group-mp .. ¥
Backend Port (3) 50 Weight () 1
@ Add Load Balancer You can add 5 more load balancers
# Instance Removal Policy Oldest instance created from oldest AS confi..
ElP Do not release
lease, EIPs bound to ECSs are released when the ECSs are removed from the AS group. Otherwise, EIPs will only be unbound from the

Data Disk
o re delef f AS group. Otherwise, data d il
% Health Check Method (%) ELB health check v
% Health Check Interval  (3) 5 minutes v
% Health Check Grace Period (5) () 600

Figure 6-70 Configuring parameters

Step 8 Locate the AS group you created and click View AS Policy in the Operation
column.

AS Groups AS Configurations

You can create 9 more AS groups. All statuses v Q || searchbyTag ¥ | | C
Name Status AS Configuration Current Instances Expected Instances Min. Instances Max. Instances  Operation
as-group-mp Enabled as-config-mp 0 2 1 3

Figure 6-71 View AS Policy

Step 9 Under AS Policies, click Add AS Policy.

e Trigger Condition: CPU Usage, Max., >=, 60. Scaling Action: Add, 1, instances
e Trigger Condition: CPU Usage, Avg., <=, 20. Scaling Action: Reduce, 1, instances
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Add AS Policy

Policy Type Scheduled
Alarm Rule Use existing

Rule Name | ‘ s-alarm-mp | |

Monitoring Type System monitoring Custom monitoring

Trigger Condition

‘\mm . ~][= ~|» "

To determine I an O supports metrics Memory Usage, Inband Outgoing Rate, and Inband Incoming Rate,
see Elastic Cloud Server User Guide. Before using Agent to monitor metrics, make sure that the Agent
plug-in has been installed on all instances in the AS group. Learn how to install the Agent plug-in.

Monitoring Interval ‘ 5 minutes.

Consecutive Occurrences (%)

Scaling Action ‘ ‘ instances

Cooldown Period () (D

Figure 6-72 Add AS policy

Add AS Policy

Policy Name | as-policy-mp2

Policy Type Scheduled Periodic

Alarm Rule Create Use existing

Rule Name | as-alarm-mp2

Monitoring Type System monitoring Custom monitoring

Trigger Condition CPU Usage - || Avg. - |

<= - || 20 %

To determine if an OS supports metrics Memory Usage, Inband Outgoing Rate, and Inband Incoming Rate,
see Elastic Cloud Server User Guide. Before using Agent to monitor metrics, make sure that the Agent
plug-in has been installed on all instances in the AS group. Learn how to install the Agent plug-in.

Monitoring Interval | 5 minutes v |
Consecutive Occurrences @ | 3 |
Scaling Action | Reduce A || 1 | | instances v

Cooldown Period (s) (2 | 300 |
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Figure 6-73 Adding an AS policy

Step 10 Wait for about 2 minutes and check whether the AS policy has taken effect. As we

can see in the following figure, two ECSs have been added to the AS group. The AS
policy has taken effect.

as-group-mp

Figure 6-74 Viewing instance changes

Step 11 Switch back to the ELB console and click the load balancer name, elb-mp. Locate

the backend server group associated with the load balancer and view the two ECSs
added by the AS service.

-------

Figure 6-75 Viewing the backend server group

Step 12 Verify that web servers where the website is deployed can be accessed using the EIP
bound to the load balancer. We have finished configuring AS and verified that AS
can dynamically adjust the number of ECSs in the backend server group associated
with the load balancer based on the configured AS policy.

6.6 Visiting the Website

Step 1 In the address box of the browser on your PC, enter http://Load balancer's
E/P|wordpress/, and press Enter.
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& C A % 114.119.174.5/wordpress/#content
, Scroll down to content

Posts
Posted on July 17, 2021
Hello world!
Welcome to WordPress. This is your first post. Edit or delete it, then start writing!
Search for: |Ses\:,h Search
Recent Posts

» Hello world!
Recent Comments

e A WordPress Commenter on Hello world!
Archives

e July 2021
Catannriac

Figure 6-76 Visiting the website
Step 2 Check whether the website can be accessed. If the website can be accessed, web

servers where the website is deployed can provide Internet-accessible services using

the load balancer's EIP.

6.7 Monitoring Resources

Step 1

On the service list page, choose Management & Governance > Cloud Eye.
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HUAWEI CLOUD C Q@ Singapore

HLUAWE]

= eniceli >
—  Service List | Cloud Eyd

(&) Elastic Cloud Server
Management & Governance
r:;'j] Relational Database Service Cloud Eve

Lloug eye

M0 Auto Scaling

Bare Metal Server

®

Elastic Volume Service
Ell volume Backup Service
Virtual Private Cloud

Elastic Load Balance

Figure 6-77 Accessing Cloud Eye

Step 2 On the Overview page, view overall resource information and alarm statistics.

% Huawe cLoup

Figure 6-78 Resource Overview

Step 3 In the left navigation pane, choose Alarm Management > Alarm History. View
service alarms and handle any faults in a timely manner.

Alarm History @

Figure 6-79 Viewing alarm history

Step 4 In the left navigation pane, choose Server Monitoring > Elastic Cloud Server and
then view ECS monitoring information.
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Sens arorog © S

Figure 6-80 Server Monitoring

Step 5  Click the name of an ECS to view its monitoring details.

Figure 6-81 Basic Monitoring

6.8 Deleting Resources

6.8.1 Deleting ECSs

Select the ECSs you want to delete and click Delete.

% Huawel cLoup

Elastic Cloud Server (3

Figure 6-82 Deleting ECSs
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Delete ECS

Are you sure you want to delete the ECSs?

Deleting the ECS will also delete the associated system disk and its snapshots. The deleted ECS, system
disk, and snapshots cannot be recovered. If you choose to delete all data disks attached to the ECS, the
data disks and their snapshots will also be deleted and cannot be recovered. If you choose not to delete

the attached data disks, they will continue to be billed. After the ECS is deleted, its associated CSBS

backup will be retained and will continue to be billed. To avoid being billed for the backup, delete it on

the CSBS console.

After the ECS is deleted, it takes about 1 minute to delete associated disks. Do not perform any

operation on the disks during this period. Otherwise, the disk deletion may fail. If this occurs, you will

need to delete the disks on the EVS console.

MName Status Remarks

as-config-mp-3YFPWZQE Running -

as-config-mp-35Y1BIGH Running -

ecs-mp Running -
Unreleased EIPs or data disks will continue to be billed

Release the EIPs bound to the ECSs Delete all data disks attached to the ECSs

Figure 6-83 Confirming the deletion

6.8.2 Deleting the RDS DB Instance

Step 1 On the service list page, choose Database > Relational Database Service.

Step 2 Locate the RDS DB instance you want to delete and click Delete in the Operation

column.
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Figure 6-84 Deleting the RDS DB instance

6.8.3 Deleting the Image

Go to the IMS console. Locate the private image you want to delete and click Delete. In
the displayed dialog box, click Yes.

Image Management Service ®

IMS is now commerdially available. Any private images s «
Delete Image

Public Images Private Images Imagi
Are you sure you want to delete the following images?

Deleted images cannot be recovered. Exercise caution when performing this operation.

You are advised to optimize private images that do not ¢

You can create 89 more private images. Name 05 Type os Disk Capacity (GB) Created

| Delete | | Share ‘ ims-mp Linux CentOs 7.6 64bit 40 -
Name |= Status os Encrypted
ims-mp Q Normal Lim No

Figure 6-85 Deleting the private image

6.8.4 Deleting the Load Balancer

Step 1 Go to the ELB console, click the name of the shared load balancer. Under Backend
Server Groups, locate the backend server group associated with the load balancer.
Remove the ECSs from the group and then delete the listener. Once you have
deleted the ECSs added by AS, you can delete the listener.
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< | elb-mp € Running

Basic Information Listeners Backend Server Groups Monitoring Access Logs Tags

Add Listener o
- Are you sure you want to delete this listener?

listener-mp A deleted listener cannot be recovered. Exercise caution when performing this operation

o4
TCp/80 v £ Basic Information Ba
— | Name Frontend Pratocol/Port —
Frontend Protocol/Port  TCP Uistener-mp Tee 1d Server Group  server_
Obtain Client IP Address  Disi Control ALIP2
Created ul

Description »

Advanced Settings v

Figure 6-86 Deleting the listener

Step 2 Locate the load balancer and click Delete. In the displayed dialog box, click Yes.

Name status Type 1P Address and Network Listener (Frontend Protocol/Port) EIP Billing Information Billing Mode Operation
192166.0.33 2 Mbitjs

elb-mp Running Shared 114119.1745 (E Add listener Pay-per-use - Modify Bandwidth More v
pe-mp (VPC By bandwidth

Figure 6-87 Deleting the load balancer

6.8.5 Deleting AS Resources
Step 1 Locate the AS group you want to delete and click Delete. In the displayed dialog
box, click Yes.

Auto Scaliog © et

[ ]

Figure 6-88 Deleting the AS group

Step 2 Locate the AS configuration you want to delete and click Delete. In the displayed
dialog box, click Yes.

AS Groups AS Configurations

Name Status Specifications Image System Disk Data Disks  Login Mode Created Billing Mode Operation

~ as-config-mp Unbound sGsmallt | 1vCPUs | 168 - (Deleted) High 1/0 | 40 GB 0 Password Pay-per-use Copy| Delete

Figure 6-89 Deleting the AS configuration
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6.8.6 Deleting VPC Resources

Step 1 In the left navigation pane, choose Subnets and then delete the subnet.
Subnets @ m
e
Figure 6-90 Deleting the subnet
Step 2 In the left navigation pane, choose Access Control > Security Groups and then

delete the security group. Then delete the VPC.

Security Groups (%) F# Quick Links

Figure 6-91 Deleting the security group

Name 1Pv4 CIDR Block Status Subnets Route Tables ~ Operation

vpemp 102.168.00/16 i Available 0 Edit CIDR Block

vpe-default 0000/24 CIDR blod Avallable Edit CIDR Block | Delete

Figure 6-92 Deleting the VPC

Step 3 On the Dashboard page of the Cloud Server Console and Network Console, and
on the IMS console, confirm that all of the purchased resources have been deleted
in all regions.

2% Huawei cLoup

Dashboard -

Figure 6-93 Checking ECS-related resources
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" HUAWEI CLOUD

= Network Console Dashboard
| 1) ¥ou can oot an overall picture about your VPCs and associated rescurces. and chac I they meet your sence requirement
My Resources Quick Start Guide
- 0 0 T 0 1
o [} 0 o
0 0 0 0
€ 0

Image Management Service ()

Figure 6-95 Viewing private images

Step 4 Hover your cursor over Resources and click My Resources. Check whether there
are still billable cloud resources in the corresponding region. If there are such
services, delete the resources in that region.

2L huawe clouo

Image Management Service ()

Figure 6-96 Resources

¥ Huswer cLoun

Figure 6-97 My Resources
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Acronyms and Abbreviations

AS: Auto Scaling

ACL: access control list

AK/SK: Access Key ID/Secret Access Key
AZ: Availability Zone

BMS: Bare Metal Server

CES: Cloud Eye Service

CTS: Cloud Trace Service

DHCP: Dynamic Host Configuration Protocol
DNS: Domain Name Service

EIP: Elastic IP

Elastic Cloud Server

ELB: Elastic Load Balance

EVS: Elastic Volume Service

I/O: Input/Output

IAM: Identity and Access Management
IMS: Image Management Service

LTS: Log Tank Service

NAT: network address translation

NFS: Network File System

OBS: Object Storage Service

OS: Operation System

SFS: Scalable File Service

SSD: Solid State Disk

VPC: Virtual Private Cloud

VPCEP: VPC Endpoint

VPN: Virtual Private Network



