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Huawei Certification System

Huawei Certification is an integral part of the company's "Platform + Ecosystem"
strategy, and it supports the ICT infrastructure featuring "Cloud-Pipe-Device". It evolves
to reflect the latest trends of ICT development. Huawei Certification consists of two
categories: ICT Infrastructure Certification, and Cloud Service & Platform Certification,
making it the most extensive technical certification program in the industry.

Huawei offers three levels of certification: Huawei Certified ICT Associate (HCIA),
Huawei Certified ICT Professional (HCIP), and Huawei Certified ICT Expert (HCIE).

Huawei Certification covers all ICT fields and adapts to the industry trend of ICT
convergence. With its leading talent development system and certification standards, it
is committed to fostering new ICT talent in the digital era, and building a sound ICT
talent ecosystem.

The courses of the HCIP-Cloud Service Solutions Architect V3.0 describe the
evolution of enterprise IT, cloud-based architecture of traditional applications, cloud
native application architecture, and Huawei Cloud innovations and solutions, etc.

Huawei certification helps you unlock opportunities to advance your career and
take one more step towards the top of the industry.



A

Page 2

HCIP-Cloud Service Solutions Architect Lab Guide

HUAWEI

21eP0OSSY 1D PAUNIAD [@MENH

9% EIN SS90V uojssiwisues |
193U3) W
eleq Nas Aunoasg NYIM wodeyeq ainpnuiseyu D]
UoISIA Juabmau)  uopedunwiwo) asudisiug  bupndwo) JuabnPiul abeu03s
pnop
1adojanag uonednddy buaduny J9njuado 7 7 ssneguado
2 = s WLI0J1B]d 8 9IIAIBS PNopD
v 7 7 ejeq big gassneg 10|
Jan SOAuouuieH

UOIIEIYIIDD) 19MENH



A

HUAWEI

HCIP-Cloud Service Solutions Architect Lab Guide Page 3

About This Document

Introduction

This document is intended for readers who are preparing for the HCIP-Cloud Service
Solutions Architect exam or interested in the basics of the HCIP-Cloud Service Solutions
Architect courses, including the evolution of enterprise IT, cloud-based architecture of
traditional applications, solution design of cloud-based compute, storage, network,
database, and security, containers and cloud native, and Huawei Cloud O&M.

About the Exercises

This document includes eight exercises: compute architecture design, network
architecture design, storage architecture design, database architecture design, security
architecture design, containerized application deployment, microservice application
deployment, and cloud O&M.

Exercise 1 is about compute architecture design. This exercise will guide you through
creating a WordPress website and configuring high availability (HA). This experiment
also provides guidance on configuring text injection in AS to facilitate resource
configuration management.

Exercise 2 is about network architecture design. This exercise uses Huawei Cloud
resources in different regions to represent on-premises and cloud resources,
describes how on-premises resources can communicate with cloud resources and
manage cloud resources for O&M, and how cloud resources can communicate with
each other and access the internet. This exercise helps you deeply understand the
Huawei Cloud network architecture and usage principles.

Exercise 3 is about storage architecture design. This exercise aims to help you
understand the architecture and principles of Huawei Cloud storage services by
setting up an environment to run video streaming services.

Exercise 4 is about database architecture design. This exercise describes how to set
up a website using ECSs and cloud database instances and to configure a Redis
instance for it, helping you understand architectures and usage of Huawei cloud
databases.

Exercise 5 is about security architecture design. This exercise describes host security,
two-factor authentication (2FA), address group, and key hosting on Data Encryption
Workshop (DEW). It helps you deeply understand the security architecture of Huawei
Cloud and how it works.

Exercise 6 is about containerized application deployment. In this exercise, image is
created and pushed to Huawei SoftWare Repository for Container (SWR) for
deploying a container on Cloud Container Engine (CCE). In this way, you will
understand how to use the Dockerfile to build images and CCE, retain the latest
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three object versions in the OBS bucket using FunctionGraph, and use and configure
FunctionGraph.

® Exercise 7 is about microservice application deployment, including microservice
deployment and weathermap microservice building through ServiceStage, helping
you understand the methods and principles of building ServiceStage microservices.

® Exercise 8 is about cloud O&M, including Cloud Eye and Application Operations

Management (AOM), helping you understand their architectures, principles, and
usage.

Knowledge Background

This document is part of the Huawei certification courses. Before reading this document,
readers should understand:

e  Basics of the HCIA-Cloud Service courses and cloud computing

®  Basics of Linux

Lab Environment

The lab environment of these exercises is Huawei Cloud
(https://www.huaweicloud.com/intl/en-us/). You do not need to purchase any equipment
and all the operations described in this document are performed in this environment. Log

in to Huawei Cloud Help Center (https://support.huaweicloud.com/intl/en-us/) if you
need technical help.


https://www.huaweicloud.com/intl/en-us/
https://support.huaweicloud.com/intl/en-us/
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Compute Architecture Design

1.1 Introduction
1.1.1 About This Exercise

In this exercise, you will be guided on how to create a WordPress website using Elastic Cloud
Server (ECS) and Relational Database Service (RDS) in Virtual Private Cloud (VPC) on Huawei
Cloud. In the cloud architecture, Elastic Load Balance (ELB) will be used to distribute traffic
and improve fault tolerance of the website. Auto Scaling (AS) will be used to ensure high
service quality and compute resource utilization. Text injection will be used to keep the
address of the backend database connected to ECSs created by AS unchanged during resource
scaling. After completing this exercise, you will understand how to use Huawei Cloud compute
services.

1.1.2 Objectives

Understand how to use cloud services in the cloud computing architecture design.

Master the methods for designing the availability, scalability, and performance of cloud
resources.

1.1.3 Related Software

WordPress is a free open-source project and a blog software. You can use WordPress to
set up your own websites on servers that support PHP and MySQL databases.



A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 10

1.1.4 Networking

VPC
ELB

wordpress wordpress

e e e e e T T I I

| |
| |
| |
| |
| |
| |
| |
| |
| ' Backend : |
| | acken Servers: AS I
| : I |
: ! : |

' |
| : ! |
| |
| |
| |
| |
| |

Figure 1-1

1.2 Procedure
1.2.1 Creating VPCs and Security Groups

Step 1 Visit https://intl.Lhuaweicloud.com/en-us/ and log in using your Huawei Cloud
account. Select CN-Hong Kong region (The CN-Hong Kong region is used as an
example in this exercise), and choose Networking > Virtual Private Cloud in the
service list.

" HUAWEI CLOUD

Compute Storage Networking Databases

Figure 1-2

Step 2 Click Create VPC. (Resources in this exercise will be created in this VPC.)
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" HUAWEI CLOUD

S eowork console Virtuat privae loud G  quik s

Figure 1-3
Step 3 Configure the following parameters and click Create Now.

Basic Information

e Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this
exercise.)

e Name: vpc-1

e |Pv4 CIDR Block: 192.168.0.0/16

Default Subnet

e AZ: AZ3 (AZ3 is used as an example in this exercise.)
e Name: vpc-1-subnet

e |Pv4 CIDR Block: 192.168.1.0/24

<{ | Create VPC ®

Basic Information

Region Q CN-Hong Kong v

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be
latency and quick resource access, select the nearest region.

Name vpe-1

IPv4 CIDR Block 192 . 168 . . / 16 v

Recommended: 10.0.0.0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)

Default Subnet
Name vpc-1-subnet
IPv4 CIDR Block . . 1 . / 24 ~ | (@ Available IP Addresses: 251
The CIDR block cannot be modified after the subnet has been created.
IPv6 CIDR Block Enable @
Associated Route Table Default (2)
Advanced Settings v Gateway | DNS Server Address | DHCP Lease Time | Tag | Description
Figure 1-4

Step 4 On the Network Console, choose Access Control > Security Groups, and click Create
Security Group in the upper right corner.
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Security Groups () 7 Quick Links

Hame v a c

Figure 1-5
Step 5 Create a security group. (This security group is used by the RDS service and traffic
should be allowed on port 3306.)
e Name: sg-rds
e Template: Select a required one.

X

Create Security Group

+ Name sg-rds

% Template Custom v

Description
Show Default Rule
n Cancel
Figure 1-6
Step 6 In the dialog box displayed, click Manage Rule.
X
o Information
The security group was created successfully. Add security group rules
to enable access to instances associated with the security group
Figure 1-7
Step 7  Click the Inbound Rules tab, and then click Add Rule.
< sg-rds
Summary Inbound Rules Outbound Rules Associated Instances
Fast-Add Rule Allow Common Ports Inbound Rules: 2 Learn more about sec
Priority... Action @ Protocol & Port V @ Type Source @
1 Allow All IPvE sg-rds ()

1 Allow All 1Pv4 sg-rds (2)
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Figure 1-8
Step 8  Add a rule as follows:
®  Priority: 1
e  Action: Allow
e  Protocol: TCP

e Port: 3306
e Source: IP address and 0.0.0.0

Add Inbound Rule Learn more

‘ @ nbound rules allow incoming traffic to instances associated with the security group

Security Group sg-rds

an import multiple rules

Priority ® Action Protocol & Port @ Type Source @ Description Operation
Tcp v IP address v
1 Allow ~ Pv4 v Operation v
3306 0.0.0.0/0
(® Add Rule

Figure 1-9
Step9  Click OK.

< sg-rds
Summary Inbound Rules Qutbound Rules Associated Instances
Add Rule Fast-Add Rule Allow Commaon Ports nbound Rules: 3 Learn more about security
Priority... Action @ Protocol & Port Y7 @ Type Source @
1 Allow TCP : 3306 1Pv4 0.0.0.0/0 ®
1 Allow All 1Pv6 sg-rds @

Figure 1-10

Step 10 Create the security group sg-web and select General-purpose web server as its
template. (This security group is used by the ECS in this exercise.)
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Create Security Group

Name sg-web

Template General-purpose web server ¥

Description

Show Default Rule ~

n CaHCEI

Figure 1-11
1.2.2 Creating an RDS Instance

Step 1 In the service list, choose Relational Database Service.

Compute Storage Networking Databases
Elast d I Elast | tual P 1 I
K Balance iy ~aussDB
i Backup D ent Database Service
aine kup a
- 1 |
aph
|

Figure 1-12
Step 2 Click Buy DB Instance in the upper right corner.

Note: In this DB instance, a database will be created to interconnect with WordPress.

Relational Database Service (@

Name/ID j= Deseription DBin_ = DBEngneV.. JS Staws Billing Mode Floating IP Ad..  Opesation

Figure 1-13
Step 3 Configure parameters as follows:

e Billing Mode: Pay-per-use

e Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this
exercise.)
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DB Instance Name: rds-wordpress

DB Engine: MySQL

DB Engine Version: 8.0

DB Instance Type: Single

AZ: az2 (az2 is used as an example in this exercise.)
Instance Class: 2 vCPUs | 4 GB

Storage Space (GB): 40

Disk Encryption: Disable

Billing Mode Yearly/Monthly @

Region CN-Hong Kong v

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions thr

nearest region
DB Instance Name rds-wordpress @
If you buy multiple DB instances at a time, they will be named with four digits appended in the format "DB instance name

0001, the second as instance-0002, and so on.

DB Engine MysQL PostgresQL Learn more about DB engines and versions

DB Engine Version 57 56

DB Instance Type @ Primary/Standby

Single-node architecture is cost-effective and suitable for developing and testing of microsites, and small- and medium-siz¢

Storage Type Cloud SSD Learn more about storage types

AZ a azl az3

Figure 1-14

i

General-pu
VCPU | Memory Recommended Connections TPS/QPS (D) IPv6

®) 2vCPUs | 4GB 1,500 39517914 Not supported
2vCPUs | 8GB 2,500 571(11,437  Not supported
4 vCPUs | 8 GB 2,500 1013|20276  Not supported
4vCPUs | 16 GB 5,000 1,349(26996  Not supported
8VCPUs | 16 GB 5,000 1591(31.829  Not supported
8VCPUs | 32 GB 10,000 2308146176  Not supported

General-purpose | 2 vCPUs | 4 GB, Recommended Connections: 1500, TPS/QPS: 395 | 7914

40GB

Figure 1-15
VPC: vpc-1
Subnet: vpc-1-subnet

Security Group: sg-rds
Administrator Password: User-defined
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e Retain the default values for other parameters.

@ Relationship among VPCs, subnets, security groups, and DB instances

VPC @ wpel v | G | vpcl-subnet(192.168.1.0/24) v C View In-use IP Address

After the RDS instance is created, the VPC cannot be changed. ECSs in different VPCs cannot communicate with each other by default. If you want to create a VPC, go to the VPC console

Database Port

The database port of read replicas (if any) is the same as that of the primary DB instance

Security Group (3 sg-rds v | C view Security Group

Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.

Security Group Rules Add Inbound Rule

Configure Skip
Administrator oot
Administrator Password
Confirm Passwore
! ter tur
Table Name Case sensitive Case insensitive @

price $0.116 USDhour @

Figure 1-16
Step4  Click Next. Confirm the configurations and click Submit.

Step 5 On the Instances page, locate the instance and choose More > Log In in the
Operation column.

All DB engines ~ || DBinstance name v Q|| serchbytag v | [C| @ |05
Name/ID |= Description DBIL. J= DBEngine.. J= Status Biling Mode  FloatingIP..  Operation
is-wordpre Single ) Pay-per-use

MySQL 8.0.25 Availa 192 3 View Met More v
cebcff19082243¢5844630a5be... [T 2vCPUs | 8 ySQLag Available  ¢oated on g r

Change to Yearly/Monthly

=

Create Read Replica

Buy Same DB Instance

Figure 1-17

Step 6 Enter the username and password, click Test Connection, and then click Log In.
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Step 7

Step 8

Instance Login Information

DB Instance Name rds-wordpress DB Engine Version MySQL 8.0
" Login Username root
* Password | Ceeessssee Test Connection Connection is successful.

Remember Password Your password will be encrypted and stored securely

Description

Collect Metadata
Periodically (®

al-time structure information only from databases, which may affect the

ed, DAS can qu
eal-ti m.

Show Executed SQL

Statements @) f not enabled, the executed SQL statements cannot be viewed, and you need to input each SQL statement

manually.

Figure 1-18

Dj'a SQL Operations Database Management Import and Export Structure Management|

dmin Service  MySQL

A DB Instance Name: rds-wordpress DB Engine Version: MySQL 8.0.25

Database List

+ Create Database

Database Name Table Quantity Table Size Index Size

Figure 1-19

Enter wordpress for Name, retain the default character set, and click OK.

Create Database

Name wordpresg

Character Set utfBmb4

@ Cancel

On the displayed page, click Create Database. The created database will be used to
interconnect with WordPress.
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Figure 1-20

Step 9 Switch back to the RDS console. On the Instances page, click the instance name to
go to the Basic Information page.

AllL DB engines - DB instance name v Q Search by Tag ¥ C
Name/ID = Description DBl. = DBEngne.. J= Status Billing Mode  Floating IP..  Operation
rds-wordpress Single _ . Pay-per-use . .
-- MySQL 8.0.2: Availabl 192... 3 View Met M
| cebcff19082243¢5844630a5bea... (T | 2 vCPUs | 8... ysQ > Vallable  created on .. O iew Metric = More v

Figure 1-21
Step 10 Record the floating IP address and port number of the instance for future use.

Note: When configuring WordPress, you need to enter such information in the
configuration file.

stance Class rds.mysql.n1.large.4 | 2 vCPUs | 8 GB (General-purp... Change
Administrato root Reset Password Event Scheduler (3)
AZ az2
Connection Information Connectivity & Security Storal
Floating IP Address 192.168.1.207 @ Change Private Domain Name  cebcff19082243c5844630a... O
- - . p C
VPC vpc-1 Database Port 3306 £ (3)
Subnet vpc-1-subnet(192.168.1.0/24) 2,500
Security Grou sg-rds & te Splitting  Apply

Figure 1-22
1.2.3 Creating an ECS

Step 1 In the service list, choose Compute > Elastic Cloud Server, and click Buy ECS in the
upper right corner.

Hlastic Cloud Server () % cukk Livs

he password reset plug-in can new be installed after creating an ECS. Lea o install the plug-in

C|® o

Figure 1-23

Step 2 Configure settings for the ECS.

The following uses ecs-wordpress as an example.
e Billing Mode: Pay-per-use
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® Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this
exercise.)

e AZ:AZ 2 (AZ 2 is used as an example in this exercise.)
®  CPU Architecture: x86

e Specifications: 2 vCPUs | 4 GiB

e |mage: Public image | CentOS 7.6 64bit(40GB)

®  Host Security: Enable (Basic)

e Network: vpc-1 | vpc-1-subnet | Automatically assign IP address
e  Security Group: sg-web

e  EIP: Auto assign

e  EIP Type: Premium BGP

e Billed By: Traffic

e  Bandwidth Size: 10 Mbit/s

e System Disk: High I/O | 40 GiB

e ECS Name: ecs-wordpress

e  Password: User-defined (with the username of root)

o Configure Basic Settings @ Configure Network @ Configure Advanced Settings @ Confirm
Billing Mode Yearly/Monthly Spot price @
Region © CN-Hong Kong A
For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region

CPU Architecture m Kunpeng @

Specifications Latest generation v vCPUs | All v Memory | All
General computing-plus Memary-optimized High-performance computing Ultra-F
Flavor Name vCPUs | Memory(GiB) = CPU =
E Available Regions/AZs e
s2.medium.2 1 vCPUs | 2 GiB Intel E5-2680v4 2.4GHz
s2.medium 4 1vCPUs | 4 GiB Intel E5-2680V4 2.4GHz

@  s2large2 2 vCPUs | 4 GIB Intel E5-2680V4 2.4GHz
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Step 3

Image

Host Security

System Disk

Private image Shared image Marketplace image

Public image

£ Centos * | | CentOs 7.6 64bit(40GB)

Enable ()

High 1/0 - 40 |+ | Gig 10ps limit 2,120, 10PS burst limit: 5000 @

~

(® Add Data Disk Disks you can still add

(7) configure Basic Settings

Network

Extension NIC

Security Group

EIP

EIP Type

gilled By

Bandwidth Size

(@) confirm

© configure Network (3) configure Advanced settings

vpe-1 (192.168.0.0/16) v | C© | vpcl-subnet (192.168.1.0/24) ~ | C | Automatically assign IP address v | Available private IP |
Create VPC
(® Add NIC NICs you can still add: 11

sg-web (Se4b4cds-6d4e-45d7-b637-02eal 2acbb2c) v | C Create Security Group (B

controls network access.

access to port 22 (SSH-b

similar to a fire
Ensure that

tion). Configure Security Group Rules

security group logica
ed security group allo;

Linux Login),

he

Security Group Rules A

Inbound Rules Outbound Rules

Auto assign Use existing Notrequired (3
Dynamic BGP Premium BGP

Traffic @5~ Shared bandwidth
For light/sharply fluctuating tra For staggered peak hours

Bandwidth 1
For heavy/stable traffic

Billed based on total traffic irrespective of usage duration: configurable maximum bandwidth size.

Free Anti-DDoS protection

dth can be from 1 to 300 Mbit/s

Custom | — 10 +| T

1) Configure Basic Settings

ECS Name

Login Mode

Username

Password

Confirm Password

Cloud Backup and
Recovery

Quantity 1

2) Configure Netwark ©) configure Advanced Settings ) confirm

ecs-awordpress Allow duplicate name

Set password later

Key pair

root

£cs price $0.068 USDyhour + e1p Traffic price $0.429 USD/cs

This price is an estimate and may differ from the final price. Pricing details

Figure 1-24

Previous

Confirm the configurations and click Submit.
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1.2.4 Installing WordPress

Step 1 Locate the newly purchased ECS in the ECS list and click Remote Login in the
Operation column.

Q
Name/ID Monit.. AZ Y Sta.. Y Specifications/I... IP Address Billi.. Y Tag Operation
ecs-awordpress . 2VvCPUs |4 GiB ... Pay-per-use _
531584aa-2294... - RURNIN. caneos 7.6 6abit Created o... CToe ognj Merew
Figure 1-25

Step 2 Install Linux, Apache, MySQL, PHP/Perl/Python (LAMP) and start related services.

‘ [root@ecs-wordpress ~]# yum install -y httpd php php-fpm php-server php-mysql mysql

Welcome to Huawei Cloud Service

[root@ecs-wordpress ~|J# yum install -y httpd php php-fpm php-server php-mysgl mysql
testmirrar

Loaded plugin t
Determining fastest mirrors
base

epel

extras

updates

Figure 1-26

Step 3 Configure httpd.

‘ [root@ecs-wordpress ~]# vim /etc/httpd/conf/httpd.conf

Step 4 In the configuration file, press Shift+G to go to the last line of the configuration file,
press | to enter the editing mode, move the cursor to the end of the configuration

file, and press Enter. Then copy and paste the following code.

Note: This step is used to set the host name and port number for the server. To enhance
reliability and predictability, use the host name and port number specified by
ServerName.

‘ ServerName localhost:80
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<ITModule

conf/magic

</ITModules>

IncludeOptional confT.d/*.conT
Localhost:86]]

Figure 1-27

Step 5 Press Esc to exit the editing mode, enter :wq, and press Enter to save and exit the
configuration file.

IncludeOptional conf.df*.conf
localhost:88
:wqf]

Figure 1-28

Step 6 Download the WordPress installation package.

[root@ecs-wordpress ~]# wget -c https://cloudservice-v3.obs.cn-east-
3.myhuaweicloud.com/wordpress-4.9.10_en.tar.gz
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Figure 1-29

Step 7 Decompress the WordPress installation package to /var/www/html.

| [root@ecs-wordpress ~]# tar -zxvf wordpress-4.9.10_en.tar.gz -C /var/www/html/

The decompression is complete when wordpress/readme.html is displayed.

wordpress/wp-admin/includes/class-wp-upgrader-skins.php
wordpress/wp-admin/includes/class-walker-category-checklist.php
wordpress/wp-admin/includes/class-pclzip.php
wordpress/wp-admin/includes/Llist-table.php
wordpress/wp-admin/includes/admin.php
wordpress/wp-admin/includes/class-wp-ms-sites-list-table.php
wordpress/wp-admin/includes/class-wp-community-events.php
wordpress/wp-admin/includes/deprecated.php
wordpress/wp-admin/includes/class-wp-automatic-updater.php
wordpress/wp-admin/includes/user.php
wordpress/wp-admin/includes/class-wp-ajax-upgrader-skin.php
wordpress/wp-admin/includes/theme.php
wordpress/wp-admin/ms-delete-site.php
wordpress/wp-admin/admin.php
wordpress/wp-admin/edit-form-advanced.php
wordpress/wp-admin/ms-themes.php
wordpress/wp-admin/freedoms.php
wordpress/wp-admin/options-reading.php
wordpress/wp-admin/press-this.php

wordpress/readme.html

[rootPecs-wordpress ~1# |]

Figure 1-30
Step 8 Create a wp-config.php file.

[root@ecs-wordpress ~]# cd /var/www/html/wordpress
[root@ecs-wordpress wordpress]# cp wp-config-sample.php wp-config.php

[root@ecs-wordpress ~]# cd /var/www/html/wordpress/
[root@ecs-wordpress wordpress]# cp wp-config-sample.php wp-config.php

[rootPecs-wordpress wordpressl# ]

Figure 1-31

Step 9 Configure database parameters in the wp-config.php file to interconnect with the
wordpress database.

‘ [root@ecs-wordpress wordpress]# vi wp-config.php

Configure database parameters as follows:

e DB_NAME: wordpress

e DB_USER: root

e DB_PASSWORD: user-defined

o DB_HOST: Private IP address of the RDS instance.Port number (3306 by default)
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Step 10 Grant read and write permissions to the directory where the package is

VAL */
define( 'DB_NAME', 'wordpress');

[ ** */
define('DB_USER', 'root');

/** i */
define( 'DB_PASSWORD', 'Huaweil23!@#');

J** */
define( 'DB_HOST', '192.168.1.111:3306');

V&2 */
define( 'DB_CHARSET', 'utf8');

Figure 1-32

decompressed.

‘ [root@ecs-wordpress wordpress]# chmod -R 777 /var/www/html

[rootRecs-wordpress wordpress]# chmod -R 777 fvarfwwwfhtmll

Figure 1-33

Step 11 Enable httpd and php-fpm.

[root@ecs-wordpress wordpress]# systemctl start httpd.service
[root@ecs-wordpress wordpress]# systemctl start php-fpm.service

Step 12 Check the httpd service status. The status active (running) indicates that the httpd
service has been enabled.

‘ [root@ecs-wordpress wordpress]# systemctl status httpd

[root@ecs-wordpress wordpress]# systemctl status httpd
« httpd.service - The Apache HTTP Server

Loaded:
Active:
Docs:

Main PID:
Status:
CGroup:

loaded (fusr/lib/systemd/system/httpd.service; disabled;

man:httpd(8)
man:apachectl(8)
8183 (httpd)

"Total requests: 8; Current requests/sec: 8; Current traffic:

/system.slice/httpd.service
8183 /usr/sbin/httpd -DFOREGROUND

8185 /usr/sbin/httpd -DFOREGROUND
8186 /Jusr/sbin/httpd -DFOREGROUND
8107 Jusr/sbin/httpd -DFOREGROUND
8188 /usr/sbin/httpd -DFOREGROUND
—8189 /usr/sbin/httpd -DFOREGROUND

ecs-wordpress systemd[1]: Starting The Apache HTTP Server...
ecs-wordpress systemd[1]: Started The Apache HTTP Server.

[root@ecs-wordpress wordpressl#

Figure 1-34

vendor preset:
active (running) since CST; 1min 9s ago

disabled)

Step 13 Check the php-fpm service status. The status active (running) indicates that the
php-fpm service has been enabled.
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‘ [root@ecs-wordpress wordpress]# systemctl status php-fpm

[root@lecs-wordpress wordpress]# systemctl status php-Tpm
.service - The PHP FastCGI Process Manager

: loaded (/usr/Llo/syatemd/syotem/php fpm.service; disabled; vendor preset:

: active (running) since CST; 1min 23s ago
Main PID: 8116 (php fpm)
Status: "Processes active: 0, idle: 5, Requests: O, slow: B8, Traffic: @req/sec”
CGroup: /system.slice/php-fpm.service
8116 php-fpm: master process (/etc/php-fpm.conf)
8118 php-fpm: pool www
8119 php-Tpm: pool www
8128 php-fpm: pool www
8121 php-fpm: pool www
8122 php-fpm: pool www

ecs-wordpress systemd[1]: Starting The PHP FastCGI Process Manager...

ecs-wordpress systemd[1]: Started The PHP FastCGI Process Manager.

Figure 1-35

Step 14 Set httpd and php-fpm to automatically start upon system startup.

disabled)

[root@ecs-wordpress wordpress]# systemctl enable httpd
[root@ecs-wordpress wordpress]# systemctl enable php-fpm

[rocfme(b hordprebb hordprebb]# systemctl enable httpd

tem/multi-user.target.wants/httpd.service to fusr/lib/systemd/system/httpd.service.

mctl enable php-fpm

Created symlink from /efcf:v:femd/:v:femfmulfl user.target.wants/php-fpm.service to fusr/lib/systemd/system/php-fpm.service.
[root@ecs-wordpress wordpress]#

Figure 1-36

Step 15 Open a browser and enter http:// External IP address of ECS-

WordPress/wordpress/index.php in the address bar (in this exercise, enter
http://119.3.199.107 /wordpress/index.php). If the information shown in the
following figure is displayed, the ECS is successfully interconnected with the

database.
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welcome

Welcome to the famous five-minute WordPress installer! Simply fill out the form below to get started with the

world's most scalable and powerful personal information publishing platform.

need information

You need to fill in some basic information. There is no need to worry about filling in the wrong information, this

information can be modifi

site title

username

password

your email

Visibility to Search
Engines

Install WordPress

ed again later.

Usernames can only contain letters, numbers, spaces, underscores, hyphens, periods, and the "@" sign.

@GRA)BggBDTIQkNg)( @ hide

powerful

Important: You will need this password to log in, keep it in a safe place.

Please double check the email address before continuing.

O It is recommended that search engines do not index this site

Search engines will treat requests made by WordPress on a voluntary basis, Mot all search engines honor

such reguests,

Figure 1-37

1.2.5 Creating an Image and Applying for an ECS

Step 1 Select Image Management Service from the service list.

Service List

Elastic Cloud Server

& b

Relational Database Se

M Auto Scaling

0

Bare Metal Server

Elastic Volume Service

Volume Backup Service

> Virtual Private Cloud

Q

Recently Visited Services: Relational Database Service Elastic Cloud Server v

rvice Compute

Elastic Cloud Server

) |
Auto Scaling

Image Management Service

Dedicated Host
Cloud Container Engine
Bare Metal Server

FunctionGraph

Figure 1-38

Step 2 In the upper right corner, click Create Image.

Storage

Elastic Volume Service

Dedicated Distributed Storage Sel
Storage Disaster Recovery Service
Cloud Server Backup Service
Cloud Backup and Recovery
Volume Backup Service

Object Storage Service
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This image will be used by Auto Scaling to provision ECSs.

" HUAWEI CLOUD

= Cloud Server .
c . Image Management Service @ Create Image

onsole
w Dashboard IMS is now commercially available. te images stored ed according to IMS pricing
i)

Public Images Private Images mages Shared with Me

[ are Metal Server You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its details page. X
a8 ! v

el 2l

Figure 1-39

Step 3 Configure the following parameters and click Next.
® Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this
exercise.)
e Type: System Disk Image
e Source: ECS (Select ecs-wordpress you created.)
e Name: wordpress
Image Type and Souree

Type System disk image Full-ECS image Data disk image I1SO image

Source ECS Image File

« Only ECSs in the running or stopped state can be used to create private images.

« Before creating an image, configure and optimize the ECS. Ensure Cloud-Init is installed if the ECS runs Linux and Cloudbase-Init is installed if the
ECS runs Windows. Learn more

+ Do not perform any operation on the selected ECS or associated resources when an image is being created.

All statuses v Name v Qlc
Name 0os Status Private P Address Created
v \6\ ecs-awordpress CentOS 7.6 64bit Running 192.168.1.111 Aug 03, 2022 10:04:38 G...

Selected: ecs-awordpress | OS: CentOS 7.6 64bit | System Disk: High 1/0 | 40 GB

Image Information

Encryption Unencrypted (2

Name ‘ wordpresq

Tag It is recommended that you use TMS's predefined tag function to add the same tag to different cloud resources. View predefined tags
You can add 10 more tags

Description

Figure 1-40

Step 4 Locate wordpress in the image list and click Apply for Server in the Operation
column.
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The ECSs created here and ecs-wordpress created previously will be added to a backend
server group of Elastic Load Balance (ELB).

Step 5 Configure the following parameters to apply for ECSs.

e Billing Mode: Pay-per-use

e Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this
exercise.)

e AZ:AZ 2 (AZ 2 is used as an example in this exercise.)

e  CPU Architecture: x86

e Specifications: 2 vCPUs | 4 GiB

® |mage: Private image | wordpress

e Network: vpc-1 | vpc-1-subnet | Automatically assign IP address
e  Security Group: sg-web

e  EIP: Not required

e System Disk: High I/O | 40 GiB

e ECS Name: ecs-awordpress

e Password: Set a password (or use the image password).

< | Elastic Cloud Server

@ configure Basic settings (2) configure Network (3) configure Advanced Settings (@) confirm
—_— == o
Region © CN-Hong Kong -
For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region

CPU Architecture “ Kunpeng ®@

Specifications Latest generation v | wvePus | Al v | Memory | Al - Flavor Name Q

Gererl computing s Memoyopinied b paromance omputng Ut ghilo Govacenied @

Assured / Maximum Bandwidth =

Flavor Name VCPUs | Memory(GiB) = cPU 1= Packel
s2.medium 4 1vCPUs | 4 Gie Intel E5-2680V4 24GHz 0.1 /0.5 Gbit/s
®  szlarge2 2 VCPUs | 4 GiB Intel E5-2680V4 24GHz 02 /0.8 Gbit/s
Public image Privale image Shared image Marketplace image
wordpress(40G8) * | C et

Host Security Enable (@)

E

System Disk High 10 . 40 + | GiB IOPS limit: 2,120, I0PS burst limit: 5,000

[©]

Mext: Configure Network
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petwrk wpe-1 (192.1680.016) v | C vpei-subnet (192.168.1.0/24) v | © | Automatically assign IP address v
rc

Extension NIC @ Add NIC

Security Group sg-web (Sedbdcd5-6cde-45d7-b637-02ea1 2achb2c) v sroup @

Security Group Rules A~

Inbound Rules Outbound Rules

Configure Sec

ECS Name ecs-awordpress Allow duplicate name
If multiple ECSs are created at the same time, the sy dds a hyphen followed by a four-digit incremental numbe|
0010 already exists, the name of the first new ECS w 011
Login Mode Key pair Set password later
Username root
Password wvord secure. If you word, you can log in to the ECS console and ¢

Confirm Password

Cloud Backup and To use CBR, you need to purchase a backup vault. A vault is a container that stores backups for se
Recovery
Create new Use existing Not required ®
backups can help you restore data in case anything happens to your ECS. To ensure data security, you are

Figure 1-41

1.2.6 Buying Load Balancers

Step 1

Unbind the EIP from the ECS ecs-wordpress.

Note: The EIP will be bound to the load balancer in the follow-up exercise.

Step 2

2VvCPUs | 4 GiB |s2larg..  49.0.230.153 (El...
CentQS 7.6 64bit 192.168.1.111 (..

Pay-per-use

ecs-awordpress
= Created on Aug..

AZ2 i
531584aa-2204-4c1a-85... Running

Unbind EIP I

Modify Bandwidth

Chanae VPC

Figure 1-42

In the service list, choose Networking > Elastic Load Balance.

Change Security Group

Remote Login | More v

Buy Same ECS

Stop

Restart

Reset Password

Modify Specifications

Change Billing Mode

Delete

Manage Image/Disk/Backup >

Manage Network »
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Compute Storage Networking

Elastic Cloud Server ) | Elastic Volume Service ) § Virtual Private Cloud

Auto Scal Rk ) | Dedicated Distributed Storage Ser... Elastic Load Balance

Image Management Service Storage Disaster Recovery Service Virtual Private Network

Dedicated Host Cloud Server Backup Service Direct Connect

Cloud Container Engine Cloud Backup and Recovery Enterprise Switch

Bare Metal Server ) § Volume Backup Service ) | Domain Name Service

FunctionGraph Object Storage Service NAT Gateway

Dedicated Cloud Data Express Service Elastic IP ) {
Scalable File Service Cloud Connect

Databases CDN VPC Endpoint

ueo Dedicated OBS Global Accelerator

GaussDB

Figure 1-43
Step 3 Click Buy Elastic Load Balancer in the upper right corner.

HUAWEI CLOUD °

Network Console Load Balancers @ F# Quick Links

@ We've just launched dedicated load balancers that use exclusive resources, provide guaranteed performance metrics, and support IPv6. Try now

Name - Q| searchbyTag w | |C |5
Figure 1-44
Step4  Configure the parameters as follows:

e Type: Shared

e Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this
exercise.)

e Network Type: Public network

e VPC: vpc-1

e  Subnet: vpc-1-subnet

e  Private IP Address: Automatically-assigned IP address

* Type Dedicated m Learn more

#* Region Q@ CN-Hong Kong v

ons are geographic areas isolated from each other. Resources are

network connections. For low network l?ter'.c;-‘ and quick resource access, select the nearest regio

region-specific and cannot

* Network Type Public network Private network @

* VPC vpc-l v C View VPC

* Subnet ‘ vpc-1-subnet (192.168.1.0/.. ‘ C View Subnet Available private IP addresses: 247

* Private IP Address Automatically-assigned IP ... ¥
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Figure 1-45
®  EIP: Use existing (Assign the above unbound EIP to this load balancer.)
® Name: elb-wordpress
EIP Mew EIP @} Use existing @
49.0.230.153 A C ViewEIP
ent ba idtk
Name elb-wordpress|
Advanced Settings Description T:
Figure 1-46
Step 5 Locate the elb-wordpress in the load balancer list and click Add listener.
Load Balancers (& [ Quick Links
@ we've just launched dedicated load balancers that use exclusive resources, provide guaranteed performance metrics, and support IPv6. Tr
Q | seachbyTag w | [ C| O3
Name Status Type T Specification IP Address and Network Listener (Frontend Bandwidth Informa. Billing M Operation
Figure 1-47
Step 6  Configure the parameters as follows:
e Name: listener-wordpress
e  Frontend Protocol: TCP
[ J

Frontend Port: 80 (Used by this load balancer to receive requests from clients.)
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Add Listener

2 Configure Backend Server Group 3 Finish

o Configure Listener

* Name listener-wordpress

* Frontend Protocol/Port TCP - 80 Value range: 1 to 65535

Select TCP or UDP for load balancing at Layer 4. Select HTTP or HTTPS for load balancing at Layer 7

Obtain Client IP Address @

Advanced Settings

Figure 1-48
e Enable Sticky Session to ensure that requests from a client always are routed to the

same server before a session ends. Use the default values for other parameters and
click Next: Add Backend Server.

Add Listener

@:“ Configure Listener ———— e Configure Backend Server Group 3 Fini

Backend Server Group Use existing

* Name server_group

* Backend Protocol

* Load Balancing Algorithm Weighted round robin v ®
Sticky Session () @
Sticky Session Type Source IP address A

* Stickiness Duration (min) 20 Value range: 1 to 60

Health Check Configuration

Enable Health Check (%) ()

* Protocol TCP -

Port @ Value range: 1 to 65535

If you do not specify a port number, the port used by the backend server to receive traffic will
be used

Advanced Settings

Previous Cancel

Figure 1-49
e Click Add.
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Add Backend Server Group

cp K . .
server_group | TCP @) Basic Information

Name server_group z

Listener listener-wordpress

Load Balancing Algorithm  Weighted round robin

Sticky Session Disabled
Add
Name Status Private IP

®  Select ECS ecs-wordpress and the ECS ecs-wordpress-0001 created using the image.

X
Add Backend Server

0 « If the Obtain Client IP Address option is not enabled for the listener, the security group that contains the backend servers must allow
access from 100.125.0.0/16. Otherwise, health checks will be abnormal. Learn more
« If the Obtain Client IP Address option is enabled for the listener, backend servers will receive requests from real IP addresses of the clients.
Ensure that the security group that contains the backend servers has rules that allow access from these IP addresses. Learn more

Buy ECS vpc-1-subnet (192.168.1.0/24) v Name v Q C

0 You can add 500 more backend servers. Increase quota

Server Specification Private IP Address
ecs-wordpress 2vCPUs | 4 GB 192.168.1.250
s2large.2

ecs-awordpress ATTHLE S EE 192.168.1.111
s2.large.2

Cancel Next

Figure 1-50

e Set Batch Add Ports to 80 (used by backend servers to receive requests from this
load balancer). Use the default values for other parameters, and click Finish.

Add Backend Server

o « If the Obtain Client IP Address option is not enabled for the listener, the security group that contains the backend servers must allow
access from 100.125.0.0/16. Otherwise, health checks will be abnormal. Learn more
« If the Obtain Client IP Address option is enabled for the listener, backend servers will receive requests from real IP addresses of the clients.
Ensure that the security group that contains the backend servers has rules that allow access from these IP addresses. Learn more

Batch Add Ports | 80

Private IP Address Server Backend Port @ Weight @ Operation

ecs-wordpress
192.168.1.250 2vCPUs | 4G

4GB 80 1 Copy = Remove

ecs-awordpress
192.168.1.111 2vC R

2 vCPU

80 1 Copy = Remove

Previous Cancel
Figure 1-51
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e After the load balancer is created, choose Listeners > Backend Server Groups to
ensure the health check result is Healthy.

Basic Information

server_group ﬁ D a88b9c78-c17¢-42ac-95d5-f98b8b761549 [

Listene! listener-wordpress Backend Protocol ~ TCP

Load Balancing Algorithm  Weighted round robin Health Check Enabled | Configure

Sticky Session Disabled Description - Z

Add Available servers: 2| All v Name - Qllc

Name Status Private IP Address Health Check Result @ Weight Backend Port
ecs-awordpress Running 192.168.1.111 Healthy 1 80
ecs-wordpress Running 192.168.1.250 Healthy 1 80

Figure 1-52

® View the created load balancer on the load balancer page.

Name - Q Search by Tag % c |0
Name Status Type T Specification 1P Address and Network Listener (Frontend Bandwidth Informa...  Billing M..  Operation
192.168.157 . 0 Mbit/s
wordpr Ru..  Shared - 49.0230.153 tener-wor Pay-per-use - Madify 1P th More
By traffic

Figure 1-53

Step 7 Log in to http://119.3.199.107 (EIP bound to this load balancer)
/wordpress/index.php again. If the following information is displayed, the load
balancer is successfully deployed.

welcome

Welcome to the famous five-minute WordPress installer! Simply fill out the form below to get started with the

waorld's most scalable and powerful personal information publishing platform.

need information

You need to fill in some basic information. There is no need to worry about filling in the wrong information, this
information can be modified again later.

site title ” ]

username

Usernames can only contain letters, numbers, spaces, underscores, hyphans, periods, and the "@” sig

password 2% @FDRp#Ii5Pill45 @ hide
powerful
Important: You will need this password to log in, keep it in a safe place.
your email

Plezse double check the email address before continuing.

Visibility to Search O Itis recommended that search engines do not index this site
Engines Search engines wiill treat requests made by WordPress on a voluntary basis. Mot all search engines honer
such requests.

Install WordPress
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1.2.7 Creating an AS Group

Step 1

Step 2

Security & Compliance
Anti-DDoS

DDoS Mitigation

Advanced Anti-DDoS

Web Applic Advan(ed Anti-DDoS

Vulnerability Scan Service
Host Security Service
Container Guard Service
Data Security Center

Database Security Service

Data Encryption Workshop

Cloud Certificate Management Ser.

Situation Awareness

Managed Threat Detection

Compliance Compass

DEW Console

Key Management

Service

Key Pair Service

Cloud Secret
Management Service

Dedicated HSM

Elastic Cloud Server

Object Storage Service

Cloud Backup and
Recovery

Elastic Volume Service

i

Private Key Pairs

Upgrade Key Pair

Figure 1-54

CDN

Dedicated OBS

Application

Application Orchestration Service
Software Repository for Container
ServiceStage

Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS
Distributed Message Service

Distributed Message Service (for K.

Distributed Message Service (for R...

Distributed Message Service (for R...

Application Performance Manage:

Application Operations Managem...

VPC Endpaint

Global Accelerator

Management & Governance
Cloud Eye

Identity and Access Management
Simple Message Notification
Cloud Trace Service

Log Tank Service

Tag Management Service

Resource Management

Business Applications

Cognitive Engagement Center

Application & Data Integration pla...

Workspace

Figure 1-55

Key Pair Service (@

Account Key Pairs

Create Key Pair

Key Pair Name

ECS List

Import Key Pair

Fingerprint

Figure 1-56

Set Key Pair Name to KeyPair-wordpress and click OK.

Note: In this exercise, the key pair is used to create an AS group only.

In the service list, choose Data Encryption Workshop under Security & Compliance.

Data Replicatior:

Data Admin Ser

Migration
Cloud Data Mig

Server Migratior

Obiect Storage |

El Enterprise |

Conversational
Huawei HiLens
ModelArts
Cloud Search Se
Data Ingestion ¢
Graph Engine Se

Data Lake Facto

Choose Key Pair Service in the left navigation pane and click Create Key Pair.

A user's private key pairs are only available to that user. Account key pairs are available to all users under the same accoun

No data available:
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Create Key Pair
#* Key Pair Name KeyPair-wordpress
Type SSH_RSA 2048 v
If you have not enabled your account key pair, this parameter is invalid. An
SS5H_RSA_2048 key pair will be created by default.
Currently, only the RSA algorithm can be used with Windows.
| agree to have the private key managed by HUAWEI CLOUD.Learn more
| have read and agree to the Key Pair Service Disclaimer
Figure 1-57
Step 3 In the service list, choose Auto Scaling under Compute.
= Senvice List L
@& Elastic Cloud Server Recently Visited Services: Data Encryption Workshop ~ Elastic Load Balance  Enterprise Switch ~ Ima
ML Auto Scaling Compute Storage N
Elastic Cloud Server Elastic Volume Service | Vi
& Bare Metal Server
i Dedicated Distributed Storage Service El
B Elastic Volume Service Image Management Service Storage Disaster Recovery Service Vi
¢  Cloud Backup and Recovery Dedicated Host Cloud Server Backup Service Di
Cloud Container Engine Cloud Backup and Recovery ) § Er
(> Object Storage Service
Bare Metal Server ) § Volume Backup Service D
& Virtual Private Cloud FunctionGraph Object Storage Service ) § N.
J.  Elastic Load Balance Dedicated Cloud Data Express Service El
. Scalable File Service Cl
() Elastic IP
Security & Compliance CDN vi

[0 TP -~ Aot DDA

Figure 1-58

Step 4 Click Create AS Configuration in the upper right corner.

fretance scing © -

AS Groups AS Configurations
All statuses M Q | searchbyTag ¥

Name Status AS Configuration Current Instances  Expected Instances Min. Instances Max_ Instances  Operation

No data available.

Figure 1-59
Step 5 Configure the parameters as follows:

e Billing Mode: Pay-per-use

c

e Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this

exercise.)
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e Name: as-config-wordpress
e Configuration Template: Create new template

# Billing Mode  (2)

% Region CN-Hong Kong v

For low network latency and quick resource access, select the region nearest to your target users

* Name ‘ as-config-wordpress

The ECS created using this AS configuration is named in the format of the AS configuration name followed by a

* Configuration Template

Create new template

Use existing ECS

Figure 1-60
e Specifications: 2 vCPUs | 4 GiB
® |mage: Private image | wordpress
e Disk: EVS | High 1/O | 40 GB
e  Security Group: sg-web
e EIP: Do not use

Latest generation v

General computing

Ultra-high 1/O GPU-accelerated

CPU Architecture Kunpeng @

* Specifications

vCPUs | All - Memory(GiB) All

General computing-plus Memory-optimized Large-memory

Learn more about ECS types.
Flavor Name

VCPUs | Memory(GiB) CPU =

s2.small.1 (Sold Out) 1vCPU|1GB Intel E5-2680V4 2.4GHz
s2.medium.2 (Sold out in AZ... 1vCPU|2GB Intel E5-2680V4 2.4GHz
s2.medium.4 (Sold out in AZ... 1 vCPU | 4 GB Intel E5-2680V4 2.4GHz
s2.large.2 (Sold out in AZ3) 2 vCPUs | 4 GB Intel E5-2680V4 2.4GHz
s2.large.4 (Sold out in AZ3) 2vCPUs | 8 GB Intel E5-2680V4 2.4GHz

- Flavor Name

High-performance computing

Assured / Maximum =
Bandwidth (2)

0.1/0.5 Gbit/s
0.1/0.5 Gbit/s
0.1/0.5 Gbit/s
0.2/0.8 Gbit/s

0.2/0.8 Gbit/s

You can select an existing ECS to create an AS configuration of the same specifications, except the image and di

Disk-intensive

Packets Per Second

*prs) @

50,000
50,000
50,000
100,000

100,000
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* Image

* Disk

* Security Group  (2)

AN Q)

Public image Shared image

wordpress (40 GB) | C

System Disk High 1/0 v 40 =+ |GB I0PS limit: 2,120, IOPS burst limit: 5,000 @

(® Add Data Disk You can add 23 more disks

sg-web (Inbound:ICMP; TCP | Outbou... v | C Create Security Group

Similar to a firewall, a security group logically controls network access. Learn how to create a security group

Inbound: ICMP; TCP | Qutbound: -

Automatically assign

An ECS without an EIP cannot access the Internet. How t can still be used as a service ECS deployed in a cluster or on a private network

Figure 1-61

e Select Key Pair for Login Mode and select the key pair you created from the drop-
down list. Select Configure now for Advanced Settings, leave User Data to As text,
and copy the following content to the box to modify the database address in the wp-
config.php file in the selected image. (In this exercise, the IP address following

DB_HOST is

changed from 192.168.1.137 to 192.168.1.207.)

#!/bin/bash

sed -i -E "s/'DB_HOST' \s*'.*?'/'DB_HOST", '792.168.1.207 " [var/www/html/wordpress/wp-config.php

Note: 192.168.1.207 is the private IP address of the backend database in this lab. Replace
it with the actual IP address.

* Login Mode

* Key Pair

Advanced Settings

User Data

ECS Group ()

m Passwo rd

The private key will be required for logging in to the ECS and for reinstalling or changing the OS. Keep it secure
KeyPair-wordpress v | C Create Key Pair
v acknowledge that | have the private key file KeyPair-wordpress.pem and that | will not be able to log in to my ECS without this file

As file Learn how to inject user data.

#1/bin/bash
sed -i -E "s/'DB_HOST' \s*.*?'/'DB_HOST', '192.168.1.207'/"
varfwwwihtml/wordpress/wp-config.php

v C Create ECS Group
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Figure 1-62

Step 6 After the AS configuration is created, click Create AS Group in the upper right
corner.

Instance Scaling @ Create AS Group Create AS Configuration

Image System Disk Data Disks  Login Mode Created  Billing Mode  Operation

2 vCPUs High 1/0 | 40 GB 0 Key pair Aug 0 Pay-per-use

Figure 1-63
Step 7 Configure the parameters as follows:
® Region: CN-Hong Kong (The CN-Hong Kong region is used as an example in this
exercise.)
® AZ: Retain the default setting.
e  Multi-AZ Scaling Policy: Balanced
e Name: as-config-wordpress
e Max. Instances: 4

e Expected Instances: 2 (Considering the lab environment capacity, you are advised to
set the expected number of instances to 2 in this exercise.)

® Min. Instances: 1

e AS Configuration: as-config-wordpress

e VPC: vpc-1

e  Subnet: vpc-1-subnet

e Load Balancing: Elastic load balancer

e Load Balancer: elb-wordpress (Select the balancer you created previously.)

e Backend ECS Group: Select a backend ECS group bound with load balancer elb-

wordpress.
+ Region CN-Hong Kong v
*Az ® AZ1 AZ2 AZ3 | C
* Multi-AZ Scaling Policy @ (®) Balanced Sequenced

* Name as-group-Twordpress

+* Max. Instances 4

* Expected Instances @ 2

s Min. Instances 1
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# AS Configuration as-config-wordpress +
% VPC @ vpe-1 (192.168.0.0/16) ¥ | C Create VPC
% Subnet
vpc-1-subnet (192.168.1.0/24) ¥ | This subnet is used by the primary NIC

@ Add Subnet You can add 4 more subnets. C  Create Subnet

Load Balancing @ Do not use Elastic load balancer C Create ELB

ECSs in the AS group are automatically bound to the selected load balancer

Load Balancer elb-wordpress (e.. ¥ | Backend ECS Group server_group (a8.. ¥

Backend Port (%) Weight (2) 1
(@ Add Load Balancer You can add 5 more load balancers
.
Figure 1-64

e Retain the default settings for other parameters and click Create Now.

 Instance Removal Policy Oldest instance created from oldest AS confi.. ¥

£ Do not release

Data Disk Delete Do not delete
Health Check Method () ELB health check -
Health Check Interval (3) 5 minutes -

Figure 1-65
Step 8 In the AS group list, check that the created AS group is enabled.
Instance Scaling @

AS Groups AS Configurations
All statuses - Q || searchbyTag ¥ | C
Name Status AS Configuration Current Instances  Expected Instances Min. Instances Max. Instances  Operation
Enabled 3s-cor rdpre 0 2 1 4

Figure 1-66

Step 9 Click Elastic Cloud Server in the left navigation pane. Check that two ECSs are
created by AS and displayed in the ECS list.
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The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in
More ¥ C||® O
Q
Name/ID Monitoring ~ AZ Y Status 7 Specifications/Image P Address Biling Mo.. W Tag Operation
as-config-wordpress-UB. = i . 2vCPUs |4 GiB2larg.. oo Pay-per-use .
0f1d409-c3b9-4dcS-8ad = UG ordpress > * Created on Aug... "o '
as-config- = 2 VCPUs |4 GIB | s2.arg Pay-per-use
= A2 i 192168.1.104 - te Log -
fBdecass ¢ - RAnming wordpres ’ Greated on Aug..
ecs-wordpress = 2VCPUs |4 GiB | s2.arg. . Pay-per-use B .
1a690061-0970-46¢4-bfa = Az RunmIng oreipress 192.1681.250 Created on Aug... te Log !
ecs-awordpress = 2VCPUs |4 GIB | s2.. Pay-per-use
ecsawordpr @ Az2 Running VCPUS |4 GIB | 21005 1681111 (.. VP te Log -

531584aa-2294-4c1a-85.

Step 10

CentOS 7.6 64bit

Figure 1-67

Created on Aug..

Locate an ECS and click Remote Login to log in to the ECS. Then run the following

command to view the wp-config.php file on the ECS. Check that the value of
DB_HOST has been changed from 192.168.1.137 to 192.168.1.207. (This step is
performed to verify the text injection is successful and does not affect login.)

‘ [root@ecs-wordpress ~]# cat /var/www/html/wordpress/wp-config.php

Note: You can use text injection to easily modify the backend database address. In this
way, you can keep services run during resource scaling without the need to create

images.

s My (:'I_Jl_l [ |

‘N
", ‘root’ ):

*/

def ine(’ DB_PASSWORD’ ,

soex MySQLE B =,
def ine(’ DB_HOST’ , ['192.168.1.287" );

s B 0 B N B

7

P RN RN
‘utfd’ )

def ine(’ DB_CHARS

/o B 0 0 0B

def ine (' DB_COLLATE® ,

Step 11
sections.

7

ERRRR =

Figure 1-68

o S

Delete the two ECSs named ecs-wordpress you created manually in previous

Note: This step is to check whether the ECSs scaled out by AS can provide services

properly.
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Name/ID Monitoring ~ AZ T
a5-conf ress-L . )
9ff1d409-c3b9-4dc9-Bad -
o = A
fAdccass- 57-850,

rdpres @ R
1a690061-0970-46¢4-bfa

= A

The reset plug-in can now be installed after creating an EC
More ¥
Name/ID Monitoring  AZ
4 = Azl
9ff1d409-c3b9-4dc9-Bad
2 C AZ2

f8dccass-chas-4397-850.

Restart
Status Y7 Specifications/Image IP Address Billing Mo... 7 Tag
Reset Password

2 vCPUs | 4 GiB | s2.larg Pay-per-use

Ruming oo 192.1681.25 Cramied om g, ™| Modify Speciications
Change Billing Mode
2VCPUs | 4 GiB | s2larg
wordpress
Manage Image/Disk/Backup »
2VCPUs | 4 GiB | s2.arg et Pay-per-use [
Running wordpress 192.168.1.250 Created on Aug Manage Network v
4GiB | s2larg o Pay-per-use
Running o bt 1921681111 (. Created on Aug i
rn how to install the plug-in
@ o
Status T Specifications/image 1P Address Bling Mo V' Tag Operation
2vCPUS |4 GIB [s2larg.. Pay-per-use
Running T 92.168.1.25 Created on Aug.. r
2vCPUS |4 G [s2larg.. Pay-per-use
Lrod = eHES Rl Created on Aug.. " e v

Figure 1-69

Step 12 Open a browser and enter http:// (EIP of the load balancer)/wordpress/index.php.

49.0.230.153/wordpress/wp-admin/install.php

W

Welcome to the famous five-minute WordPress installer! Simply fill out the form below to get started with the
world's most scalable and powerful personal information publishing platform.

welcome

need information

You need to fill in some basic information. There is no need to worry about filling in the wrong information, this
information can be maodified again later.

site title
username

Usemames can only contain letters, numbers, spaces, underscores, hyphens, periocs, and the “@" sign
password EOTAOOmMGXg8nNK7le6 P hide

powerful

Important: You will need this password to log in, keep it in a safe place.
your email

Please double check the email address before continuing.
Visibility to Search (] It is recommended that search engines do not index this site
Engines Search engines wil treat requests made by WordPress on  voluntary basis. Not il search engines horor

such requests.

Install WordPress

Figure 1-70

Step 13 Enter the registration information as follows and click Install WordPress. After the
installation is complete, log in to WordPress. If the login is successful, the ECS
created by AS can provide services properly.

e Site Title: HCIP

e Username: huawei (user-defined)

e  Password: User-defined

o Your Email: User-defined
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welcome

Welcome to the famous five-minute WordPress installer! Simply fill out the form below to get started with the
world's most scalable and powerful personal information publishing platform.

need information

You need to fill in some basic information. There is no need to worry about filling in the wrong information, this

information can be modified again later.

site title HCIP
username huawei
Usernames can only contain letters, numbers, spaces, underscores, hyphens, periods, and the
password & hide
medium
Important: You will need this password to log in, keep it in a safe place.
your email
Please double check the email address before continuing.
Visibility to Search [ It is recommended that search engines do not index this site
Engines 5 engines will treat reque on a voluntary basis, Not a ch engines hanor
such requests,
Install WordPress
@& Hop B + new
dash board dash board

front page

renew

)&

»

© &8 % b

artide
media
page
Comment
Exterior
plugin
user

tool

set up

Welcome to WordPress!
We've prepared a few links for you to get started:

start using next
F Write your first blog post
tomize your site
=+ Addan "About” page
or change the theme B View site
Overview A Quick draft a
A 1 article M 1 page title
B 1 comment

are you thinking about?
WordPress 4.9.1, using the Tw

ity Seventeen theme.

Activity .

save draft
recently released
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Figure 1-72

1.3 Clearing Resources

Step 1

Step 3

Delete the AS group. In the service list, choose Auto Scaling under Compute. In the
navigation pane on the left, choose Instance Scaling.

On the AS Groups tab, locate the row containing the AS group to be deleted and
choose More > Delete in the Operation column.

Click the AS Configurations tab, locate the row containing the AS configuration to be
deleted, and click Delete in the Operation column.

Delete the key pair.
In the service list, choose Data Encryption Workshop under Security & Compliance. In
the navigation pane on the left, choose Key Pair Service.

On the Private Key Pairs tab, locate the row containing the key pair to be deleted
and click Delete in the Operation column.

Deleting the load balancer

In the service list, choose Elastic Load Balance under Networking. In the load
balancer list, click the load balancer purchased in this exercise. On the Backend
Server Groups tab, in the Basic Information area, select all backend servers and click
Remove above the server list.

Basic Information

server_group ﬁ aB88bac78-c17c-42ac-05d5-98b8bT61549 [
listener-wordpress TCcp
Weighted round robin Enabled | Configure
Disabled — 2
Add Modify Weight Remove All v Name v
Available servers: 2 Unhealthy (2)

Name Status Private IP Address Health Check Result (?) Weight

= !

- L

Figure 1-73

On the Listeners tab, delete the listener purchased in this exercise.

Add Listener

listener-wordpress
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Figure 1-74

e Back to the load balancer list and click Delete in the Operation column to delete the
load balancer.

e In the displayed dialog box, select Release the EIP and click Yes.

Are you sure you want to delete this load balancer?

+ A deleted load balancer cannot be recovered. Exercise caution when performing this operation.

« If you do not release the EIP it can be bound to other resources and will be billed.

Name Status IP Address

192.168.1.57

elb-wordpress Running 49.0.230.153

Release the EIP

Figure 1-75
Step 4  Delete the image created in this exercise.

® In the service list, choose Image Management Service under Compute. In the private
image list, locate the image created in this exercise and choose More > Delete in the
Operation column.

Step 5 Delete the RDS instance.

e |n the service list, choose Relational Database Service under Database. In the
instance list, locate the instance purchased in this exercise and click Delete in the
Operation column.

Step 6 Delete the ECS.

® In the service list, choose Elastic Cloud Server under Compute. In the ECS list, locate
the ECS purchased in this exercise and choose More > Delete in the Operation
column.

e In the displayed dialog box, select the check boxes displayed in the following picture
and click Yes.
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Delete ECS

Are you sure you want to delete the ECSs?

Name Status Release Disks Remarks

Release the EIPs bound to the ECSs Delete all data disks attached to the ECSs

[~
Figure 1-76

Step 7 Delete the security group.

e In the service list, choose Virtual Private Cloud under Networking. In the security
group list, locate the security group created in this exercise and click Delete in the
Operation column.

Step 8 Delete the subnet and VPC.

® Choose Subnets in the navigation pane on the left. Locate the subnet created in this
exercise and click Delete in the Operation column.

® Choose My VPCs in the navigation pane on the left. In the VPC list, locate the VPC
created in this exercise and click Delete in the Operation column.

1.4 Quiz

Question: If health check is enabled without specifying a health check port, how will the
health check be performed?
Answer: If you do not specify a health check port, a port of the backend server will be

used for health checks by default. If you specify a port, the port will be used for health
checks.
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Network Architecture Design

2.1 Introduction
2.1.1 About This Exercise

This exercise uses Huawei Cloud resources in different regions to represent on-premises
and cloud resources, describes how on-premises resources can communicate with cloud
resources and manage cloud resources for O&M, and how cloud resources can
communicate with each other and access the internet.

VPC 1 in the CN-Hong Kong region represents an on-premises network, and its ECS
represents an on-premises server used for O&M. VPC 2, VPC 3, and their ECSs in the AP-
Singapore region represent cloud resources.

To enable ECSs in VPC 2 and VPC 3 in the AP-Singapore region to communicate with
each other, a VPC peering connection is required. To enable the on-premises ECS used for
O&M in the CN-Hong Kong region to manage cloud resources in AP-Singapore region,
Virtual Private Network (VPN) and VPC peering connections are required. To enable
internet access, a NAT gateway is deployed in VPC 2 in the AP-Singapore region so that
ECSs in VPC 3 and VPC 2 can access the internet through the NAT gateway.

This exercise uses regions CN-Hong Kong and AP-Singapore as an example. Trainees can
select regions based on their own needs.

2.1.2 Objectives

Understand how to use the cloud services involved in the cloud network architecture.

Understand how to design cloud networks with scalability, manage cloud and on-
premises resources in unified manner, and allow cloud and on-premises communications.
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2.1.3 Networking

r-—--———=----"""""""""""""""""F"""-""--"""""--""-">"F">"">-"">"="-"""-""""""""""=" =" I
|
| Region CN-Hong Kong Region AP-Singapore :
: T | NATGateway |
—— TN i TN I
: f \ i’ | :’ 1 |
| I BEN AN I N
HEEORC e =SS I
| ' | o ' | ! | |
| | ECM | ECS02 | | ECS03 | |
| | | |
| N /' \.____/I \_____zl :
| VPC1 VPC2 VPC3 |
| |
| |
|

Figure 2-1

2.2 Procedure
2.2.1 Creating VPCs

Step 1 Visit https://intlL.huaweicloud.com/en-us/ and log in using your Huawei Cloud
account. If you are an IAM user, log in as an IAM user.

© Interested in more products? Try it for free at hitps;//activity huaweicloud.com/free._test/index htm Do not show again

é’gé HUAWEI CLOUD Q Contact Sales After-Sales  Console
Activities Products Solutions Pricing Documentation KooGallery Partners Support About Us
)
...................... | 4
Huawei Developer Competition b ) =
e pel pe Lo
Figure 2-2
¥ HUAWEI cLOUD Home Documentation  English
Free Packages IAM User Login

Register with HUAWEI CLOUD to Get Free Packages

|AM user password &
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Figure 2-3
Step 2 Click Console and select CN-Hong Kong.
Step 3 In the service list, choose Networking > Virtual Private Cloud.

Step 4  Click Create VPC in the upper right corner.

Virtual Private Cloud @ [# Quick Links
Name Q Search by Tag cl|lG
Name IPvd CIDR Block Status Subnets Route Tables Servers Operation
Figure 2-4

Step 5 Configure the following parameters and click Create Now.

Note: In this exercise, this VPC represents an on-premises network.
Basic Information
® Region: CN-Hong Kong
e Name: vpc-1
e |Pv4 CIDR Block: 192.168.0.0/16
Default Subnet
e Name: vpc-1-subnet
e |Pv4 CIDR Block: 192.168.1.0/24
Basic Information

Region Q@ CN-Hong Kong v

Name vpc-1

IPv4 CIDR Block 192 |- 168 | - . ’{" 16 v

Recommended: 10.0.0.0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)

The CIDR block 192.168.0.0/16 overlaps with a CIDR block of another VPC in the current region. If you
VPC and an on-premises data center, change the CIDR block. View VPC CIDR blocks in current region

Advanced Settings Tag Descripti

Default Subnet

Name vpc-1-subnet

IPv4 CIDR Block . . 1 . /| 24 - @ Available IP Addresses: 251

Figure 2-5
Step 6 Repeat the preceding steps to create VPC 2 and VPC 3 as follows.

Note: VPC 2 and VPC 3 represent cloud networks.



A

HUAWEI

HCIP-Cloud Service Solutions Architect Lab Guide

Page 50

Basic Information

Region: AP-Singapore
Name: vpc-2

IPv4 CIDR Block: 192.168.0.0/16
Default Subnet

AZ: AZ1
Name: vpc-2-subnet

IPv4 CIDR Block: 192.168.2.0/24

Basic Information

Region: AP-Singapore
Name: vpc-3

IPv4 CIDR Block: 192.168.0.0/16
Default Subnet

AZ: AZ1
Name: vpc-3-subnet

IPv4 CIDR Block: 192.168.3.0/24

Basic Information

Region

Name

IPv4 CIDR Block

Advanced Settings ~

Default Subnet

Name

IPv4 CIDR Block

Basic Information

Default Subnet

© AP-Singapore -

vpe-2

192 |- 188 |- : /e~

(Select) (Select) Select)

The CIDR block 192.168.0.0/16 overlaps with a CIDR block of another VPC in the current region. If you inf
VPC and an on-premises data center, change the CIDR block. View VPC CIDR blocks in current region

vpe-2-subnet

2 . /| 24 ~ | (@ Available IP Addresses: 251

24~ (@ Available IP Addresses: 251



A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 51

Figure 2-6

2.2.2 Creating Security Groups

Step 1 In the CN-Hong Kong region, choose Access Control > Security Groups on the
network console, and click Create Security Group in the upper right corner.

Security Groups @

Name. Security Group Rules Associated Instances  Description

Figure 2-7
Step 2 Configure the parameters as follows and click OK.

Note: This security group is used by ECSs in VPC 1. You need to allow all ICMP traffic and
traffic on port 22. ICMP is used for connectivity tests, and port 22 is used for SSH login

tests.
e Name: sg-1
e Template: Select a required one.

Create Security Group

Name sg-1
Template Custom v
Description

Show Default Rule ¥

“ Cancel
Figure 2-8

Step 3 In the dialog box displayed, click Manage Rule.

o Information

The security group was created successfully. Add security group rules
to enable access to instances associated with the security group.

Manage Rule Cancel

Figure 2-9

Step4  Add the first inbound rule as follows:
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®  Priority: 1
e  Action: Allow
e  Protocol: ICMP
e Port: All
e  Source: IP address and 0.0.0.0/0
Add Inbound Rule Learn more
‘ © Inbound rules allow incoming traffic to instances associated with the security group.
Security Group sg-1
import multiple rules
priority () Action Protocol & Port () Type Source (@ Description Operation
IcMP - ‘ 1P address
1 Allow v b~ | ip4 v Operation ¥
All v 0.0.0.0/0
® Add Rule
ER -
Figure 2-10
Step5  Add the second inbound rule as follows:
®  Priority: 1
e Action: Allow
e  Protocol: TCP
e Port: 22
e  Source: IP address and 0.0.0.0/0
X
Add Inbound Rule Learn more
‘ 0 Inbound rules allow incoming traffic to instances associated with the security group.
Security Group sg-1
import multiple rules
priority () Action Protocol & Port (2) Type Source () Description Operation
Tce - 1P address
1 Allow ¥ L [ Operation +
2 0.0.0.0/0
@ Add Rule

“ Cancel

Figure 2-11

Step 6 Repeat the preceding steps to create security group sg-4 in the AP-Singapore

region.

Note: Security group sg-4 is used by ECSs in the AP-Singapore region. You also need to

allow all ICMP traffic and traffic on port 22.
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2.2.3 Buying ECSs

Step 1 In the CN-Hong Kong region, click Buy ECS in the upper right corner.

Elastic Cloud Server (@

The password reset plug-in can now be installed after creating an ECS. Learn how to instal the plug-in

Name/D Monitarina A7 57 Sranss 57 fi m:

Figure 2-12

Step 2 Configure the parameters as follows.

Note: ecs-01 represents an on-premises server used for O&M.

ecs-01 configuration:

e Billing Mode: Pay-per-use

e Region: CN-Hong Kong

e AZ:Random

e  CPU Architecture: x86

e Specifications: 1 vCPUs | 2 GiB

e |mage: Public image | CentOS 7.6 64bit(40GB)
e Host Security: Enable | Basic (free)

e  Network: vpc-1 | vpc-1-subnet | Automatically assign IP address

®  Security Group: sg-1

e  EIP: Not required

e System Disk: High I/O | 40 GiB
e ECS Name: ecs-01

o  Password: User-defined (with the username of root)

@ CN-Hong Kong v

For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region.

m Kunpeng @

Latest generation A vCPUs | All - Memory | All

General computing-plus General computing Memory-optimized Large-memory High-performance computing

Assured / Maximum Bandwidth 1

Flavor Name VCPUs | Memory(GiB) |= CPU =

Available Regions/AZs

®) s2medium2 1vCPUs | 2 GIB Intel E5-2680V4 2.4GHz

F# Quick Links Buy ECS

Cl @ 0

Flavor Name

Disk-intensive Ultra

0.1 /0.5 Gbit/s
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Image Public image Private image Shared image Marketplace image

| ## CentOs v | ‘ CentOS 7.6 64bit(40GB) ¥ | C

Hast Security Enable @

System Disk | High I/0 - | ‘ | 40 |+‘ GiB  10PS limit: 2,120, I0PS burst limit: 5,000 (@

(® Add Data Disk Disks you can still add: 23

Network wpc-1 (192.168.0.0/16) - C
vpc-1-subnet (192.168.1.0/24) v | C  Automatically assign IP address v | Available private IP addresses: 250 (%)
Create VPC
Extension NIC (®) Add NIC NICs you can still add: 11
Security Group sg-1 (ca?l6076-55bb-436d-a24e-287258¢4aaa) @ ~ | C Create Security Group (@
<
similar to a firewall, a security group logically controls network access
Ensure that the selected security group allows access to port 22 (55H-based Linux login), 3389 (Windows login), and ICMP (ping operation). Configure Security Group Rules ]
Security Group Rules )

Inbound Rules Outbound Rules

ecs price $0.038 USD mour + e Trafic rice $0.153 USDyce

This orice is an estimate and mav differ from the final orice. Pricina details

Previous

Juantity 1

ECS Name ecs-01 | [ Allow duplicate name

If multiple ECSs are created at the same time, the system automatically adds a hyphen followed by a four-digit incremental number to
be ecs-0001. If an ECS with the name ecs-0010 already exists, the name of the first new ECS will be ecs-0011.

Login Mode Key pair Set password later

Username root

Password Keep the password secure. If you forget the password, you can log in to the ECS console and change it

Confirm Password

Cloud Backup and To use CBR, you need to purchase a backup vault. A vault is a container that stores backups for servers.

Recovery
Create new Use existing Not required @

CBR backups can help you restore data in case anything happens to your ECS. To ensure data security, you are advised to use CBR

ECS Group (Optional)
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Step 3

Figure 2-13

Repeat the preceding steps to purchase ecs-02 and ecs-03 in the AP-Singapore

region.

Note: ecs-02 and ecs-03 represent cloud resources.

ecs-02 configuration:

Billing Mode: Pay-per-use

Region: AP-Singapore

AZ: Random

CPU Architecture: x86

Specifications: 1 vCPUs | 2 GiB

Image: Public image | CentOS 7.6 64bit(40GB)
Host Security: Enable | Basic (free)

Network: vpc-2 | vpc-2-subnet | Automatically assign IP address
Security Group: sg-4

EIP: Not required

System Disk: High 1/0 | 40 GiB

ECS Name: ecs-02

Password: User-defined (with the username of root)

Yearly/Monthly Spot price @

Q Ap-singapore v
For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region

Latest generation v vCPUs | All v Memory | All
General computing-plus General computing Memary-optimized Large-memory Disk-intensive
Flavor Name vCPUs | Memory(GiB) |= CPU =

Available Regions/AZs

AZS @
Flavor Name
Ultra-high 1/Q Gl

@) s3medium.2 1 wCPUs | 2 GiB Intel SkyLake 6161 2.2GHz
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Network vpe-2 (192.168.0.0/16)
Create VPC
Extension NIC (® Add NIC NICs you can still add: 11
Security Group s5g-4 (88¢26372-6f09-4d3e-bcd7-82b8b3656715)

similar to a fire
Ensure that the

Security Group Rules A

Inbound Rules Outbound Rules

Security Group Name Priority
1
1

sg-4
1
1

EIP Auta assign Use existing (@) Not required

An ECS without an EIP cannot access the Internet. However, it can still be used as a service ECS deployed in a cluster or on a private netw

ECS Name ecs-02

a security group logic
security group all

vpc-2-subnet (192.168.2.0/24)

v | C create security Group ()

y controls network access.
s access to port 22 (SSH-based Linux login), 3

Action

Permit
Permit
Permit

Permit

©]

Automatically assign IP address ¥ | Available private

ws login), and ICMP (ping operation)

Protocol & Port Type
TCp: 22 1Pud
ICMP: ALl P4
All 1Pv4
All 1Pvé

Configure Security Group Rules

Source

0.0.0.0/0

0.0.0.0/0

sg-4

sg-4

ork.

Allow duplicate name

If multiple ECSs are created at the same time, the system automatically adds a hyphen followed by a four-d
be ecs-0001. If an ECS with the name ecs-0010 already exists, the name of the first new ECS will be ecs-001

Username root

Password

sassassssa

Key pair

Set password later

t the password, you can log in to the ECS console and change it.

Confirm Password e
Cloud Backup and To use CBR, you need to purchase a backup vault. A vault is a container that stores backups for servers.
Recovery

Create new Use existing Not required @

CBR backups can help you restore data in case anything happens to your ECS. To ensure data security, you a

ecs-03 configuration:

Billing Mode: Pay-per-use
Region: AP-Singapore

AZ: Random

CPU Architecture: x86
Specifications: 1 vCPUs | 2 GiB

Figure 2-14
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Image: Public image | CentOS 7.6 64bit(40GB)
Host Security: Enable | Basic (free)
Network: vpc-3 | vpc-3-subnet | Automatically assign IP address
Security Group: sg-4
EIP: Not required
System Disk: High 1/0 | 40 GiB
ECS Name: ecs-03
Password: User-defined (with the username of root)
R— parie @

o ap-singapore .

= = o

“ Kunpeng (D
Latest generaton v | vorus [an <] wemor [ au + | Favor Name a

General computing-plus General computing Memeory-optimized Large-memory Disk-intensive Ultra-high 1/O GPU-accelerated

FPGA-accelerated

Flavor Name VvCPUs | Memory(GiB) |= CPU = Assured / Maximum Bandwidth @ Jd

s3.small.1 (Sold Out)
m CPUs | 1 GiB Intel SkyLake 6161 2.2GHz

Available Regions/AZs

@) s3.medium.2 1vCPUs | 2 GiB Intel SkyLake 6161 2.2GHz 0.1 /0.5 Gbit/s

Image Private image Shared image Marketplace image

| §‘} CentQs A | CentOs 7.6 64bit(40GB) A C

Host Security Enable (?)

System Disk General Purpose SSD - 40 |+ GiB 10PS limit: 2,280, IOPS burst limit: 8,000 (B show ™

@ Add Data Disk Disks you can still add: 23
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Network

vpc-3 (192.168.0.0/16) v | C | vpc-3-subnet (192.168.0.0/24) v | C | Automatically assign IP address
Create VPC
Extension NIC (@ Add NIC NICs you can still add: 1
Security Group sg-4 (88c26372-699-4d3e-bcd7-82b8b365e715) v | C Create Security Group (2)
Simila
Ensure x login), 3389 (Windows login), and ICA
Security Group Rules A
Inbound Rules Outbound Rules
Security Group Name Priority Action Protocol & Port Type
1 Permit TCP: 22 1Pv4
1 Permit IcMP: All 1Pvd
sg-4
1 Permit All 1Pv4
1 Permit All IPv6
EIP Auto assign Use existing (@) Notrequied  (2)

ECS Name

Login Mode

Username

Password

Confirm Password

Cloud Backup and
Recovery

ECS Group (Optional)

Allow duplicate name

time, the system a

010 a
root
ord secure. If you ou can log in to the ECS console and change it
To use CBR, you need to purchase a backup vault. A vault is a container that stores backups for servers

Create new Use existing Not required @

CBR backups can help you restore data in case anything happens to your ECS. To ensure data security, yo

°
Create ECS Group

Figure 2-15

2.2.4 Creating a VPC Peering Connection

u are adv

v | Available private IP addresses:

Configure Security Group Rules

Source

0.0.0.0/0

0.0.0.0/0

sg-4

sg-4

a four-digit incremental number

sed to use CER

Step 1 In the AP-Singapore region, choose VPC Peering on the Network Console, and click
Create VPC Peering Connection in the upper right corner.

Note: This VPC peering connection is used to enable cloud resources in VPC 2 and VPC 3

to communicate.
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HUAWEI CLOUD © si .
Network Console VPC Peering (O
Figure 2-16
Step 2 Configure the parameters as follows:
e Name: vpc2-vpc3
® Local VPC: vpc-2
e Account: My account
®  Peer Project: ap-southeast-3
e Peer VPC: vpc-3
Create VPC Peering Connection
Local VPC Settings
% Name vpc2-vpe3
#* Local VPC vpc-2 - C
Local VPC CIDR Block 192.168.0.0/16
Peer VPC Settings
& Account Another account @
* Peer Project ap-southeast-3 >~ | @
* Peer VPC vpe-3 v
Peer VPC CIDR Block 192.168.0.0/16
Description
Figure 2-17
Step 3 Return to the VPC peering connection list, view the created VPC peering connection

vpc2-vpc3, and click the connection name vpc2-vpc3.
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Name Status Local VPC Local VPC CIDR Block Peer Project ID Peer VPC Description Operation
vpc2-vpe3 Accepted vpe-2 192.168.0.0/16 a2462ccf139a47ba.., vpe-3 Modify | Delete
Figure 2-18

Step4  Click Route Tables on the Local Routes tab to go to the details page of the rtb-vpc-
2 route table.

Local Routes Peer Routes

age to add routes for the VPC peering connection

switch to thel

Destination Next Hop Type Next Hop Route Table

No data available.

Figure 2-19
Step5  Click Add Route.
Routes
Add Route Replicate Route Q Learn how to configure routes
Destination (%) Next Hop Type () Next Hop () Type @
v Local Local Local System
Figure 2-20

Step 6 Configure the parameters as follows and click OK.
Note: This route is added to the route table of VPC 2 to forward traffic to the subnet in
VPC 3.
o Destination: 192.168.3.0/24
® Next Hop Type: VPC peering connection
e Next Hop: vpc2-vpc3
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Add Route

rtb-vpc-2(Default)

Destination @ Next Hop Type @ Next Hop @ Description

192.168.3.0/24 VPC peering ... ¥ vpc2-vpc3(f38eb839-b0of-4ca8-99da.. | -

@ Add Route

Figure 2-21

Step 7 In the route table list, click the name of the rtb-vpc-3 route table to add a peer

route.

Name VPC Type

rib-vpc-2 vpc-2 Default

rtb-vpe-default vpec-default Default
vpc-3 Default
Figure 2-22

Step 8  Click Add Route.
Routes
Add Route Replicate Route Q Learn how to configure routes.
Destination @ Next Hop Type ® Next Hop @ Type @
~  Local Local Local System

Figure 2-23
Step9  Configure the parameters as follows and click OK.

Note: This route is added to the route table of VPC 3 to forward traffic to the subnet in
VPC 2.

e Destination: 192.168.2.0/24
® Next Hop Type: VPC peering connection
e Next Hop: vpc2-vpc3
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Add Route

rtb-vpc-3(Default)

Destination ® Next Hop Type ® Next Hop @ Description

192.168.2.0/24 VPC peering .. vpc2-vpc3(fBBeb839-b0of-4cad-99da.. | ~

(® Add Route

“ Cancel
Figure 2-24
Step 10 Log in to ecs-03 and verify the communication between ecs-02 and ecs-03.

® |ocate the row that contains ecs-03 and click Remote Login in the Operation

Q
Name/ID Monitoring Az Y Status 7 Specifications/image 1P Address Billing Mode Y7 Tag Operation
ecs-03 2 g . 1vCPUS | 2GiB [s3medium2 o o
\ 2168 -
1d2d7e06-03ae-4c75-85d3-10cd.. [F Running Cent0S 7.6 64bit
ecs-02 @ 2 1¥CPUS | 2 GiB | s3medium.2 0215022 . — ,
dofb13e4-8c10-49c2-afdc-d16be = " Running CentOS 7.6 64bit SRS !

Figure 2-25

e  Enter the password to log in to ecs-03.

Figure 2-26

®  Ping ecs-02 from ecs-03 to test the communication between them.
Note: 192.168.2.23 is the private IP address of ecs-02 in the VPC.
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"It ifconfig

4163 <UP . BROAD
inet) 19
inetb teu » Jet recaB prefixlen 64
eth f 6: jueuelen 1888 (Ethernet)

: .6 RiB)
B frame B
; 5188
B overr B carrier B collisions

mtu 65536
h.8.8
peid B>

(Local Loopback)
(8.8 B)
dropped B overruns 8 frame B
bytes 8 (8.8 B

dropped B overru B carrier B collisions E

«u4) bytes of data.

63 time=1.41 ms
time=0.583 ms
time=8.
time=A.
time=8.

3 time=0

Figure 2-27

2.2.5 Configuring a VPN

Step 1

Step 2

In the CN-Hong Kong region, click Console, choose Virtual Private Network > VPN
Gateway, and click Buy VPN Gateway.

VPN Gateways @

Status VPC ype Gateway IP Address Bandwidth Deta

Figure 2-28

Set the following parameters to create a VPN gateway.

Description

Buy VPN Gateway

Note: This VPN gateway connects the on-premises site in the CN-Hong Kong region to
cloud resources in the AP-Singapore region.

Billing Mode: Pay-per-use

Region: CN-Hong Kong
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A WPN connection must be purchased together with the VBN gat

* Region CN-Hong Kong hd

Regions are geographic areas isolated from each other. Resource

Figure 2-29

VPN gateway configuration:

e Name: vpngw-vpc1

e VPC: vpc-1

® Type: IPsec

e Billed By: Bandwidth

e Bandwidth (Mbit/s): 5 Mbit/s

* Name ‘ vpngw-vpcl

#* VPC vpc-1 v | C Create VPC

* Type “

* Billed By Bandwidth Traffic

* Bandwidth (Mbit/s) “ 10 20 30 100 200 300

Figure 2-30

VPN connection configuration:
e Name: vpn-1
e Local Subnet: Select subnet | vpc-1-subnet

e Remote Gateway: 100.100.100.100 (Change this IP address to the actual IP address
of the remote gateway after you create the remote gateway.)
e Remote Subnet: 192.168.2.0/24,192.168.3.0/24

Note: Enter the subnets of both VPC 2 and VPC 3. This configuration specifies the
traffic of interest in IPsec on the local end. IPsec encapsulation will be performed on
the specified traffic.

PSK: User-defined
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VPN Connection

Name wvpn-1
VPN Gateway vpngw-vpcl
Local Subnet Specify CIDR block

vpc-1-subnet (192.1.. | C
Remote Gateway 100 . 100 . 100 . 100
Remote Subnet @ 192.168.2.0/24,192.168.3.0/24

00.64.0.0/10 as the customer subnet may cause services such as OBS, DNS, AP Gateway to become unavailable

PSK | sssess
Confirm PSK | eweees

Advanced Settings m Custom
Figure 2-31

Step 3 Confirm the configuration and click Submit.

Step 4 View the created VPN gateway, and record its IP address (159.138.15.141 in this
example).

Note: You need to enter this VPN gateway IP address when creating a remote VPN

Name
Name Status VPN Gateway Local Gateway Local Subnet () Remote Gateway Remote Subnet (2) Operation
vpn-1 @ Not connected VpNgw-vpc 159.138.15.141 192.168.1.0/24 100.100.100.100 192.168.2.0/24, 192.168.3. View Policy

Figure 2-32

Step 5 In the AP-Singapore region, click Console, choose Virtual Private Network > VPN
Gateway, and click Buy VPN Gateway. Set parameters as follows to create a VPN
gateway:

Note: This VPN gateway is created on the cloud (AP-Singapore region) to connect to the
VPN gateway at the on-premises site (CN-Hong Kong region).

® Region: AP-Singapore

¢ Name: vpngw-vpc2

e VPC: vpc-2

o Type: IPsec

e Billed By: Bandwidth

e Bandwidth (Mbit/s): 5
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# Billing Mode
A VPN connection must be purchased together with the VPN gateway. The VPN connectiol
#* Region AP-Singapore v
Regions are geographic areas isolated from each other. Resources are region-specific and ¢
* Name ‘ vpngw-vpc2]
% VPC vpe-2 v | C Create VPC
* Type “
* Billed By Traffic
# Bandwidth (Mbit/s) - 10 20 50 100 200 300
Figure 2-33
Step 6 Set the following parameters to create a VPN connection.
e Name: vpn-1-2
e Local Subnet: Select subnet | vpc-2-subnet
® Remote Gateway: 159.138.15.141 (IP address of the VPN gateway created in Step 2)
e Remote Subnet: 192.168.1.0/24
Note: Enter the subnet of VPC 1. This configuration specifies the traffic of interest in
IPsec on the local end. IPsec encapsulation will be performed on the specified traffic.
e  PSK: User-defined
e Advanced Settings: Default
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HUAWEI
VPN Connection
* Name vpn-1-2
VPN Gateway vpngw-vpc2
# Local Subnet Specify CIDR block
vpc-2-subnet (192.1... v | C
# Remote Gateway 159 . 138 15 . 141
# Remote Subnet (%) 192.168.1.0/24
Using 100.64.0.0/10 as the customer subnet may cause services such as OBS,
% PSK P
% Confirm PSK ceanen
#* Advanced Settings Custom
Figure 2-34
Step 7 View the created VPN gateway, and record its IP address (159.138.81.15 in this

example).

Note: You need to change the value of Remote Gateway to this gateway IP address for
the VPN gateway in the CN-Hong Kong region.

Name

vpn-1-2

Step 8

Status VPN Gateway

£ Not connected vpngw-vpc2

Local Gateway

159.13881.15

Local Subnet Remote Gateway

192.168.2.0/24 159.138.15.141

Figure 2-35

Name
Remote Subnet (%)

192.168.1.0/24

Operation

View Policy | View Metric | More v

Switch to the CN-Hong Kong region, and choose Virtual Private Network > VPN

Connections.
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HUAWEI CLOUD e @ Hong Kong

Network Console VPN Connections

Dashboard

Virtual Private Network A
Name

VPN Gateways

vpn-1
VPN Connections

Direct Connect A
Cloud Connect d
Virtual Private Cloud &P
Security Group £
Elastic IP &
Elastic Cloud Server &P

Figure 2-36

Step 9 Choose More > Modify in the Operation column.

Name - Q ]
Status VPN Gateway Local Gateway Local Subnet () Remote Gateway Remote Subnet (2) Operation
e Not connected VPNgW-vpC 158.138.15.141 192.168.1.0/24 100.100.100.100 192.168.2.0/24, 192.168.3. View Policy = View Metric = More v
I Maodify |
Delete

Figure 2-37
Step 10 Change the value of Remote Gateway to 159.138.81.15, and click OK.

e Before change

Modify VPN Connection

Basic Information

Name vpn-1 Remote Gat

eway 100 - 100 - 100 - 100

vpc-1-subnet(192.1

Advanced Settings v

Figure 2-38

e After change
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Modify VPN Connection

Basic Information

Name vpn-1 Remote Gateway 159 . 138 . 81 . 15

Local subnet Specify CIDR block Remote Subnet 192.168.2.0/24,192.168.3.0/24

Advanced Settings v

Figure 2-39
Step 11 Check that the VPN connection status is Updating.

Note: When no traffic triggers IPsec SA negotiation, the VPN connection remains in the
Updating state.

Name Status VPN Gateway ocal Gateway Local Subnet (3) Remote Gateway Remote Subnet (2) Operation

Figure 2-40

Step 12 Log in to ECSO1, and run the ping command to test connectivity with ECS02. Then,
traffic of interest in IPsec is sent, which triggers IPsec SA negotiation.

Name/ID Monitoring Az Y status Specifications/Image P Address

. CPUS | 2 GiB | s2medium 2 ay-per-use
10-9268-11ca = Runnin Cent0s 7.6 64b 12168112 ated on Aug 03 -

[rootidecs-81 ~]# ping 192.168.2.18
PING 192.168.2.188 (192.168.2.188) 56(84) bytes of data.
64 bytes from 192.168.2.188: icmp_seqg=1 ttl=62 time=5.53 ms

[rootRec
of data.

s fr 12 . 168 i ) 3 tt time=36.1
= from -
from
s from
from
; from

Figure 2-41

Step 13 Refresh the VPN connection page. The VPN connection status is changed to
Normal.

This means that the VPN connection is successfully established, IPsec SA negotiation is
successful, and packets can be properly transmitted.
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VPN Connections @

Status VPN Gateway Local Gateway Local Subnet (2) Remote Gateway Remate Subnet (2

Figure 2-42
2.2.6 Configuring ECSO1 to Manage ECS03

When the VPN connection is in normal state, ECS01 and ECS02 can communicate with
each other. To use ECS01 to log in to ECS03 for management, perform the following
operations:

e Add a route to 192.168.1.0/24 (subnet in VPC 1) to the route table of VPC 3, with the
next hop set to the VPC peering connection with VPC 2.

e Change the value of Local Subnet to Specify CIDR block for the VPN connection of
VPC 2, and add the CIDR block 192.168.3.0/24.

Step 1 Go to the route table management page of the AP-Singapore region, and select the
rtb-vpc-3 route table of VPC 3.

All VPCs
Name VPC Type
rtb-vpc-2 vpc-2 Default
rtb-vpc-default vpc-default Default

Figure 2-43
Step 2 Click Add Route.

Summary Associated Subnets
rth-vpe-2 & Default
©73f0477-2229-4172-854d-c875ec3b2759 [T vpc3
-2

Routes

Add Route Replicate Route | Q Learn how to configure route

Destination (2) Next Hop Type () Next Hop @) Type @ Description
v toal Local Local system Default route that enables instance communication
192168.2.0/24 VPC peering connection vpc2-vpc3 Custom
Figure 2-44

Step 3 Add a route to 192.168.1.0/24, with the next hop set to a VPC peering connection.
Then, click Confirm.
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Note: This configuration adds a route destined for VPC 1 to the route table of VPC 3.
o Destination: 192.168.1.0/24

® Next Hop Type: VPC peering connection

e Next Hop: vpc2-vpc3

Add Route

Route Table rtb-vpc-3(Default)

Destination @ Next Hop Type @ Next Hop ® Description
192.168.1.0/24 VPC peering ... ¥ vpc2-vpc3(f88eb839-b0of-4cas-99da... | ~
(¥ Add Route

“ Cancel
Figure 2-45

Step 4 In the AP-Singapore region, click Console, and choose Virtual Private Network >
VPN Connections. Change the value of Local Subnet to Specify CIDR block for the
VPN connection vpn-1-2, and add the CIDR block 192.168.3.0/24.

e Before change

Modify VPN Connection

Basic Information

Name vpn-1-2 Remote Gateway 159 . 138 . 15 . 141
Local Subnet Specify CIDR block Remote Subnet 192.168.1.0/24
vpc-2-subnet(192.1 -

Advanced Settings v

Figure 2-46

e After change
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Modify VPN Connection

Basic Information

Name vpn-1-2 Remote Gateway 159 . 138 . 15 . 141
Local Subnet Select subnet Specify CIDR block Remote Subnet 192.168.1.0/24

192.168.2.0/24,192.168.3.0/24

Advanced Settings v

Figure 2-47

Note: After the modification, VPC 3 has a route to 192.168.1.0/24, and the local subnet of
the VPN connection in the AP-Singapore region contains the CIDR block 192.168.3.0/24.
When packets on 192.168.3.0/24 reach VPC 2, IPsec encapsulation is triggered for the

packets.

2.2.7 Creating a NAT Gateway

Step 1 In the AP-Singapore region, choose Virtual Private Cloud under Networking. In the
navigation pane on the left, choose Elastic IP and Bandwidth > EIPs, click Buy EIP in

the upper right corner, set the following parameters, and click Next.

This NAT gateway is created in vpc-2 to enable Internet access for resources in vpc-2 and

vpc-3.

e Billing Mode: Pay-per-use
® Region: AP-Singapore

e EIP Type: Dynamic BGP

e Billed By: Traffic

e Bandwidth (Mbit/s): 5

e Bandwidth Name: NAT-IP

Retain the default settings for other parameters.
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Region © AP-Singapore v

EIP Type Dynamic BGP ®

For heavy/stable traffic For light/sharply fluctuating traffic For staggered traffic

Billed By wew  Bandwidth i Traffic J 7~ Shared Bandwidth

Bandwidth _ 10 20 50 100 Custom | — 5 +

Bandwidth Name NAT-IP

Advanced Settings ¥

Figure 2-48

Step 2 In the AP-Singapore region, choose NAT Gateway under Networking. On the
displayed Public NAT Gateway page, and click Buy Public NAT Gateway in the
upper right corner.

T - 2

© Buy a NAT gateway

=

Figure 2-49
Step 3 Configure required parameters.

e Billing Mode: Pay-per-use
® Region: AP-Singapore

¢ Name: nat-vpc2

e VPC: vpc-2

e  Subnet: vpc-2-subnet

e Specifications : Small
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* Region Q AP-Singapore v

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used ac
and quick resource access, select the nearest region.

* Name ‘ nat-vpc2|
* VPC vpe-2 v | C vView VPC
# Subnet vpc-2-subnet (192.168.2.0/24) * | C

The selected subnet is for the NAT gateway only. To enable communications over the
Internet, after the NAT gateway is created, you need to add rules.

* Type m Medium Large Extra-large

Supports up to 10,000 connections. Learn more

Description

Tag It is recommended that you use TMS's predefined tag function to add the same tag to different cloud resou

You can add 10 more tags.
Figure 2-50

Step 4 In the displayed dialog box, click Add Rule.

NAT gateway created successfully.
& NAT gateway nat-vpc2 created successfully.

Add SNAT and DNAT rules.

Add SNAT or DNAT rules for the created NAT gateway so that servers
n a specified subnet can communicate with the Internet. Learn how
to add an SNAT rule.

Add Rule Cancel

Figure 2-51

Step 5 Add the first SNAT rule to enable servers in 192.168.2.0/24 of vpc-2 to access the
Internet.
e Scenario: VPC
e Subnet: Existing | vpc-2-subnet
e  EIP: 121.36.79.241 (Select the newly created EIP.)
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X
Add SNAT Rule
o & [If an ECS is associated with both an EIP and a NAT gateway, data is forwarded through the EIP. View restrictions
* SNAT and DNAT are used for different services. If an SNAT rule and a DNAT rule use the same EIP, there may be service conflicts
& An SMNAT rule cannot share an EIP with a DNAT rule with Port Type set to All ports.
NAT Gateway Name  nat-vpc2
+* Scenario “ Direct Connect/Cloud Connect
vpe-2-subnet(192.168.2.0/24) - C®
*EIP You can select 19 more EIPs. () View EIP Q C

Step 6

EIP

118.13.107.171

EIP Type Bandwidth Name

Dynamic BGP NAT-IP

Selected EIPs (1): 119.13.107.171. The EIP used for the SNAT rule will be randomly chosen from the

“ CBHCEI

Figure 2-52

Bandwidth (Mbi... Billing Mode

5  Pay-per-use

ones selected here.

Add the second SNAT rule to enable servers in 192.168.3.0/24 of vpc-3 to access the

Internet.

Scenario: Direct Connect/Cloud Connect | 192.168.3.0/24

EIP: 121.36.79.241 (Select the newly created EIP.)

Add SNAT Rule

o = |f an ECS is associated with both an EIP and a NAT gateway, data is forwarded through the EIP. View restrictions

An SNAT rule cannot share an EIP with a DNAT rule with Port Type set to All ports.

SMAT and DMAT are used for different services. If an SNAT rule and a DNAT rule use the same EIF, there may be service conflicts.

NAT Gateway Name  nat-vpc2
+* Scenario VPC irect Connect/Cloud Connect
192 . 188 . 3 . 0 | 24 @

* EIP You can select 19 more EIPs. @ View EIP Q C
EIP EIP Type Bandwidth Name Bandwidth (Mbi... Billing Mode
119.13.107.171 Dynamic BGP NAT-IP 5  Pay-per-use

Selected EIPs (1): 119.13.107.171. The EIP used for the SNAT rule will be randomly chosen from the ones selected here
Monitoring

Create alarm rules in Cloud Eye to monitor your SNAT connections.

Cancel
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Figure 2-53

Step 7 View the SNAT rule list. Check whether the SNAT rules you added are displayed in
the SNAT rule list.

Figure 2-54

Step 8 In route table rtb-vpc-3 of vpc-3, click Add Route.

rtb-vpc-3 ﬁ

e73f0477-2a29-4173-854d-c875ec3ba759 [

-2
Routes
Add Route Replicate Route Q Learn how to configure routes.
Destination @ Next Hop Type @ Next Hop @
v Local Local Local
192.168.1.0/24 VPC peering connection vpc2-vpc3
192.168.2.0/24 WPC peering connection vpc2-vpc3

Figure 2-55
Step 9 Add a default route pointing to the VPC peering connection and click OK.

The default route is used to divert Internet access traffic generated from vpc-3 to vpc-2
through a VPC peering connection. Then servers in vpc-3 can use the SNAT rule added in
vpc-2 to access the Internet.

e Destination: 0.0.0.0/0
® Next Hop Type: VPC peering connection
e Next Hop: vpc2-vpc3
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Add Route

tb-vpc-3(Default)

Destination (%) Next Hop Type (2 Next Hop (2 Description

0.0.00/0 WPC peering v vpc2-vpc3(f8Beb839-b09f-4ca8-99da... | ¥

(¥ Add Route

n Cancel
Figure 2-56

2.3 Verifying the Result
2.3.1 Logging In to a Remote Resource from an O&M Host

Step 1 Log in to ECSO1 in the CN-Hong Kong region and log in to ECS02 and ECS03 in SSH
mode from ECSO1, respectively.

[root@ecs-01 ~]# ssh 192.168.2.23
[root@ecs-02 ~]# exit

[root@ecs-01 ~]# ssh 192.168.3.190
[root@ecs-03 ~]

> blished.
ey finge: 3 H zRpc / 94 jIHA.
key fingerpriy = 179:ch: : :88:9c:76:5a.

tinue connec w0)7? yes
dded "192.168.2 (ECDS to the list of known hosts.
password :

Welcome to Huawei Cloud Sel

[rootBecs-B2 ~ 1t exit

cs-B1 ~1u h 19
uthenticity of h
ey fingerprint
fingerprint
:» you sure you want to c - ng (yes/nol? y
Warning : rmanen L .16 98" (EC to the list of known hosts.
root@192.168.3.19
Last login: Thu fug

Welcome to Huawei Cloud Service

Figure 2-57

The preceding information indicates that you can log in to ECS02 and ECS03 using SSH
from ECSO01, and the on-premises O&M host (ECS01) can perform remote O&M on cloud
resources.
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2.3.2 Cloud Resources Accessing the Internet Through a Public

NAT Gateway
Step 1

d, 8% pac
#1.414/8.346 ms

om a96-16-116-1

f 116-1
16-116-13.
-16-116-13

t loss,

time 6887ms

In the AP-Singapore region, Log in to ECS03 and ping a public IP address.

.116.13): ic

6.116.13)
.116.13)

4 tt1=56 t

tt1=56 ti

Step 2

[root@ecs

Figure 2-58

In the AP-Singapore region, Log in to ECS02 and ping a public IP address.

"1 ping waw. huawei.com
kamaied
16 P ama itechnolog com (96.16.116.13):
6-16-116 aitechnolog com (96.16.116.1
from a96-16-116 1w log m (96.16.11
amaitechnologies.com (96.16.116.13):

tt1=57 time=1.98
tt1=57 time

icmp_seq=4 ttl1=57 time=1.78

Figure 2-59

The preceding command output indicates that servers in vpc-2 and vpc-3 can access the
Internet through the public NAT gateway in vpc-2.

2.4 Clearing Resources

Step 1

Delete the public NAT gateway.

Choose NAT Gateway from the service list. Locate the public NAT gateway created in this
experiment and choose More > Delete in the Operation column.

Step 2

Step 3

Delete the VPN gateway.

Choose Virtual Private Network from the service list. On the displayed page, locate
the VPN connection created in this experiment in the list, and choose More > Delete
in the Operation column.

In the navigation pane on the left, choose VPN Gateways, locate the VPN gateway
created in this experiment in the list, and choose More > Delete in the Operation
column.

Delete the ECSs.

In the service list, choose Elastic Cloud Server under Compute. In the ECS list, locate
the ECSs created in this exercise and choose More > Delete in the Operation column
to delete them one by one.

In the displayed dialog box, select the check boxes displayed in the following picture
and click Yes.
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Delete ECS

Are you sure you want to delete the ECSs?

Deleting the ECS will also delete the associated syst isk and its snapshots. The deleted ECS, system

disk, and snapshots cannot be rec
data disks and their snapshots
the attached data dis

not to delete
CSBS

will continue to be billed. To aveid being billed for the backup, delete it on
After the ECS is deleted, its associated CSBS backups will be retained and continue to be billed. You can
delete them on the CBR console
Name Status Release Disks Remarks
ecs-03 Running 1

Release the EIPs bound to the ECSs Delete all data disks attached to the ECSs

Figure 2-60
Step 4 Delete the VPC peering connection.

In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose VPC Peering, locate the VPC peering connection created in this
experiment and click Delete in the Operation column.

Step 5 Delete the security group.

In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Access Control > Security Groups. In the security group list, locate the
security group created in this exercise and choose More > Delete in the Operation
column.

Step 6 Delete the VPCs.

® In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Subnets. In the subnet list, locate the subnet created in this exercise
and click Delete in the Operation column.

® Choose Virtual Private Cloud in the navigation pane on the left. In the VPC list, locate
the VPCs created in this exercise and click Delete in the Operation column to delete
them one by one.

2.5 Quiz

Question: In the VPN connection configuration, how do | configure Local Subnet and
Remote Subnet?

Answer: Set Local Subnet to a VPC subnet that needs to access an on-premises network
through VPN. Set Remote Subnet to an on-premises subnet that needs to access a VPC
through VPN.
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Storage Architecture Design

3.1 Introduction
3.1.1 About This Exercise

In this exercise, you will establish an environment on Huawei Cloud to run video
streaming services. Initially, Huawei Cloud ECS, Elastic Volume Service (EVS), Scalable File
Service (SFS), and Object Storage Service (OBS) will be used to set up a video website.
Then, ELB will be used for distributing requests to different AZs for HA deployment.

This exercise uses region CN-Hong Kong as an example. You can use any region they
want.

3.1.2 Objectives

Acquire the operation principles and configuration methods of storage services.

Understand the service scenarios of cloud data management and configuration.

3.1.3 Networking

____________

L pe—— T —

_______________________________

Figure 3-1
3.1.4 Related Software

Nginx is a lightweight web server that can act as a reverse proxy or mail (IMAP/POP3)
proxy, and released under the BSD-like protocol. It provides high concurrency with a low
memory footprint.
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3.2 Procedure
3.2.1 Preparations

Step 1 Download video files.

® Open a browser on the local PC, enter https://cloudservice-v3.obs.cn-east-
3.myhuaweicloud.com/video_en.zip in the address box, and press Enter to download

the exercise files.
e Obtain the exercise files shown in the following figure:

huawei-cloud.jpg, index.html, nginx-1.15.9.tar.gz, SampleVideo_1280x720_5mb.mp4,
video.js, and more
A
Mnginx-1.15.9.tar.gz
& huawei-cloud,jpg
Nindex.html

G| SampleVideo_1280x720 S5mb.mp4

[Blvideo,js
video-js.css
@videojsfies.min.js

Figure 3-2
3.2.2 Creating a VPC

Step 1 In the CN-Hong Kong region, configure the parameters as follows to create a VPC:
(Resources in this exercise will be created in this VPC.)
Basic Information
® Region: CN-Hong Kong
e Name: vpc-video
e |Pv4 CIDR Block: 10.1.0.0/16
Default Subnet
e Name: subnet-video
e |Pv4 CIDR Block: 10.1.10.0/24


https://cloudservice-v3.obs.cn-east-3.myhuaweicloud.com/video_en.zip
https://cloudservice-v3.obs.cn-east-3.myhuaweicloud.com/video_en.zip
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Basic Information

Region

Name

IPv4 CIDR Block

Advanced Settings w

Default Subnet

Name

IPv4 CIDR Block

IPvE CIDR Block

Associated Route Table

@ CN-Hong Kong -
vpe-video
10 16 v
0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)

subnet-video

10 . 24 v @ Available IP Addresses: 257

Enable @
Default @

Figure 3-3

3.2.3 Creating a Security Group

Step 1

In the CN-Hong Kong region, configure the parameters as follows to create a
security group: (Servers running the video streaming service in this exercise will use
this security group.)

Name: sg-video

Template: General-purpose web server
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Create Security Group
Name sg-video
Template General-purpose web server  »

Description

Show Default Rule

Figure 3-4

Step 2 View the security group rules. You can see that there is an inbound rule that allows
traffic on port 80.

Summary Inbound Rules Outbound Rules Associated Instances
Add Rule Fast-Add Rule Allow Common Ports bound Rules: 7 Learn more about security group configuration.

priority @ Action (O Protocol & Port i () Type Source (2 Description
1 Allow All 1Pv4 sgvideo (7) Allow ECSs in the same security group to co
1 Allow ICMP - All Ipv4 0.0.0.0/0 @ Used to test the ECS connectivity with the p.
1 Allow TCP: 3388 IPua 0000/0 () Used to remotely connect to Windows ECSs
1 Allow All 1PV6 sg-video (2) Allow ECSs in the same security group to co
1 Allow TCP:22 Ipv4 0.0.0.0/0 @ Used te remotely connect to Linux ECSs
1 Allow TP : 80 IPua 0000/0 @ Used to access websites over HTTP
1 Allow TCP 443 IPva 0000/0 () Used to access websites over HTTPS

Figure 3-5
3.2.4 Creating an SFS File System

Step 1 In the CN-Hong Kong region, choose Scalable File Service > SFS Turbo and click
Create File System in the upper right corner.

Note: The file system created in this step will be mounted to the ECSs.
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SFS Turbo
Figure 3-6
Step 2 Configure the parameters as follows, confirm the configuration, and click Create
Now.
e Billing Mode: Pay-per-use
® Region: CN-Hong Kong
o AZ: AZ1
e Storage Class: Standard
e Capacity (GB): 500
e  Protocol Type: NFS
Region CN-Hong Kong -
r cif ghir
e Standard Performance StandardEnhanced PerformanceEnhanced
5K 20K 15K 100K:
2 o 225me roame
500GB~32T8 500GB~32TB 10TB~320TB 10TB~320TB
Capacity (GB) 500 +
$0.064 USD/hour
price is an estimate ;m may differ from the final price. Pricing details
Figure 3-7
e VPC: vpc-video | subnet-video
e  Security Group: sg-video
® Name: sfs-video
[ J

Retain the default settings for other parameters.
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Protocol Type NFS -
< WPC vpc-video A C subnet-video(10.1.10.0/24) v C
An ECS cannot access file systems in a different VPC. Select the VPC where the ECS resides. Create a VPC
k Security Group @ default ¥ | View Security Group
e that the service runs properly, SFS Turbo will enable ports 111, 2049, 2051, 2052, and 20048 in the security group you
You are advised to bind an independent security group to the file system to improve system security
Encryption KMS encryptian
Tags It is recommended that you use TMS's predefined tag function to add the same tags to different cloud resources. View Predefine

You can add 10 more tags.

To use the CBR service, purchase a CBR vault to store disk backups and associate it with your disks.

Use existing vault Auto assign

Cloud Backup and Recovery

k Name (® sfs-video

Figure 3-8
Step 3 View the created SFS file system.
Step4  The file system status is Available.

SFSTurbo  ® Service Overview | ® Process Create File System

All statuse « || Name . Q O] c

Name Type I= Status Protocol T. I AZ Used Capacity (4= Maxmum Capacity . {Z  Encrypted J= Mount Point Operation

Standard Available NFS Az1 000 50000 No 10.1.10.25: Expar

Figure 3-9
3.2.5 Creating an OBS Bucket

Step 1 In the CN-Hong Kong region, choose Object Storage Service > Object Storage and
click Create Bucket in the upper right corner.

Note: The video.zip file downloaded during preparations needs to be uploaded to the
bucket created in this step.

Notice ) Task Center Cre: Buy OBS Package

Object Storage Service (&) Open Source Software

OBS Browser+ L. Download obsutil & Download obsfs

Bucket Name J= Quick Links ¥ Storage Class ¥ Region Y DataRedundancy ... Used Capacity (%) Objects () 4=  Created | Operation
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Figure 3-10

Step 2 Configure the parameters as follows, confirm the configuration, and click Create
Now.
e Region: CN-Hong Kong
e  Bucket Name: video-hcip
e Default Storage Class: Standard
e  Bucket Policy: Public Read
e Direct Reading: Disable

< | Create Bucket

Region 9 CN-Hong Kong v

ed from each other. Resources are region-specific and cannot be used across regions through internal network connections. For low network
region. Once a bucket is created, the region cannot be changed

Regions are geagrap

atency and quick res elect the nearest

Bucket Name video-hcip
) Cannot be the same as that of the current user's existing @ Cannot be the same as that of any other user's existing @ Cannot be edited after
buckets. buckets. creation
Default Storage Class Standard Infrequent Access Archive .
ricing
High performance, reliability, and availability High reliability, low cost, and few access Long-term retention for rarely accessed data v
Multi-AZ Single-AZ & Image Multi-AZ Single-AZ O Image Single-AZ
If you da not specfy a storage class during ebject upload, any objects you upload inherit this default storage class
Bucket Policy Private Public Read Public Read and Write
Any user can read objects in this bucket, but only the bucket owner can write or delete these objects.
Default Encryption Enable [ Encryption is recommended to keep data secure
Direct Reading Direct reading of Archive data is supported in the following region: CN East-Shanghai1, CN North-Beijing4, CN South CN iyang1

Figure 3-11
Step 3 Click the name of the created OBS bucket to go to the bucket management page.

‘You can create 99 more buckets.

Bucket Name |= Quick Links W Storage Class W Region ¥ Data Redundancy ...  Used Capacity @

EE} Standard CN-Heng Kong Single-AZ storage 0 byte

Figure 3-12

Step 4 Choose Obijects > Upload Object.
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< video-hcip O

Overview Objects [T

Objects

Objects Deleted Objects Fragments

Metrics [E0

Permissions hd Objects are basic units of data storage. In OBS, files and folders are treated as objects. A

You can use OBS Browser+ to move an object to any other folder in this bucket.

Basic Configurations v For security reasons, files cannot be previewed online when you access them from a brov
Domain Name Mgmt Upload Object Create Folder More
Cross-Region D Name Storage Class Size @ 1=
Replication

Data Processing hd

Inventories 4

Figure 3-13

Step 5 Click add file, find the video_en.zip file in the local directory, and click Upload.

Upload Object How to Upload a File Larger than 5 GB?

o Upload Object 'é‘ (Optional) Configure Advanced Settings

o Upload actions will generate requests . After the upload, you will be billed for data storage X

Storage Class Standard Infrequent Access Archive

Optimized for frequently accessed (multiple times per month) data such as small and essential files that require low latency.

If you do not change this sefting, your uploaded objects will be stored using the default storage class you selected during bucket creation
Leamn more

Upload Object ~ Note: If the bucket is not versioning-enabled, uploading a file/folder with the name that already exists in the bucket will replace the existing

file/folder
Remove All Add File Files selected: 1/100  Size: 410 MB
Name |= Size |= Operation
4.10 MB Delete
Encryption Encrypts the file for secure storage. The encryption status of the encrypted file cannot be changed

KMS encryption

Next: (Optional) Configure Advanced Settings Cancel
.
Figure 3-14

Step 6 In the object list, view the uploaded file.
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Objects [T
Objects Deleted Objects Fragments
Learn more
OBS Browser+
How Do | Preview Objects in OBS fror
Upload Object Create Folder More

Name Storage Class Size @ = Encrypted Restoration 5t

video.zip Standard 14.96 MB No

Figure 3-15

3.2.6 Creating an ECS

Step 1 In the CN-Hong Kong region, configure the parameters as follows to create an ECS.
Confirm the configuration and click Next.
Note: This ECS will be used to deploy the video streaming service.
e Billing Mode: Pay-per-use
e Region: CN-Hong Kong
e AZ:Random
e Specifications: 2 vCPUs | 4 GiB
e |mage: Public image | CentOS 7.6 64 bit(40 GB)
e  Host Security: Basic (free)
e System Disk: High I/O | 40 GiB
e Network: vpc-video | subnet-video | Automatically assign IP address
e  Security Group: sg-video
®  EIP: Auto assign
® EIP Type: Premium BGP
e Billed By: Traffic
e Bandwidth Size: 10 Mbit/s
e ECS Name: ecs-video

e  Password: User-defined (with the username of root)
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Billing Mode Yearly/Monthly Spot price ®

Region | © CN-Hong Kong - ‘

For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region.

Az Ra AZ1 A7Z2 AZ3 @
CPU Architecture m Kunpeng @
Specifications | Latest generation A ‘ vCPUs ‘ All v | Memory | All h Flavor
General computing-plus Memory-optimized Large-memory High-performance computing
Flavor Name vCPUs | Memory(GiB) |= CcPU =
s2.small.1 (Sold Qut) B
B ) 1 vCPUs | 1 GIB Intel E5-2680V4 2.4GHz
Available Regions/AZs
i ! s2medium.2 1vCPUs | 2 GiB Intel E5-2680V4 2.4GHz
) s2medium.4 1vCPUs | 4 GiB Intel E5-2680V4 2.4GHz
®) salarge2 2VCPUs | 4 GIB Intel £5-2680V4 2 4GHz

Image Public image Private image Shared image Marketplace image

| §% Centos - | | CentOs 7.6 64bit(40GE) v | c

Host Security Enable @

it 5000 @

System Disk | High /O - ‘ | | 40 |+| GiB 10PS limit: 2,120, 10PS bur.

@ Add Data Disk Disks you can still add: 23

® Configure Basic Settings ———— o Configure Network —— @ Configure Advanced Settings —— @ Confirm

Network ‘ vpc-video (10.1.0.0/16) v | C ‘ subnet-video (10.1.10.0/24) - | C ‘ Automatically assign 1P address w | Available private
Create VPC

Extension NIC @ Add NIC NICs you can still add: 11

Security Group sg-video (376b42b7-87ae-4fd9-9531-41f111f7eafs) @ v | C Create Security Group (2)

similar to a firewall, a security group logically controls network access.
Ensure that the selected security group allows access to port 22 (SSH-based Linux login), 3389 (Windows login), and ICMP (ping operation). Configure Security Group Rules

Security Group Rules
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EIP (@ Auto assign

EIP Type

() Useexisting () Notrequired  (3)

Dynamic BGP Premium BGP

Billed By

== Bandwidth @

For heavy/stable traffic

© 5 Shared bandwidth
! For staggered peak hours

A Traffic
For light/sharply fluctuating tra

Billed based on total traffic irrespective of usage duration; configurable maximum bandwidth size.

Bandwidth Size

ECS Mame

Login Mode

Username

Password

Confirm Password

Cloud Backup and
Recovery

ECS Group (Optional)

Free Anti-DDoS protection

ecs-video ‘ [ ] Allow duplicate name

If multiple ECSs are created at the same time, the system automatically adds a hyphen foll
be ecs-0001. If an ECS with the name ecs-0010 already exists, the name of the first new EC

Key pair Set password later

root

Keep the password secure. If you forget the password, you can log in to the ECS console ar

‘ srssmmrrny ‘

‘ srssmmrrny ‘

To use CBR, you need to purchase a backup vault. A vault is a container that stores backug

Create new Use existing Not required @

CBR backups can help you restore data in case anything happens to your ECS. To ensure d:

Anti-affinity @

Figure 3-16

3.2.7 Mounting the SFS File System

Step 1

In the ECS list, locate the created ECS and click Remote Login to log in to ecs-video
using CloudShell.

hed by name by default.

(] Name/ID

) ecvideo
' Sfbb761f-efc5-deSe-be32-a1472..

Monitoring

v Status 7 Specifications/Image 1P Address Billing Mode 7 Tag Operation

. o ) 2vCPUs | 4 GiB | s2large2 400228131 (EIP) 1 oo o] wore
Running CentOS 7.6 64bit 10.1.10.14 (Private IP)

Page 90
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> root@114.115.155.72 x

Welcome to Huawei Cloud Service

[root@ecs-video ~]# []

Figure 3-17

Step 2 Run the following commands to create the video folder and install the NFS client:

[root@ecs-video ~]# mkdir /video
[root@ecs-video ~]# yum -y install nfs-utils

>~ root@114.115.155.72 x

Welcome to Huawei Cloud Service

Figure 3-18
If Complete is displayed, the NFS client has been installed:

6_64 1:1.3.8-0.68.e17.2

keyutils

libnfsidmap. x86_
s.noarch 1:4.8:

Figure 3-19

Step 3 Go back to the Huawei Cloud console, choose Scalable File Service > SFS Turbo, and
click the name of the created SFS file system to go to the details page.

All statuses b Name

Name Type = Status Protocol Type = AZ Used Capacity (GB) J=  Maximum Capacity (G.. {=  Mount Point

standard Available NFS AZ1 0.00 500.00 10.1.10.25/

Step4  Take note of the mount command.
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Basic Info Tags
sfs-video [
501d7a6e-4ca0-4f45-becf-9fadcf5ccs36 [
Available
Standard
Pay-per-use
AZl
subnet-video (10.1.10.0/24)

Nao

maount -t nfs -o vers=3,nolock 10.1.10.25:/ /mnt/sfs_turbo [ |

(@  mount -o nolock -o casesensitive=yes 10.1.10.25:/! X: [

Figure 3-20

Step 5 Log in to esc-video and run the following command to mount the SFS file system:

| [root@ecs-video ~]# mount -t nfs -o vers=3,nolock 10.1.10.25:/ /video

Note: Replace the "mount -t nfs -o vers=3,nolock 10.1.10.25:/" part in the preceding
command with what you have taken note of in the last step.

Complete!
[root@ecs-video ~]# mount -t nfs -o vers=3,nolock 18.1.18.35:/ fvideo

[root@ecs-video ~]# ||

Figure 3-21

Step 6 Run the following command to verify the mounting:

‘ [root@ecs-video ~]# mount|grep video

If the following information is displayed, the file system has been mounted.

576,nanlen=255,hard, nolock,proto=tcp, timeo=686,retrans=2, sec=sys,mountaddr=10.1.10.35, mountvers=

Figure 3-22

Step 7 Run the following command to configure automatic mounting at system start:

[root@ecs-video ~]#echo "10.1.10.25:/ /video nfs
vers=3,timeo=600,nolock,rsize=1048576,wsize=1048576,hard,retrans=2,noresvport,async,noatime,nodi
ratime 0 0" >>/etc/fstab

Note: The IP address in the command varies with the file system. Use the actual IP
address of the file system.
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tr

Figure 3-23

Step 8 Run the following commands to verify automatic mounting:

[root@ecs-video ~]# umount /video
[root@ecs-video ~]# mount -a
[root@ecs-video ~]# mount |grep video

If the following information is displayed, the configuration is successful.

5, hard, nolock,noresvpart, proto=tcp, timeo=600, retrans= ys,mountaddr=10.1.10.35, mountvers.

Figure 3-24
3.2.8 Downloading the Obiject File

Step 1 In the CN-Hong Kong region, choose Object Storage Service > Object Storage. In
the bucket list, click the name of the created bucket video-hcip to go to the
configuration page.

Bucket Name |= Quick Links T Storage Class Y Region ¥ Data Redundancy ... Used Capacity @ Obj

[EE] Standard CN-Hong Kong Single-AZ storage 14.96 MB

Figure 3-25

Step 2 On the Objects page, click the name of video.zip in the object list.
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< video-hcip O

Overview Objects [

Objects Deleted Objects Fragments
Metrics [Z ! : J
Permissions v Objects are basic units of data storage. In OBS, files and folders are treated as objects. Any file type ca

You can use OBS Browser+ to move an object to any other folder in this bucket
Basic Configurations M For security reasons, files cannot be previewed online when you access them from a browser. To previe
Domain Name Mgmt Upload Object Create Folder More
Cross-Region |:| Name Storage Class Size @ =
Replication

|: Standard 14.96 MB
Data Processing v
Inventories P
Figure 3-26

Step 3  View and take note of the object link.

{  Objects / video.zip [T

Name video.zip
Last Modified Aug 05, 2022 04:03:11 GMT+08:00
Link @ https://video-hcip.obs. ap-southeast-1.myhuaweicloud.comivideo.zip [
Encrypted No
Object ACL Metadata Versions
Object ACLs control access to objects. The owner of an object can use the object ACL to grant specified accounts or user group
Add
Account Access to Object

Figure 3-27

Step 4 Log in to esc-video and run the following commands to download the object file:

[root@ecs-video ~]# cd /video
[root@ecs-video video]# wget https://video-hcip.obs.ap-southeast-1.myhuaweicloud.com/video.zip

Note: The object link in the command varies with the object. Use the one you have taken
note of in the last step.
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myhuawe icloud.com). ..
t-1.myhuaweicloud.com)

Figure 3-28

3.2.9 Attaching an EVS Disk

Step 1

In the CN-Hong Kong region, choose Elastic Volume Service > Disks and click Buy
Disk in the upper right corner.

Note: This disk will be attached to ecs-video, and Nginx will be installed on this disk.

Elastic Volume Service @& @ ¢

Process Flow

—(7 —{2) —(3
1/ 2) 3
Buy Disk Attach Disk Initialize Disk

Figure 3-29
Configure the parameters as follows, confirm the configuration, and click Next.

Billing Mode: Pay-per-use
Region: CN-Hong Kong

AZ: AZ2

Disk Type: Ultra-high 1/O

Disk Size: 10 GB

Automatic Backup: Do not use
Disk Name: volume-video
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Billing Mode

Region

Disk Type @

Disk Size

Disk Size

Selected Specifications

Automatic Backup

More W

Disk Name

Quantity

Yearly/Monthly

Disks are billed based on capacity and duration of use, and fees are paid after use. Select this

CN-Hong Kong

v ‘

Regions are geographic areas isolated from each other. Resources are region-specific and canr
latency and quick resource access, select the nearest region.

There are 1 servers in the current AZ. Select the AZ where your server resides. The AZ cannot |

AZ1 AZ3

Recommende

General Purpos:

Extreme SSD Ultra-high 1/O

128,000 10PS  (2) 50,000 10PS (2)

e

20,000 10Ps (3)

1000 MB/s 350 MB/s 250 MB/s ‘
<

alg

$0.0003 USD /cB-|

an

$0.001 USD /GE-hour A

10 + |cB @ create from v

$0.0004 USD /GE-hour

Cloud Backup and Recovery (CBR) allows you to back up and restore the disk data to an
backups.

Do not use

Share | scsl | Encryption | Tag

(O]

Use existing Buy new

‘ volume—video| ‘

If you buy multiple disks at a time, the value you entered will be used as the prefix of di
example, if you enter my_disk and set the quantity to 2, the disk names will be my_disk-

. You can create 399 more disks. You can create a maximum of 1

Figure 3-30

In the EVS disk list, view the created ecs-video disk and click Attach.

Disk Name Status Disksp.. U

Extreme 550

volume-videa & @ Available

Function Server Name Disksh.. W Device T W Encrypted VW Biling . V¥ Operation

[zpar‘ﬂ:apar ty | More v

Pay-per-use

Data disk Disabled VED No
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Figure 3-31
Step 4 In the displayed dialog box, select ECSs, select ecs-video, and click OK.
Attach Disk

Disk: volume-video | Hong Kong | AZ2 | VBD | Mon-shareable

Name - Q  |C
Name Function @ Status Y/ Image Private IP Ad...  EIP AZ
i:_.:jl ecs-video Data disk v Running CentOS 7.6 6 10.1.10.14 49.0.228.131 AZ2

n Cancel
Figure 3-32

Step 5 Log in to ecs-video and run the following command to view the disk information:

‘ [root@ecs-video video]# fdisk -1

[root@@ecs-video video]# fdisk -1

Disk fde da: 42.9 GB, 42949572968 bytes, 83886888 sectors
Units = sectors of 1 * 51

Sector size (logical/physical): 512 bytes f 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: @x880aal33

Start End Blocks TId System
2848 83886479 41942816 83 Linux

: 18.7 GB, bytes, 28971528 sectors
Units = o 1 * 5 12 bytes
sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

[root@ecs-video video]# I

Figure 3-33

Step 6 Run the following command to create a file system for the disk: (Use the device
name you have obtained in the last step.

‘ [root@ecs-video video]# mkfs -t ext4 /dev/vdb
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) blocks

es, 2621448 bloc
31872 bloc (5 ) rese for the super user
data block=0

blocks=2151677952

Allocating gro
Writing ino
Creating journal
Writing superbloc

[root@ecs-video videol# |J
Figure 3-34

Step 7 Run the following commands to mount the disk on /opt and check whether the
mounting is successful:

[root@ecs-video /]# mount /dev/vdb /opt
[root@ecs-video /]# mount |grep opt

cs-video [/]# mount fdev/vdb fopt

cs-video /]# mount |grep opt

db on / type extd (rw,relatime,data=ordered)
[root@ecs-video /1# ]

Figure 3-35

Step 8 Run the following command to configure automatic mounting at system start:

l [root@ecs-video /]# echo -e "/dev/vdb/\t/opt\text4\tdefaults\t1 1" >>/etc/fstab

\textd\tdefaults\t1 1" >>/etc/fstab

rfaults 11

Jhard,retrans=2,nore ,async,noatime,nodiratime @ @

Figure 3-36

Step 9 Run the following commands to verify automatic mounting:

[root@ecs-video ~]# umount /opt
[root@ecs-video ~]# mount -a
[root@ecs-video ~]# mount |grep opt
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[rootié;ecs-video # umount Sopt

/]
[root@ecs-video /]# mount -a
[root@ecs-video /]

# mount |grep opt
fdev/vdb on / type extd (rw,relatime,data=ordered)
[root@ecs-video /]# |

Figure 3-37

3.2.10 Compiling and Installing Nginx

Step 1 Log in to ecs-video and run the following commands to compile and install Nginx
on the attached disk:

cd /video

yum install -y unzip

unzip -o video_en.zip

cd video

cp nginx-1.15.9.tar.gz /opt/
cd /opt

yum install -y pcre*

yum install -y zlib*

tar -xvf nginx-1.15.9.tar.gz
cd nginx-1.15.9

.Jconfigure --prefix=/opt/nginx
make && make install

Step 2 Run the following commands to edit the nginx.conf file:

[root@ecs-video nginx-1.15.9]# cd /opt/nginx/conf
[root@ecs-video conf]# sed -i "0,/root  html/s/root html/root \/video\/video/" nginx.conf

[root@ecs—uideo-nginx—l.iS.Q]# cd }opt/nginxlcon?

[root@ecs-video conf]# sed -i "@,/root  html/s/root html/root \/video\/video/” nginx.conf
[root@ecs-video conf]# I

Figure 3-38

Step 3 # Run the following commands to start Nginx:

[root@ecs-video conf]# cd /opt/nginx/sbin/
[root@ecs-video sbin]# ./nginx

[mnt[{i:e::ﬁ-uideu conf]# cd /opt/nginx/sbin/
[root@ecs-video sbin]# ./nginx

[root@ecs-video shin]# [}

Figure 3-39

Step 4 Run the following commands to configure automatic startup:

[root@ecs-video sbin]# echo -e "\n#start nginx\nsleep 10\ncd /opt/nginx/sbin\n./nginx" >>
/etc/rc.local
[root@ecs-video sbin]# chmod +x /etc/rc.d/rc.local
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[roct@ecs—video sbin]# echo -e "\n#start nginx\nsleep 1@\ncd fopt/nginx/sbin\n./nginx" »>> fetc/rc.local

[root@ecs-video sbin]# chmod +x fetc/rc.d/rc.local
[root@ecs-video sbin]# ]

Figure 3-40

Step 5 Use a browser on the local PC to log in to ecs-video using the public IP address and
verify that the video can be played. If the following figure shows up, the video can
be played, indicating that the video streaming service has been set up.

&« C A Notsecure | 114.115.155.72

Figure 3-41

3.2.11 Configuring HA

Step 1 In the CN-Hong Kong region, choose Storage > Cloud Backup and Recovery > Cloud
Backup Backups and click Buy Server Backup Vault in the upper right corner.
Configure the parameters as follows to create a server backup vault.

Note: A full-ECS image will be created in this exercise, so a cloud server backup vault
needs to be purchased in the first place.

e Billing Mode: Pay-per-use

® Region: CN-Hong Kong

e  Protection Type: Backup

e Associated Server: Skip

e  Vault Capacity: 100 GB

e  Auto Backup: Skip

e Retain the default settings for other parameters.
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Billing Mode Yearly/Monthly
Region Hong Kong f

Protection Type Replication

Application-Consistent Backup Enable (®

nstall Age

Associated Server Configure “

* Vault Capacity — 100 + GB ~

If the total backup capacity exceeds the vault ca e backup task fails

Automatic Association Configure

Auto Backup Configure
ip

Auto Capacity Expansion Configure

pice $0.005 USDnou

Next
This price is an estimate and may differ from the final price._ Pricing details
Figure 3-42
Step 2 View the server backup vault you have created.
Vaults  Backups  Agent Installation
Al statuses - Mame - Q | SearchbyTag % | |C
Name/ID Type Status Specifications  Vault Capacity (GB) Policy Status Associated Servers  Billing Mode Operation
595.;afamm4.‘Tsrssmremmz?awe Backup © Available Serverbackup  Used 0/100 Unbound Pay-per-use

Figure 3-43

Step 3 In the CN-Hong Kong region, choose Image Management Service and click Create
Image in the upper right corner.

Note: An ECS will be provisioned using the full-ECS image. The new ECS and ecs-video
will then be used as the ELB backend servers.

Allimages v | [ Awoss o |[ name  ~ Q| [ sennmyma ¥ | [C] [0

Name |= Status 05 Type os image Type Disk Capacity (GB)  Encrypted Created T 4= Operation

Figure 3-44
Step 4 Configure the parameters as follows, confirm the configuration, and click Next.

e Region: CN-Hong Kong
e Type: Full-ECS image
e  Source: ECS | ecs-video
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e  Server Backup Vault: vault-video
e Name: ecs-video

Image Type and Source

Type System disk image Full-ECS image Data disk image 150 image

Source ECS CSBS Backup Cloud Server Backup

= Before creating an image, configure and optimize the ECS. Ensure Cloud-Init is installed if the ECS runs Linux and Cloudbase-Init is installed if the
ECS runs Windows. Learn more
s A CSBS or cloud server backup will be generated when an ECS is used to create a full-ECS image.

All statuses v Name v Q C
Name 0s Status Private IP Address Created
hd cs-video CentOs 7.6 64bit Running 1011004 Aug 03, 2022 04:07:00 G...

Selected: ecs-video | System Disk: High 1/O | 40 GB | Data disk: Extreme SSD | 10 GB

Server Backup Vault vault-video | 0/100(GB) A C Create Server Backup Vault @
Buy ECS
Buy ECS
Image Information
Name ‘ E[i-vced

Tag View predefined tags C

Figure 3-45

Step 5 Click Apply for Server to create ecs-video2 in AZ1 using the created image. (ecs-
video resides in AZ2))

Note: To ensure HA, ecs-video and ecs-video2 are deployed in different AZs. You can
select the AZs based on site requirements.

Public Images Private Images Images Shared with Me
You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its details page. Leam more
All images - AllOSs - Name - Q Search by Tag
Name = Status 05 Type os Image Type Disk Capacity (GB)  Encrypted Created 7 I
ecs-video Normal Linux CentOs 7.6 64bit FUL-ECS image(x86) Vore

Figure 3-46
Step 6  Configure the parameters as follows:

e Billing Mode: Pay-per-use

® Region: CN-Hong Kong

o AZ AZ1

e Specifications: 2 vCPUs | 4 GiB

e |mage: Private image | ecs-video
e System Disk: High 1/O | 40 GiB

e Data Disk: Extreme SSD | 10 GB

e Network: vpc-video | subnet-video
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e  Security Group: sg-video

e EIP: Not required

e ECS Name: ecs-video2

® Password: User-defined (with the username of root)

| Q@ CN-Hong Kong v |

For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region.

- e o

| Latest generation A | VCPUs | All A | Memory | All A Flavor ©
General computing-plus General computing Memory-optimized Large-memary High-performance computing C
Flavor Name VvCPUs | Memory(GiB) J= CPU =
s2.small1 (Sold Out) )
Ei X o 1vCPUs | 1 GIB Intel E5-2680V4 2.4GHz
Available Regions/AZs
s2.medium.2 1vCPUs | 2 GIB Intel E5-2680V4 2.4GHz
s2.medium.4 1vCPUs | 4 GIB Intel E5-2680V4 2.4GHz
® s2.large.2 2vCPUs | 4 GIB Intel E5-2680V4 2.4GHz

Image Public image Private image Shared image Marketplace image

‘ ecs-video(Full-ECS Image) (40GB) -

C  Create Private Image

You have selected a full-ECS image, which does not support DSS disks. The data disks associated with the full-ECS image do not support data disk images. If the selected fu
attributes of the ECS cannot be modified after the ECS is created.

Host Security Enable @

System Disk ‘ High 1/0 - | ‘ ‘ 40 ‘+‘ Gig 10PS limit: 2,120, 10PS by

Data Disk ‘ Extreme SSD - | ‘ | 10

D Release with EC5 ~ Show ™~ Enabled Share

@ Add Data Disk Disks you can still add: 22

@ Configure Basic Settings e Configure Network @ Configure Advanced Settings @ Confirm

Network ‘ vpc-video (10.1.0.0/16) - ‘ C ‘ subnet-video (10.1.10.0/24) - ‘ C ‘ Automatically assign IP address ¥ | Avallable private IP addresses: 246
Create VPC

Extension NIC @ Add NIC NICs you can still add: 11

Security Group ‘ sg-video (376b42b7-87ae-4fd0-0531-41111f7eafd) @ v | © Create Security Group (D

Similar to a firewall, a security group logically controls network acce
Ensure that the selected security group allows access to part 22 (SSH-based Linux login), 3389 (Wi

ows login), and ICMP (ping operation). Configure Security Group Rules

Security Group Rules A

Inbound Rules Outbound Rules
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ECS MName ecs-video2 Allow duplicate name

Login Mode Key pair Inherit Password From Image Set password later

Username root

Password

Confirm Password

Cloud Backup and se LBR U need o purchase Ult. A vault Is a containe

Recovery
Create new Use existing Not required @

ECS Group (Optional) ®
Figure 3-47

Step 7 In the ECS list, locate the created esc-video2 and click Remote Login to log in to the
ECS using CloudShell.

The p ot plig e aft i ! 1
- @l
Hame/iD Manitoring a7 status 7 Specifications/image P Address Biling Mode 7 Tag Gperation
566-4chS-saeb-T035Tbéce B S ecs-vide o
. 2VCPUS | 4 GIB | s2ar o M
SMbT1F-lcS-deSe-be32-214725587ef o ce <b 1l

Figure 3-48

Step 8 Run the following command to check the service status:

‘ [root@ecs-video2 ~]# netstat -ntpule

If the following information is displayed, the Nginx service has been enabled.

Last login: from 121.36.59.15
Welcome to Huawei Cloud Service

-video2 ~]# netstat -ntpule
nternet connections (only servers)
Address Foreign Address State ode PID/Program name
111 : LISTEN 5
X LISTEN 0 : master p

LISTEN
LISTEN
LISTEN 17588
LISTEN e 1554e

2/rpchbin
chro

2/rpcbind
544/chrony
532/rpcbind
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Figure 3-49
Step 9 In the service list, choose Elastic IP. In the EIP list, locate the EIP bound to ecs-video

and click Unbind to unbind the EIP from ecs-video.

Note: This EIP will then be bound to the load balancer.

Figure 3-50

Step 10 In the CN-Hong Kong region, choose Elastic Load Balance and click Buy Elastic Load
Balancer in the upper right corner.

wwwwwwwwwwww

Figure 3-51
Step 11 Configure the parameters as follows:

e Type: Shared

e Region: CN-Hong Kong

e Network Type: Public network

e VPC: vpc-video

e  Subnet: subnet-video

e  Private IP Address: Automatically-assigned IP address

® EIP: Use existing | 774.775.155.72 (select the EIP unbound from the ECS in step 9).
¢ Name: elb-video



A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 106
* Type Dedicated m Learn more
* Region @ CN-Hong Kong v
m each other. Resources are region-specific and cannot be used across reg

# Metwork Type Private network @)
# VPC vpe-video v | C \View VPC
# Subnet subnet-video (10.1.10.0/24) ~ | C View Subnet Available private IP addresses: 246
# Private IP Address Automatically-assigned IP.. =
# EIP New EIP '1:0:1' Use existing @

49.0.228.131 v | C view EIP

Current bandwidth: 10 Mbit/s
* Name elb-video
Advanced Settings Description Tag
Figure 3-52
Step 12 View the purchased load balancer and click Add listener.
Name
Name Status Type VW Specification IP Address and Network Listener (Frontend Protocol/Port) Bandwidth Information Billing Mode
10.1.10.005 ( add. IPv4 10 Mbit/s
elb-video Running Shared 490228131 Pay-per-use
vpc-video (VP By traffic

Figure 3-53
Configure the parameters as follows to create a listener:

o Name: listener-video (can be customized)
®  Frontend Protocol: TCP
e Frontend Port: 80 (Used by this load balancer to receive requests from clients.)

e Retain the default settings for other parameters.
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Add Listener

oConﬂgJ'eListener : o Backend Server Croun

#* Name listener-video
# Frontend Protocol/Port TCP v g0 | Valuerange: 1 to 65535
Obtain Cli P Address @

Cancel

Figure 3-54
Step 14 Configure a backend routing policy:
e Name: server-group-video (can be customized)
e Backend Protocol: TCP
e Load Balancing Algorithm: Weighted round robin

e Retain the default settings for other parameters.

Add Listener

(@) Configure Listener ———8M8M8M8M8M8 eCmﬂgure Backend Server Group
Backend Server Group Create new Use existing
= Name | server-group-video ‘
< Backend Protocol
< Load Balancing Algorithm Weighted round robin - @
Sticky Session @
Description

Health Check Configuration

Enable Health Check (%) a

Previous Cancel

Figure 3-55

Step 15 Click Add. On the displayed page, select the two video servers and click Next.
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Basic Information Listeners Backend Server Groups Monitoring Access Logs Tags

Add Backend Server Group

server-group-video | TCP @ Basic Information

Narme server-group-video &
Listener listener-video
Load Balancing Algorithm  Weighted round robin
Sticky Session Disabled
Add
Name Status Private IP Address

Add Backend Server

© - ifthe Obtain Client IP Address option is not enabled for the listener, the security group that contains the backend servers must allow
access from 100.125.0.0/16. Otherwise, health checks will be abnormal. Learn more
« |f the Obtain Client IP Address option is enabled for the listener, backend servers will receive requests from real IP addresses of the clients.
Ensure that the security group that contains the backend servers has rules that allow access from these IP addresses. Learn more

Buy ECS subnet-video (10.1.10.0/24) - Name - Q C

© vou can add 500 more backend servers. Increase quota

Server Specification Private |P Address
ecs-video2 2vCPUs| 4GB 10.1.10.204
"""""" s2large.2
4G
ecs-video 2vCPUs | 4GB 10.1.10.14
"""""" s2large.2

Cancel Next

Figure 3-56

Step 16 Set Batch Add Ports to 80. (This port is used by backend servers to provide network
services.)
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Step 17
Step 18

Name

Add Backend Server

© - ifthe Obtain Client IP Address option is not enabled for the listener, the security group that contains the backend servers must allow
om 100.125.0.0/16. Otherwise, health checks will be abnormal. Learn m
= |f the Obtain Client IP Address option is enabled for th ner, backend sen

ill receive requests from real IP addresses of the clients.

Ensure that the security group that contains the backend servers has rules that allow access from these IP addresses. Learn more
Batch Add Ports | 80
Private IP Address Server Backend Port (%) Weight ()  Operation
ecs-video2
10.1.10.204 80 1 Copy | Remove
ecs-video

10.1.10.14 80 1 Copy | Remove

Previous Cance

Figure 3-57
Confirm the configuration and click Submit.

View the created load balancer and take note of the EIP for future use.

Status Type V¥ Specification IP Address and Network Listener (Frontend Protocol/l

Running Shared

istener-video (TCP/80)

Figure 3-58

3.3 Verifying the Result

Step 1

Use the browser on the local PC to log in to elb-video using the EIP recorded in the
last step and verify that the video can be played. If the following figure shows up,
the video can be played, indicating that the video streaming service has been set up
and ELB is working properly.

& C A Notsecure | 114.115.155.72




A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 110

Figure 3-59

3.4 Clearing Resources

Step 1 Delete the load balancer.

® In the service list, choose Networking > Elastic Load Balance. In the load balancer
list, click the load balancer purchased in this exercise. On the Backend Server Groups
tab, in the Basic Information area, select all backend servers and click Remove above

the server list.

Basic Information

server_group 2 a88b8c78-c17¢c-42ac-95d5-f98b8b76f549 [

listener-wordpress TCP

Weighted round robin Enabled | Configure

Disabled -2
Add Modify Weight Remove All v Name v
Available servers: 2 Unhealthy (2)
Name Status Private IP Address Health Check Result () Weight
= !
= !
Figure 3-60

® On the Listeners tab, delete the listener purchased in this exercise.

Add Listener

listener-wordpress
A

Figure 3-61

e Back to the load balancer list and click Delete in the Operation column to delete the
load balancer.
e In the displayed dialog box, select Release the EIP and click Yes.
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Are you sure you want to delete this load balancer?

« A deleted load balancer cannot be recovered. Exercise caution when performing this operation.

« |f you do not release the EIP, it can be bound to other resources and will be billed.

Name Status IP Address

192.168.1.57 (Private IPv4 address

elb-wordpress Running 290230153 (IPv4 EIP

Release the EIP

Figure 3-62
Step 2 Delete the ECSs.

e |n the service list, choose Elastic Cloud Server. In the ECS list, locate the ECS
purchased in this exercise and choose More > Delete in the Operation column.

e In the displayed dialog box, select the check boxes displayed in the following picture
and click Yes.

Delete ECS

Are you sure you want to delete the ECSs?

Deleting the ECS will also delete the associated system disk and its snapshots. The deleted ECS, system
disk, and snapshots cannot be recovered. If you choose to delete all data disks attached to the ECS, the
data disks and their snapshots will also be deleted and cannot be recovered. If you choose not to delete
the attached data disks, they will continue to be billed. After the ECS is deleted, its associated CSBS
backup will be retained and will continue to be billed. To avoid being billed for the backup, delete it on
the CSBS console

After the ECS is deleted, its associated CSBS backups will be retained and continue to be billed. You can
delete them on the CER console

Name Status Release Disks Remarks

ecs-03 Running 1

Release the EIPs bound to the ECSs Delete all data disks attached to the ECSs

Figure 3-63
Step 3 Delete the SFS file system.

In the service list, choose Scalable File Service. In the file system list, locate the file
system purchased in this exercise and choose More > Delete in the Operation column.

Step4  Delete the OBS bucket.
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In the service list, choose Object Storage Service. In the bucket list, locate the bucket
purchased in this exercise and click Delete in the Operation column.

Step 5 Delete the security group.

In the service list, choose Virtual Private Cloud. On the network console, choose Access
Control > Security Groups. In the security group list, locate the security group created in
this exercise and click Delete in the Operation column.

Step 6 Delete the subnet and VPC.

e |n the service list, choose Virtual Private Cloud. On the network console, choose
Subnets. In the subnet list, locate the subnet created in this exercise and click Delete
in the Operation column.

® Choose Virtual Private Cloud in the navigation pane on the left. In the VPC list, locate
the VPC created in this exercise and click Delete in the Operation column.

3.5 Quiz

Question: In this exercise, when HA is configured, a full-ECS image is used to provision an
ECS. Why a system disk image is not used instead?

Answer: In this exercise, an EVS disk was attached to ecs-video. So a full-ECS image is
required to create the image, in which the OS data, application data, and service data are
all included.
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Database Architecture Design

4.1 Introduction
4.1.1 About This Exercise

This exercise describes how to set up a WordPress website using an ECS and RDS for
MySQL instance on Huawei Cloud and how to deploy a DCS instance to speed up access
to the WordPress website.

This exercise uses region CN-Hong Kong as an example. Trainees can select regions
based on their own needs.

4.1.2 Objectives

Understand how to use the cloud services involved in the cloud database architecture.

Understand how to manage cloud databases and keep them available.

4.1.3 Networking

I |
I |
I |
I |
I |
: |

|
| wordpress I
| 7N |
| /7 \

/ \ |
| / \ |
| /7 N\ |
I |
I |
: |

|
|
| RDS for MySQL DCS :
I |
I |
e J
Figure 4-1

4.1.4 Related Software

Redis, which stands for Remote Dictionary Server, is an open source log-based, key-value
database written in ANSI C language. Redis supports both in-memory and persistent
storage, network connections, and APIs in multiple different languages.
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4.2 Procedure
4.2.1 Creating a Security Group

Step 1 Log in to the Huawei Cloud console and select region CN-Hong Kong. Then choose
Networking > Virtual Private Cloud. On the network console, choose Access
Control > Security Groups, click Create Security Group, and configure parameters as
follows to create security group sg-rds.

Note: This security group is for a RDS database instance, so port 3306 has to be enabled.
e Name: sg-rds
e Template: Custom

Create Security Group

Show Default Rule

Figure 4-2
Step 2  Add an inbound rule to allow access to database port 3306.
®  Priority: 1
e  Action: Allow
e Protocol & Port: TCP and 3306

e Type: IPv4
e  Source: IP address and 0.0.0.0/0
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Add Inbound Rule Learn more

o Inbound rules allow incoming traffic to instances associated with the security group.

Security Group sg-rds
mport multiple rules
Priority @ Action Protocol & Port @ Type Source @ Description Operation
Tcp v IP address v
Allow ¥ L. Pud v Operation «
3304 0.0.0.0/0
@ Add Rule
“ Cancel
Figure 4-3

Step 3 Create security group sg-wordpress.

Note: This security group is for the ECSs used to set up WordPress. A general-purpose
web server template is required.

e Name: sg-wordpress

e Template: General-purpose web server

Create Security Group

Mame sg-waordpress
Template General-purpose web server ¥
Descrip

Show Default Rule -

Figure 4-4
4.2.2 Creating a VPC

Step 1 In the service list, choose Virtual Private Cloud. On the displayed page, click Create
VPC.

Note: Resources required in this exercise will be created in this VPC.
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Virtual Private Cloud @ 7 Quick Links Create VRC
q %]
Figure 4-5

Step 2 Configure the required parameters to create VPC vpc-2.

Basic Information

e Region: CN-Hong Kong

e Name: vpc-2

e |Pv4 CIDR Block: 192.168.0.0/16
Default Subnet

e AZ: AZ1 (This exercise uses AZ1 as an example. Trainees can select AZs based on
their needs. This note is valid for all similar resources and will not be described
later.)

e Name: vpc-2-subnet
e |Pv4 CIDR Block: 192.168.2.0/24

Basic Information

Default Subnet

Figure 4-6
4.2.3 Buying a Cloud Database Instance

Step 1 On the management console, select region CN-Hong Kong, click Service List, and
choose RDS under Databases.
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Compute Storage Networking Databases

Figure 4-7
Step 2 Click Buy DB Instance in the upper right corner.

Note: In this DB instance, a database will be created to interconnect with WordPress.

]

Figure 4-8
Step 3 Configure the following parameters and click Next.

e Billing Mode: Pay-per-use

e Region: CN-Hong Kong

e DB Instance Name: rds-wordpress

e DB Engine: RDS for MySQL

e DB Engine Version: MySQL 8.0

e DB Instance Primary/Standby

o AZ AZ1

e Time Zone: (UTC+08:00) Beijing, Chongging, Hong Kong, Urumgqi
e |nstance Class: Dedicated Edition | 4 vCPUs | 16 GB

e VPC: vpc-2 | vpc-2-subnet | Automatically-assigned IP
e  Security Group: sg-rds

e  Administrator Password: User-defined

e Parameter Template: Default-MySQL-8.0

e Quantity: 1
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Billing Mode

Region

DB Instance Name

DB Engine

DB Engine Version

DB Instance Type (2)

Storage Type

Primary AZ

Standby AZ (2)

Time Zone

CN-Heng Keng v ‘

Regions are geographic areas isolated from each other. Resources are region

rds-wordpress ‘ @

If you buy multiple DB instances at a time, they will be named with four dig

MySQL PostgreSQL Learn more about DB er

516

w
~

Primary/Standby Single

Primary/standby HA architecture is suitable for production databases in larg

Cloud SSD Learn more about storage types.

az2 azl az3

az2 azl az3

Multi-AZ deployment provides disaster recovery capabilities across AZs.

(UTC+08:00) Beijing, Chongging, Hong ... + ‘

Instance Class General-purpose Dedicated Learn more

vCPU | Memory Recommended Connections

() 2vCPUs| 8 GB 2,500
() 4wCPUs| 8 GB 2,500
(®) 4vCPUs|16GB 5,000
) 4vCPUs |32 GB 10,000
) 8wCPUs |16 GB 5,000
) 8wCPUs|32GB 10,000

DB Instance Specifications  Dedicated | 4 vCPUs | 16 GB, Recommended Connections: 5000, TPS/QPS: 1357 | 27159

40 GB

Storage Space (GB) @
40

\ w [+ @

830 1,620 2,410 4,000

RDS provides free backup storage space of the same size as your purchased storage space. After the free backup space is used up, cha

Recommended
Disk Encryption Enable @

Page 118
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(@ Relationship among VPCs, subnets, security groups, and DB instances
VPC ® vpc-2 v | C | vpc2-subnet(192.168.2.0/24) v C View In-use IP Address

Step 4

After the RDS instance is created, the VPC cannot be changed. ECSs in different VPCs cannot communicate with each other by default. If you want to create a VPC, go to the VP

An EIP is required if you want to access DB instances through a public network. View EIP

Database Port 3306
The database port of read replicas (if any) is the same as that of the primary DB instance
Security Group @ sg-rds h C View Security Group

Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.

Security Group Rules ~  Add Inbound Rule

Administrator root

Administrator Password | sssessreser Keep your password secure. The system cannot retrieve your password
Confirm Password | sesseassens

Parameter Template Default-MySQL-8.0 v | C View Parameter Template

Table Name Case sensitive Case insensitive ®

Figure 4-9

Confirm configurations, click Submit, and wait for 5 to 10 minutes until the instance
is created.

4.2.4 Creating a Database for WordPress

Step 1

Step 2

On the Instances page, locate the created instance, record its private IP address,
and click Log In in the Operation column.

Relational Database Service

L]

Figure 4-10

In the displayed window, enter the instance login username and password and click
Test Connection. After a successful connection message is displayed, click Log In.
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Instance Login Information

DB Instance Name rds-wordpress DB Engine Version MysSQL 8.0
* Login Username root
* Password seesnenenee Test Connection Cannection is successful.
Remember Password Your password will be encrypted and stored securely
Description

Collect Metadata
Periodically ()

d, DAS can query th

formance of data

structure information only from databases, which may affect the

Show Executed SQL
Statements (3)

led, the executed SQL statements cannot be viewed, and you need to input each SQL statement

Cancel
Figure 4-11

Step 3 On the home page, click Create Database. The created database will be used to
interconnect with WordPress.

Data
Admin Service  MySQL

SQL Operations Database Management Import and Export

ﬂ DB Instance Name: I'dS-WOfdPI'ESS DB Engine Version: MySQL 8.0.25

Database List
+ Create Database

Database Name Table Quantity

Figure 4-12

Step 4 In the displayed dialog box, enter a database name and specify a character set as
follows and click OK.

e Name: wordpress
e Character Set: utf8 (default setting)
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Create Database
Mame wordpress

Character Set utfd

o Cancel

Step 5 View the created database in the database list.

ﬂ DB Instance Name: rds.wordpress DB Engine Version: MySQL 8.0.25

Database List

Database Name Table Quantity

Vorapress

15/ page Total Records: 1

Figure 4-13

4.2.5 Deploying WordPress

Step 1 In the service list, choose Compute > Elastic Cloud Server, and click Buy ECS in the
upper right corner.

Note: The created ECS will be used to deploy WordPress.
Elastic Cloud Server & % Quick Links

Figure 4-14
Step 2 Configure parameters as follows to create an ECS:
e Billing Mode: Pay-per-use
e Region: CN-Hong Kong
o AZ: AZ1
e Specifications: 2 vCPUs | 4 GiB
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Image: Public image|CentOS 7.6 64bit(40GB)

Host Security: Basic (free)

System Disk: High 1/0 | 40 GiB

Network: vpc-2 | vpc-2-subnet | Automatically-assigned IP

Security Group: sg-wordpress

EIP: Auto assign
EIP Type: Dynamic BGP
Billed By: Traffic
Bandwidth Size: 10 Mbit/s
ECS Name: ecs-wordpress

Password: User-defined (for username root)

< Elastic Cloud Server

@ Configure Basic Settings

Billing Mode

Region

AZ

CPU Architecture

Specifications

Image

Host Security

System Disk

Yearly/Monthly

© CN-Hong Kong

For low network latency and quick resource acc

Random

Latest generation

General computing-plus

(2) Configure Network (3) Configure Advanced Settings (@) Confirm

select the

region nearest to your target users. Learn how to select a region.

. - o o

®

v | WCPUs | All v | Memory | all v | Flavor Name Q

General computing Memory-optimized Large-memory High-performance computing

Flavor Name VCPUs | Memory(GiB) (= CPU =
s2.small.1 (Sold Out’ N ~ . -
] ) . 1 VCPUs | 1 GIB ntel E5-2680V4 2.4GHz
Available Regions/AZs
s2.medium.2 1vCPUs | 2 GiB Intel E5-2680V4 24GHz
s2.medium.4 1vCPUs | 4 GiB Intel E5-2680V4 24GHz
®  s2large2 2vCPUs | 4 GiB Intel E5-2680V4 24GHz
Public image Private image Shared image Marketplace image
£ CentOs - CentQsS 7.6 64bit(40GB) - C
Enable @
Basic (free)
| General Purpose 55D v 40 + | GiB IOPS limit: 2,280, IOPS burst limit: 8,000 @ Show v

(® Add Data Disk Disks y

ou can still add: 23

Disk-intensive Ultra-high 1/0
Assured / Maximum Bandwidth (2)
0.5 Gbit/s

0.1/ 0.5 Ghit/s
0.1/ 0.5 Ghit/s

0.2 /0.8 Gbit/s

Enabled SCS
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< Elastic Cloud Server

(1) configure Basic settings

© configure Network (3) configure Advanced settings

(@) confirm

Network

| pc-2 (192.168.0.0/16)

v | c | vpc-2-subnet (192.168.2.0/24) - | c ‘ Automatically assign IP address ¥ | Available private IP addresses: 242 (3)

Create VPC

Extension NIC

(® Add NIC NICs you can still add: 1

Security Group

sg-wordpress (440795c4-5f55-4182-9aea-0439b207826¢€)

©® v | G Create Security Group (@

Similar to a firewall, a security group logically controls network access

Ensure that the se

lected

ecurity group allows ac

s to port 2

(SSH-based Linux login), 3389 (W

login), and ICMP (ping operation). Configure Security Group Rules

Security Group Rules A~

EIP

EIP Type

Billed By

Bandwidth Size

ECS Name

Login Mode

Username

Password

Confirm Password

Cloud Backup and
Recovery

ECS Group (Optional)

Advanced Options

Inbound Rules

Outbound Rules

@ Auto assign

© Greater than or equal to 99.95% service availability rate

) Use existing Not required @

Premium BGP

7= Bandwidth 5 A

For heavy/stable traffic

Shared bandwidth

Traffic oy
For light/sharply fluctuating tra... For staggered peak hours

Billed based on total traffic irrespective of usage duration; configurable maximum bandwidth size.

5 20 50 100 Custom | - 10 + | The bandwidth can be from 1 to 300 Mbit/s.

(© Free Anti-DDo$ protection

‘ ecs-wordpress | || Allow duplicate name

If multiple ECSs are created at the same time, the system automatically adds a hyphen followed by a four-digit incremental numbe
name ecs-0010 already exists, the name of the first new ECS will be ecs-0011.

Key pair Set password later
root
Keep the password secure. If you forget the password, you can log in to the ECS console and change it.

To use CBR, you need to purchase a backup vault. A vault is a container that stores backups for servers.

Create new Use existing Not required @

CER backups can help you restore data in case anything happens to your ECS. To ensure data security, you are advised to use CBR.

Create ECS Group

|| Configure now
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O cont

Advarced g

Figure 4-15

Step 3 In the ECS list, locate the created ECS and click Remote Login to log in to ECS esc-
wordpress using Remote Login.

Elastic Cloud Server @ 7 Quick Link Buy ECS

Figure 4-16

Step 4 Run the following command to install Apache:

l [root@ecs-wordpress ~]# yum install httpd -y

Installed:
httpd.x86_64 ©:2.4.6-97.el7.centos.5

Dependency Installed:
apr.x86_64 0:1.4.8- apr-util.x86 64 0:1.5.2-6.el7 httpd-tools.x86_64 ©:2.4.6-97.el7.centos.5

Figure 4-17

Step 5 Run the following command to install PHP:

[root@ecs-wordpress ~]# rpm -ivh http://rpms.famillecollet.com/enterprise/remi-release-7.rpm
[root@ecs-wordpress ~]# yum install --enablerepo=remi --enablerepo=remi-php72 php php-opcache
php-devel php-mysqlnd php-gd php-redis

pms.famillecellet. com/enterprise/remi-release-7.rpm

e PriSe/ Tl -1 e1ease=7 - TPl
E: Header V4 DS. 1 Signature, key ID @@f9
HHEHEHHEHE R [10eX ]

7.remi FHERAEE A R R R RS [100%)
install --enablerepo=remi --enablerepo=remi-php56 php php-opcache php-devel php-mysqlnd php-gd php—redisl
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Figure 4-18
Step 6 Enter y twice for confirmation.

Install 6 Packages (+48 Dependent packages)
Upgrade ( 2 Dependent packages)

Total download size: 22 M
Is this ok [y/d/N] v]j

Total

Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-remi
Importing GPG key @xB8F97F56:

Userid : "Remi Collet <RPMS@FamilleCollet.com>"
Fingerprint: lee@ 4cce &% aeda a29a 5df5 eede 6F47 eefo 7156
Package : remi-release-7.9-3.el7.remi.noarch (installed)
From : _fetc/pki/rpm-gpg/RPM-GPG-KEY-remi

Is this ok [y/N]: vfi

Figure 4-19

Step 7 Run the following commands to download the WordPress installation package,
decompress the package, and copy the obtained files to Apache directory
[var/www/html:

[root@ecs-wordpress ~]# wget -c https://wordpress.org/wordpress-5.2.3.tar.gz
[root@ecs-wordpress ~]# tar -zxvf wordpress-5.2.3.tar.gz -C /var/www/html

Figure 4-20

Step 8 Run the following commands to switch to the httpd working directory and copy the
configuration file:

[root@ecs-wordpress ~]# cd /var/www/html/wordpress
[root@ecs-wordpress wordpress]# cp wp-config-sample.php wp-config.php
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[root@@ecs-wordpress ~]# cp -rf wordpress fvar/www/html/
[root@ecs-wordpress ~]# cd fvar/www/html/wordpress

[root@Eecs-wordpress wordpress]# cp wp-config-sample.php wp-config.php
[root@@ecs-wordpress wordpress|# I

Figure 4-21

Step 9 Run the following command to configure database parameters in the wp-
config.php file to interconnect with the wordpress database:

‘ [root@ecs-wordpress wordpress]# vi wp-config.php

Configure the parameters as follows:

e DB_NAME: wordpress

e DB_USER: root

e DB PASSWORD: Huawei123!@# (user-defined)

e DB_HOST: 192.168.2.40:3306 (private IP address:port number of the DB instance)

Figure 4-22

Step 10 Run the following commands to configure permissions for the WordPress directory:

[root@ecs-wordpress ~]# cd /var/www/html/wordpress

[root@ecs-wordpress wordpress]# echo -e "define(\"FS_METHOD\",
\"direct\");\ndefine(\"FS_CHMOD_DIR\", 0777);\ndefine(\"FS_CHMOD_FILE\", 0777);" >> wp-
config.php

[root@ecs-wordpress wordpress]# tail -n 10 wp-config.php

[root@ecs-wordpress wordpress]# chmod -R 777 wp-content/

 HETHOD\™, \*direct\");\ndefine(\“FS_CHHOD DIR\", 6777);\ndefine(\"F5_CHMOD FILE\", @777);" >> wp-contig.php

/e
if ( ! defined( 'ABSPATH' ) ) {
define( 'ABSPATH', dirname( _ FILE__
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[rnnt@éc5—ﬁnrdprg55 wordpre5§]# chmod -R 777 wp-content/

[root@ecs-wordpress wordpress]# l

Figure 4-23

Step 11 Run the following commands to enable Apache. If information similar to the
following is displayed, Apache is running normally:

[root@ecs-wordpress ~]# systemctl start httpd
[root@ecs-wordpress ~]# ps -ef |grep httpd

systemctl start httpd
ps -ef |grep httpd
1 6 ¢ ea:88: / -DFOREGROUND
apache . 842 18:16 ? 80:0808: fusrfsbin/ -DFOREGROUND
apache 6 & 18:16 ? B@:08: / in/ -DFOREGROUND

apache £ 18:16 ? 8@:08: fusr/sbin/ -DFOREGROUND

apache £ 18:16 ? 00:08: fusr/sbin/ -DFOREGROUND

apache . £ ; 6 8@:08: /fusr/sbin/ -DFOREGROUND
3 =H::H grep --color=auto

Figure 4-24

Step 12 Open a browser on your local PC and enter E/P of ECS-WordPress/wordpress, for
example, enter 121.36.79.241/wordpress/index.php. After you log in to WordPress,
configure parameters as follows and click Install WordPress:

e Site Title: HCIP

e Username: huawei (user-defined)
e  Password: User-defined

®  Your Email: User-defined

English (United States)
Afrikaans

‘T'f-"

g iall 3l

S

Azerbaycan dili
Benapycr{aﬂ MoBa
Brnrapcku

EILG

Bosanski

Catala

Cebuano

Cestina

Cymraeg

Dansk

Deutsch (Sie)

Deutsch (Schweiz, Du)
Deutsch (Schweiz)
Deutsch
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W,

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll

Welcome

be on your way to using the most extendable and powearful parsonal publishing platform in the world
Information needed

Please provide the following information. Don't worry, you can always change these settings later.
Site Title HCIP

Username huawei

Usernames can have only alphanumeric characters, spaces, underscores, hyphens,
periods, and the @ symbol.

Password OMBzILIAKI(FPyB"s$ P Hide
Strang

Important: You will need this passwerd to log in. Please store it in a secure location.

Your Email

Double-check your email address before continuing.
Search Engine Discourage search engines from indexing this site
Visibility

It is up to search engines to honor this request.

Install WordPress

Figure 4-25
Step 13 Click Log in.

success!

WordPress installation is complete. Thanks!
username

password The password you set.

Login

Figure 4-26

Step 14 Enter the username and password configured in the previous step to log in to
WordPress. If the following page is displayed, WordPress is set up:
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@ ODashboard

Home

# Posts
) Media

& ra

ments

%

® Appearance

»

Plugins @

Users

%

B % b

Settings

°

Step 15

fivae Os

Dashboard

Welcome to WordPress!

Get Started Next Steps
I’ Write your fist blog
Customize Your Site
+ t page
iange youx Geme o & set epage
@ v
© PHP Update Required a Quick Draft %
HP s 1 y nd mainta
performance
Learn more sbout updating PHP
Ata Glance a
WordPress Events and News .
» L
]

Figure 4-27

More Actions

In the navigation pane on the left, choose Plugins and then click Add New.

@ Dashboard
A Posts
0 Media
M Pages
¥ Comments
» Appearance
K& Plugins @

Installed Plugins

Step 16

WordPress 6.0.1 is available! Please update now.

Plugins Add New
All@) | Inactive (2) | Update Availeble (1)
Bulk Actions ¥ | Apply

Plugin Description

Aldismet Anti-Spam  Used by millions, Akismet is quite possibly the be:

Activate | Delete Version 4.1 | By Automattic | View details
Hello Dolly
Activate | Delete screen an every page.

Version 1.7 | By Matt Mullenweg | View details

O There is a new version of Hello D

ailable. View

rsion 1.7.2 details or update now

Plugin Description

Bulk Actions v | Apply

Figure 4-28

Install Now.

the world to protect your blog from spam. It keeps your site protectad even while you sleep. To get started: activate the Ak

This is not just a plugin, it symbolizes the hope and enthusiasm of 2n entire generation summed up in two words sung most famously by Louis Armstrong: Hello, Dolly. When activates

Enter redis in the search box on the right, locate Redis Object Cache, and click
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Add Plugins  upioad plugin

Redis Object Cache LiteSpeed Cache tal WP Redis

B

Figure 4-29
4.2.6 Creating a DCS Instance

Step 1 Select region CN-Hong Kong, choose Service List > DCS, click Buy DCS Instance, and
configure parameters as follows to buy a DCS instance:
Note: This exercise uses the DCS instance to provide Redis services for WordPress.
e Billing Mode: Pay-per-use
e Region: CN-Hong Kong
®  Project: CN-Hong Kong (default)
e Cache Engine: Redis
e Version: 5.0
e |nstance Type: Single-node

e Replicas: 2

o AZ: AZ1

e |nstance Specifications: redis.single.xu1.large.2
e VPC: vpc-2

e  Subnet: vpc-2-subnet

e  Administrator Password: user-defined
®  Quantity: 1

e Name: redis-wordpress
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- W
Buy DCS Instance
z ent power supplies and networks. AZs are physically isolated but interconnected through an internal network. To enhance application avallability, create instances in different AZ

Billing Mode

© CN-Hong Kong

Region
Project CN-Hang Kong(default) -
— Vastrsndey i fiscise @
No replication | No backup | No persistence
chu A [ e | s ®
]
[ [
Instance Specification Flavor Name Cache Size Shards  Max. Avallable Memory (D Max, Connections (Default/Limit) @
®) redissinglexul large 2 268 1268 10,000/50,000
VPC vpe-2 v | C | wpc2-subnet (192.168.2.0/24) v|C @
The VPC cannot be changed once the DCS instance is created. To create a new VPC, go to the VPC console. Learn more about DCS instances, VPCs, and subnets.
IP Address Automatically-assigned IP address v |/ @
Password The system cannot help you retrieve lost or forgotten passwords

Confirm Password

Parameter Configuration Default Templates Use custom template

Quantity + | You can buy 160 more DCS instances and use 64,000 GB of memory.Increase quota

Name redis-wordpress

Figure 4-30

Step 2 In the instance list, locate the instance that you bought and click its name.

'] Cache Manager &
EEIED Frowy Cluster DCS Redis 30 instance and DCS Memcached instance have been discontinued nzances con sl be used.
|
vore + cll@ o
@a
Name 3= sans iz Cachn Enga 4= v oy Spociication (GB) 1= Used/ivalable M = Connection Address Tags Biling Mot 3 Opesation
© hwing e 28(. redinchRRRMO K ;

bssbfen - sese g5

Figure 4-31

On the Connection page, view and write down the administrator, IP address, port

Step 3
number.
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redis-wordpress

Figure 4-32

Step 4 Log in to ECS ecs-wordpress and run the following commands to modify its
configuration file:

[root@ecs-wordpress ~]# cd /var/www/html/wordpress/
[root@ecs-wordpress wordpress]# vi wp-config.php

Add the following information to the file to interconnect with the DCS instance:

[*redis config*/

define('WP_REDIS_HOST', '192.168.2.IP');
define("WP_REDIS_PORT', '6379');
define("WP_REDIS_PASSWORD', 'DCS PASSWORD');

Note: 192.168.2.IP is the IP address of the DCS instance recorded in step 3. Configure the

IP address based on service requirements. DCS PASSWORD is the password of the DCS
instance set in step 1. Enter the required password.

Figure 4-33

Step 5 Run the following command to exit:

‘ ‘wq
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4.2.7 Enabling Redis Object Cache

Step 1 Before enabling Redis Object Cache, Please post a blog with text and pictures, then
open a browser, press F12, select Disable cache, and view the time required for
loading. Refresh the WordPress page and find that the time for loading content is
430ms.

@ Dashboard

WordPress 6.0.2 is available! Please update now. An automated WordPress update has failed to complete - please attempt the update again now.

A Posts
] Media Redis Object Cache
[N Pages Overview Metrics Diagnostics Resources
B Comments X

Overview
> Appe
#¥ Appearance S X Drop-in not installed Need more pe.rforman(
. § Check out Object Cach
% Plugins )

Drop-in: X Not installed
® sers o Rewritten for raw perform:
- Lser Filesystem v Wiiteable

100% WordPress APl comy

& Tools

Settings Enable Object Cache ¢ Easy debugging & logginc

A Facha nrafntchine and an:

© Faster serialization and cor

[® (1] | Elements Console Sources Network Performance  Memory  Applicaion  Security Lighthouse  Recorder & Performance insights &
® © ¥ Q | OPreervelog Disable cache Mo throttling v Fa | # %
Filter O lnvert () Hide data URLs All | Fetch/XHR JS (S5 Img Media Font Doc WS Wasm Manifest Other ([ Has blocked cookies [ Blocked Requests [ 3rd-party reque
50ms 100 ms 150 ms 650 ms 70
Name Status Type Initiator Size Time
load-scripts.php?c=1&0ad%5B% 5D =jquery-core jquery-migrate, utilsBver... | 200 script optiens-generalphp? ac. 109 kB 185 m
17 requests | 1.2 MB transferred | 12 MB resources | Finish: 705 ms | DOMContentloaded: 759 ms | Load
[® @] | Elements Comsole Sources Network Performance  Memory rmance insights & 1) &
® O ¥ Q| OPresenvelog Disable cache Nothrotting v o | 4
Silter O Invert () Hide data URLs All | Fetch/XHR JS €SS Img Medio Font Doc WS Wesm Manifest Other [ Hos blocked cookies [ Blocked Requests (] 3rd-party requests
0ms  40ms  60ms  BOms  100ms  120ms  140ms 180 300ms  320ms  MOms  380ms  380ms  400ms
Jame Status Initiator Size Time Waterfall
=/ wordpress/ 200 649kE 188 ms | -
200 296kB 93 ms L
200 1848 101 ms
200 2748 192 ms
200 14218 100 ms
200 1218 102 ms
4 OD%A2HESHIBHBERET%ET%ET1-23x1 024 png 200 7698 151 ms
ver=52.3 200 174 80ms
9 requests | 411 kB transferred | 408 kB resources | [ Finis ms | DOMContentloaded: 431 ms

Figure 4-34

Step 2 Log in to WordPress on your local PC, choose Plugins > Installed Plugins, locate
Redis Object Cache, and click Activate.

Redis Object Cache Activate

A persistent object cache backend More Details
powered by Redis. Supports Predis,

PhpRedis, Relay, replication, sentinels,

clustering..

y Till Kriiss

{118) Last Updated: 2 weeks ago

100,000+ Active Installations v Compatible with your version of WordPress
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Step 3

Step 4

Figure 4-35
On the displayed page, click the Overview tab and click Enable Object Cache.

Redis Object Cache

Object cache enabled.

Overview Metrics Diagnostics
Overview
Status: ® Drop-in not installed
Drop-in: ® Not installed
Filesystem: v Writeable

Enable Object Cache I

Figure 4-36

Check whether the status is Connected. If yes, Redis Object Cache is enabled.

Redis Object Cache

Overview Metrics Diagnostics
Overview
StalUS:
Drop-in: v Valid

Filesystem:

Connection

Client:

v Writeab

le

PhpRedis (v4.3.0)

Figure 4-37

4.3 Verifying the Result

Step 1

Open a browser, press F12, select Disable cache, and view the time required for
page loading. Refresh the page. If the time for loading is 370ms, less than 430ms
required before Redis Object Cache is enabled, the website response is speed up.
This exercise is successful.

[® @] Elements Console Sources Network Performance  Memory  Application  Security lighthouse ~ Recorder & Performance insights & B &
® ©® | ¥ Q | Ovpreservelog | M Disable cache Nothrotting v T | £ ¥
Filter ) Invert () Hide data URLs All | Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other (] Has blocked cookies () Blocked Requests () 3rd-party requests

Mms  40ms  60ms  B0ms  100ms  120ms  140ms  160ms  180ms

200 ms 220ms. 240 ms 260 ms. 280 ms. 300 ms. 320 ms. 340 ms. 360 ms. 380 ms. 400

=

Mame Status Type Initiator Size Time Waterfall
14l dashiconsmin.csstver=523 200 stylesheet (index) 47348 B4ms —
admin-bar.min.css?ver=5.23 200 stylesheet (index) 21.4k8 89 ms L
style.min.cssiver=5.2.3 200 stylesheet (index) 296 k3 91 ms |
thememin.csstver=52.3 200 stylesheet findex) 18k 57 ms L |
style.csstver=14 200 stylesheet (inglex] 217 k8 154 me 0|
HLEGSLAT%ACSLES%ADS LAY OBSLBEHETHE0%8T 1-83x1 024 png 200 prg (index) 76948 157 ms —— —
wp-emoji-relesse.minjsiver=5.23 200 saript (ingex)13 14.2k8 42ms |
admin-barminjstver=5.2.3 200 saript findex) 7548 57 ms =

15 requests | 525 kB transferred | 520 kB resources | Finish: 367 ms | DOMContentLoadd: 366 ms | Load: 370 ms]
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Figure 4-38

4.4 Clearing Resources

Step 1 Delete the DCS instance.

Choose Service List > DCS. In the instance list, locate the DB instance that you bought in
this exercise and click Delete in the Operation column.

Step 2 Delete the RDS for MySQL instance.

Choose Service List > RDS. In the instance list, locate the DB instance that you bought in
this exercise and click Delete in the Operation column.

Step 3 Delete the ECS.

® Choose Service List > Elastic Cloud Server. In the ECS list, locate the ECS that you
created in this exercise and click Delete in the Operation column.

e In the displayed dialog box, select the options displayed in the following picture and
click Yes.

Delete ECS

Are you sure you want to delete the ECSs?

Deleting the ECS will also delete the associated s sk and its snapshots. The deleted ECS, system
sks attached to the ECS, the
d. If you ch t to delete
sks, they will continue to be billed. After the eted, its associated CSBS
backup will be retained and will continue to be billed. To avoid being billed for the backup, delete it on
the CSBS console.

data disks and tl
the attached da

After the ECS is deleted, its associated CSBS backups will be retained and continue to be billed. You can
delete them on the CBR console

Name Status Release Disks Remarks

| Release the EIPs bound to the ECSs Delete all data disks attached to the ECSs

Figure 4-39 Deleting the ECS

Step 4 Delete the security groups.

Choose Service List > Virtual Private Cloud > Access Control > Security Groups. In the

security group list, locate the security group that you created in this exercise and click
Delete in the Operation column.

Step 5 Delete the subnet and VPC.

® Choose Service List > Virtual Private Cloud > Subnets. In the subnet list, locate the
subnet that you created in this exercise and click Delete in the Operation column.

e Choose My VPCs in the navigation pane on the left. In the VPC list, locate the VPC
that you created in this exercise and click Delete in the Operation column.
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4.5 Quiz

Question: What Service Can | Use If | Want to Improve Database Storage and
Performance by Configuring Multiple Database Instances?

Answer: You can use Huawei Cloud Distributed Database Middleware (DDM). It can scale
out your compute and storage resources linearly, helping you handle high concurrency
and real-time interactions
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Security Architecture Design

5.1 Introduction
5.1.1 About This Exercise

This exercise involves the following operations:

Damn Vulnerable Web Application (DVWA) server deployment: Deploy a DVWA
server on ECS to provide an exercise environment, and perform subsequent security
operations on the server.

Host Security Service (HSS): Purchase HSS for the DVWA server. Obtain server status
and check server risks on the HSS console. Improve server security management
capabilities.

Two-factor authentication: Configure two-factor authentication for the DVWA server,
and log in to the server through two-factor authentication. Learn the basic functions
of two-factor authentication.

Host security group: Verify the access control function of the host security group by
deleting and adding port 8080 to the security group.

IP address group: Verify how to configure the address group and security group and
learn how they work. Add a test cloud server address to an address group, and add
the address group to the deny rule of a security group.

Data Encryption Workshop (DEW): In this exercise, create a key on the DEW console,
create an agency on the IAM page, and install the KooCLI client on the ECS. With
these configurations, the KooCLI client can obtain information about the keys
managed in DEW.

5.1.2 Objectives

To understand how HSS works.

To learn how to configure and use two-factor authentication, security groups, and
address groups.

To learn how to configure and use Web Application Firewall (WAF).

To learn how to use ECS to obtain the keys managed in DEW.
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5.1.3 Networking

Figure 5-1

5.1.4 Related Software

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is
highly vulnerable. Its main goal is to be an aid for security professionals to test their
skills and tools in a legal environment, help web developers better understand the
processes of securing web applications and to aid both students & teachers to learn
about web application security in a controlled class room environment. DVWA
contains common vulnerabilities that can be exploited by SQL injection, XSS, and
blind injection.

XAMPP is a completely free, easy to install Apache distribution containing MySQL,
PHP, and Perl. The XAMPP open source package has been set up to be incredibly
easy to install and to use. It can help you easily set up a web server.

Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious scripts
are injected into otherwise benign and trusted websites. XSS attacks occur when an
attacker uses a web application to send malicious code, generally in the form of a
browser side script, to a different end user. The end user's browser has no way to
know that the script should not be trusted, and will execute the script. Because it
thinks the script came from a trusted source, the malicious script can access any
cookies, session tokens, or other sensitive information retained by the browser and
used with that site. These scripts can even rewrite the content of the HTML page.

KooCLlI is a Huawei Cloud Command Line Interface, a tool for managing cloud
service APIs released on API Explorer. With this tool, you can call open APIs of cloud
services to manage and use your cloud resources.
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5.2 Procedure

5.2.1 Deploying DVWA

Step 1

Step 2

In the CN-Hong Kong region, choose Networking > Virtual Private Cloud in the

service list.

@ Hong Kong

Search

Recently Visited Services: Relational Database Service uGco GaussDB Virtual Private Cloud

Compute

Elastic Cloud Server

Auto Scaling

Image Management Service
Dedicated Host

Cloud Container Engine
Bare Metal Server
FunctionGraph

Dedicated Cloud

Security & Compliance
Anti-DDoS

Storage

Elastic Volume Service

Dedicated Distributed Storage Ser.
Storage Disaster Recovery Service
Cloud Server Backup Service
Cloud Backup and Recovery
Volume Backup Service

Object Storage Service

Data Exprt

Scalable File Service
CDN

Dedicated OBS

Q

Elastic Load Balance

Virtual Private Cloud

Elastic Load Balance
Virtual Private Network
Direct Connect
Enterprise Switch
Domain Name Service
NAT Gateway

Elastic IP

Cloud Connect

VPC Endpaint

Global Accelerator

Figure 5-2

Image Management Service

Databases

uco

GaussDB

Relational Database Service
Document Database Service
GaussDB(for Cassandra)
GaussDB(for Mongo)
GaussDB(for Influx)
GaussDB(for Redis

Distributed Database Middlewan

Data Replication Service

ata Admin Service

Click Create VPC in the upper right corner. (Resources in this exercise will be

created in this VPC.)

Virtual Private Cloud @

Step 3

Configure the following parameters and click Create Now.

Basic Information

1Pvd CIDR Block

Region: CN-Hong Kong

Name: vpc-1

IPv4 CIDR Block: 192.168.0.0/16
Default Subnet

AZ: AZ1
Name: subnet-20

IPv4 CIDR Block: 192.168.20.0/24

Subnets

Figure 5-3

Servers  Operation
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Basic Information

Region @ CN-Hong Kong v
ere pecific and e use B
MName vpe-1
IPv4 CIDR Block 192 | - | 168 /118 -
Recommended: 10.0.0.0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)

The CIDR block 192.168.0.0/16 overlaps with a CIDR block of another VPC in the current region. If you intend to
VPC and an on-premises data center, change the CIDR block. View VPC CIDR blocks In current region

Advanced Settings Tag Description

Default Subnet

Name vpc-1-subnet

IPv4 CIDR Block . . 1 /| 24 v | (® Available IP Addresses: 251
1PV CIDR Block Enable ()

Associated Route Table Default (2)

Figure 5-4

Step 4 In the navigation pane on the left, choose Access Control > Security Groups, and
click Create Security Group in the upper right corner.

Note: This security group is used by DVWA ECSs and should allow all ICMP traffic and
traffic on ports 22, 443, 80, and 8080.

Network Console Security Groups 7 Quick Unks

Figure 5-5
Step5  Configure the parameters as follows and click OK.

e Name: sg-dvwa
e Template: Select a required one.
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Create Security Group
# Name sg-dvwa
# Template Custom v
Description
Show Default Rule «
“ Cancel
Figure 5-6
Step 6 In the dialog box displayed, click Manage Rule.
x
0 Information
The security group was created successfully. Add security group rules
to enable access to instances associated with the security group.
Manage Rule Cancel
Figure 5-7
Step 7 On the Inbound Rules tab, add the following inbound rules.
[ J
e  Action: Allow
e  Protocol & Port: TCP | 22
e Type: IPv4
e  Source: IP address | 0.0.0.0/0
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Add Inbound Rule

Learn more about security group configuration

© inbound rules allow incoming traffic to instances associated with the security group.

Security Group sg-dvwa

n import multiple rules in a batch

Priority @ Action Protocol & Port @ Type Source @ Description Operation
TCP v IP address
1 Allow  ~ IPvd = Operation »
@ Add Rule
n Cancel
Figure 5-8
®  Priority: 1
e  Action: Allow
®  Protocol & Port: TCP | 8080
e Type: IPv4
e  Source: IP address | 0.0.0.0/0
Add Inbound Rule Learn more about security group configuration
@ Inbound rules allow incoming traffic to instances associated with the security group.
Security Group sg-dvwa
an impert multiple rules in a batc
Priority @ Action Protocol & Port @ Type Source @ Description Operation
TCp v IP address
Allow v | IPvd Operation
8080 0.0.0.0/0
@ Add Rule

m Cancel
Figure 5-9
®  Priority: 1
e  Action: Allow
e  Protocol & Port: TCP | 443

o Type: IPv4
e  Source: IP address | 0.0.0.0/0
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Add Inbound Rule Learn more about security group configuration

0 Inbound rules allow incoming traffic to instances associated with the security group.

Security Group sg-dvwa

can import multiple rules in a batch

Priority @ Action Protocol & Port @ Type Source @ Description Operation
TCP - IP address
1 Allow ¥ |- IPvd ¥ Operation v
@ Add Rule
“ Cancel
Figure 5-10
®  Priority: 1
e Action: Allow
e  Protocol & Port: TCP | 80
e Type: IPv4
e  Source: IP address | 0.0.0.0/0
Add Inbound Rule Learn more about security group configuration
© Inbound rules allow incoming traffic to instances associated with the security group.
Security Group sg-dvwa
an import multiple rules in a batch
Priority @ Action Protocol & Port @ Type Source @ Description Operation
TCP v IP address
1 Allow | IPvd v Operation
@ Add Rule

Figure 5-11
®  Priority: 1
e  Action: Allow
e  Protocol & Port: ICMP | All
e Type: IPv4
e  Source: IP address | 0.0.0.0/0
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Add Inbound Rule Learn more
o Inbound rules allow incoming traffic to instances associated with the security group.
Security Group  sg-dvwa
mport multiple rules
Priority @ Action Protocol & Port @ Type Source ® Description Operation
ICMP v IP address
1 Allow v IPvd ¥ Operation
All A 0.0.00/0
@ Add Rule

Figure 5-12

Step 8
traffic on ports 80, 22, 8080, and 443.

Add Rule Fast-Add Rule Allow Common Ports nbound Rules: 7 Learn more about security group
priority (3 Action (@) Protocol & Port 7 () Type
Allow ICMP - All 1Pvd
Allow TCP: 80 1Pv4
Allow TCP: 443 1Py
Allow TCP : 8080 IPva
Allow TCP: 22 1Pva
Allow All 1Pvd
Allow All 1Pve

Figure 5-13

Step 9
page, click Buy ECS in the upper right corner.

Elastic Cloud Server @

sword reset piug- can now be installed alter creating an ECS o install the plug

Figure 5-14
Step 10 Configure settings for the ECS.

Note: This ECS will be used to deploy DVWA.
The following uses ecs-dvwa as an example.

Check the added inbound rules. There are inbound rules that allow ICMP traffic and

configuration.
Source @
0.000/0 (2

0.000/0 @
0.0.00/0 @
0.00.0/0 (D

0.0.00/0 (B

In the service list, choose Elastic Cloud Server under Compute. On the displayed

Biling Mode T Tsg Operation
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Billing Mode: Pay-per-use

Region: CN-Hong Kong

AZ: Random

CPU Architecture: x86

Specifications: 1 vCPUs | 2 GiB

Image: Public image | CentOS 7.6 64bit(40GB)

Host Security: Enable (Basic)

Network: vpc-1 | subnet-20 | Automatically assign IP address
Security Group: sg-dvwa

EIP: Auto assign

EIP Type: Premium BGP

Billed By: Traffic

Bandwidth Size: 10 Mbit/s

System Disk: High 1/0 | 40 GiB

ECS Name: ecs-dvwa

Password: User-defined (with the username of root)

Yearly/Monthly Spot price @
@ CN-Hong Kong v
etwork latency and quick res: nn t users. Learn how

Random AZ1 AZ2 AZ3 @

Latest generation - vCPUs | All - Memory | all - Flavor Name

General computing-plus General computing Memory-optimized Large-memory High-performance computing Disk-intensive

Flavor Name vCPUs | Memory(GiB) J= CPU =
i Available Regions/AZs - o o
"é" s2medium.2 1vCPUs | 2 GiB Intel E5-2680V4 2.4GHz

s2.medium.4 Intel E5-2680V4 2.4GHz

1vCPUs | 4 GiB

Private image Shared image Marketplace image

Ultra-high 1/0

& Centos A CentOs 7.6 64bit(40GE)

Host Security

Enable @

System Disk

(¥ Add Data Disk Disks you can still add: 23

High 170 v 40 =+ | GiB IOPS limit: 2,120, IOPS burst limit: 5,000 @

Q

GPU-accelerated

Assured / Maximum Bandwidth

0.1 /0.5 Gbit/s

0.1 /0.5 Gbit/s
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| vpe-1 (192.168.0.0/16) - ‘ C | wpc-1-subnet (192.168.1.0/24) - ‘ C ‘ Automatically assign IP address. ¥ | Available private IP addresses: 250 @

Create VPC

@ Add NIC NICs you can still add: 11

sg-dvwa (408be288-6223-4417-a0b0-106f2fce6ada) @ ~ | C Create Security Group ()

ntrols network access
s to port 22 (SSH-

Similar to a firewall, a se
Ensure that the selected sec

y group logically cor
ity group allows a

sed Linux login), 3389 (W ws login), and ICMP (ping operation). Configure Security Group Rules

Security Group Rules  ~

Inbound Rules Outbound Rules
Security Group Name Priority Action Protocol & Port Type Source
1 Permit ICMP: All 1Pvd 0.0.0.0/0
1 Permit TCP: 80 1Pvd 0.0.0.0/0
1 Trn. aa3 L) Annnm
EIP @® Auto assign ") Use existing ) Not required @
EIP Type Dynamic BGP
gilled By = Bandwidth 1 T Traffic © 5~ Shared bandwidth
For heavy/stable traffic For light/sharply fluctuating tra. ! For staggered peak hours

Billed based on total traffic irrespective of usage duration: configurable maximum bandwidth size.

Bandwidth Size 5] n 20 50 100 Custom || The bandwidth can be from 1 to 300 Mbit/s

& Free Anti-DDoS protection

ECS Name ecs-dvwa | [ Allow duplicate name

If multiple ECSs are created at the same time, the system automatically adds a hyphen followed by & four-digit incremental number to the end of each ECS name. For ¢
name ecs-0010 already exists, the name of the first new ECS will be ecs-0011.

Login Mode Key pair Set password later

Username root

Password

& password, you can log in to the ECS console and change it.

Confirm Password

Cloud Backup and To use CBR, you need to purchase a backup vault. A vault is a container that stores backups for servers.

Recovery
Create new Use existing Not required @

CBR backups can help you restore data in case anything happens to your ECS. To ensure data security, you are advised to use CBR.

ECS Group {Optional)

Create ECS Group

Figure 5-15

Step 11 Log in to the ECS and install Docker.

[root@ecs-dvwa ~]# yum install docker
[root@ecs-dvwa ~]# systemctl enable docker
[root@ecs-dvwa ~]# systemctl start docker




HUAWEI

HCIP-Cloud Service Solutions Architect Lab Guide Page 147

Step 12

Step 13

[root@ecs-dvwa ~]# yhm install docker]j

[root@ecs-dvwa ~]# systemctl enable docker

Created symlink from fetc/systemd/system/multi-user.target.wants/docker.service to fusr/lib/systemd/system/docker.service.
[root@ecs-dvwa ~]# systemctl start docker

[root@ecs-dvwa ~J# [

Figure 5-16

Download the DVWA container image.

‘ [root@ecs-dvwa ~]# docker pull docker.io/citizenstig/dvwa

[root@ecs -dvwa docker pull docker.io/citizenstig/dvwa
Ua1ng default t 1 tEﬁt

st Pu111ng from “docker. 1o,c1t1gen_

7doffeel6: Pull complete

: Pull complete

: Pull complete

: Pull complete

: Pull complete

: Pull complete

: Pull complete

3: Pull complete

: Pull complete

: Pull complete

5t Pull complete

): Pull complete

: Pull complete

: Pull complete

: Pull complete

: Pull complete

6: Pull complete

Pull complete

Pull complete

Pull complete
6:1c0ab894f0bT41351519c8388a282c0al78216e9cesf0:
Down]oaded newer image for docker.io/citizenstig/dvw

Figure 5-17

View the current image.

‘ [root@ecs-dvwa ~]# docker images

[root@ecs-dvwa ~]# docker images

REPOSITOR TAG IMAGE ID CREATED

Step 14

docker.io/citizenstig/dvwa  latest d9c7999da7al 3 years ago

Figure 5-18

Run the image as a container and map the container service port 80 to port 8080.

[root@ecs-dvwa ~]# docker run -dit -p 8080:80 docker.io/citizenstig/dvwa
3b3f5da35aadd8223818bdbab650e50d305ffaf7fb262c1f82eff63c5dc6190c
[root@ecs-dvwa ~]# docker ps

COMMAND CREATED
docker.io/citizenstig/dvwa "srun.sh® 6 seconds ago
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Step 15

Figure 5-19

Open a local browser, enter Attp.//182.160.6.0:8080 in the address bar to open the

DVWA web page and click Create/Reset Database. (182.160.6.0 is the EIP bound to

the ECS ecs-dvwa.)

A Not secure | 182.160.6.0:8080/setup.php

Instructions

About

Database Setup -

Click on the ‘Create  Reset Database' button below to create or reset your database
If you get an error make sure you have the correct user credentials in- lappiconfigiconfig.inc.php

If the database already exists, it will be cleared and the data will be reset
You can also use this to reset the administrator credentials ("admin // password") at any stage

Setup Check

Operating system: *nix

Backend database: My SQL

PHP version: 5.5.9-1ubuntud.25

Web Server SERVER_NAME: 182.160.6.0
PHP function display_erors: Disabled
PHP function safe_mode: Disabled

PHP function allow_url_include: Enabled
PHP function allow_uri_fopen: Enabled
PHP function magic_quotes_gpc: Disabled
PHP module php-gd: Installed
reCAPTCHA key: Missing

Writable folder fapp/hackablefuploads: Yes)
Writable file /app/externaliphpids/0.6/ib/IDS/tmpiphpids_log.txt Yes

Status in red, indicate there will be an issue when frying to complete some modules.

Create / Reset Database

Unable to connect to the database

Step 16

Figure 5-20

After the initialization is complete, the login page is displayed. Enter the username

and password for logging in to DVWA. If the following information is displayed, the
DVWA host is successfully deployed.

Note: The user name is admin and the password is password.

DWA)

Username

admin

Password

| Login |
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Step 17

Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
XSS (Reflected)

XSS (Stored)

DVWA Security
PHP Info
About

Logout

ow)

Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWWA) is a PHPIMySQL web application that is damn vulnerable. lts main
goal Is o be an ald for security professionals to test heir skills and tools in 2 legal environment, help web

etier understand the p of securing web applications and to aid both students & teachers to
Iearn about web application securtly in & controlled class roem environment.

The aim of DVWA s to practice some of the most common web vulnerability, with varieus difficultly levels,
with a simple straightforward interface

General Instructions

Itis up to the user how they approach DVWA. Either by working threugh every module at a fixed level, or
selacting any module and working up to reach the highest leval they can before moving onto the next one. Thers
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability

Please note, there are both ility with this software. This is
intentional. You are encouraged to try and discover as many issues as possible

DVWA alsc includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonsrate how adding another layer of security may block certain malicious

actions. Note, there are also various public methods at bypassing these pratections (so this can be see an as

extension for more advance users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerabiliy
Thers are also additional links for further background reading, which relates to that security issue

WARNING!

Damn Web Application is damn Do not upload it to your hosting provider's public html
folder or any M[ernal facmg servers, as they will be compromised. It is recommend using a virtual machine
(such as ), which is set to NAT networking mode. Inside a guest machine, you can
downloading and instal for the web server and database

Disclaimer

We do not take responsibility for the way in which any ane uses this application (DVWA). We have made the
purposes of the application clear and it should not be used maliciously. We have given wamings and taken
measures to prevent users from installing DVWA on to live web servers_If your web server is compromised via an
installation of DVWA it is not our respensibility it is the responsibility of the person/s who uploaded and installed it

More Training Resources

Figure 5-21

Log in to the ECS and download XAMPP.

[root@ecs-dvwa ~]# wget https://cloudservice-v3.obs.cn-east-3.myhuaweicloud.com/xampp-linux-
x64-7.3.6-2-installer.run

Figure 5-22

Modify permissions and install XAMPP.

[root@ecs-dvwa ~]# chmod 755 xampp-linux-*-installer.run
[root@ecs-dvwa ~]# ./xampp-linux-*-installer.run

Note: After running the command, perform operations as instructed in the following
figure to complete the installation.
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ampp-Linux-*-1nstaller.run
ux-*-install

Welcome to the XAMPP Setup Wizard.

Select the 3 u want to in l; clear the compenents you do not want
to install. Click Mext when you are ready to continue.

XAMPP Core Files : Y (Cannot be edited)
XAMPP Developer Files [Y/nl :Y

Is the selection above correct? [Y/n]: ¥
Installation Directory
XAMPP_will he installed to /ont/lampp
is now ready to begin ins ling XAMPP on your computer.
Do you want to continue: [Y/n]: Y
XAMPP on your computer.

0% ] 50% 100%
#HHHRRRE R AR aanranannraeeni]]

Figure 5-23

Step 18 In the local browser, enter http://182.160.6.0 in the address bar. If you can access
XAMPP, the installation is successful.

Note: In this exercise, 182.160.6.0 is the EIP bound to the ECS ecs-dvwa. Replace it with
the actual value.

Apache Friends Applications ~ FAQs ~ HOW-TO Guides ~ PHPInfo  phpMyAdmin

=] XAMPP Apache + MariaDB + PHP + Perl

Welcome to XAMPP for Linux 7.3.6

m! Now yoi

Start the XAMPP Col

Community

Figure 5-24
5.2.2 Enabling HSS

Step 1 On the Service List page, select Host Security Service under Security & Compliance.
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HUAWEI
— e s s ECETIL ¥IST0E0 el VICES,  CIEstl Cioua e ver WITCOET FTTVETE Cou
&5 Relational Database Service Compute Storage
. Elastic Cloud Server Elastic Volume Service

I Auto Scaling ' X
Auto Scaling Dedicated Distributed Storage Ser...

(=) Bare Metal Server o _ _
Image Management Service Storage Disaster Recovery Service

|T| Elastic Volume Service Dedicated Host Cloud Server Backup Service

- Cloud Container Engine Cloud Backup and Recovery

=}l volume Backup Service N - N P !
Bare Metal Server | Wolume Backup Service f

™ Virtual Private Cloud o o
FunctionGraph o Object Storage Service

Step 2

Elastic Load Balance

Elastic IP

Dedicated Cloud

Security & Compliance
Anti-DDoS

DDoS Mitigation
Advanced Anti-DDoS
Web Application Firewall

Vulnerability Scan Service

Host Security Service I

Container Guard Service

Data Security Center

o

atabase Security Service

Data Encryption Workshop

TP T P Y -

Figure 5-25

Click Buy HSS in the upper right corner.

Dedicated OBS

Application

ServiceStage

Application Orchestration Service
Software Repository for Container
Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS

Distributed Message Service

L ISR (N T S SR

Notes: HSS provides asset management, vulnerability management, baseline check,
intrusion detection, application recognition service (ARS), file integrity check, secure
operations, and web tamper protection functions, helping you identify and manage data
assets on your servers, scan for risks in real time, and block intrusions.

Dashboard @

Security Statistics

Qverview

Step 3

Risk Index

No risks detected.

Buy HSS

Servers Containers
Protected Unprotected Protected Unprotected

Figure 5-26

Configure HSS parameters, as shown in the following figure. Click Pay Now.

Billing mode: Pay-per-use

Region: Hong Kong
Edition: Enterprise
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Your Compliance Helper Vulnerability Scan and Fix Anti-virus, Anti-ransomware Anti-tamper, Anti-intrusion Default enterpris

Billing Mode Yearly/Monthly

Region ©Q CN-Hong Kong -
project heip v
Basic Enterprise
Feature Protect your server accounts. Suitable for trials Scan for and Kill Trojans and viruses for
and individual users. compliance purposes.
Edition
Assets Default and user-defined policy groups

Vulnerabilities

Unsafe Settings Password complexity and common weak
password checks

Intrusions 2 types (brute-force attacks and abnormal 6 types

Figure 5-27

Step 4 After you are directed to the server list, click Switch Edition.

Server N... IP Addre... oS Agent St...  Action Scan Re... Server S... Edition/... Assetl... QOperation

-dvw 182.160...
:350621\;?. 192168, Linux Online Prot. Safe Running Basic General Disable] Switch Edition | Mare «

Figure 5-28

Step 5 Configure edition parameters, as shown in the following figure. Read the disclaimer,
select | have read and agree to the Host Security Service Disclaimer, and click OK.

Note: The basic edition is free of charge and provides only part of HSS functions. It does
not provide protection capabilities or support for DJCP MLPS compliance.

The enterprise edition supports DJCP MLPS L2 compliance, virus and Trojan scan and
removal, one-click vulnerability fix, and intrusion detection.

e Billing Mode: On-demand
e  Edition: Enterprise
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Switch Edition

Servers whose edition switch to:

Server Name/ID IP Address 0s HSS |
ecs-dvwa 182.160.6.0 (EIP) Linux Basic
ef306db6-8510-45ff-a773-3c5 192.168.1.107 (Private)

Configure Protection

Billing Mode Yearly/Monthly On-demand

mmended that you use TMS's predefined tag function to add the same tag
urces. View predefined tags. C

Tags
You can add 10 more tags.

| have read and agree to the Host Security Service Disclaimer

Cancel
Figure 5-29

Step 6 Return to the Host Security Service home page. Click Dashboard to check the server
risk and protection statistics.

Cloud Workload Dashboard ()
Pratection Platform

Security Statistics

* Overview
ediction -

Risk Index Servers Containers

Freventior -
Protected Unprotected Protected Unprotected
beteeten M No risks detected. 1 0 0 1
Security Operations - Enable Protection Enable Protectio
Reports
st scanned
Aug 05, 2022 05:40:39 GMT+
Risks. Intrusions

Asset risks Vulnerabilties Baseline Risks Container Risks Server Alams Container Alarms.

Since Yesterday Since Yesterday - Since Yesterday Since Yesterday 0 ) 0 0 0

Unchanged Unchanged Unchanged Unchanged h . b

Figure 5-30

Step 7 Click the Asset Management > Servers & Quota tab, click the server’s name.
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Instructions. X

-® —®@ —® —®
Install Agent Set Alarm Notifications Enable HSS View Scan Results
stal Agent After you enal arm notifications, HSS n the Servers tak the S tab, click a se

users you specified s for your o

Servers Quot:
All servers Select all install Agent Cc & O
" @Q

o os AgentS.. Action Scan R Servers.. Edit Asset| Operatior
Lin Onli a Runi Enterpris G
Mot installed/Offline
Protected by Basic
Figure 5-31
Step 8  Click the Intrusions tab and check intrusions.
< ecs-dvwa
Asset Fingerprints Vulnerabilities Baseline Checks Detection
Event Types Events
| Aucoy
Threat Level Y/ Alarm Type Attack Status Reported Handled Status Y Action Oper

Malware(0)
Exploits Used(0) v
Abnormal System Behavior(0) v

Abnormal User Behavior(0) -

No data available.

Note: The HSS the enterprise edition provides the intrusion detection function. It can
identify and block intrusions in real time, detect internal risks, and detect and remove

malicious programs.

You can log in to the ECS by tools like PUTTY but keep entering incorrect passwords to
simulate brute force attack.Then Haddle it by Add to Login Whitelist.

< ecs-dvwa

Asset Fingerprints ~ Vulnerabilties

Event Types

ks Detectio

ThrestLeval ¥ Alarm Typs

Attack Status Reported Handled



A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 155

Handle Alarm

Alarm Type Affected Server & IP Status
Brute-force Attack Attempt ecsdvwa © unhandied
Action Mark as handled Ignore ‘é‘ Add to Login Whitelist
o
Figure 5-32
Step 9 Click the Detection > Alarms to view blocked IP addresses and click cancel
interception.
Host Security Alarms ) Back To OK Console
Service (New)
Time range Last 24 hours Last 3 days Last 7 days Last 30 days
. Server Alarms Container Alarms

Alarm Statistics

* Alarms to be Handled Handled Alarms
0
Vhits
Security Operations v Attack Statuses Threats Top 5 Events.
N Brute-force Attack
Reports @ Anempt u
® Criical 0
wstallation & Blacked N
nfiguration 3 ® High 0
System  Abnormal  Attack Medium 0
vulnerability behavior attempts Low 3
Successful Cempromised
Sarke  canare
X
Cancel Interception Server Name v Q C
Server Name Attack source... Login Type Interception S..... Intercepted At...  FirstIntercept... Latestinterce...
11 ssh Intercepted 3
ecs-dvwa 11 ssh Intercepted "
Figure 5-33

5.2.3 Configuring Two-Factor Authentication

In practice, some service hosts or O&M hosts have high requirements on access security.
Authentication based only on usernames and passwords is considered insecure. In this
case, you can configure two-factor authentication to meet multi-dimensional
authentication requirements for host login.

Step 1 Create topics and add subscriptions on the Simple Message Notification (SMN)
console.

Note: The SMN configuration is used for subsequent two-factor authentication.
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e On the Service List page, select Simple Message Notification under Management &

Governance.

Recently Visited Services: Host Security Service

Bare Metal Server ‘-
FunctionGraph

Dedicated Cloud

Security & Compliance
Anti-DDoS

DDoS Mitigation

Advanced Anti-DDoS iy

Web Application Firewall
Vulnerability Scan Service
Host Security Service
Container Guard Service
Data Security Center
Database Security Service

Data Encryption Workshop

Elastic Cloud Server  Virtual Private Cloud

Volume Backup Service
Object Storage Service
Data Express Service
Scalable File Service
CDN

Dedicated OBS

Application

Application Orchestration Service
Software Repository for Container
ServiceStage

Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS

Distributed Message Service

Elastic Load Balance

Q

Domain Name Service
NAT Gateway

Elastic IP

Cloud Connect

VPC Endpoint

Global Accelerator

Management & Governance

Cloud Eye

Identity and Access Management

Cloud Trace Service

Log Tank Service
Tag Management Service

Resource Management

Figure 5-34

e On the Dashboard page, click Topics under My Resources.

Simple Message

Notification
My Resources
| pashboard
Topic Management v Topics

® In the upper right corner, click Create Topic.

Topics @
Name WRN (D
AUTO_ALARM_NOTIFY_TOPIC_MYS...  um:smn:ap-southeast-1:4e64821a46284eb831ecic76bc70a6

e Set Topic Name to Auth and click OK.

Simple Message Notification (2

Relational Database Service ~ UGO

GaussDB(for Mongo)
GaussDB(for Influx)
GaussDB(for Redis)
Distributed Database Middlewa
Data Replication Service

Data Admin Service

Migration
Cloud Data Migration

Server Migration Service

Object Storage Migration Servic

El Enterprise Intelligence

Conversational Bot Service

Huawei HiLens

2 Message Templates

Figure 5-35

Display Name

ROSEmSEREFE

Figure 5-36

7 Quick Links

Q SearchbyTag ¥ | C

Publish Message | Add Subscription | More v
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Create Topic

#* Topic Name Auth

| ®

The name cannot be changed after the topic is created

Display Name

@

Tag tis reco led that you use TMS's predefined tag function to add the same tag to different
= cloud re View predefined tags C
To add a tag, enter a tag key and a tag value below.

=]

10 tags available for addition

Figure 5-37

e |n the Operation column of the topic, click Add Subscription.
Topics (D 7 Quick Links
Q SearchbyTag ¥ | | C
Name URN (D Display Name Operation
A urn'smn ap-southeast-1-4e64821a46284febB31ecfc76bcT0ab Py
Figure 5-38
[ ]

Configure the following parameters:
Protocol: SMS

Endpoint: personal mobile number (customized by trainees)

Add Subscription

Topic Name Auth
* Protoco SMS

% Endpoint @ Endpoints
1371

Description

(¥) Add Endpoint
Batch Add Endpoints
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Figure 5-39

®  Confirm the subscription on your mobile phone (SMS message) to make the
subscription take effect.

Step 2

Create two-factor authentication.

® On the Service List page, select Host Security Service under Security & Compliance.

Service List

0

Elastic Cloud Server

Auto Scaling

®

Bare Metal Server

Elastic Volume Service

0 @

Cloud Backup and Recovery

B

Object Storage Service

Virtual Private Cloud

6]

i

Elastic Load Balance

)

Elastic IP

£

Relational Database Service

3o

4

Recently Visited Services: Simple Message Nofification

Security & Compliance
Anti-DDoS

DDoS Mitigation
Advanced Anti-DDoS
Web Application Firewall

Vulnerability Scan Service

Host Security Service

Container Guard Service

Data Security Center

Database Security Service

Data Encryption Workshop

Cloud Certificate Management Service

Situation Awareness

Figure 5-40

Host Security Service

Scalable File Service
CDN

Dedicated OBS

Application

Application Orchestration Service
Software Repository for Container
ServiceStage

Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS
Distributed Message Service
Distributed Message Service (for Kafka)

Distributed Message Service (for RabbithQ)

Elastic Cloud Server = Virt

Cloud
VPCE

Global

Mana
Cloud

Identity
Simple
Cloud
Log Ta
Tag M:

Resou

Busir

® On the displayed page, in the navigation pane on the left, choose Installation &

Configuration. Choose the Two-Factor Authentication tab, locate the protected

server, and click Enable 2FA in the Operation column.

Host Security
Service (New)

Installation & Configuration

Agents Security Configuratior

Protected Server

ecs-dvwa

¢ Back To O Console

r Authentication Alarm Notifications

os 2FA Status Method

Linu Disabled

Figure 5-41

SMN Topic Operation

e  Select the newly created SMN topic Auth and click OK.
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Enable 2FA
. SMS/Email Verification code
SMN Topic

Auth v C \View Topics

How do | use 2FA?
Protected Server 2FA Status
ecs-dvwa Disabled

I

Figure 5-42

e Use PUTTY to Log in to the DVWA host.

Enter the username and password, enter the mobile number in the subscription, and
enter the received SMS verification code to log in to the host. If the login is successful,
the two-factor authentication configuration is successful. This section describes how to
verify the basic functions and usage of two-factor authentication.

ctive authentication prompts from server:

Figure 5-43

5.2.4 Configuring a Security Group

Step 1 In the service list, choose Networking > Virtual Private Cloud. On the network
console, choose Access Control > Security Groups. In the security group list, click the
security group name sg-dvwa.
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Name v

Name Security Group Rules Associated Instances  Description
default 12 0  Default security group
sg-wordpress 9 0  The security group is for general-pu...
sg-video 9 0  The security group is for general-pu...
Sys-FullAccess 6 0
sg-redis 5 0  Inbound traffic is not allowed on an...

9 1 Inbound traffic is not allowed on an...
Figure 5-44
Step 2 Click the Inbound Rules tab and delete the rule whose Protocol & Port is TCP: 8080.

Note: This rule is deleted to reject traffic on port 8080 and then we can verify the access
control function of the security group.

Add Rule Fast-Add Rule Allow Common Ports I Learn mor
Priority. action B Protocol & Port 7 (B Type source (@) Description Last Modified Operation

Allow TCP: 80 1Pvd 0000/0 @ - Aug 05, 2022 05:51:45 GM Modify = Replicate = Delet:
Allow CMP - All 1Pvd 0000/0 @ - Aug 05, 2022 05:25:14 GM Mo Replicate 1
Allow TCP: 443 1Pva 0.000/0 @ = Aug 05, 2022 05:24:47 GM..  Modify | Replicate  Delet
Allow TCP : 8080 IPvd 0000/0 @ - Aug 05, 2022 05:24:36 GM Modify = Replicate E
Allow TCP: 22 1Pvé 0.000/0 @ - Aug 05, 2022 05:24:12 GM Modify | Replicate  Delete
Allow Al 1Pvd @ Allow ECSs in the same security gro..  Aug 05, 2022 052350 GM..  Modify | Replicate  Delete
Allow Al 1Pv6 g-dva (D) Allow ECSs in the same security gro..  Aug 05, 2022 052350 GM...  Mod Replicate 1

Figure 5-45
Step 3 In the displayed dialog box, click Yes.

Are you sure you want to delete the following inbound rule?

Deleting a security group rule may affect the communication between instances in the security group. Exercise

caution when performing this operation.

If you delete rules with Protocols & Ports specified as TCP (22), TCP (3389), or ICMP (All), you will not be able to

remotely connect to ECSs and ping them.

Protocol & Port Source

TCP: 8080 0.0.0.0/0 @

Figure 5-46

Step 4 Check the inbound rule list. The rule that allows traffic on port 8080 does not exist.
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Add Rule Fast-Add Rule Allow Common Ports nbound Rules: 6 Learn more about security group configuration
Priority... Action @ Protocol & Port Y7 ® Type Source @ Description
1 Allow TCP: 80 IPv4 0.0.0.0/0 ®
1 Allow ICMP : All IPv4 0.0.0.0/0 @
1 Allow TCP : 443 1Pv4 0.0.0.0/0 @
1 Allow TCP: 22 1Pv4 0.0.0.0/0 @
1 Allow All IPv6 sg-dvwa (@) Allow ECSs in the same se
1 Allow All IPv4 sg-dvwa @ Allow ECSs in the same se

Figure 5-47

Step 5 Visit http://119.3.196.178 (EIP address of the DVWA ECS):8080. Refresh the page
and find that the login fails. This indicates that the security group sg-dvwa blocks
traffic on port 8080.

< X @ 119.3.196.178:808

This site can’t be reached

119.3.196.178 took too long to respond

ecking the connection

Figure 5-48

Step 6  Add an inbound rule to allow traffic on port 8080 again.

Add Rule Fast-Add Rule Allow Common Ports nbound Rules: 7 Learn more about security group configuration
Priority... Action @ Protocol & Port Y/ ® Type Source @ Description
1 Allow IPv4 0000/0 3
1 Allow TCP: 80 IPvd 0000/0 3
1 Allow ICMP : All 1Pv4 0.0.0.0/0 ®
1 Allow TCP: 443 IPvd 0.0.00/0 3

Figure 5-49

Step 7 Refresh the page. The login is successful. This indicates that the security group sg-
dvwa allows traffic on port 8080. The above operations exercise the basic functions
of security groups.
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Welcome to Damn Vulnerable Web Application!
Instructions (DVWA
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
XSS (Rofloctod)

XSS (Stored)

General Instructions

DVWA Security
PHPInfo
About

WARNING!
Logon Damn

Disclaimer

Figure 5-50

5.2.5 Configuring an IP Address Group

If multiple IP addresses can use the same security group, you can add these IP addresses
to an IP address group.

Step 1

Create a test ECS in the VPC subnet created in &=k BI5|HE, in "DVWA
Deployment".

Note: This ECS is used only for connectivity test and verification and is not used for
application deployment.

Configure the ECS test as follows:

Billing Mode: Pay-per-use

Region: CN-Hong Kong

AZ: Random

CPU Architecture: x86

Specifications: 1 vCPUs | 2 GiB

Image: Public image | CentOS 7.6 64bit(40GB)
Host Security: Enable | Basic (free)

Network: vpc-1 | subnet-20 | Automatically assign IP address (Same network
configuration as ecs-dvwa)

Security Group: default (Select a security group different from that of ecs-dvwa.)
EIP: Not required

System Disk: High 1/0 | 40 GiB

ECS Name: test

Password: User-defined (with the username of root)
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‘ Q@ CN-Hong Kong v |

For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region

dom AZ1 AZ2 AZ3 ®

‘ Latest generation A | vCPUs | All A Memory | All
General computing-plus Memory-optimized Large-memory High-performanc
Flavor Name vCPUs | Memory(GiB) |= CPU =

s2.small.1 (Sold Out) .
|77 - ) 1vCPUs | 1 Gig Intel E5-2680V4 2.4GHz
Available Regions/AZs

@ s2.medium.2 1vCPUs | 2 GiB Intel E5-2680V4 2.4GHz

Image Public image Private image Shared image Marketplace image

‘ 4 CentOS v | | CentOS 7.6 64bit(40GB) | C

Host Security Enable @

System Disk ‘ High 1/0

@ Add Data Disk Disks you can still add: 23

Netwaork ‘ vpe-1 (192.168.0.0/16) v ‘ C ‘ vpe-1-subnet (192.168.1.0/24) v | C ‘ Automatically assign IP address ¥ | Available priv
Create VPC

Extension NIC @ Add NIC NICs you can still add: 11

Security Group default (12563f49-fb42-4f57-ba5a-1b423b13155f) @ A C  Create Security Group @

Similar to a firewall, a security group logically controls network access.
Ensure that the selected security group allows access to port 22 (SSH-based Linux login), 3389 (Windows login), and ICMP (ping operation). Configure Security Group Ru

Security Group Rules A
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ECS Name test Allow duplicate name
Login Mode Key pair Password Set password later
Username root
Password
Confirm Password =~ | sessessens

Cloud Backup and

Recovery
Create new Use existing @

Figure 5-51
Step 2 Log in to the test ECS.
More ¥ cl @ 0O
Q
Name/ID Monitoring ~ AZ 7 Status 7 Specifications/Image 1P Address Billing Mo.. ¥ Tag Operation
fest = AZ2 Running | YCPUSI2GBIs2me.. o) oo 24 b - Remote Login | More v
bc10ea02-f8bb-4¢53-b87. CentOS 7.6 64bit

Figure 5-52
Step 3 Ping the DVWA ECS from the test ECS to verify the connectivity between them.

Note: Before configuring an IP address group, ensure that the two ECSs can communicate
with each other.

168.1.187

168.1.187) 56(84) bytes of data.
187 icmp_seq=1 ttl=64 time=1.56
187 icmp_seq=Z ttl=64 time=8

187 icmp_seq=3 ttl=64 time=8
s from 192.168.1.187: icmp_seq=4 ttl1=64 time=8.387 ms

Figure 5-53

Step 4 Use the ifconfig command to query the IP address of the test ECS and make a note
of the IP address.

Note: The IP address will be added to the IP address group later.



HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 165

mtu 1566

5.8 broadcast

ineto f j. :f816:3eff :f ; pref ixlen 64

p
ether fa: 1c:65 1 len 1888 (Ethernet)
packets 981 buytes 11482596 (18.9 MiB)
p j frame B
4 Ki

rs B t;l.r'-up]r;u:d. A overruns B arrier 8 collisions @

Figure 5-54

Step 5 On the Network Console, choose Access Control > IP Address Groups and click
Create IP Address Group in the upper right corner.

Note: This IP address group will be configured in the security group for traffic blocking
tests.

S 1P Address Groups E

Figure 5-55
Step 6 Configure the parameters as follows and click OK.

e Name: test
e |P Address: Enter the private IP address of the test ECS.

Create IP Address Group

MName test

IP Address 192.168.1.74 @

Description
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Figure 5-56

Step 7 In the security group list, locate the row that contains the security group sg-dvwa
and click Manage Rule in the Operation column.

Name Security Group Rules Associated Instances  Description Operation

default 12 1 Default security group Manage Rule | More v
sg-wordpress 9 0 The security group is for general-pu... Manage Rule = More v
sg-video 9 0 The security group is for general-pu.. ~ Manage Rule = More v
Sys-FullAccess 6 0 - Manage Rule =~ More v
sg-redis 5 0 Inbound traffic is not allowed on an.. Manage Rule =~ More v
sg-dvwa 9 1 Inbound traffic is not allowed on an...

Figure 5-57
Step 8  Click the Inbound Rules tab and then click Add Rule.
®  Priority: 1
e Action: Deny
e  Protocol & Port: ICMP | All

e Source: IP address group | test

Add Inbound Rule Learn more

o Inbound rules allow incoming traffic to instances associated with the security group.
Security Group sg-dvwa
mport multiple rules

Priority ® Action Protocol & Port @ Type Source @ Description Operation

IcmMp v IP address group A
1 Deny v e IPvd = QOperation ¥
All v test(33a611b4-52¢5-440f-a396-df.. ~
() Add Rule
Figure 5-58

Step 9 Log in to the test ECS again and check the connectivity between the test ECS and
the DVWA ECS. The communication fails. The security group with the IP address
group configured takes effect and blocks the corresponding traffic. This indicates
that IP address groups can work together with security groups.

5.2.6 Hosting a Key on DEW
5.2.6.1 Obtaining an AK/SK

Note: The AK/SK obtained in this section will be used in subsequent KooCLI initialization.

Step 1 Click the username in the upper right corner and choose My Credentials.
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formation

My Credentials

Figure 5-59
Step 2 On the Access Keys page, click Create Access Key.

My Credentials Access Keys @

API Credentials
o Access keys can be downloaded only once after being generated. Keep them secure, change

I Access Keys

® Create Access Key Ikccess keys available for creation: 1
Access Key ID |= Description |=
IIBERWJT372DLQDFTWEN

Figure 5-60

Step 3 Enter a description as needed and click OK.

Create Access Key

Description DEW

3/255
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Figure 5-61

Step 4 Wait until the creation is successful, and click Download.

X
Access key created successfully.

This is the only time you can download and view the access
key. If the access key is lost, you must create a new one.

Download Cancel

Figure 5-62
Step 5 Properly save the AK/SK on your local PC for later use.

User Name,Access Key Id,Secret Access Key
"hcip", ,kGo1PulLk

Figure 5-63

5.2.6.2 Creating a Secret
Note: The secret is hosted in DEW and will be obtained by ECS through the KooCLI client.

Step 1 In the service list, choose Data Encryption Workshop under Security & Compliance.

E Service List

(=) Elastic Cloud Server

NN Auto Scaling

& Bare Metal Server R

Elastic Volume Service

0 ©

Cloud Backup and Recovery

Object Storage Service

Virtual Private Cloud

& 6 b

Elastic Load Balance

C,\ Elastic IP

1oe)

Relational Database Service

Recently Visited Services: Data Encryption Workshop | Virtual Private Cloud ~ Elastic Clouc

Security & Compliance
Anti-DDoS

DDoS Mitigation
Advanced Anti-DDoS
Web Application Firewall
Vulnerability Scan Service
Host Security Service
Container Guard Service
Data Security Center

Database Security Service

Data Encryption Workshop

Cloud Certificate Management Service
Situation Awareness
Managed Threat Detection

Compliance Compass

Scalable File Service
CDN

Dedicated OBS

Application

Application Orchestration Service
Software Repository for Container
ServiceStage

Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS
Distributed Message Service

Distributed Message Service (for Kafka)
Distributed Message Service (for Rabbith(
Distributed Message Service (for RocketM

Application Performance Management

Ammlimatinm Cimmraticne bismesme s +
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Figure 5-64
Step 2 On the Cloud Secret Management Service page, click Create Secret.

DEW Console Cloud Secret Management Service (2)

Key Management Create Secret Restare
Service

Key Pair Service

Secret Name Status Created
Cloud Secret
Management Service
Dedicated HSM v
Elastic Cloud Server &P
Object Storage Service ¢ No data available.

Cloud Backup and
Recovery

Elastic Volume Service o2

Figure 5-65
Step 3 Configure secret parameters, as shown in the following figure.

® Secret Name: test
® Secret Value: Set a value as needed. Example: HCIP@123
Retain the default settings for other parameters.

Create Secret

Secret Name test
Secret Value Secret key/value Plaintext
HCIP@123|
b
Description
KMS Encryption Key csms/default v Create Key

By default, the master key esmsidefault is used for encryption

Secret Storage $OD 1 3333 per secret per day

For reference only. For fees details, see your bill. Pricing details

Cancel
Figure 5-66

Step 4 Click the secret name to view details. The current version is v1.
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~ Secret Details

Edit Refresh
Name test Secret ID 34c5069b-6fdc-4750-9d
Type Common Status Enabled
Created Aug 05, 2022 08:40:12 GMT+08:00 Encryption Key  d58b2cb2-9d90-4543-b!
Updated  Aug 05, 2022 08:40:12 GMT+08:00 Description

~ Version List

Add Secret Version Refresh
Version KMS Encryption Key ID Version Status
d58b2cb2-9d90-4543-b50f-e02fe7d017be SYSCURRENT

Figure 5-67

5.2.6.3 Creating an Agency

Note: The agency is used to delegate permissions to the ECS so that the ECS can obtain
DEW-managed keys through KooCLI.

Step 1 In the upper right corner of the page, hover the mouse over the username and
select Identity and Access Management.

Intl-English

Basic Information

Security Settings
I dentials
Identity and Acc WVanagement

Switch Role

Tag Management

Operation Log

Figure 5-68

Step 2 Choose Agencies in the navigation pane on the left and click Create Agency.
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HUAWEI CLOUD w

1AM Agencies (2
s
Agency NamellD = Delegated Party 1= Validity Period I= Created I=
P -
c Vi
o Cloud service —
Projects
fentity Providers
Cloud service

Unlimited

Figure 5-69
Step 3 Configure the agency and click Next.

e Agency Name: ECS-password
e Agency Type: Cloud service

Description 1= Operation

Creale by MCP Team

Creale by ServiceStag

e  Cloud Service: Elastic Cloud Server (ECS) and Bare Metal Server (BMS)

e Validity Period: Unlimited

* Agency Name ECS-password

, Account
Agency Type Delegate another HUAWEI CLOUD account to perform operations on your resources.
) Cloud service
Delegate a cloud service to access your resources in other cloud services
* Cloud Service Elastic Cloud Server (ECS) and Bare Metal Serv.__. -
* Validity Period Unlimited v
Description

0/255

Next Cancel

Figure 5-70
Step4  Select CSMS FullAccess and KMS CMKFullAccess.
o Select Policy/Role ( 2 ) Select Scope ( % ) Finish

Assign selected permissions to ECS-password

View Selected (2) Copy Permissions from Another Project All policiesfroles

Policy/Role Name

o« CSMS FullAccess
All permissions of Cloud Secret Management Service

KMS CMKFullAccess

All permissions for custom keys in Key Management Service

v

v All services v

Type

System-defined policy

System-defined policy
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Figure 5-71

Step 5 Retain the default authorization scope and click OK.

< Authorize Agency

(1) Select Policy/Role @ select Scope (3) Finish

© The following are recommended scopes for the permissions you selected. Select the desired scope requiring minimum authorization

Scope

[é) All resources
AM users will be able to use all resources, including those in enterprise projects, region-specific projects, and global services under your account based on assigned permissions.

Show More

Figure 5-72

Step 6 After the agency is created, view the assigned permissions on the Permissions page.

Basic Information Permissions Go to Old Ed
Authorization records (IAM projects): 2 Q By IAM Project
(enterprise projects): 0 By Enterprise Project
Policy/Role Policy/Role Description Project [Region] Principal Principal Description Principal Type Operati
CSMS FullAccess All permissions of Cloud Secre. All resources [Existing and f ECS-password - Agency Delete
KMS CMKFullAccess All permissions for custom key. All resources [Existing and f ECS-password - Agency Delete
Figure 5-73

5.2.6.4 Installing KooCLI

Step 1 Create an ECS named ecs-test by referring to steps 3 to 4 in DVWA Deployment.
(You can use the ECS test created in section (EiR!IZREZIS|HE. if it has not been
deleted).

Note: This ECS is used only for installing KooCLI and obtaining keys.
Configure the ECS ecs-test as follows:

e Billing Mode: Pay-per-use

e Region: CN-Hong Kong

e AZ:Random

e  CPU Architecture: x86

e Specifications: 1 vCPUs | 2 GiB

e |mage: Public image | CentOS 7.6 64bit(40GB)

e  Host Security: Enable (Basic)

e Network: vpc-1 | subnet-20 | Automatically assign IP address
e  Security Group: default
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®  EIP: Auto assign

e EIP Type: Premium BGP

e Billed By: Traffic

e  Bandwidth Size: 10 Mbit/s

e System disk: General-purpose SSD | 40 GiB

® ECS Name: ecs-test

® Password: User-defined (with the username of root)

Step 2 Log in to ecs-test and install the KooCLI client.

[root@ecs-test ~]# curl -sSL https://ap-southeast-3-hwcloudcli.obs.ap-southeast-
3.myhuaweicloud.com/cli/latest/hcloud_install.sh -o ./hcloud_install.sh && bash ./hcloud_install.sh -y

Step 3 Initialize the ECS. Enter “Y” to agree Privacy Statement at
https://www.huaweicloud.com/intl/zh-cn/declaration/sa_prp.html.

The AK/SK obtained in section fEiR!FRIREIS|HIE. is required here.

[root@ecs-test ~]# hcloud configure init

Access Key ID [required]: Enter the AK.

Secret Access Key [required]: Enter the SK.

Region Name: Enter a region name, for example, ap-southeast-1.

[root@ecs-test ~]# h;loud Fonfigure_init___

12707
Secret Access Key [required]: *#% oo ok
Region: ap-southeast-1

[root@ecs-test ~

Figure 5-74

If your current environment language is Chinese. To switch the language, run the hcloud
configure set --cli-lang=en command.

‘ [root@ecs-test ~]# hcloud configure set --cli-lang=en

5.2.6.5 Using KooCLI to Obtain the Key

Step 1 Enter the KooCLI interaction mode:

‘ [root@ecs-test ~]# hcloud --interactive
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Step 2 View information about the key created in DEW. As shown in the following figure,
key HCIP@123 has been obtained, indicating that ECS can obtain the DEW-
managed key through the KooCLlI client.

> hcloud csms ShowSecretVersion --secret_name=test --version_id=v1 --cli-region="ap-southeast-1"
# --secret_name=Key name

# --version_id=Key version

# --cli-region="Current region"

1# hcloud

wSecretVersio t_name=test --version_id=vl --cli-region="ap-southeast-1"

I,
"secret_string": "HCIP@123"

Figure 5-75

5.3 Clearing Resources

Step 1 Delete the agency.

e In the upper right corner of the page, hover the mouse over the username and select
Identity and Access Management.

Intl-English
Basic Information

Security Settings

My Credentials

Identity and Access Management

Switch Role

agement

Operation
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Figure 5-76

e Choose Agencies in the left navigation pane. Locate the row containing the agency
created in this exercise click Delete in the Operation column.

Step 2 Delete the secret.

® In the service list, choose Data Encryption Workshop under Security & Compliance. In
the navigation pane on the left, choose Cloud Secret Management Service, locate the
row containing the secret created in this exercise and click Delete in the Operation
column.

e In the displayed dialog box, select Delete now and click OK.

Step 3 Delete the ECS.

® In the service list, choose Elastic Cloud Server under Compute. In the ECS list, locate
the ECS purchased in this exercise and choose More > Delete in the Operation
column.

e In the displayed dialog box, select the check boxes displayed in the following picture
and click Yes.

Delete ECS

Are you sure you want to delete the ECSs?

Name Status Release Disks Remarks
Release the EIPs bound to the ECSs Delete all data disks attached to the ECSs
Figure 5-77

Step4  Delete two-factor authentication.

On the Service List page, select Host Security Service under Security & Compliance.
Choose Installation & Configuration, click the Two-Factor Authentication tab, and click
Delete in the Operation column of a record.

Step 5 Delete the SMN topic.
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In the service list, choose Simple Message Notification. In the navigation pane on the left,
choose Topic Management > Topics. In the right pane, locate the topic created in this
exercise, choose More > Delete in the Operation column, and click OK.

Step 6 Delete the IP address group.

In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Access Control > IP Address Groups. In the IP address group list, locate
the IP address group created in this exercise and click Delete in the Operation column.

Step 7 Delete the security group.

In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Access Control > Security Groups. In the security group list, locate the
security group created in this exercise and click Delete in the Operation column.

Step 8 Delete the subnet and VPC.

® In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Subnets. In the subnet list, locate the subnet created in this exercise

and click Delete in the Operation column.

® Choose Virtual Private Cloud in the navigation pane on the left. In the VPC list, locate
the VPC created in this exercise and click Delete in the Operation column.

5.4 Quiz

Question: Besides real-time intrusion detection, what functions does the HSS enterprise
edition provide?

Answer: Virus and Trojan detection and removal, baseline check, one-click vulnerability
fix, and security configuration
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Containerized Application Deployment

6.1 Introduction
6.1.1 About This Exercise

This exercise consists of two parts:

1. Deploy Docker engine and containers on ECSs to provide web services. Use
Dockerfiles to build and push images to SoftWare Repository for Container (SWR).
To test whether the pushed image is available, use Cloud Container Engine (CCE) to
pull and deploy the image. Use a local browser to access the EIP of the CCE node to
check whether the web page is normal.

2. Use FunctionGraph to update object versions in an OBS bucket and retain only the
latest three versions.

This exercise uses the Hong Kong or Singapore region as an example.

6.1.2 Objectives

Understand how to use and configure Docker engine.

Understand how to use and configure SoftWare Repository for Container (SWR).
Understand how to use and configure Cloud Container Engine (CCE).
Understand how to use and configure FunctionGraph.

6.1.3 Networking

ecs-docker
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Figure 6-1 Container networking

6.1.4 Related Software

Docker is an open source container engine that allows developers to package
applications and dependency packages into a portable image and release the image to
any popular Linux or Windows operating system.

httpd is the main program of the Apache Hypertext Transfer Protocol (HTTP) server. It is
a backend process that runs independently and creates a pool of subprocesses or threads
that process requests.

6.2 Procedure

6.2.1 Deploying Containers & CCE

6.2.1.1 Creating a VPC
Step 1 On the upper area of the console, select CN-Hong Kong.
Step 2 In the service list, choose Networking > Virtual Private Cloud.

Step 3 Click Create VPC in the upper right corner. (Subsequent resources will be created in
the VPC.)

Network Console Virtual Private Cloud 3 [ Quick Links Create VPC

Q| SeachbyTaa w | | C| |0

Figure 6-2

Step 4 Configure the following parameters and click Create Now.

Region: CN-Hong Kong

e Name: vpc-1

IPv4 CIDR Block: 192.168.0.0/16
Default Subnet

e Name: vpc-1-subnet

e |Pv4 CIDR Block: 192.168.1.0/24

6.2.1.2 Creating a Security Group

Step 1 Create security group sg-docker in CN-Hong Kong based on the following
configurations:

Note: This security group is used by the ECS where the Docker engine will be deployed.
e Name: sg-docker
®  General-purpose web server
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Create Security Group

Name sg-docker

Template General-purpose web server ¥
Description

Show Default Rule

Figure 6-3
6.2.1.3 Creating an ECS

Step 1 Create an ECS ecs-docker based on the following configurations:

Note: This ECS is used to deploy the Docker engine.
Configure the ECS ecs-docker as follows:

e Billing Mode: Pay-per-use

® Region: CN-Hong Kong

e AZ:Random

e  CPU Architecture: x86

e Specifications: 2 vCPUs | 4 GiB

e |mage: Public image | CentOS 7.6 64bit(40GB)
e Host Security: Enable | Basic (free)

e Network: vpc-1 | vpc-1-subnet | Automatically assign IP address
e  Security Group: sg-docker

®  EIP: Auto assign

e EIP Type: Dynamic BGP

e Billed By: Traffic

e  Bandwidth Size: 10 Mbit/s

e System Disk: High 1/O | 40 GiB

e ECS Name: ecs-docker

® Login Mode : Password(User-defined )
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Billing Mode

Region

AZ

CPU Architecture

Specifications

Image

Host Security

@ CN-Hong Kong v |

For low network latency and quick resource access, select the region nearest to your target users. Learn how to select a region.

. m o o

| Latest generation - | vCPUs | All - Memory | All - Flay
General computing-plus General computing Memory-optimized Large-memory High-performance computing
i Assureq
Flavor Name vCPUs | Memory(GiB) |= CPU = ®
@ c6.large.2 2 vCPUs | 4 GiB Intel Cascade Lake 3.0GHz 1274

Public image Private image Shared image Marketplace image

| ﬂ- CentOS v ‘ ‘ CentOS 7.6 64bit(40GB) | C

Enable (2)

System Disk | High 1/O v | ‘
@ Configure Basic Settings ————— e Configure Network ——— @ Configure Advanced Settings ————— @ Confirm
Network ‘ vpc-1 (192.168.0.0/16) v ‘ C | vpc-1-subnet (192.168.1.0/24) v | C | Automatically assign IP address v | Available private IP

Extension NIC

Security Group

Create VPC

@ Add NIC NICs you can still add: 1

sg-docker (515ad545-83c3-4fd2-8e2d-3b249f0b0c25) @ ¥ | C Create Security Group ®

Similar to a firewall, a security group logically controls network access.
Ensure that the selected security group allows access to port 22 (SSH-based Linux login), 3389 (Windows login), and ICMP (ping operation). Configure Security Group Rules

Security Group Rules

Inbound Rules Outbound Rules
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EIP

EIP Type

Billed By

Bandwidth Size

ECS Name

Login Mode

Username

Password

Confirm Password

Cloud Backup and
Recovery

© Auto assign Use existing Not required @
Dynamic BGP Premium BGP
&) Greater than or equal to 99.95% service availability rate
7= Bandwidth & “A Traffic @7 Shared bandwidth

For heavy/stable traffic For light/sharply fluctuating tra.. For staggered peak hours

y

Billed based on total traffic irrespective of usage duration; configurable maximum bandwidth size.

EN -

(& Free Anti-DDoS protection

5 10 100 Custom | — 20 =+ | The bandwidth can be from 1 to 300 Mbit/s.

ecs-docker Allow duplicate name

If multiple ECSs are created at the same time, the system automatically adds a hyphen followed by a f¢
the system, the first ECS's name will be ecs-0001. If an ECS with the name ecs-0010 already exists, the

Key pair Set password later

root

Keep the password secure. If you forget the password, you can log in to the ECS console and change it.

To use CBR, you need to purchase a backup vault. A vault is a container that stores backups for servers

T o

CBR backups can help you restore data in case anything happens to your ECS. To ensure data security, »

Create new Use existing

Figure 6-4

6.2.1.4 Installing and Deploying Docker

Step 1

Elastic Cloud Server &

Use Huawei Cloud CloudShell to log in to ecs-docker.

7 Quick Links

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in

Name/ID

ecs-docker

&1c9bTee-64b3-4242-5536-2¢6.

Step 2

More + c @ G
Q
Monitoring A Y Status 7 Specifications/image 1P Address Billing Mode T Tag Operation
1vCPUs | 2 GiB | sZmedium2 11411544129 (EIP) Pay-per-use
=B A Remote Login = More w
- = ©  Running CentQS 7.6 64bit 192.168.1.64 (Privat.. L e )

Figure 6-5

Run the following command to install the yum unit:

Note: If a non-root user is used, sudo needs to be added to some commands.
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‘ [root@ecs-docker ~]# yum install -y yum-utils

Figure 6-6

Step 3 Run the following command to add the yum source:

[root@ecs-docker ~]# yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo

[root@ecs-docker ~]# yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo
Loaded plugins: fasteSTWIrTor

adding repo from: https://download.docker.com/linux/centos/docker-ce.repo

grabbing file https://download.docker.com/linux/centos/docker-ce.repo to /etc/yum.repos.d/docker-ce.repo
repo saved to /etc/yum.repos.d/docker-ce.repo

root@ecs-docker ~

Figure 6-7

Step4  Run the following command to install Docker:

‘ [root@ecs-docker ~]# yum install docker-ce docker-ce-cli containerd.io

yum install docker-ce docker-ce-cli containerd.io

s from cached hos

7 will be installed
74 for package: containerd
be installed

Step 5 Enter y twice.

Total download
Installed size:
Is this ok [y

ing key from https://downleoad.docker.com/linux/centos/gpg
ing GPG key @
d : "Docker Release (CE rpm)
Fingerprint: e6e@a 2 T b
From : https
Is this ok [y/N]: y

Figure 6-9

Step 6 If Complete! is displayed, the installation is complete.


https://download.docker.com/linux/centos/docker-ce.repo
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Installed:
containerd.io.x86_64 ©:1.5.11-3.1.e17 docker-ce 64 3:20.18.14-3.e17

Complete!
[root@ecs-docker ~]#

Figure 6-10

Step 7 Run the following command to start Docker:

| [root@ecs-docker ~]# systemctl start docker

Complete!
[root@ecs-docker ~]# systemctl start docker
[root@ecs-docker ~]# |}

Figure 6-11

Step 8 Run the following command to check whether the Docker engine works properly: If
Hello from Docker is displayed, the Docker engine is working properly.

‘ [root@ecs-docker ~]# docker run hello-world

[root@ecs-docker ~]# docker run hello-world

Unable to find image nello-worlia:latest locaiiy

latest: Pulling from library/hello-world

2db29710123e: Pull complete

Digest: sha256:bfea6278a0a267fad2634554f4f0c6f31981eead1c553fdf5a83e95a41d40c38
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world” image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

Figure 6-12

6.2.1.5 Pulling and Viewing the Image

Step 1 Run the following command to pull the Nginx image:

‘ [root@ecs-docker ~]# docker pull nginx
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[root@ecs-docker ~]# docker pull nginx
Using default tag: 1atest

latest: Pulling from library/nginx
€229119241af: Pull complete
2215908dc@a2: Pull complete
08c3cb2073f1: Pull complete

18f38162c@ce: Pull complete

10e2168f148a: Pull complete

c4ffe9532b5f: Pull complete

Digest: sha256:2275af@f20d71b29391611958f8497f987b8d8fd8113df54635f2a5915002bf1
Status: Downloaded newer image for nginx:latest

docker.io/library/nginx:latest

Figure 6-13

Step 2 Run the following command to view the local image:

| [root@ecs-docker ~]# docker images

[root@ecs-docker ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
nginx latest 12766a6745ee 11 days ago 142MB
hello-world latest feb5d9feabas 6 months ago 13.3kB
[root@ecs-docker ~]# |}

Figure 6-14
6.2.1.6 Deploying Containers to Provide Web Services

Step 1 Run the following command to pull the httpd image to the local host:

l [root@ecs-docker ~]# docker pull httpd

[root@ecs-docker ~]#|docker pull httpd
Using default tag: latest
latest: Pulling from library/httpd
31241af: Already exists
: Pull complete
Pull complete

Pull complete
Pull complete
sha256:e3c48b99ffa3085c6e52346a6618b1Tb47eab5 99b26f890808cd26febabl168

Status: Downloaded newer image for httpd:latest
docker.ioflibrary/httpd:latest
[root@ecs-docker ~Ji |]

Figure 6-15

Step 2 Run the following command to run the image as a container in the background and
map port 80 of the container to port 80 of the host:

‘ [root@ecs-docker ~]# docker run -d -p 80:80 httpd
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[root@ecs-docker ~]# docker run -d -p 80:80 httpd
511b4079be@9132c9d9406b8b83eab8bd78be2e803d0dbBae598dac0®3a9c6c30

[root@ecs-docker ~]# |

Figure 6-16

Step 3 Log in to the public network address of ecs-docker.

< G A Notsecurfp | 114.116.44.129

It works!

Figure 6-17

6.2.1.7 Building an Image Using a Dockerfile

Step 1 Run the following commands to access the container (the CLI becomes the
interactive terminal) and view the HTML file path:

[root@ecs-docker ~]# docker container [s
[root@ecs-docker ~]# docker exec -it 511b4079be09 bash

Note: 511b4079be09 indicates the container ID.

[root@ecs-docker ~]# docker container 1s
CON 10 IMAGE C AND CREATED STATUS s NAMES
511b4879be@9 httpd “httpd-foreground™ 2 minutes ago Up 2 minutes .0.0.08:8 [tcp, 8a/tc sharp_solomon

[root@ecs-docker ~]# docker exec -it 511b4879be@9 bash
root@511b4079be@s: /usr/local/apache2# |

Figure 6-18

Step 2 Run cat to view the index.html file in the htdocs directory. It works is displayed on
the web page. Record file directory: /usr/local/apache2/htdocs.

root@511b4079be09:/usr/local/apache2# cd htdocs/
root@511b4079be09:/usr/local/apache2/htdocs# cat index.html

[root@ecs-docker ~]# docker exec -it 511b4879be@9 bash
root@511b4879be@9: fusr/localfapache2# 1s

build cgi-bin conf error htdocs| icons include logs modules
root@511b4879be@9: fusr/local/apache2# cd htdocs/

docs# cat index.html
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Figure 6-19

Step 3 Run exit to exit the container and run the following commands to create an HTML
file in the new path:

[root@ecs-docker ~]# mkdir -p /root/httpd
[root@ecs-docker ~]# cd /root/httpd

[root@ecs-docker ~]# mkdir -p /root/httpd

[root@ecs-docker ~1# cd /root/httpd/
Figure 6-20

Step 4 Run the following commands to create and edit the HTML file and write HCIP-
Cloud Service to the file:

[root@ecs-docker httpd]# vi index.html # Create an HTML file.
HCIP-Cloud Service # Fill in the HTML file.

HCIP-Cloud Service

Figure 6-21
Step 5 Run the following commands to create and edit the Dockerfile:
[root@ecs-docker httpd]# vi Dockerfile # Create a Dockerfile
FROM httpd

MAINTAINER huawei
COPY index.html /usr/local/apache2/htdocs

[root@ecs-docker httpd]# vi Dockerfile
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FROM httpd
MAINTAINER huawei
COPY index.html /usr/local/apache2/htdocs

L35 I U S SR R RN R N SN AR RN AR B R A

Figure 6-22

Step 6 Run the following commands to build a new image httpd2 using the Dockerfile:

[root@ecs-docker httpd]# docker build -t httpd2:v1 .
[root@ecs-docker httpd]# docker images

pecs-docker ~J# docker images
REPOS IR TAG IMAGE ID
httpd2 \ :

nttpd
hello-world 1a
[root@ecs-docker ~

Figure 6-23

Step 7 Run the following commands to stop the httpd container:

[root@ecs-docker ~]# docker ps -a # View the container list and find the ID of the
httpd container.
[root@ecs-docker ~]# docker stop e7 # Stop the httpd container. el is the ID of the
httpd container.

[root@ecs-docker ~]# docker ps -a

ONTAINER ID IMAGE COMMAND CREATED STATUS

pleel6eb62c9a httpd "httpd-foreground” 37 minutes ago Up 37 minutes

ee95e4f7dlc hello-world " /hello” 42 minutes ago Exited (8) 41 minutes ago

[root@ecs-docker ~]# docker stop el
pl

Figure 6-24

Step 8 Run the following command to run the image as a container:

‘ [root@ecs-docker ~]# docker run -d -p 80:80 httpd2:v1

Step 9 Log in to the public network address of ecs-docker again and view the content. If
the following information is displayed, the Dockerfile image is successfully built.
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< C A | 11411644129

HCIP-Cloud Service

Figure 6-25
6.2.1.8 Pushing an Image to SWR

Step 1 In the service list, choose SoftWare Repository for Container > Create Organization.

Note: You need to push the created image to the organization.

:“ HUAWEI CLOUD

1]
3

©rganization Management (%)

Figure 6-26
Step 2 Enter the organization name hcip (which is user-defined) and click OK.

X
Create Organization

o You can create 5 more organizations. X

- Each organization name must be globally unique.
- You can create 5 organizations.
- For centralized management of images, limit each organization to one company,
department, or individual.
Examples
Company or department: cloud-hangzhou or cloud-develop
Person: john

Organization Name | hcip

“ Cancel
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Figure 6-27

Step 3 Click Generate Login Command in the upper right corner to obtain the command.

—+ Create Organization 1, Upload Image e Generate Login Command

Quick Start Guide

Creating an Organization
Uploading an Image
Creating an Image Package

Adding Permissions

\pplication ————— n Add Trigger
Figure 6-28

Step4  Copy the login command.

Login Command

r Learn how to obtain a login command that has long-term validity

docker login -u 36ZA50D -p 3
f5b235c059062184735a724a60f7aaa4079e8d4ec35¢c7{de2f7cdbe
91423ac .myhuaweicloud.com [J!

Figure 6-29

Step 5 Use Huawei Cloud CloudShell to log in to ecs-docker and run the recorded login
command.

[root@ecs-docker ~]# docker login -u ap T -p 2c90calfbb7147dbb0121lad7eb94cf7e

80ec967f8b26¢ swr.ap-southeast-1.myhuaweicloud.com
WARNING! Using --password via the CLI is insecure. Use --password-stdin.
WARNING! Your password will be stored unencrypted in /root/.docker/config.json.

Conflgure a credential he'l.per to remove this warnlng See

Login Succeeded
[root@ecs-docker ~1# ]

Figure 6-30

Step 6 After the login is successful, run the following command on the node to view the ID
of the httpd2:v1 container:

‘ [root@ecs-docker ~]# docker container s
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[root@ecs-docke? ~1# docker container 1s
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS
NAMFS
f56106F9c554 | httpd2:vl "httpd-foreground” 2 minutes ago Up 2 minutes 0.0.0.0:80->80/tcp, :::80->8
O/tcp  adoring_mcclintock
Figure 6-31
Step 7 Pack the httpd2:v1 container into an image and change the image tag.

[root@ecs-docker ~]# docker commit f56706f9c554 swr.ap-southeast-
1.myhuaweicloud.com/hcip/hcip-cloudservice:v1

#f56106f9c554: container ID

#swr.cn-north-1.myhuaweicloud.com: SWR address, which can be confirmed by viewing the last part
of the login command.

#hcip: organization name

#hcip-cloudservice:v1: Image name: Tag

[root@ecs-docker ~]# docker images

root@ecs-docker ~]# docker commit f56106f9c554 swr.cn-north-1.myhuaweicloud.com/ hcip /hcip-cloudservice:vl

bha256: 1b75ff775b80a6511209942eb5573c44d6ae74171e04aedd1295b92757ab4489

root@ecs-docker ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
pwr.cn-north-1.myhuaweicloud.com/ hcip /hcip-cloudservice vl 1b75ff775b80 5 seconds ago 144MB

vl 8def57c4236d 43 minutes ago  144MB
latest c30a46771695 2 days ago 144MB
latest feb5d9feaba5 7 months ago 13.3kB

<er httpd]# dock 7f8daf swr.ap-southeast-1.myhuaweicloud.com/hcip/hcip-cloudservice:vl
] of7dafadsaf6e1116 dee3?afa066b6bdel1a2088440eaaf 1262
@ecs-docker httpd]# docker 1 S
REPOSITORY TAG IMAGE ID
swr.ap-southeast-1.myhuaweicloud.com/hecip/heip-cloudservice  wl 7bsef7dafads
httpd2 vl a7930d2base6e
nginx latest ]
httpd latest 2a97¢ 3 2 da 145MB

Figure 6-32

Step 8 Run the following command to push the image to SWR:

‘ [root@ecs-docker ~]# docker push swr.ap-southeast-1.myhuaweicloud.com/hcip/hcip-cloudservice:v1

[root@ecs-docker httpd]# docker push swr.ap-southeast-1.myhuaweicloud.com/hcip/hcip-cloudservice:vl
The push refers to repository [swr.ap-southeast-1.myhuaweicloud.com/hcip/hcip-cloudservice]
5bed49afofh: shed

ed

ed

ed
ed
ed
ed
5baeeb10ebabde3aafi05694487632d326460852327962586becdae 1995d5289 size: 1788

Figure 6-33

Step 9 Log in to SWR and view the image. If the following information is displayed, the

image is successfully pushed. Click the image name to view image details.
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SWR My Images @
Dashboard
Private Images Shared Images
My Images
mage Resources v
Display only shared images | All orga
Organization
Management Image |= Organization
hcip-cloudservice hcip
Figure 6-34
Step 10 On the details page, the current image tag is v1.
ly Images /| hcip-cloudservice = Set Auto Sync
Organization/Image Name  hcip/hcip-cloudservice Category Other
age Tags 1 C ads 0
Created Space Used 54.4 MB
Sharing e Private
Image Tags Description Sharing Permissions Triggers Pull/Push Retention Synt
0]
Image Tag Size Updated |= Image Pull Command
vl 54.4 MB

Figure 6-35

6.2.1.9 Creating a CCE and Deploying a Container

Step 1
Step 2

On the CCE console, click Create.

docker pull swrap-southeast-1.... [Jl

Log in to Huawei Cloud, click Cloud Container Engine in the service list.

Note: You need to use this cluster to pull the image and use it to deploy the container.
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Cloud Container Engine

Cloud Container Engine (CCE) is a high-performance and scalable container service. CCE quickly builds a highly reliable
container cluster based ud servers, allowing you t ly create and manage diverse containerized applications. CCE
integrates network and storage capabilities, provides effic vl capabilities such as container self-healing and auto
scaling, and is compatible with Kubernetes and Docker container ecosystems

No cluster available yet, create a cluster first.
To use CCE, you need to first create an independent environment for running containers. This environment is called a Cluster, which is constructed by a group of services installed with

netes components.

CCE provides two modes of cluster, you can select a mode as needed. View help Go to Cluster Console

CCE Turbo Cluster CCE Cluster

A new generation of CCE products, faster and stronger Standard version cluster, providing basic container cluster services
Computing acceleration: 100% container uninstallation, improving Hybrid heterogeneous resources, providing rich high-performance
application running efficiency. computing capabilities.
Network acceleration: Container pass-through network for smoother and Cloud-native network technology and high-performance container
more secure application interaction. network experience.
Schedulina acceleration: Awareness of abblication characteristics and Unified schedulina and management. intearatina aoolications and

Figure 6-36
Step 3 Set CCE cluster parameters as follows:

CCE cluster:

e Billing Mode: Pay-per-use

®  Cluster Name: cluster-hcip (user-defined)
e Version: v1.19

¢ Management Scale: 50 nodes

e Number of master nodes: 1

e Network Model: VPC network

e VPC: vpc-1

e  Subnet: vpc-1-subnet

e Container Network Segment: 10.10.0.0/16
e Service Network Segment: Default
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Buy CCE Cluster

o Configure Install Add-on

Create
Node(Optional)

Billing Mode Yearly/Monthly @

Region CN-Hong Kong -

Regions are geographic areas that are isolated from each other. Resources are region-specific and cannot be used across regions through internal network coni
region

# Cluster Name cluster-hcip

Enter 4 to 128 characters, starting with a letter and ending with a letter or digit. Only lowercase letters, digits, and hyphens (-) are allowed

Version m vi21

For more cluster version features, dlick here to go to the help documentation.

Management Scale 200 nodes 1,000 nodes 2,000 nodes @
Number of master nodes B _ @

Master node information: AZ1, change

| already know the following constraints

scenarios.

1. A single master node cluster does not guarantes SLA and is not suitable for com

2. A single master node d does not support upgrading te a three-masters cluster. The fail. master node will affect the operation of the business

* VPC vpe-1(192.168.0.0/16) v | C (@ CreateavrC

& Learn more about clusters, VPCs, and subnets ¢ CCE cluster network segment planning

* Subnet vpe-1-subnet(192.168.1.0/24) v | C (@ Createasubnet

Number of available IP addresses on the current subnet: 251 The three-masters cluster uses 4 additional IP addresses.

the node cannot be created.

Please ensure that the DNS server under the subnet can resolve the OBS service domain name

Network Model VPC network Tunnel netwark & How to choose a network model

In VPC network mode, each node occupies one vpc routing rule. 196 nedes can be created in the current VPC.

The number of IP addresses of the containers that can be allocated (the maximum of Pod that can be created) on each node is| 128 v
Container Network Segment Automatically select
10 v |0 . . /] 18 v

The CCE cluster forcibly manages routes in the container network segment in the VPC. Users cannot add routes in the container network segment.

509 nodes

, 172.16.0.0/16-18, and 192.168.0.0/16-18

The current container network segment supp
Recommended network segments: 10.0.0.0;

Service Network Segment Default Custom

Default:10.247.0.0/16

Figure 6-37
Step 4 After the preceding configurations are complete, click Next: Create Node.

e (Create Node: create now

e Billing Mode: Pay-per-use

e  Current Region: ap-southeast-1
e AZ: default

® Node Type: VM node

® Node Name: default

e Specifications: 4 cores | 8 GB

e OS: EulerOS 2.5
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System Disk: High 1/0
Data Disk: High 1/O0
Subnet: default

EIP: Do not use

Login Mode: Password

Create Node

Billing Mode

Current Region

AZ

Billing Mode

Current Region

AZ

Node Type

% Node Name

+ Specifications

@Configure e e

Create now: Create a node while creating a cluster, currently only supports virtual machine nodes. If the node fails to be created,
Create later: Create an empty cluster, you can add virtual machines or bare metal nodes after the cluster is created.

southeast-1

Create
Node(Optional)

——— @ Install Add-on ———

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through

the nearest region.

Em -

AZ3

An AZ is an isolated area in which physical resources use independent power supplies and networks. AZs are interconnected thro

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through internal network connections. For low network latency and

the nearest region.

S

An AZ is an isolated area in which physical resources use independent power supplies and networks. AZs are interconnected through internal networks. To enhance application availability, ¢

cluster-hcip-46132 ‘

Enter 1 to 56 characters, start with a lowercase letter and cannot end with a hyphen (-). Only lowercase letters, digits, and hyphens (-) are allowed

VCPUS| AL v | Memory| Al -
General computing-plus General-purpose Memory-optimized
Flavor name VCPUs/Memory
© c6.xlarge.2 4cores | 8GB
c6.xlarge 4 4cores | 16GB

GPU-accelerated High-performance computing
Assured/Maximum Bandwidth (2)
2.4/8 Gbit/s

2.4/8 Gbit/s

Disk-intensive
PPS ()
800,000 pps

800,000 pps
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0s m EulerOS 2.9 Cent0OS 7.6 Ubuntu 18.04

* System Disk High 1/0 (5,000 10PS) - 40 +  GB

* Data Disk High IO (5,000 IOPS) - 100 |+ 6B

(@ Add Data Disk

Data disk space allocation  To Docker 90% To Kubelet 10% To user space 0% v Change Configuration ®

The data disk managed by LVM will be distributed uniformly according to the set ratio Space allocation instructions

VPC vpc-default

* Subnet subnet-81ed(cluster subnet)(192.168.1.0/24) v C  Create a subnet

Tips: Subnet segments cannot conflict with container network segment(10.0.0.0/16)/Kubernetes’ default service network segment(10.247.0.0/16)

Please ensure that the DNS server under the subnet can resolve the OBS service domain name, other the node cannot be created

EIP Do not use Automatically assign Use existing @

Login Mode Password Key pair

Username root

Password cresarene

Keep your password secure. It cannot be retrieved.

Confirm Password aasasaans

Figure 6-38

Step 5 After the preceding configuration is complete, click Next: Install Add-on. Retain the
default settings for the add-on.

Buy CCE Cluster

@) Configure Create —— @ Install Add-on ®) confirm (5) Finish
Node (Optional)

| System resource add-on (mandatory) ~

d - g ~

coredns everest
CoreDNS is a DNS server that chains plugi... Everest is a cloud native container storage...

View Details Configuration View Details Configuration

Step 6 After the preceding configuration is complete, click Next. Click Next: Confirm.
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Buy CCE Cluster

(1) configure —— (@) Create —— (@) Install Add-on O Confirm (5) Finish
Node(Optional)

Product instructions

When a CCE cluster is created, the security group rule with the name of cce is created by default. After the deletion or modification, the cluster may not work properly. Learn more

The operating system configuration of the cluster node of the CCE service is consistent with the default cenfiguration of the open source operating system. After the node is created, users should perform

security requirements.

The CCE cluster name, cluster size, master number, network model, network segment configuration, and service forwarding mode cannot be modified after creation. Please choose carefully.

The RBAC is enabled on the CCE cluster. Tenant-users need to set namespace permissions on the Role Management to enable IAM-users to access resources under the cluster. Learn more

The CCE cluster installs ICAgent by default, which is convenient for you to view the logs and monitoring information of the cluster on the Web. Learn more

| am aware of the above limitations

Step 7 On the Resource Management page, select Clusters to view the created CCE cluster.
If the cluster status is Available, the cluster has been created.

Buy CCE Cluster

e Finish

2 Create — (3)Install Add-on
Node(Optional)

1) Configure

4) Confirm

Creating

Cluster creation takes 6 to 10 minutes to complete. You can go to Cluster List to view the cluster. or go to Cluster Events to view operation details.

Back to Cluster List Go to Cluster Events

cluster-hcip

Bl

Status Available Billing M« Pay-per-use
Version v1.19 Network Model VPC network
Plug-ins everest .. nitoring it

1f1 4 8GB

s (Available/Total) Total vCPUs Total Memo

Change Billing Mode Buy Node Command Line Tool - More

Figure 6-39

Step 8  Click Nodes on the left to check the status of the new node.
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CcE Nodes @
Dashboard & How ti cate a n & Handling unavailable nodes & What to do if the node status / specification is different from the ecm
Work v
Workloads More ¥ Cluster: cluster-hcip v v
Resource Management 4
Node Name Status Node Pool 7 Specifications Allocatable ... IP AZ
Clusters
i CPU: 297 G
cluster-hcip-46132 Avallable e itpool 4 cores | 8 GB | o 192168151 (P.. AZ1
Nodes Schedulable Memory: 481 G
Node Pools
Network

Step 9

Figure 6-40

right corner, and set the following parameters to create a workload.

e Workload Name: hcip-httpd (user-defined)
e Namespace: default

® Set Instances to 1.

e Select Container Image: My Images | hcip-cloud service

® |mage Version: V1

e Container Name: container-httpd (user-defined)

Workload Name

Cluster Name

Namespace @

Instances

Time Zone Synchronization f this setting

Description

Deployments @

hcip-httpd

cluster-hcip

default

Cluster; cluster-hcip v

External Access Address Pods (Ready/All)

Click here to set resource quotas for the namespace.

Created |

C

C

Operation

Create Namespace

Choose Workloads > Deployments on the left, click Create Deployment in the upper

Create Deployment
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Select Container Image

My Images Open source Images Third-Party Images Shared Images

Upload a container image and click refresh.

hcip-cloudservice
.@} vl v

Tenant Name anization hcip  Category Other

A Basic Information

Image Name hcip-cloudservice Change Image
* Image Version vl v
+ Container Name comainerfhnpd
Privileged Container The privileged container is given access to all devices on the host node
Container Resources
CPU Request 025 | cores

A container is guaranteed to have as much CPU/memory as it requests,

but is not allowed to use more CPU/memory than its limit.
Figure 6-41

Step 10 After the workload is created, click Next: Set Application Access. Skip the service
configuration.

Service A service defines a logical set of pods and a policy by which to access them. Layer-4 TCP/UDP load balancing is supported
Add Service

Domain Name for Intra-Cluster Access Access Type Container Port Access Port Protocol Operation

No data available.

Previous Next: Configure Advanced Settings
Figure 6-42

Step 11 Retain the default settings and click Create.
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Upgrade Policy

Upgrade Mode Rolling upgrade In-place upgrade

Maximum Number of Unavailable Pods

Graceful Deletion Gives pre-stop c

Graceful Time Window (s)

Migration Policy If this funct

Migration Time Window (s) 300

Scheduling Policies ¢ Learn how to set scheduling policies

Figure 6-43

Step 12 Return to the ECS page, purchase an EIP for the node in the CCE cluster, and bind
the EIP to the node. For details, see Compute Service Planning or Network Service

Planning.
Note: You need to use this EIP to implement external network access for the newly
deployed workload.
e Billing Mode: Pay-per-use
e Billed By: Traffic
e Bandwidth Size: 10 Mbit/s
e Quantity: 1

Elastic Cloud Server @ % Quick Links Buy ECS
The password reset plug-in can now be installed after creating an ECS. L to install the plug-in
More v c @ 0
Q
Name/ID Monitoring AZ YV Status 7 Specifications/Image IP Address Billing Mode Y7 Tag Operation

1¢8ef802-99fd-4ac1-bab6-f

492cfcOb-4ae3-4cf9-b549-e.

Figure 6-44

Step 13 Return to the CCE Clusters page, choose Workloads > Deployments. Click the target
workload, for example, hcip-httpd. Select Services, and click Create Service. Set
Access Type to NodePort, Container Port to 80, and Access Port to 30080. (Port
30080 is used as an example. You can select a port based on the site requirements.)
After the configuration is complete, click Create. The Resource Management >
Network page is displayed. Use a browser to access the EIP.

e Service Name: hcip-httpd
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e  Access Type: NodePort

e Service Affinity: Node level

®  Protocol: TCP

e Container Port: 80

®  Access Port: Specified port | 30080

NodePort

heip-httpd

Port Settings
Protocol Container Port Access Port.

TR v 80 Specified port = | 30080

Network @

Service Name Internal Domain Name Workload Access Address

heip-httpd default sve.clusterlocal
192.168.152

Figure 6-45
Step 14

Operation

Log in to the IP address through http://EIP:30080. (http://49.0.231.46:30080 in this

experiment). If the following information is displayed, the image pushed to SWR is

successfully deployed on CCE.

O [ 49.0231.46:30080 x

& @ A Not secure

HCIP-Cloud Service

Figure 6-46

6.2.2 FunctionGraph

49.0.231.46:30080

FunctionGraph hosts and computes event-driven functions in a serverless context while
ensuring high availability, high scalability, and zero maintenance. All you need to do is

write your code and set conditions.
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In actual service scenarios, there are too many unnecessary historical object versions
stored in OBS, involving manual deletion and complex maintenance. In this case, you can
retain the latest three versions in the bucket by using FunctionGraph.

6.2.2.1 Preparing Resources

Step 1 Use https://cloudservice-v3.obs.cn-east-3.myhuaweicloud.com/DeleteOldVersions.zip
to download the code file.

6.2.2.2 Creating an Object Storage Bucket

Step 1 In the service list, choose Object Storage Service.

Description: Target bucket for executing functions.

HUAWEI CLOUD {0 Console
HuAWE!
= Service List 4 Q
& Elastic Cloud Server L Recently Visited Services: Object Storage Service  Elastic Cloud Server  |dentity and Access Management  Data Encryption Workshop  Cloud Cc
H Elastic Volume Service Compute Storage Networking
Elastic Cloud Server ¥ Data Workroom Virtual Private Cloud ) §
&> Virtual Private Cloud
Bare Metal Server Elastic Volume Service ¥ Elastic Load Balance
(™)
L) BastclP Cloud Phone Dedicated Distributed Storage Service Direct Connect
Q Domain Registration Image Management Service Storage Disaster Recovery Service Virtual Private Network
FunctionGraph Cloud Server Backup Service Enterprise Switch
Auto Scaling Cloud Backup and Recovery Domain Name Service
Dedicated Cloud Volume Backup Service NAT Gateway
Dedicated Host Object Storage Service Elastic IP ¥
Data Express Service Cloud Connect
Security & Compliance Scalable File Service VPC Endpoint

Figure 6-47

Step 2 Click Create Bucket in the upper right corner.

Buckets (?) Open Source Software Notice © Feedback ® Process Flow 2 Quick Links ] Task Center Create Bucket | Buy OBS Package

© We would much appreciate if you could complete u air bject Storage Service. Your feedback will helg

Figure 6-48
Step 3 Create an OBS bucket:

®  Region: AP - Singapore (user-defined)
®  Bucket Name: obs-flash

® Retain the default settings for other parameters.
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Create Bucket

Region © AP-singapore -

Bucket Name obs-flash

Data Redundancy Policy Mulii-AZ storage Single-AZ storage

This setting can't be changed after the bucket is created. Multi-AZ storage is more expensive, but offers a higher availability. Pricing details

Default Storage Class Standard Infrequent Access

Pricing
~

Mult-AZ single-AZ  © Image Mult-AZ single-AZ  © Image

T S pload, any objects you upload inhert this default storag
Bucket Policy m Public Read Public Read and Write

Figure 6-49
6.2.2.3 Creating an Agency

Step 1 Select Identity and Access Management from the username drop-down list.
More English

Basic Information

Management

May 27, 2022 Change Storage Class
Figure 6-50

Step 2 In the navigation pane on the left, choose Agencies and then click Create Agency in
the upper right corner.

Note: You need to use this agency to grant FunctionGraph permissions.
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1AM Agencies (&

Al . Q
Agency Name/lD = Delegated Party = Validity Period = Created |= Description = Operation
Cloud service
foud zer Unlimited Aug 05, 2022 13.20.48 G
Cloud servic
Houd servce Unlimited Jul07, 2022 110841 GM
Aceount Unlimited Jan 30,2022 1442026 Create by MCP Team

Figure 6-51
Step 3 Configure the agency name and type, and cloud service as follows:
e Agency Name: fgh-commission
e Agency Type: Cloud service

®  Cloud Service: Select FunctionGraph.
e Validity Period: Unlimited

< Agency Name fgh-commission

Account
_ Delegate another HUAWEI CLOUD account to perform operations on your resources
(®) Cloud service

Delegate a cloud service to access your resources in other cloud services.

< Agency Type

Cloud Service FunctionGraph v
< Validity Period Unlimited v
Description
0/255
Next Cancel

Figure 6-52

e Select OBS Administrator and LTS FullAccess, as shown in the following figure.
Note: FunctionGraph needs to call OBS and LTS.

@ select PolicyiRole (2) select Scope (3) Finish

Assign selected permissions to fgh-commission

View Selected (2) Copy Permissions from Another Project All policies/roles v All services v

Policy/Role Name Type
OBS Administrator
v

Object Storage Service Administrator

System-defined policy

LTS FullAccess
e All permissions of Log Tank service. System-defined policy
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Figure 6-53

® Retain the default values for other parameters and click OK.

Select Policy/Role ———— (@) Select Scope (3) Finish

ﬂ The following are recommended scopes for the permissions you selected. Select the desired scope requiring minimum authorization

Scope

)) All resources

es, including those in enterpris:

nder you

Show More

Figure 6-54

Step 4 If you can view the agency in the agency list, as shown in the following figure, the
agency is created successfully.

Agencies | fgh-commission

Basic Information Permissions Goto Old E
S Cemternrice Q By IAM Project
By Enterprise Project
Policy/Role Policy/Role Description Project [Region] Principal Principal Description Principal Type Operati
OBS Administrator Object Storage Service Administ All resources [Existing and fut... fgh-commissien - Agency Delete
LTS FullAccess All permissions of Log Tank servi Al resources [Existing and fut fgh-commission - Agency Delete

Figure 6-55
6.2.2.4 Creating a Function

Step 1 In the service list, choose FunctionGraph.

= ServiceList » Q
& Elastic Cloud Server Recently Visited Services: Identity and Access Management  Object Storage Service Elastic Cloud Server = Data Encryption Workshop = Cloud Container Engine
[ Eastic volume service Compute Storage Networking Database:
Elastic Cloud Server ) § Data Workroom Virtual Private Cloud ) § UGo
& Virtual Private Cloud
Bare Metal Server Elastic Volume Service ) 3 Elastic Load Balance GaussDB
(2 ElasticlP
& astic Cloud Phone Dedicated Distributed Storage Service Direct Connect Relational D
@ Domain Registration Image Management Service Storage Disaster Recovery Service Virtual Private Network Document C
_ Cloud Server Backup Service Enterprise Switch GaussDB(fo
Auto Scaling Cloud Backup and Recovery Domain Name Service GaussDB(fo
Dedicated Cloud Volume Backup Service NAT Gateway GaussDB(fo
Dedicated Host Object Storage Service Elastic IP i GaussDB(fo
Data Express Service Cloud Connect Distributed [
Security & Compliance Scalable File Service VPG Endpoint Data Replic:
DDoS Mitigation CDN Enterprise Router Data Admin

Figure 6-56

Step 2 On the FunctionGraph console, click Create Function in the upper right corner.



HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 205

" HUAWEI CLOUD

= FunctionGraph Dashboard @ @ Feedback [ User Guide|
| Dast " y #
asl Functions eate Function Monthly Statistics m Last & months c K y
Templates ) ] ent
Function Quota {Count) Greated Funclions nvocations of Current Month O Count of .. 0.00 GB Seconds
unctions -
fX. 400 0 - "
[ex) d ntp 612 H g
Toks ¥ 'FJ A}
Storage Quota (GB) -8 . L
AR &

10.00

Quick Guide

Figure 6-57
Step 3 Create a function as follows:

®  Function Type: Event Function
®  Region: AP-Singapore

e  Function Name: obs-flash

e Agency: fgh-commission

e  Runtime: Python 3.9

<  Create Function

Create from scratch Use container image
+ Create a function with your own code. Select an image to deploy your function.

Basic Information

+* Function Type

Event Function HTTP Function

+* Function Name

obs-flash

Enter 1 to 60 characters, starting with a letter and ending with a letter or digit. Only letters, digits, hyphens (-), and underscores (_) are allowed.

Agency (3)
fgh-commission v | C Create Agency
Runtime (%)
Python 3.9 v Learn how to develop functions in Python.

Figure 6-58
6.2.2.5 Configuring Simple Message Notification (SMN)

Step 1 On the Service List page, select Simple Message Notification under Management &
Governance.
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— Service List 4 | sonrl
(=) Elastic Cloud Server K i Management & Governance
D Elastic Volume Service Simple Message MNotification
&Y Virtual Private Cloud
(® Elastic IP
@,‘ Domain Registration
Figure 6-59
Step 2 In the navigation pane, choose Topic Management > Topics. Then, click Create
Topic in the upper right corner.
Note: In subsequent exercises, you need to use this SMN topic to trigger FunctionGraph.
All projects - Q Search by Tag % C
Mame URN (D Enterprise Proj Display Name Operation
No data available
Figure 6-60
Step 3 Set Topic Name to obs-flash and click OK.
Create Topic
Topic Name obs-flash @
Display Name @
Enterprise Project default
Tag fierel
Cancel
Figure 6-61
Step 4 Click Add Subscription corresponding to obs-flash and add a subscription as follows:
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Al projects - Q SearchbyTag v | | C
Name URN (D Enterprise Proj...  Display Name Operation
obs-flash mn:cn-east-3:097904e68180f5662fd4c016c9548047 obs. . default - Publish Message Mcre v

Figure 6-62

® Select FunctionGraph (function) for Protocol and obs-flash for Endpoint.

Note: Select the created FunctionGraph function as the endpoint. When SMN is triggered,
FunctionGraph will be notified.

Add Subscription

Topic Name  obs-flash

* Protocol FunctionGraph (function) A
| Q
#* Endpoint Add Endpoint
SMS
Email
Version
HTTP
Description ATTRS

FunctionGraph (function)

Select Endpoint
Q||C
Name URN Description
(®) obs-flash urn:fss:cn-east-3:097904 .
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Figure 6-63

e After the preceding configuration is complete (the version does not need to be
selected), click OK.

Add Subscription

Topic Name  obs-flash

Protoco FunctionGraph (function) v

Endpoint urn:fss cn-east-3:097904e68180f56 . Add Endpoint
Version v

Description

Cancel
Figure 6-64

Step 5 Locate the obs-flash topic, click More in the Operation column, and select Configure
Topic Policy.

Name WRN (@ Enterprise Proj...  Display Name Operation
obs-flash urn:smn:cn-east-3:097904e68180f5662fd4c016c9548047 . obs. default - Publish Message | Add Subscription More a

Modify Display
Name

Configure Topic
Polic

Delete

Figure 6-65

e Select OBS for Services that can publish messages to this topic and click OK.
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Configure Topic Policy

opic Name obs-flash

Policy Basic

Users who can publish messages to this topic

-Z':.'Z- Topic creator
All users

Specified user accounts

Learn how to obtain an account IC
Services that can publish messages to this topic

CAD OBS DWS APM CIE MPC

Figure 6-66
6.2.2.6 Configuring a Function Workflow

Step 1 Choose FunctionGraph > Functions > Function List, click the created function, for
example, obs-flash, and check whether a trigger is generated. The SMN trigger in
the following figure is the newly generated trigger.

<  obs-flash £Version: latest -

FunctionInfe

I f?( obs-flash

f_j

+ Create Trigger

& Configure Async Notification

Figure 6-67

Step 2 On the function page, click the Code tab.
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Code Monitoring Version Aliases Configuration

Code Source

File  Edit Settings

Project Configure Test Event -
Project index._py X

1 imnart Gcnn

Figure 6-68

Step 3 Copy the content in the code file downloaded in 6.2.2.1 to the index.py file

(overwrite the original content).

Code Source

File Edit Settings

Project Configure Test Event -
Project index.py X

1 import json
B indexpy 2 import datetime

3 import types

4

5  from obs import *

6

7 ###Constants

8  versionsToKeep = 3

9 serverTimeFormat = "%Y/%m/%d %H:%M:%s"
1@

11 #HtFunctions

12

13 #Function to check the new record according to the current set of records to be kept

14  #keepSet, current records to be kept
15 #newRecord, the new record to be checked
16 #return, a record should be deleted
17  def CheckToBeDeleted(keepSet, newRecord):

Figure 6-69
Step4  Click Deploy.

Code Source

File  Edit Settings

Project Configure Test Event -

Project index.py X

1 import json
import datetime
import types

B indexpy 2
3
4
5  from obs import *

Il
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Figure 6-70
6.2.2.7 Configuring the Object Storage Bucket

Step 1 In the service list, choose Object Storage Service.

Step 2 Click the new bucket obs-flash.

Object Storage Buckets @ Open Source Software Notice @© Feedback & Process Flow [#Q
Service

o We would much appreciate if you could complete our questionnaire on Object Storage Service. Your feedback will help us provide a better user
Dashboard

I Buckets
Parallel File Systems

Storage Usage

Bucket Name... Quick Links T StorageCl... ¥ Region ¥ DataRedu.. Used Capacit... Objects  (2) ...
Resource Packages obs-flash @ EH Standard CN East-Shan Multi-AZ storage 0 byte 0

Step 3 On the navigation pane on the left, choose Basic Configurations > Event
Notification and click Create on the right.

{ obs-flash O

Overview
Event Notification

Objects You can configure event notification rules to trigger notifications when specified events e
Metrics Create Replicate
Permissions v Name Events Prefix
Basic Configurations -

Lifecycle Rules

Static Website

Hosting

4
I Event Notification

Tagging

Domain Name Mgmt
Figure 6-72

Step 4  Create an event notification as follows:
Note: When an object is created in the bucket, this event notification will trigger an SMN
message and be forwarded to FunctionGraph.
e Name: event-xxx(user-defined)
e Events: ObjectCreated
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® Notification Method: SMN topic | AP-Singapore | obs-flash

Create Event Notification

Name event @)

Events ObjectCreated @

Prefix ®

Suffix @

Notification Method (@) SMN topic (3)
AP-Singapore ]
obs-flash Create Topic

Figure 6-73
Step 5 On the navigation pane on the left, choose Overview > Objects. Click Edit next to

Step 6

Versioning.

Note: You need to upload multiple versions of an object to test the execution of a

function.

< obs-flash @

| Overview
Objects
Metrics
Permissions
Basic Configurations
Domain Name Mgmt

Cross-Region
Replication

Back to Source
Data Processing
Inventories

Data+

Basic Information

Bucket Name

Bucket Version

obs-flash

Standard

3.0

CN East-Shanghai1

0 byte

097904e67180f5660fd1c0162ff7c500

Aug 05, 2022 14:31:00 GMT+08:00

Disabled Edit

Figure 6-74

In the displayed dialog box, select Enable and click OK.

Basic Configurations

© Notcc

© Notcc

© Notcc

© Notcc
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Versioning

@ Enable

Multiple versions of objects can be stored in the same bucket.

Suspend

Cancel

Figure 6-75

6.2.2.8 Uploading an Object to the Object Storage Bucket

Step 1

Step 2

Choose Overview > Obijects. Click the Objects tab. Click Upload Object.

< obs-flash O

Overview

Objects

Metrics (20
Permissions

Basic Configurations
Domain Name Mgmt

Cross-Region
Replication

Back to Source
Data Processing
Inventories

Data+

Click add file.

Objects (1

Objects Deleted Objects Fragments

Objects are basic units of data storage. In OBS, files and folders are treated as objects. Any file type can be uploaded anc

You can use OBS Browser+ to move an object to any other folder in this bucket

For security reasons, files cannot be previewed online w jou access them from a browser. To preview files online, see

Upload Object

Create Folder More
[ ] Name Storage Class size () I= Encrypted Re:

No data availabl¢

Figure 6-76
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Upload Object How to Upload a File Larger than 5 GB?

o Upload Object —— ':?:‘ (Optional) Configure Advanced Settings

ﬂ Upload actions will generate requests. After the upload, you will be billed for data storage. X

Storage Class Standard Infrequent Access Archive

Optimized for frequently accessed (multiple times per month) data such as small and essential files that require low latency

If you do not change this setting, your uploaded objects will be stored using the default storage class you selected during bucket
creation. Learn more

Upload Object ~ Mote: If the bucket is not versioning-enabled, uploading a file/folder with the name that already exists in the bucket will replace the
existing file/folder.

Drag files or folders here to upload JOr add file
(A maximum of 100 files can be uploaded at a time. The fotal size canrfot exceed 5 GB )

Encryption Encrypts the file for secure storage. The encryption status of the encrypted file cannot be changed

KMS encryption
Figure 6-77

Step 3 Select a small test file from the local PC and click Upload.

X
Upload Object How to Upload a File Larger than 5 GB?
o Upload Object ——— IZ:?:ZI (Optional) Configure Advanced Settings
o Upload actions will generate requests. After the upload, you will be billed for data storage X
Storage Class Standard Infrequent Access Archive
Optimized for frequently accessed (multiple times per month) data such as small and essential files that require low latency.
If you do not change this setting, your uploaded objects will be stored using the default storage class you selected during bucket creation
Learn more
Upload Object  Note: If the bucket is not versioning-enabled, uploading a file/folder with the name that already exists in the bucket will replace the existing
file/folder.
Remove All | | Add File Files selected: 1/100  Size: 123 bytes
Name |= Size |= Operation
credentials index txt 123 bytes Delete
Encryption Encrypts the file for secure storage. The encryption status of the encrypted file cannot be changed

[ ] KMS encryption

Next: (Optional) Configure Advanced Settings Upload ‘ Cancel

Figure 6-78

Step 4 Repeat this operation twice and click the object name.
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Objects Deleted Objects Fragments

ed and managed in a bucket. Learn more

nline, see How Do | Preview Objects in OBS from My Browser?

Upload Object Create Folder More

Name Storage Class size (2) I= Encrypted Restoration Status Last Modified  (2) ... Operation

Standard 123 bytes No - Aug 05, 2022 14:49:3_ Download | Share = More v

Step 5 Click the Versions tab to view the saved version files. You can determine the version
by viewing the revision time of the files.

Name credentials.index txt Storage Class ~ Standard Change Storage Class
ast Modified  Aug 05, 2022 14:49:39 GMT+08:00 Size 123 bytes

Link @ https://obs-flash.obs.cn-east-3. myhuaweicloud.com/credentials.index.txt [T Version ID G00111826CC44B39FFFF9413015

Encrypted No

Object ACL Metadata Versions

Last Modified Storage Class Operation
Aug 05, 2022 14:49:39 GMT+08:00(Latest Version) Standard Download
Aug 05, 2022 14:49:28 GMT+08:00 Standard Download
Aug 05, 2022 14:49:20 GMT+08:00 Standard Download

Figure 6-80

Step 6 Perform the upload operation again and check the historical versions again. It is
found that only the latest three version files are retained and the earliest uploaded
version is updated. The earlier version has been updated, indicating that the
function workflow has been triggered and taken effect.

Last Modified Aug 05, 2022 14.50:17 GMT+08:00 Size 123 bytes
Link @ hitps://obs-flash obs cn-east-3 myhuaweicloud comicredentials index txt [T Version ID G00111826CC4DFCBFFFF9014013BBAAD
Encrypted No
Object ACL Metadata Versions
Last Modified Storage Class Operation
Aug 05, 2022 14:50:17 GMT+08:00(Latest Version) Standard Download Share Delete
Aug 05, 2022 14:49:39 GMT+08:00 Standard Download = Share = Delete

Aug 05, 2022 14:49:28 GMT+08:00 Standard Download = Share = Delete
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Figure 6-81
6.2.2.9 Viewing FunctionGraph Execution Logs

Step 1 On the Monitoring tab page of the created obs-flash function, click the Logs tab,
and click Enable LTS.

s
o EDE :
I
49 Log Dump
I8 Structured Log Analysis
and Management
Figure 6-82

Step 2 Go back to the OBS page and upload the same file again (the file can be uploaded
for multiple times) to trigger FunctionGraph to delete the historical version.

Step 3 Return to the obs-flash function page and choose Monitoring > Logs to view the
calling status of the current function. Note: After the OBS file is uploaded, it may
take several minutes to view the log information.

Code Vonitoring Version Aliases Configuration

@ FunctionGraph records all requests processed by your function and automatically stores the logs in LTS. Verify code by inserting custom logging statements. The following table lists the function logs. View more on LTS. Go to LTS

Request List Request Log
Q Last h Last day
Time Request ID Time Required Memory Used Version

Aug 05, 2022 14:50:31 GMT+08:00 6ed0e23b-3b84-43ea-8130-7945 [ | 48.078ms [ | 27213MB latest

Aug 05, 2022 14:49:50 GMT+08:00 4c9becBf-af24-4b68-ad0c-9ab340c8bf85 [ | 47120ms | | 27 443MB latest

Aug 05, 2022 14:4%:50 GMT+08:00 23b88b26-db62-42ad-abbb-efd2c545c5ac 1 2367Tms [ | 26.559MB latest

Aug 05, 2022 14:49:40 GMT+08:00 3cb22b37-6b89-4120-bcad-5ceb3bbacdch [ ] 551.810ms [ ] 26559MB latest

Figure 6-83

6.3 Clearing Resources

Step 1 Delete workloads.

Choose Service List > Cloud Container Engine. In the navigation pane, choose
Workloads > Deployments, locate the Deployment created in this exercise and choose
More > Delete in the Operation column.

Step 2 Delete the CCE node.
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Choose Service List > Cloud Container Engine. In the navigation pane, choose Resource
Management > Nodes. In the node list, locate the node created in this exercise and

choose More > Delete in the Operation column.

Step 3 Delete the SWR organization.

e Choose Service List > SoftWare Repository for Container. In the navigation pane, click
Organization Management. Locate the organization created in this exercise and click

the organization name to go to the details page.

SWR Organization Management (@)
Dashboard
My Images

g E hcip
Image Resources v
Qrganization
Management

Figure 6-84

® Click Images and click the name of the image created in this exercise.

SWR hcip
Dashboard

Users Images
My Images
Image Resources v Image |=
Organization hcip-cloudservice
Management

Figure 6-85

e On the displayed page, select all image versions and click Delete.
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Dashboard
mage Name  hcip/hcip-cloudservice
My Images

Image Resources v

Organization Created

Management
Sharing Type Private
mage Tags Description Sharing Permissions Triggers Pull/Push R
= Synchronize Delete
Image Tag Size Updated |=
vl 544 MB

Figure 6-86

® In the navigation pane, click Organization Management. Locate the organization
created in this exercise, click the organization name to go to the details page, and
click Delete in the upper right corner.

e
cip T Dele

Figure 6-87

Step4  Delete the ECS.

® In the service list, choose Elastic Cloud Server under Compute. In the ECS list, locate
the ECS created in this exercise and choose More > Delete in the Operation column.

e In the displayed dialog box, select the check boxes shown in the following figure and
click Yes.
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Delete ECS

Are you sure you want to delete the ECSs?

Deleting the ECS will also delete the associated system disk and its snapshots. The deleted ECS, system
disk, and snapshots cannot be recovered. If you choose to delete all data disks attached to the ECS, the
data disks and their snapshots will also be deleted and cannot be recovered. If you choose not to delete
the attached data disks, they will continue to be billed. After the ECS is deleted, its associated CSBS
backup will be retained and will continue to be billed. To avoid being billed for the backup, delete it on
the CSBS console.

After the ECS is deleted, its associated CSBS backups will be retained and continue to be billed. You can
delete them on the CBR console

Name Status Release Disks Remarks

Running

Release the EIPs bound to the ECSs Delete all data disks attached to the ECSs

Figure 6-88

Step 5 Delete the security groups.

In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Access Control > Security Groups. In the security group list, locate the
security group created in this exercise and click Delete in the Operation column.

Step 6 Delete the subnet and VPC.

® In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Subnets. In the subnet list, locate the subnet created in this exercise
and click Delete in the Operation column.

® Choose Virtual Private Cloud in the navigation pane on the left. In the VPC list, locate
the VPC created in this exercise and click Delete in the Operation column.

Step 7 Delete the FunctionGraph function.

Choose Service List > FunctionGraph. On the Functions page on the left, locate the
function created in this exercise and click Delete in the Operation column.

Step 8 Delete the SMN topic.

In the service list, choose Simple Message Notification. In the navigation pane, choose
Topic Management > Topics. In the right pane, locate the topic created in this exercise
and choose More > Delete in the Operation column.

Step 9 Delete the agency.

® In the upper right corner of the page, hover the mouse over the username and select
Identity and Access Management.
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More English

Basic Information

Security Settings

My Credentials

Identity and Access Management

Switch Role

Tag Management

Operation Log

Log Out

Figure 6-89

® In the navigation pane on the left, choose Agencies. In the agency list, locate the
agency created in this exercise and click Delete in the Operation column.

Step 10 Delete the OBS bucket.

In the service list, choose Object Storage Service. In the bucket list, locate the bucket
purchased in this exercise and click Delete in the Operation column.

6.4 Quiz

Question: What are the advantages of Huawei Cloud CCE?

Answer: Huawei Cloud CCE supports Deployments, StatefulSets, DaemonSets, jobs, and
cron jobs. It supports application upgrade and scaling of nodes and workloads,
streamlines deployment and upgrade, and allows hitless upgrade and automated O&M.
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Microservice Application Deployment

7.1 Introduction
7.1.1 About This Exercise

A weather forecast microservice application provides weather forecasts as well as displays
ultraviolet (UV) and humidity indexes. This exercise uses a weather forecast application
to demonstrate the application scenarios of the microservice architecture and best
practices of managing the runtime environment and setting up pipelines on ServiceStage.

A weather forecast service consists of a frontend application and a backend application.
The frontend application weathermapweb is developed using Node.js and connected to a
microservice engine using Mesher to discover the backend application. The backend
application is implemented using the Java microservice development framework and
includes microservices fusionweather, forecast, weather-beta, and weather.

This exercise uses the CN-Hong Kong region as an example. Trainees can select regions
as required. Multiple microservice components are deployed in the environment. You are
advised to configure related names based on this manual.

7.1.2 Objectives

Understand the concepts and application scenarios of the microservice architecture.

Understand methods of using ServiceStage to manage the runtime environment and
build pipelines.

Understand methods and design principles for building and deploying microservices using
ServiceStage.

7.1.3 Related Software

The fusionweather aggregation microservice provides comprehensive weather forecast
functions by accessing the weather and forecast services. The forecast microservice allows
you to query the weather in the next few days. The weather microservice allows you to
query weather and humidity. The weather-beta microservice is a new version of the
weather microservice and supports the function of querying the UA rays of a specified
city. (This microservice is used for dark launch and does not need to be deployed in this
exercise.)
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weathermapweb

(Node.js)

fusionweather
(Java)
weather weather-beta
(WETE) (Java)
Figure 7-1

GitHub is a platform for hosting open-source and private software projects. It supports
only Git as the version library format.

7.2 Procedure

7.2.1 Preparations
7.2.1.1 Preparing Resources

Step 1 Log in to Huawei Cloud and choose My Credentials.

Basic Information

Security Settings

My Credentials

denti s Managemen

IP Address

itions/Image Billing ...

| available.

Figure 7-2

Step 2 Choose Access Keys and click Create Access Key on the right.
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This access key will be used to create a key in ServiceStage.

. HUAWEICLOUD @

= My Credentials Access Keys ®

m g @ Access keys can be downloaded only once after being generated. Keep them secure, change them periodically, ai
D @® Create Access Key Access keys avallable for creation: 2
Access Key ID = Description J= Status J=
Figure 7-3

Step 3 In the dialog box that is displayed, click Download and record the information.

Access Keys (@

X
@ Access keys can be downloaded ol Access key created successfully. 1, and do not share them with anyone
| N — Access key This is the only time you can download and view the access e ——
L - - - 7 - | key. If the access key is lost, you must create a new one.
Access Key ID = Created [=
L6SO3PNIAOS9H598KJILH J T+
7 credentials (2) - iBE%
TP REE) BRO) FE(V) BEH)
User Name,Access Key Id,Secret Access Key
"hwstaff__ _ ", BMBQX6MNXVGL , FXRKLAJEXA21xnogHOMy7XYSr2McVEoPm_ _

Figure 7-4
Step 4 Create a VPC and subnet. For details, see the previous content.

CCE clusters will be created in this VPC.
Basic settings:

e Region: CN-Hong Kong

e Name: vpc-servicestage

e |Pv4 CIDR Block: 192.168.0.0/16
Default subnet

o AZ: AZ2(user-defined)

e Name: subnet-servicestage

e |Pv4 CIDR Block: 192.168.20.0/24

Step5  Create a CCE cluster.

This CCE cluster will be used for container-based deployment of microservices.
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" HUAWEI CLOUD

No cluster available yet, create a cluster first.

R
by
L |
C - ister
CCE Turbo Cluster CCE Cluster
A new generation of CCE products, faster and stronger Standard version cluster, providing basic container cluster services
Computing acceleration: 100% container uninstallation, improving Hybrid heterogeneous resources, providing rich high-performance
application running efficiency. computing capabilities
Network acceleration: Container pass-through network for smoother and Cloud-native network technology and high-performance container
more secure application interaction network experience.
Scheduling acceleration: Awareness of application characteristics and Unified scheduling and management, integrating applications and
quick matching of optimal resources for applications. resources.

Figure 7-5
e Region: CN-Hong Kong
e Billing Mode: Pay-per-use
®  (Cluster Name: cluster-cce
e Version: v1.19
e Management Scale: 50 nodes

e Number of master nodes: 1 ( This experiment is a test environment. Therefore, one
node is selected. Three nodes are recommended in the production environment )
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Billing Mode Yearly/Monthly @

Region CN-Hong Kong v

Regions are geographic areas that are isolated from each other. Resources are region-specific and cannot
access time, select the nearest region.

* Cluster Name cluster-cce’

Enter 4 to 128 characters, starting with a letter and ending with a letter or digit. Only lowercase letters, d

Version v1.21

For more cluster version features, click here to go to the help documentation

Management Scale 200 nodes 1,000 nodes 2,000 nodes @
Number of master nodes 3 _ @

Master node information: AZ1, change

| already know the following constraints

Figure 7-6
e Network Model: VPC network
® VPC: vpc-servicestage
®  Subnet: subnet-servicestage
e Container Network Segment: Retain the default value.
e Create Node: Create later

* VPC vpc-servicestage(192.168.0.0/16) v C @ Create a VPC

@ Learn more about clusters, VPCs, and subnets ¢ CCE cluster network segment planning

% Subnet ‘ subnet-servicestage(192.168.20.0/24) v l C @ Create a subnet

Number of available IP addresses on the current subnet: 251.The single master cluster uses 1 additional IP address.

node cannot be created.

Please ensure that the DNS server under the subnet can resolve the OBS service domain name, othe:

Network Model VPC network Tunnel network & How to choose a network model

In VPC network mode, each node occupies one vpc routing rule. 200 nodes can be created in the current VPC.

The number of IP addresses of the containers that can be allocated (the maximum of Pod that can be created) on each node is| 128 v
Container Network Segment Automatically select
10 v i|lo . .o /| 16 v
< Buy CCE Cluster
(1) Configure ——— e Create (3) Install Add-on (4) Confirm
Node(Optional)

Create Node Create now Create later

Create now: Create a nede while creating a cluster, currently only supports virtual machine nodes. If the node fails to be created, the cluster will roll back together.
Create later: Create an empty cluster, you can add virtual machines or bare metal nodes after the cluster is created.
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Buy CCE Cluster

(1) Configure ——— @)

| System resource add-on (mandatory) A

F ~

everest

Create
Node(Optional)

d -

coredns

e 9 Install Add-on

Everest is a cloud native container storage sy..

View Details Configuration View Details Configuration

CoreDNS is a DNS server that chains plugins ...

Buy CCE Cluster

Step 6

(1) Configure ——— (2 Create
Node(Optional)
Product instructions
» Asingle master nede cluster will be unav  after the ls, which affects business functions and is not suita

(3) Install Add-on

o o Confirm 5) Finish

e for commercial scenarios

+ When a CCE cluster is created, the security group rule with the name of cce is created by default. After the deletion or modification, the cluster may not work properly. Learn more

= The operating system configuration of the cluster node of the CCE service is consistent with the default configuration of the open source operating system. After the node is created, users should perform security

requirements.

» The CCE cluster name, cluster size, master number, network model, network segment configuration, and service fory

rding made cannot be modified after creation. Please choose carefully.

« The RBAC is enabled on the CCE cluster. Tenant-users need to set namespace permissions on the Role Management to enable IAM-users to access resources under the cluster. Learn more

» The CCE cluster installs ICAgent by default, which is convenient for you 1o view the logs and menitoring information of the cluster on the Web. Learn more

I am aware of the above limitations

Praduct Details

View api
Resource Specifications
Name cluster-cce
cces1.small | 50 nodes | Single-AZ | v1.19
vpc-servicestage
CCE net subnet-servicestage

VPC network
nt 10.00.0/16

iptables

Figure 7-7

Billing Mode

Quantity

Pay-per-use 1

After the cluster is created, click Buy Node to create a node for the CCE cluster.

@ CCE Turbo Cluster (£ Leam more ER % CCE Cluster By

Cluste £ Howtor er @ 1 e & Handing unavailable clusters & Handling b
e Task Detaits
Node Pools
Network
Storage % cluster-cce
Namespa tat © Availabie
v
coredns ..

Change Billing Made

Kunpeng Cluster Buy

Pay-per-use

VFC network

Command Line Toal = More =
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Figure 7-8
Step 7 Set the parameters as follows, confirm the configuration, and click Submit.
e Billing Mode: Pay-per-use
e AZ:Random
e Node Type: VM node

o Node Name: Use the default name or customize one.
e Specifications: 8 cores | 16 GB

o Set Parameters

Yearly/Monthly Pay-per-use @
\ luster 8
PU Memory | Al
General computing-plus General-purpose Memory-optimized GPU-accelerated High-performance computing Disk-intensive
Flavor name VCPUs/Memory Assured/Maximum Bandwidth (2) PPs @
®) c6.2xlarge2 8cores | 16GB 45/15 Gbit/s 1,500,000 pps
arge.4 15 Gbit/s 1,500,000 pps

Figure 7-9

e OS: EulerOS 25

e System Disk: Use the default setting.
e Data Disk: Use the default setting.

e  Subnet: subnet-servicestage

e  EIP: Automatically assign

e Billed By: Traffic

e  Bandwidth: 10 Mbit/s

e Login Mode: Password

e Password: Customize one.
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* System Disk

* Data Disk

‘ High 1/0 (5,000 IOPS) -| | ‘ 10 |+ | GB

‘ High 1/O (5,000 IOPS) v | ‘ ‘ 100 | + ‘ GB LVN

(® Add Data Disk

Data disk space allocation  To Docker 90% | To Kubelet 10% | To user space 0% \/ Change Configuration  (2)

* Subnet

EIP

Specifications

Billed By

Bandwidth Type

Bandwidth

Login Mode

The data disk managed by LM will be distributed uniformly according to the set ratio Space allocation instructions

vpc-servicestage

subnet-servicestage(cluster subnet)(192.168... w C Create a subnet

Tips: Subnet segments cannot conflict with container network segment(10.0.0.0/16)/service network segment(10.247.0.0/16).

Please ensure that the DNS server under the subnet can resolve the OBS service domain name, otherwise the node cannot be created.

B as: e ey ®
This billing mode cannot be changed after the node is created

)

1 50 100

| Mbit/s

o

Figure 7-10

Step 8  Confirm the configuration and click Finish.

@ Set Parameters ——— QCOnfirm E— @:’ Finish

Product instructions

« The operating system configuration of the cluster node of the CCE service is consistent with the default configuration of the open source operating system. After the node is created, users should perforr

requirements.

| am aware of the above limitations

Product Details

Resource

ECS

‘ View api
Specifications Billing Mode
Current Region ap-southeast-1
AZ AZ1
Specifications c6.2xlarge.2 | 8 cores | 16 GB
System Disk High I/O, 40 GB
Data Disk High 1/0, 100 GB Pay-per-use
Node Name cluster-cce-56698
Subnet subnet-servicestage (cluster subnet)(192.168.20.0/24)

Subnet IP Address  Automatically assign IP address
0os Euler0S 2.5

Quantity
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1) Set Parameters 2) Confirm e Finish
Creating

Node creation takes 3 to 5 minutes to complete. You can go to Node List or go to Cluster Events to view operation details.

Back to Node List Go to Cluster Events

Start Time End Time Status

Operation

Create Node

Figure 7-11

Step 9 On the Nodes page that is displayed, view the information about the created node.

Nodes @  User Guid
More * Cluster: cluster-cce - All - Q search by Label
Node Name Status Node Pool T Specifi Allocatable P Az BilingMode  NodeType Operation
Creating DefaultPool AZ1 Node created M -

Figure 7-12
7.2.1.2 Creating an Environment

Step 1 Log in to ServiceStage, choose Environment Management, and click Create
Environment.

Environment Management ( © Fesdback

“%

. used for epplication deployment and running. Nefworks in an environment can communicate with esch ofhe
wiranment available

Figure 7-13

Step 2 Set the following parameters and click Add Basic Resource.

This environment will be selected for subsequent microservice deployment.

®  Environment: test-env
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e VPC: vpc-1

‘ Create Environment

# Environment

Description

*VPC @ vpc-servicestage ~ ||C Create a VPC

+ Add Basic Resource

6

* Basic Resources

Total Records: 0 n

Optional Resources + Add Optional Resource

8 - Total Records: 0

Figure 7-14

Step 3
click OK.

Add Basic Resource

VPC vpc-servicestage has the following resources

Cloud Container Engine (CCE)

Elastic Cloud Server (ECS)

Name Status
Cluster-cce Avalilable
Selected Resources
Resource Status
Cluster | cluster-cce Available

Auto Scaling (AS)

View CCE

Type

Hybrid clusterVirtualMachine

Resource Type | Specifications

Hybrid cluster | cce.s1.small

Cancel

Figure 7-15

Step4  Click Add Optional Resource.

On the Cloud Container Engine (CCE) tab page, select the created CCE cluster and

Q C

Cluster Version

v1.19.10-r0

Operation

Remove
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*VPC ® vpe-1 v Create a VPC
* Basic Resources + Add Basic Resource Q
Cluster cluster-servicestage
Specifications  Hybrid cluster | cce s1.small
Status Available
CCE
8 v Total Records: 1
Optional Resources + Add Optional Resource Q
8 v Total Records: 0

Figure 7-16

Step 5 On the Cloud Service Engine (CSE) tab page, select Cloud Service Engine, click OK,

and click Create Now.

Add Optional Resource

VPC vpe-servicestage has the following resources:

Elastic Load Balance (ELB) Elastic IP (EIP) Relational Database Service (RDS) Distributed Cache Service (DCS)
Cloud Service Engine (CSE)
View CSE Q o]
Name Status Type Used Instances Maximum Instances
Cloud Service Engine Available Professional edition 0 20
Selected Resources
Resource Status Operation
CSE | Cloud Service Engine Available Remave
xVPC @ pc-servicestage v | C Creale aVPC
* Basic Resources + Add Basic Resource Q
Cluster cluster-cce
Specifications Hybrid cluster | cce.s1.small
Status Available m
8 A Total Records: 1 n
Optional Resources + Add Optional Resource Q

(¢ Cloud Service En... @
8}3 Cloud Service E

8 | Total Records 1 [ 1]
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Figure 7-17

Step 6 Choose ServiceStage from Service List. In the Application List, click Create
Application in the upper right corner.

ServiceStage Application List @

Overview
Application Management 4
Application List

Application
Component

Application
Configuration

Environment [

Management k
[
L]

e —

L
Continuous Delivery v T
Software Center v — =
nirastructure v

An application is a service system with complete functions and consists of one or more feature-related components.
No application list available

Help Center

Figure 7-18

Step 7  Set Name to weathermap and click OK.

Name weathermap

Description

“ Cancel
Figure 7-19
7.2.1.3 Creating a Secret

Step 1 Encode the AK/SK obtained using Base64. In the local Linux environment, run the
echo -n 'Content to be encoded | base64 command.

Note: You can also create an ECS and run related commands in the ECS.

echo -n 'BMBQX6MNXVGIGXXXXXXX' | base64 #AK
echo -n 'FxRKLAJEXA2[xnogHOMy7xYSr2McVEoXXXXXXXXXX' | base64 #SK
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Authorized users only. All activities may be monitored and reported.
test-weather-21297 login: root
Password :
Last login: - on ttyl
[rootPtest-weather-21297 ~“1# echo -n ' BMBOX6MNXUGIGBL " ibaseb4
QkB4UVg2TUSYUkdJRBJMSKFKSUB=
[root@ weather-21297 #f echo -n ' FxRKLAJEXAZ 1>xanogHOMu? xYSrZMcUEoPm g " ibaseb4
RnhSa ) > TxXk3eF 1Tc jJNY1ZFb1Btamd KU3RXW) ==
Figure 7-20
Step 2 Log in to ServiceStage and choose Application Management > Application

Configuration > Secret > Create.

You can create a secret for the frontend application component weathermapweb that is
based on the Mesher framework. After the component is deployed and running, Mesher
automatically reads the secret information.

ServiceStage Application Configuration

o

Configuration Item
Application Management — a _
Application List

E Name = Label

Component

. - defauli-secret secret-generated-by=cce

Application

Configuration
_ paas.elb secret-generated-by=cce
Environment
Management

default-token-qrxvw

Continuous Delivery h
Software Center v

Figure 7-21
Set the parameters as follows:

Creation Mode: Visualization
Name: mesher-secret
Cluster: cluster-cce
Namespace: default

Secret Type: Opaque

Cluster: cluster-cce v

Namespace

default

default

default

Secret Data: cse_credentials_accessKey | encoded AK; cse_credentials_secretKey |

encoded SK
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Creation Mode #) Visualization YAML
Name mesher-secret
Cluster cluster-cee * O Creal
Namespace default - C cCms
Des n
Secret Type Opaque
Secret Data * Key Value Operation
csa_credentials_accessKey

cse_credentials_secretke

ecret Label Key Value Operation

Figure 7-22
Step 4 If the created secret is displayed in the secret list, the secret is created.
ServiceStage Application Configuration ®

Overview
Configuration ltem Secret

Application Management a

Application List 4 Create Cluster: cluster-cce A
Application Name I= Label Namespace
Component
mesher-secret default
Application
Configuration
default-secret secret-generated-by=cce default
Environment
Management
paas.elb secrel-generated-by=cce default
Continuous Delivery v
default-token-grevw default
Software Center A

Figure 7-23

7.2.1.4 Preparing the Weather Forecast Source Code
If you do not have a GitHub account, log in to the GitHub official website and register an

account.

Step 1 Log in to the GitHub account and click the Repositories tab on the personal
homepage.
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Pull requests Issues  Marketplace  Explore

o @ Packages
Popula
o
Pubi
@
. .
Edit profile butions in the last year

Organizations

Figure 7-24

Step 2 Click New to create an organization.

Pull requests Issues Marketplace Explore

00 Overview B Repositories 4 [ Projects € Packages  Yr Stars

Find a repository.. Type ~ Language ~ Sort ~
Figure 7-25

Step 3 Create a repository based on the following configurations and click Create
repository.

e Repository name: hcip
e Retain the default settings for other parameters.

Create a new repository
A repository contains all project files, including the revision history. Already have a project repository elsewhere?
mport a repository.

Owner * Repository name *
~ / heip v
Great repository names are shert and memorable. Need inspiration? How about musical-octo-enigma?

Description (optional)

® [] Pustic
"= Anyone on the intern

o o P
) ﬁ You

u choose who can see and commit to this repository

ivat

Initialize this repository with:
Skip this step if you're imperting an existing repasitory.

[ Add a README file

This is where you can write a long description for your project. Learn mare,
Add gitignore
Cheese which files not to track from a list of templates. Learn more

gitignore template: None +

Choose a license

A license tells others what they can and can't do wit!

License: None =

@ You are creating a public repository in your personal account.

Figure 7-26

Step 4 On the page that is displayed, click Import code to import the source code.
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Step 5

Step 6

Quick setup — if you've done this kind of thing before

[setupmDeskop  or  HITBS  SoH

(Get started by creting 8 new file or ugloaging an existng

in https://github.con/

import code from another repository

commena every repository include & README, LICENSE, and gitignore:

...Or create a new repository on the command line

repository from the command line

Mheip .git

repasitary with code from a Subversion. Mercurial, or TFS project

Figure 7-27

On the page that is displayed, enter the source code address
https://github.com/servicestage-demo/weathermap.git and click Begin import.

)

@

Import your project to GitHub

Import all the files, including the revision history, from ancther version control system.

Your old repository’s clone URL

Ihttps‘//g\lhuh.mm/serw(eslagefdemD/wealhermap.glt I

Learn more about the types of supperted VCS.

Your existing repasitory
=] /heip

/heip | Pubkc

11 Pullrequests  (® Actions [ Projects [0 Wiki @ Security [ Insights &3 Settings

had recent pushes 16 minutes ago

had recent pushes 16 minutes ago

P master + P 3branches B 3tags
W9 mojieshui Merge pull request #31 from Cheirmin/master ..

edge-service
forecast
fusionweather
weather-beta
weather

weathermapweb

oFEFrEFEFER

gitignore

Change repository

Cancel Begin import

Figure 7-28

Check whether the source code file of the weather forecast service has been
imported to the hcip repository.

R Pn | DUnwaxh 1 -

Compare & pull request

Compare & pull request

nApré D72 commits

2 months ago Releases

2 months ag

Packages
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Figure 7-29
7.2.1.5 Setting GitHub Repository Authorization

Step 1 Log in to ServiceStage, choose Continuous Delivery > Repository Authorization, and
click Create Authorization.

You will use this repository for authorization to build and deploy microservices.

HUAWEI CLOUD

Name = Status Y7 Type T Repesitory Userna...  Methed T/ Created = Updated &= Operation

Figure 7-30
Step 2 Set authorization parameters as follows:

e Name: auth-github
e  Repository Type: GitHub
¢ Method: OAuth

< Create Authorization

* Name auth-github

* Repository Type
OGnHub @Bnbucket Ay GitLan

o GitHub is a source code hosting website that provides business programs and free accounts.

Method Personal token ®

Use OAuth Authorization
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Service Statement

Read this statement carefully before granting authorization.

The source code building function provided by the ServiceStage service requires authorization from the repository
account to access the source code repository. To ensure the normal use of the source code building function, you agree to
authorize HUAWEI CLOUD to collect and use your repository authorization information, including the account, password,
OAuth authorization, and private token. The authorization methods vary depending on the repository.

You control the storage period of the repository authorization information. You can delete the information at any time.
Your data is stored securely, encrypted, and protected by additional data security techniques.

HUAWEI CLOUD does not share, transfer, or disclose your data without your prior consent unless otherwise required to
by relevant laws and regulations.

You must ensure that your use of the ServiceStage service complies with relevant laws and regulations.
HUAWEI CLOUD only provides a standard service based on your request. HUAWEI CLOUD is not responsible for
the legal compliance of your use.

The preceding information is mandatory for providing services. If you do not provide the information above or
disallow us from collecting and using it, HUAWEI CLOUD will not be able to provide the source code building
function.

| understand that the source code building function of the ServiceStage service collects the information above and
agree to authorize the collection and use of the information.

Cancel
Figure 7-31

Step 3 In the displayed dialog box, click Authorize CPE-OAuth.

Authorize servicestage-oauth-china

servicestage-oauth-china by CPE-OAuth
wants to access your jingmoran1995 account

Personal user data v
Profile information (read-only)

Repositories “
Public and private

0 2 o=

Repository webhooks and services ~
Read and write access

=

Organization access

I°l 12048 X Grant

Cancel Authorize CPE-OAuth

will

https://console huaweicloud.com

@ Not owned or (@ Created 5 years ago Fewer than 1K
operated by GitHub GitHub users

Learn more about OAuth

Figure 7-32

Step 4 In the dialog box that is displayed, enter the password for confirmation.
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Confirm access

Password

Forgot password?
Confirm password

Tip: You are entering sudo mode. We won't ask for

your password again for a few hours,

Terms Privacy Security Contact GitHub
Figure 7-33

Step 5 View the created authorization. If the status is Normal, the repository authorization
is successfully created.

Repository Authorization + Create Authorization
Q|C
Name i= Status Y/ Type VW Repository Userna...  Method 7 Created i= Updated = Operation
auth-github Normal [ N R mengxyhub OAuth R T G G\ T Re-authorize = Delete

Figure 7-34

7.2.1.6 Creating an Organization
Step 1 Log in to ServiceStage and choose Software Center > Organization.

Resources in subsequent exercise will be associated with this organization.

ServiceStage Organization Management (®

Figure 7-35

Step 2 Click Create Organization. On the displayed page, enter the organization name hcip
and click OK.
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Create Organization

ﬂ You can create 4 more organizations. X

Each organization name must be globally unigue.
- The current account can create a maximum of 5 organizations
For centralized management of images, imit each organization to one company, department,

or individual.
Example:
Company or department: cloud-hangzhou or cloud-develop
Person: john
Organization Name ‘ hcip|

Figure 7-36

7.2.2 Building a Microservice

ServiceStage provides one-click application delivery pipelines and supports flexible
customization. You can pack and build applications based on the source code and
software packages. Project pipelines automatically implement the entire process of code
obtaining, compilation, packaging, archiving, and deployment. It helps you shorten the
service rollout duration and quickly seize the market in practice.

ServiceStage pulls source code from source code repositories, such as DevCloud, GitHub,
Gitee, Bitbucket, and GitLab.

In this exercise, you can create a build job on ServiceStage based on the source code to
obtain the weathermap source code from GitHub, compile and pack the source code into
an image, and archive the image to the image repository.

7.2.2.1 Creating a Build Job of Backend Applications

Step 1 Log in to ServiceStage, choose Continuous Delivery > Build, and click Create Source
Code Job.

ServiceStage Build ® User Guigie Create Sourca Cade <+ Create Package Job

Usorcreatsa || Alcustors < | [ mistetuses . alc

Figure 7-37

Step 2 Set build project parameters as follows and click Next to set the environment.
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e Name: weathermap
e  Code Source: GitHub
e Authorization: auth-github (Select the repository authorization created.)

e Username/Organization: Retain the default value (username/organization of your
GitHub account).

e  Repository: hcip (name of the repository created in GitHub)
e  Branch: master
®  Cluster: cluster-servicestage (Select the CCE cluster created.)

Create Source Code Job

@ Basic information

Enter 1 to 64 characters starting with a letter or digit. Only letters, digits, underscores {_), and hyphens (-) are allowed
Description
4
x Code Source -
OGnHub g Bitbucket V GitLab |* |samples
4

O GitHub is a source code hosting website that provides business programs and free accounts.

Authorization auth-github v | C Create Authorization Auth list
Username/Organization - Repository I 2 - Branch master
Cluster @ cluster-coe - | O
Figure 7-38

Step 3 Select Custom and click Advanced Settings.

¢ Create Source Code Job

1) Basic Information ———— e Environment Configurations

Select Build Template

Maven A Ant ﬁ Gradle

Maven build, can compile Docker at the s " Ant build, can compile Docker at the sam Gradle build, can compile Docker at the s...
Il Go & Docker Custom
"1 Go framing, can compile Docker at the s Docker compilation, and file a Docker im 1 An empty template are free to define the y

Figure 7-39

Step 4 Select Compile and click Add Plug-in. In the displayed right area, select Build
Common Cmd. Then, select Java for Language, and set parameters.



HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 242
< Create Source Code Job «
P Select Job Type
1 ) Basic Information Environment Configurations
Environment Configurations a
Compile
F‘.G l Maven Select
ﬂCompiIe A Ant Select
WArchive ® Add Plug-n Yy Crade Select
Post ess T@» Go Select
& Docker Select
E Build Common Cmd Select
Figure 7-40
e Job Name: CommonCmd
® Language: Java
e Version: java-8
Environment Configurations
Build Common Cmd
Pre-process
CommonCmd
Compile © Add PI o 5

uArchive

Post-process

Step 5
parameters setting as follows:

Exercise caution when inputting sensitive
information in the echo, cat, or debug
command, or encrypt sensitive information to
avoid information leakage

Figure 7-41

In the Compile area, click Add Plug-in, select Docker, and add four build jobs with
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Create Source Code Job
Select Job Type

tion ———— (@) Environment Configurations
Q
Build Common Cm
/ Maven
Compile ® Add Plug A Ant
[O)]
®
X © E d Gradle
Archive 5 Add Plug-i =
W ™ &
Post-process & Docker t

E Build Common Cmd

Figure 7-42
Step 6  Create the first build job:

e Job Name: Docker (Retain the default value. You can set this parameter as required.
The same applies to the following.)

e  Dockerfile Path: ./weather/
¢ Image Name: weather
e Image Tag: v1.0.${index}

Environment Configurations

Docker
Pre-process

Docker

ECOmpile @ Add Plug-n
Iweather!

| E & Disable Delete
(DKO Q’ : Disable Delete weather
V1.0.5{index)
EArchive @ Add Plug
Post-process

Figure 7-43

Step 7 Repeat the preceding steps to create the second build job.

e Job Name: Docker-4xsb8p

o  Dockerfile Path: ./weather-beta/
® |mage Name: weather-beta

e |mage Tag: v1.0.${index}
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Docker
Docker-824c3b
ﬂcomp”e /weather-beta/ (€]
=
‘ & weather-beta
@\0 & v1.0.8{index}
Figure 7-44
Step 8 Repeat the preceding steps to create the third build job.
e Job Name: Docker-5e40k3
e  Dockerfile Path: ./forecast/
® |mage Name: forecast
® Image Tag: v1.0.${index}
Environment Configurations
Docker
Pre-process
Docker-22njvq
ﬂcomp”e ©ndaPgn Iforecast/ @
E Disable Delete
@' Disable Delete forecast
@ Disable Delete V1.0 qndex}
{o @' Disable Delete
Figure 7-45
Step 9 Repeat the preceding steps to create the fourth build job.
e Job Name: Docker-aom49h
o  Dockerfile Path: ./fusionweather/
e |mage Name: fusionweather
[ ]

Image Tag: v1.0.${index}
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Environment Configurations

Docker
Pre-process

ob Name Docker-u4pkjo

Compile ® Add Plug-in
* Dockerfile Pat /fusienweather/ @
Command build plug-in, supporting Java, G Disabld Delete - Dosker Verein

Disable Delete * |Image Name fusionweather

Disable Delete * Image lag ¥1.0.8{index}

Disable Delete

¢ee

Disable Delete

¥

Step 10 Select Archive and click Add Plug-in. In the displayed right area, select Publish Build

Figure 7-46

Image.
e 9‘»" Select Job Type
Q
Environment Configurations
Docker —
HLGEES () Publsh Build Arfact o
WCOmpile  Add Plug-n ‘ l DI Publsn Buid image ‘ e
Q Disable Delet fusionweather
é’ Disable Delet v1.0.8{index)
&
Q\o ks
WArchive
Figure 7-47
Step 11 In Archive, select the four created images (weather, weather-beta, forecast, and

fusionweather), retain the default values for Job Name, and select the created
repository organization hcip for Repository Organization.

After jobs are added, the image package is automatically archived to the image
repository for subsequent operations.
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Publish Build Image

PI'E-DI'OCESS Add Plug-in
* Job Name Image
Compile ® Add Plug-in
* Archive Image weather -
Command build plug-in, supporting Java, Go, §
Disable Delete * Repository heip - c
Organization Create Repository Organization

Docker plug-in. used to compile a Dockerfile T G

Docker plug-in. used to compile a Dockerfile. Disable Delete

Docker plug-in. used to compile a Dockerfile. Disable Delete

Docker plug-in. used to compile a Dockerfile

&
&
&
.

Disable Delete

Vs @767—@7@7—@5 E

Archive @ Add Plug-in

© Dlu Image archive plug-in, archived to the SWR i et Delete

Post-process ® Add Plug-in

Environment Configurations

Publish Build Image

Pre-process ® Add Plug-in
* Job Name Image-60gstr
Compile © Add Plug-in
* Archive Image weather-beta -
‘Command build plug-in, supporting Java, Go,...
E Disable Delete * Repository heip - c

Organization Create Repository Organization

Docker plug-in. used to compile a Dockerfile. e [

Docker plug-in. used to compile a Dockerfile Disable Delete

Disable Delete

Docker plug-in. used to compile a Dockerfile.

* Docker plug-in. used to compile a Dockerfile

Disable Delete

Archive ® Add Plug-in

] oo

Image archive plug-in, archived to the SWR i Disable Delete

Image archive plug-in, archived to the SWR i T Eoe

Q
=g =
8|8
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Environment Configurations

Pre-process

Compile

and build plug-in, supporting Java, G

pile a Dockerfile

& Docker plug-in. used to co
& Docker plug
* Docker plug-in. u:
& Docker plug-in. u:

le a Dockerfile.

compile a Dockerfile

npile a Dockerfile

Archive

| Dlﬂ Image archive plug-In, archived to the SWR ...

®K° Dl[] e

Publish Build Image

® Add Plug-in
-

Disable Delete *

Disable Delete

Disable Delete

Disable Delete

Disable Delete

® Add Plug-in

Disable Delete

Disable Delete

Disable Delete

Environment Configurations

Pre-process

Compile

Command build plug-in, supporting Java, G

& Docker plug-in. used to compile a Dockerfile.
& Docker plug-in. used to compile a Dockerfile.
& Docker plug-in. used to compile a Dockerfile.

& Docker plug-in. used to compile a Dockerfile.

Archive

Dlu Image archive plug-in, archived to the SWR
Dlﬂ Image archive plug-in, archived to the SWR

Dl[l Image archive plug-in, archived to the SWR

© Dlﬂ Image archive plug-in, archived to the SWR

Publish Build Image

* Job Name

® Add Plug-in
* Archive Image

Disable Delete * Repository

Organization
Disable Delete

Type
Disable Delete

Disable Delete

Disable Delete

® Add Plug-in

Disable Delete

Disable Delete

Disable Delete

Disable Delete

Figure 7-48

Image-oh0dhr
forecast

hcip

Create Repository Organization

Image-2tzb6j
fusionweather

hcip

Create Repository Organization

Step 12 Click Build to start a build job. If the information shown in the following figure is

displayed, the background application weathermap is successfully built.
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User created v All clusters v Al statuses v Q| e
weathermap
A ¥ maste Last 2 Execution
28 minutes ago History

Figure 7-49
7.2.2.2 Creating a Build Job of Frontend Applications

Step 1 Log in to ServiceStage, choose Continuous Delivery > Build, and click Create Source

Build ® User Guid| : <+ Create Source Code Job | <+ Create Package Job
User created v || Alclusters v || Astatuses v Qlc
weathermap |
Successf dedd7e8b in an
A A ¥ master Last 2 Execution 5
28 minutes ago History

Figure 7-50
Step 2 Set basic configurations as follows and click Next.

¢ Name: weathermapweb
e  Code Source: GitHub
e  Authorization: auth-github

e Username/Organization: Retain the default value (username/organization of your
GitHub account).

e Repository: hcip
e  Branch: master
e  (Cluster: cluster-cce (Select the CCE cluster created.)
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< Create Source Code Job

@ sesic information

) sittub & sitbucket Ay GitLab ) samples

O GitHub is a source code hosting website that provides business programs and free accounts.

auth-github v C reate Authonzat

- Repository v Branch master

sster @ cluster-cce v |G

Figure 7-51
Step 3 Select a Docker build template.

Compile Docker to add a build job, and specify the job parameters as follows.
e  Dockerfile Path: ./weathermapweb/

¢ |mage Name: weathermapweb

e Repository Organization: hcip

e Branch: master

e Retain the default values for other parameters.
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€ Create Source Code Job
1) Basic Information @ Emvironment Configurations c i
Select Build Template
Maven A Ant ﬂ Gradle
Maven build, can compile Docker at the s.. = Ant build, can compile Docker at the sam... Gradle build, can compile Docker at the s.
@ Go & Docker Custom
! Go framing, can compile Docker at the s.. Docker compilation, and file a Docker im A An empty template are free to define the...
Archive Method
Mandatory Parameters C
EED :
Docker Image
heip T c
V1.0.8{index) L
Step 4 Click Build. If the following information is displayed, the frontend application

weathermapweb is successfully built.

Build ® + Creale Package Job
User created - || Allcusters ~ | Alstatuses - alec
weathermapweb . 1
Successful —_— — — dedd7esb in
R hwstaff_intl_mBo6519 m id Bral M
1 minutes ago Last 1 Execution History
weathermap ”
a Successful e P dedd7eBb in o FE— "
hwstaff_intl_mB96519 master e
Hee e . P maste Last 2 Execution
1 hour ago History
Figure 7-53

7.2.3 Deploying a Microservice

ServiceStage allows you to quickly deploy microservices in containers (such as CCE) or
VMs (such as ECS), or in serverless mode (such as CCl), and supports deployment using
source code, JAR/WAR packages, or Docker images. In addition, ServiceStage allows you
to deploy, upgrade, roll back, start, stop, and delete applications developed in different
programming languages, such as Java, PHP, Node.js, Go, and Python.

In this exercise, backend components developed in Java and frontend components
developed in Node.js are used.

7.2.3.1 Creating and Deploying Backend Application Components

You need to deploy applications in container-based mode and register microservice
instances with CSE.
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Step 1 Log in to ServiceStage and choose Application Management > Application List.

Step 2 Click Create Component in the Operation column.

ServioaSiage Application List @

Name = Components |=  Created |= Creator Operation

'il merr ) Aug 05, 2022 201453 GMT+08.00 wstatt_ot_m8gss19 :] i

Figure 7-54

Step 3 Select Custom in Configuration Method and Microservice for Select Component
Type, and click Next.

< Create Component

Configuration Method Template

Select Component Type

f?ﬂ Microservice @ Web ®@ Common

View Details View Details

Figure 7-55

Step 4  Select Docker in Select Runtime System and click Next.

< Create Component

@ select Runtime System (3) Select Framework/Service Mesh

1) Select Component Type

Select Runtime System

@ Nodejs14 @ Docker &M@ Javag & Tomcats

Create a Node js 14 component that uses Deploy an image package built based on Deploy a Spring Cloud or ServiceComb Deploy a Spring Cloud or ServiceComb
Mesher ServiceComb Java Chassis, Go Chassis Java Chassis component in a JAR package Java Chassis component in a WAR
Spring Cloud framework, or service mesh. A package

— &,
@ Nodejsé Php? |Lfl—1 ) Python3
b 2

Create a Node js 8 component that uses Create a PHP 7 component that uses Create a Python component that uses
Mesher. Mesher. Mesher
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Figure 7-56
Step 5 Select Java Chassis in Select Framework/Service Mesh and set Name to weather.
Click Create and Deploy to deploy the component.
1) Select Companent Type 2) Select Runtime System ———— () Select Framework/Service Mesh

Select Framework/Service Mesh
:‘:jj’ Java Chassis "Q:::::\\! Mesher \g;i Go Chassis @ Spring Cloud
Apachs ServiceComb Java open-source Muttitanguage service mesh access Go open-source framework Use spring-cloud-huawe to connect Spring
framework Cloud applications 1o the ServiceCormb

A engine without modifying the code
Dubbo

Using dubbo-servicecomb to Connect
Dubbo Applications to the CSE Without
Modifying the Code

Save the preceding configurations as a templata for future use

Component Information

A component is a service feature implementation of an application. It is carried by code or software packages and can be independently deployed and run
Name weather

Figure 7-57
Step 6  Set the parameters as follows and click Next.

After an application component is deployed, the microservice is registered with the
configured microservice engine. All applications must be registered with the same
microservice engine.

Environment: test-env (Select the environment created.)
Version: default

Deployment System: Cloud Container Engine

Instances: 1

Retain the default settings for other parameters.
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< Deploy Component
o Configure Basic Settings E:?:- Configure Component -:{5:} Confirm
+ Environment test-env v | {C Create Environment

Component Instance  weather-test-env-iafwry

Component Type MicroService
* Version 1.0.0
Description

* Deployment System Cloud Container Engine

* Basic Resources

Cluster cluster-cce
Specifications  Hybrid cluster | cce.s1.small
Status Available

Namespace gefault v

* Instances

Resource Quota @

CPU Request 0.25 Core Minimum number of CPU cores required by the container
Limit 0.25 Core Maximum number of CPU cores allowed for the container
Memory Request 0.5 GiB Minimum amount of memory required by the container

Figure 7-58

Step 7  Click Select Image.

Deploy Component

(1) configure Basic Settings ———— (@) Configure Component (3) confirm
* Image Image Mame Select Image
Version: v

Public Network Access (@
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Figure 7-59

Step 8 In the displayed dialog box, select the weather image. Click OK.

Select Image

===, weathermapweb

hwstaff_intl hcip other
=%, fusionweather

hwstaff_intl. .. hcip other

i forecast
-

hwstaff_intl. .. hcip other
5., weather-beta
hwstaff_intl. .. hcip other
- R weather
®
hwstaff_intl. .. hcip other

“ Cancel
Figure 7-60

Step 9 Retain the default settings for other parameters.
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£ Deploy Component

e Configure Component 3 Confirm

(1) Configure Basic Settings

* Image Image Name  weather  Change Image

Version: v1.0.1 v

Public Network Access (@

83:) ServiceComb  Professiona..

Database Distribited session (7)

# Cloud Service Engine
{¢§ Cloud Service Engine J
/]

RDS DB instance (7)

Local Time v

Advanced Settingsw

Figure 7-61
Step 10 In the Advanced Settings pane, add the following environment variables:

e MOCK_ENABLED: false

If an EIP has been bound to the ECS node in the CCE cluster created and the node can
access the public network, set this parameter to false or do not set this parameter. The
weather data used by the application is real-time data.

e servicecomb_credentials_accessKey: AK obtained in section 7.2.1.1.
e servicecomb_credentials_secretKey: SK obtained in section 7.2.1.1.

If the professional microservice engine is used, you need to configure an AK/SK.
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Advanced Settings A
A Component Configuration

Exercise caution when inputting sensitive information in configuring environment variables, or encrypt sensitive information to avoid information leakage

Envirenment Variable @ Agd Envirenment Variable Import
Type Name Variable/Variable Reference Operation
Add manually v servicecomb_credentials_ 4 4 Delete
Add manually v servicecomb_credentials_ Delete
Add manually v MOCK_ENABLED false Delete

v Deployment Configuration

v 0&M Monitoring

Figure 7-62
Step 11 Click Next to confirm the specifications. Click Deploy to deploy the component.

< Deploy Component

© conim

2) configure Component

(1) configure Basic Settings

Product Type Product Specifications Billing Mode Quantity  Price
Environment test-env
Run Environment Docker

Component Instance  weather-test-env-iafry
Java Chassis
Version 1.0.0

Enterprise Project 0

Image/Software Pac... swr.ap-southeast-1.myhuaweicloud.com/ncip/weatherv1.0.8

Cluster cluster-cce

Cluster Instances 1 Pay-per-use 1 This resource has een purchased
Namespace default

Cloud Service Engine Microservice Cloud Service Engine Pay-per-use 1 This resource has een purchased

Figure 7-63

Step 12 Check the status of the deployed component. If the weather service is in the
Running state, the component has been deployed.



A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide

Page 257

{ weathermap

Overview Environment Vanables
weathermap
ID e547d910-3b32-4db1-856b-31212543Ca62
Creator I
Environment View Compenent List
All Environment
weather Perform O&M
lest-env Version 1.0.0
Status
Type

Instance Quantity (Normal/Total)
External Access Address

Deployed A

Created

Description

Operation w

Running &

MicroService

Figure 7-64

Step 13 Repeat the preceding steps to create and deploy the forecast and fusionweather

components.

Deploy the forecast component.
o  Framework/Service Mesh: Java Chassis
e Name: forecast
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<  Create Component

(2) select Runtime System © seect Mesh

(7) select component Type

Select Framework/Service Mesh

@ Java Chassis 2@} Mesher Q% Go Chassis @ Spring Cloud

Apache ServiceComb Java open-source Multi-language service mesh access Go open-source framework Use spring-cloud-huawei to connect Spring
framework Cloud applications to the ServiceComb

engine without modifying the code

pueee
-

Using dubbo-servicecomb to Connect
Dubbo Applications to the CSE Without
Modifying the Code

Save the preceding configurations as a template for future use.

Component Information

A component is a service feature implementation of an application. It is carried by code or software packages and can be independently deployed and run.

* Name forecast

.
Figure 7-65

®  Environment: test-env

e  Version: default

e Deployment System: Cloud Container Engine

® |nstances: 1

® Retain the default settings for other parameters.
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o Configure Basic Settings 2 Configure Component Confirm

* Environment testenv ¥ | C Create Environment

Component Instance  forecast-test-env-gsxnc3

Component Type MicroService
* Version 1.0.0
Description

0/128

* Deployment System Cloud Container Engine

* Basic Resources

Cluster cluster-cce

Specifications  Hybrid cluster | cce.s1.small

Status Available
Namespace default -
+ Instances — 1 +
Resource Quota @
CPU Request 025 Core Minimum number of CPU cores required by the container
Limit 025 Core Maximum number of CPU cores allowed for the container
Memory Request 0.5 GiB Minimum amount of memory required by the container

Figure 7-66

e Select the forecast image.
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Select Image
Docker Images Shared Images
All erganizations v
weathermapweb
hwstaff_intl hcip other
fusionweather
hwstaff_intl hcip other
forecast
hwstaff_intl hcip other
weather-beta
hwetaff intl hrin nther
m Cancel
Figure 7-67
In the Advanced Settings pane, add the following environment variables:
e MOCK_ENABLED: false
e servicecomb_credentials_accessKey: AK obtained in section 7.2.1.1.
e servicecomb_credentials_secretKey: SK obtained in section 7.2.1.1.
Advanced Settings A
A Component Configuration
Exercise caution when inputting sensitive information in configuring environment variables, or encrypt sensitive information to avoid information leakage.
® Add Envirenment Variable Import
Type Name Variable/Variable Reference Operation
Add manually v MOCK_ENABLED Talse Delete
Add manually - servicecomb_credentials_ Delete
Add manually v servicecomb_credentials_ Delete

v Deployment Configuration

Figure 7-68

Deploy the fusionweather component.

e  Framework/Service Mesh: Java Chassis

e Name: fusionweather

Previous



A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 261

< Create Component

€ Seloct Framework/Service Mesh

2 ) Selact Runtime System

1) Select Component Type

Select Framework/Service Mesh

%S Java Chassis ©) Mesher "LP =) Ge Chassis § Spring Cloud
& Rapf A=

Apache ServiceComb Java open-source Multilanguage service mesh access Go open-saurce framework Use spring-cloud-huawei to connect Spring
Cloud applications 1o the ServicaComb:

framework
4 engine without modifying the code

Pt

=

Using dubbo-servicecomb to Connect

Dubbo Applications to the CSE Without
Modifying the Code

Save the preceding configurations as a template for future use

Component Information

A component is a service feature implementation of an application. It is carried by code or software packages and can be independently deployed and run

Name fusionweather

Figure 7-69

®  Environment: test-env

e  Version: default

e Deployment System: Cloud Container Engine

® Instances: 1

® Retain the default settings for other parameters.
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[4 Deploy Component

o Configure Basic Settings ) Configure Component (:31) Confirm

+* Environment test-env ~ | C Create Environment

Component Instance  fusionweather-test-env-fiipeb

Component Type MicroService
* Version 1.00
Description

0/128

* Deployment System Cloud Container Engine

* Basic Resources

Cluster cluster-cce
Specifications  Hybrid cluster | cce.s1.small
Status Available

Namespace default -

%* Instances

Resource Quota ®
cPU Request 025 Core Minimum number of CPU cores required by the container

Figure 7-70

e  Select the fusionweather image.
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Select Image

My Images Docker Images Shared Images
All organizations v

weathermapweb

hwstaff_intl... hcip other

@ fusionweather

hwstaff_intl... hcip other
forecast

hwstaff _intl. hcip other
weather-beta

hwstaff_intl... heip other

“ Cancel
Figure 7-71

In the Advanced Settings pane, add the following environment variables:
e servicecomb_credentials_accessKey: AK obtained in section 7.2.1.1.
e servicecomb_credentials_secretKey: SK obtained in section 7.2.1.1.

A Component Configuration
putting sensitive information in configuring environment variables, or encrypt sensitive information to avoid informat
Variable ® Add Environment Variable Import
Type Name Variable/Variable Reference Operation
Add manually v servicecomb_credentials_
Add manually v servicecomb_credentials_

v Deployment Configuration

v 0&M Monitoring

Figure 7-72

Step 14 On ServiceStage, click the created application weathermap to view the microservice
deployment status. As shown in the following figure, the three services are Normal,
indicating that the backend application components fusionweather, forecast, and
weather have been deployed.
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& weathermap

Envirenment Variables

weathermap
85470910-332-4db1-856b- 1212543862
omp
Al
usi m Perform O&M
Status
Tyoe

Instance Quantity (Normal/Total)
Extemal Access Address.

Deployed

Stalus Running G
Type MicroService
Instance Quantty (NormayTotal) 1

External Access Address

Deployed

@ Create Component Eddt

we Perform O&M

Status C
Type MicroService
Instance Guantty (NormalTotal) 1

External Access Address

Deployed

Figure 7-73
7.2.3.2 Creating and Deploying Frontend Application Components
Step 1 Log in to ServiceStage and choose Application Management > Application List.

Step 2 Click an application. On the Overview tab page, click Create Component.

&  weathermap @® Create Component Edit
Overview Environment Variables
‘weathermap
£547d810-3b32-4db1-B56b-312f2543ca62 reated )
Al Environment | testeny - Q c

Perform 0&M

. TR o poram o

Figure 7-74

Step 3 Select Custom for Configuration Method. On the page that is displayed, select

Microservice and click Next.

< Create Component

Configuration Method Template Cuslom

Select Component Type

I/\;/E Microservice @ Web ®©® Common
3

View Details View Details
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Figure 7-75
Step 4  Select Docker for Runtime System and click Next.

< Create Component

10 select Runtime System (3) Select Framework/Senvice Mesh

Select Component Type

Select Runtime System

@ Nodajs14

Create a Node js 14 component that uses

Mesher.

@ Nodejs8

Creale a Node js 8 component that uses

Measher

@ Docker

Deploy an image package built based on
ServiceComb Java Chassis, Go Chassis,
Spring Cloud framework, or service mesh

G oot

Create a PHP 7 component that uses
Meshar.

J}w@ Javas

Deploy a Spring Cloud or ServiceComb
Java Chassis component in a JAR package.

I:_ == | Python3

c

Create a Python component that uses
Mesher

;g Tomcatd

Deploy a Spring Cloud or ServiceComb
Java Chassis component in a WAR
package

Figure 7-76

Step 5 Create a service component as follows and click Next.

®  Framework/Service Mesh: Mesher
¢ Name: weathermapweb

< Create Component

1) Select Component Type 2) Select Runtime System © select FrameworkiService Mesh

Select Framework/Service Mesh

@ Java Chassis @\(N Mesher

=
@@:5 Go Chassis

@ Spring Cloud

Apache ServiceComb Java open-source Mulilanguage service mesh access Go open-source framework Use spring-cloud-huawei to connect Spring
framework. Cloud applications to the ServiceComb
y engine without modifying the code

[poBmol  pubbo

Using dubbo-servicecomb to Cennect
Dubba Applications to the CSE Without
Modifying the Code

Save the preceding configurations as a template for future use

Component Information

Acomponent is a service feature implementation of an application. It is carried by code or

vare packages and can be independently deployed and run.

Previous nd De Create Now

Name wealhermapweb

Figure 7-77
Step 6  Set the parameters as follows: Click Next to configure the component.

®  Environment: test-env
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HUAWEI
e Version: default
e Deployment System: Cloud Container Engine
® |nstances: 1
[ J

Step 7

Retain the default settings for other parameters.

< Deploy Component

@ connigure Basic settings (2) configure Component (3) confim

* Environment test-env v | C Create Environment

Component Instance  weathermapweD-lest-env-c46nT6

Component Type MicroService
* Version 100
Description

* Deployment System Cloud Container Engine

* Basic Resources

Cluster cluster-cce

Specifications  Hybrid cluster | cce.s1.small

Status Available
Namespace default v
* Instances - 1 +
Resource Quota @ @ Mesher consumes about 0.5 vCPU and 100 MB memory for every 1000 TPS traffic. X
CPRU Request 025 Core Minimum number of CPU cores required by the container
Limit 025 Core Maximum number of CPU cores allowed for the container

Figure 7-78

Click Select Container Image.

< Deploy Component

Step 8

'ﬁ:‘ Configure Basic Settings —— e Configure Component -j::é::j- Confirm
* Image Image Name Select Image
Version: A 4

Figure 7-79

In the displayed dialog box, select the weathermapweb image. Click OK.
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Select Image

My Images Docker Images Shared Images
All organizations v
® 5, weathermapweb
hwstaff_intl_. hcip other

Figure 7-80

Step 9 Retain the default settings for other parameters, Click Next.

vi.0.1 -

< Deploy Component

(1) configure Basic Setings ————— e Configure Component (3) confim
* Image Image Name  weathermapweb  Change Image
Wersion: v1.0.1 v

Public Network Access (&

# Listening Port 8080

¢S Cloud Service Engine

* Cloud Service Engine
‘ ServiceComb Professiona. ..

Database Distributed session (Z)

RDS DB instance (2)

Local Time v

Figure 7-81

Step 10 Click Deploy to deploy the component.
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< Deploy Component

(1) configure Basic Settings (2) configure Component © coniim
Product Type Product Specifications Billing Mode Quantity  Price
Environment test-env
Run Environment  Docker

Component Instance  weathermapweb-test-env-c46n76

Iesher
Version 1.00
Enterprise Project 0
Image/Software Pac... swr.ap-southeast-1.myhuaweicloud.com/ncip/weathermapweb:y1 ..
Cluster cluster-cce
Cluster Instances 1 Pay-per-use 1 This resource has already been purchased
Namespace default
Cloud Service Engine Microservice Cloud Service Engine Pay-per-use 1 This resource has already been purchased

Figure 7-82

Step 11 View the deployed microservices. If the weathermapweb service is Running, the
service component has been deployed.

Environment View Component List

All Environment test-env v

weathermapweb Perform O&M Operation «

test-env  version 1.0.0

Status Running C
Type MicroService
Instance Quantity (Normal/Total) "
External Access Address Set
Deployed

Figure 7-83
Step 12 Log in to ServiceStage and choose Infrastructure > Cloud Service Engines.

Step 13 Select the microservice engine created and click Console.
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\ . You can create 5 more exclusive microservice engines User Guide | Al statuses (1) Q
. / Cloud Service Engine
. Used/Maximum Instances 4720 (20"
Service Center Address https://cse.ap-southeast- 1. myhuaweicloud.com [
nfiguration Center Address southeast-1.myhuaweicloud.com [
Security Authenticatior 1AM
-
18 Created
al Privs

Step 14

Figure 7-84

number of microservice instances is not 0, the deployment is successful:

’
—

CSE Console
Cloud Service
Engine
Dashboard
Service Governance

Global Configuration

System Management

Service Catalog @

Application List

(® Create Microservice

Microservice List

Instance List

4 Delete Version Having No Instances

Microservice Name J=

7.2.3.3 Setting the Access Mode

Step 1
Step 2
Step 3

Environment (| Al

Microservice ... =

Appli... & Versi...
Empty value weathermap
Empty value weathermap
Empty value weathermap
Empty value weathermap

Figure 7-85

Click weathermap to go to the Overview page.

Click weathermapweb. The Overview page is displayed.

=

Insta...

All applications (1)

= Created J=

On the Microservice List page, if the following microservices are displayed and the

GMT+0.

GMT+0.

GMT+0.

" GMT+0.

Log in to ServiceStage and choose Application Management > Application List.
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¢  weathermap @ Create Component Edit
Overview Environment Variables
weathermap
D e547d910-3b32-4db1-856b-3f2{2543ca62 Created GMT+08:00
Al Environment | testenv v Q o]

Perform O&M Operaion = weather Perform O&M

Staws Running C Status Running C
Type MicroService Type MicroService
Instance Quantity (NormalTotal) " Instance Quantity (NormalTotal) "
External Access Address Set External Access Address

Deployed GMT+08:00 Deployed T+08:00

Figure 7-86

Step4  Choose Access Mode > Add Service.
4 weathermap ¥ / test-env ¥ / weathermapweb(1.0.0) ~

Overview

Instance List . .
TCP/UDP Route Configuration sSupports Layer-4 TCP/UDP load balancing.

I Access Mode
(¥ Add Service

Upgrade
Internal Domain Name Access ... Access Address Access Mode
Scaling

Events

Logs
Figure 7-87
Step 5 Set the parameters as follows:

® Service Name: weathermapweb

e Access Mode: Public network access

®  Access Type: Elastic IP address

e Service Affinity: Cluster level

e  Port Mapping: TCP | 3000 | Automatically generated
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Add Service
* Service Name weathermapweb
Access Mode Intra-cluster access Intra-VPC access 0 Public network access
Allows access from the Internet over TCP/UDP, including EIP.
* Access Type Elastic IP address v
Service Affinity Cluster level Node level

workload targeted by the s
ised and clients' source |P addresse

s will be masked

* Port Mapping

Protocol Container Port Access Port

TCP v 3000 Automatically g... ¥

Figure 7-88

7.3 Verifying the Result
Step 1 Log in to ServiceStage and choose Application Management > Application List.

Step 2 Click the application created (for example, weathermap). The Overview page is
displayed.

Step 3 Click the link next to External Access Address of the weathermapweb application
component.
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{ weathermap

All Environment test-env v

weathermapweb Perform O&M Operation «

test-env  version 1.0.0

Status Running C
Type MicroService
Instance Quantity (Normal/Total) "
External Access Address 182.160.6.0:30755 D—l
Deployed I GMT+08:00

Figure 7-89

Step 4 If the information shown in the following figure is displayed, the weather forecast
application is successfully deployed.

When you access the application for the first time, it takes some time for the weather
system to be ready. If the preceding page is not displayed, refresh the page.

G & Notsecure | 182.160.6.0:30755/#1city=shenzhen

City Weather T o

Current Weather Details And Forecast For The Next 5 Days

Current City @ Shenzhen, CN

Main Hourly Chart
e
2022-08-06 15:20 weather36Shenzhen, CN
Wind 443 m/s 34
Cloudiness  scattered clouds . H
Pressure 1006 hpa / \
32 g .
Humidity 65 %
Sunrise 05:57 3 \
Sunset 19:02 30 \

Geo coords  [22.5455, 114.0683] \

17:00 20:00 23:00 02:00 05:00 08:00 11:00 14:00 17:00 20:00 23:00 02:00

Based on CSE pment,the weather fram Openieatherhiap
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Figure 7-90

7.4 Clearing Resources

Step 1 Delete a microservice.

® |og in to ServiceStage, choose Application Management > Application List, and click
application weathermap. The Overview page is displayed.

e  On the Environment View tab page, select the component and choose Operation >
Delete.

e Back to the Application List and click Delete in the Operation column of application
weathermap.

Step 2 Delete the build job.

Log in to ServiceStage, choose Continuous Delivery > Build, select a build job, and choose
More > Delete.

Step 3 Delete repository authorization.

Log in to ServiceStage, choose Continuous Delivery > Repository Authorization, select an
authorization, and choose More > Delete.

Step4  Deletes an organization.

Log in to ServiceStage, choose Software Center > Organization, select an organization,
and click Delete.

Step 5 Delete an environment.

Log in to ServiceStage, choose Environment Management, select an environment, and
click Delete.

Step 6 Delete a CCE node.

Choose Cloud Container Engine from Service List. In the navigation pane on the left,
choose Nodes. In the node list, select the node and choose More > Delete.

Step 7 Delete the subnet and VPC.

® In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Subnets. In the subnet list, locate the subnet created in this exercise
and click Delete in the Operation column.

® Choose Virtual Private Cloud in the navigation pane on the left. In the VPC list, locate
the VPC created in this exercise and click Delete in the Operation column.
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7.5 Quiz

Question: After an application component is deployed, the status is Not ready, indicating
that the application component fails to be deployed. How do | check the cause of this
failure?

Answer: Log in to ServiceStage, choose Application Management > Application List, and
click the application. On the Overview page that is displayed, select and click the
abnormal component. Then, choose Instance List, click the arrow button before the
instance name, and click Event. In the event list, view the event description to determine
the cause of the application component deployment failure.
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Cloud O&M Design

8.1 Introduction
8.1.1 About This Exercise

This exercise consists of three parts:

1. Cloud Eye: View metrics on Cloud Eye and configure server, site, and event
monitoring.

2. AOM: Connect an ECS to AOM and configure threshold rules, log dump, and log
analysis.

This exercise uses the CN-Hong Kong region as an example. Trainees can select other
regions as required.

8.1.2 Objectives

Understand the configuration and usage principles of Cloud Eye.

Master the methods and principles of alarm monitoring and log collection/analysis using
AOM.

8.1.3 Related Software

Tomcat is an open-source web application server. It is lightweight and commonly used in
small- or medium-sized systems or in scenarios with a small number of concurrent users.
It is preferred for Java Server Pages (JSP) program development and commissioning.

Java Development Kit (JDK) is a Java development tool package. It is the core of Java,
including the Java runtime environment, Java tools (JAVAC/JAVA/IDB), and basic Java
class libraries.

8.2 Procedure

8.2.1 Preparations
8.2.1.1 Creating a VPC by Referring to the Preceding Exercise

Basic settings:

e Region: CN-Hong Kong

e Name: vpc-1

e |Pv4 CIDR Block: 192.168.0.0/16
Default subnet:
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e Name: vpc-1-subnet
e |Pv4 CIDR Block: 192.168.1.0/24

8.2.1.2 Creating an ECS by Referring to the Preceding Exercise
Note: This ECS is used only for O&M tests.
Configure the test ECS as follows:
e Billing Mode: Pay-per-use
e Region: CN-Hong Kong
e AZ:Random
e  CPU Architecture: x86
e Specifications: 1 vCPUs | 2 GiB
e |mage: Public image | CentOS 7.6 64 bit
e  Host Security: Enable | Basic (free)
e  System Disk: 40 GiB
e Network: vpc-1 | vpc-1-subnet | Automatically assign IP address
e  Security Group: default
e  EIP: Auto assign
e EIP Type: Dynamic BGP
e Billed By: Traffic
e Bandwidth Size: 10 Mbit/s
e ECS Name: test

e  Password: custom password of the root user

8.2.1.3 Creating an SMN Topic

Step 1 In the service list, select Simple Message Notification.
Step 2 In the navigation pane, choose Topic Management > Topics. Then, click Create
Topic in the upper right corner.
]
Figure 8-1

Step 3 Set a topic name and click OK.

Note: This topic is shared by multiple services. Trainees can customize their own topic
name. abc is used as an example here.
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Create Topic

* Topic Name abc]

®

The name cannot be changed after the topic is created

Display Name

9

- t is recommended that you use TMS's predefined tag function to add the same tag to differ
View predefined tags C
To add a tag, enter a tag key and a ta

[CINY

value below.

[i=]

Figure 8-2
Step4  Add a subscription.

® In the navigation pane, choose Subscriptions. Then, click Add Subscription in the
upper right corner.

Simple Message

Subscriptions @
Notification

(7 Quick Links

All protocols T | Allstatuses

Subscription URN Protocol Endpoint Description Topic Name: Status Operation
um smn:ap-southeasi-1.4e64321a46284ieb831eclc78b. . SMS 13773354465 firmed
| s arm smnap-southeast-1-4e64821a46284feb83 1ecic76b Email mengxianyang ALAR O Unconfirmed

Figure 8-3
e Set Topic Name to abc, set Protocol to Email or SMS (Email is used as an example
here), specify Endpoint, and click OK.
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Add Subscription

# Topic Name abc Select Topic
% Protocol Email v
% Endpoint @ Endpoints Description
mengxy32(
(%) Add Endpoint

Batch Add Endpoints

Figure 8-4
Step 5 In the subscription list, view the created subscription and click Request
Confirmation.
Subscriptions @ 7 Quick Links
Al protocols v || Alstatuses v Qllc
Subseription URN Protocol Endpoint Description Topic Name Status Operation
urn:smn:ap-southeast-1:4e6482 1a46284feb831ecfc76b. Email - abc 0 Unconfirmed e\ete
Figure 8-5

Step 6 In the displayed dialog box, click OK.

Request Confirmation

Are you sure you want to request confirmation for the following
subscriptions?

Subscription URN Protocol Endpoint Status

um:smn:ap-southeast-1...  Email mengxy32§ 1 @ unconfirmed

Figure 8-6
Step 7 Check the subscription email and confirm the subscription.

Step 8 Return to the subscription list and check whether the subscription status changes to
Confirmed. If yes, the subscription is successfully added.
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Subscriptions @

All protocols - All statuses -

Subscription URN Protocol Endpoint Description Topic Name Status

um:smn:ap-southeast-1:4e64621a46284feb831ecfc76bcT0abb:abc:94b Email mengxy32( - abc
Figure 8-7
8.2.1.4 Creating an OBS Bucket

Step 1 In the service list, choose Object Storage Service.

Note: This bucket is used for dumping AOM logs.

= Semice Lisl 4
(= Elastic Cloud Server Recently Visited Services: Object Storage Service | Simple Message Notification | Server Migration Serv
SN Auto Scaling Compute Storage N

Elastic Cloud Server Elastic Volume Service Wi
& Bare Metal Server

Auto Scaling § Dedicated Distributed Storage Service El
D Elastic Volume Service Image Management Service Storage Disaster Recovery Service Vi
&  Cloud Backup and Recover X Dedicated Host Cloud Server Backup Service Di

Cloud Container Engine Cloud Backup and Recovery Er
>  Object Storage Service

Bare Metal Server K Volume Backup Service Dr¢
(D Virtual Private Cloud FunctionGraph I Object Storage Service I '. Ny
\L Elastic | oad Balance Dedicated Cloud Data Express Service El
. Scalable File Service Cl
(E) ElasticIP

Security & Compliance CDN Wh
e i i i
¢y Relational Database Service Anti-DDoS Dedicated OBS G

Figure 8-8

Step 2 Click Create Bucket in the upper right corner.

Object Storage Service (2) Open Source Software Notice E] Task Center Buy OBS Package

0OBS L obsutil L. Download obsfs L Download
Browser+ Download

Figure 8-9
Step 3 Create an OBS bucket:
e Region: CN-Hong Kong
e Bucket Name: test-aom-hcip ( user-defined )
e Default Storage Class: Standard

e  Bucket Policy: Public Read and Write
® Retain the default settings for other parameters.
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Region Q CN-Hong Kong v

Bucket Name test-aom-hcip

(@ Cannot be the same as that of the current user's existi ng

other user's existin

Default Storage Class Standard Infrequent Access Archive
High performance, reliability, and availability High reliability, low cost Long-term reter
&b Multi-AZ Single-AZ 1 Image &b Multi-AZ Single-AZ
 you do not specify a storage class during object upload, any objects you upload inherit this default storage class
Bucket Policy Private Public Read Public Read and Write
Any user can read, write, and delete objects in the bucket
Default Encryption Enable § Encryption is recommended to keep data secure.
Direct Reading Direct reading of Archive data is supported in the following region: CN East-Shanghai1, CN North-Beijing4, CN South-Guangzhot

Figure 8-10
8.2.2 Cloud Eye

Cloud Eye is a multi-dimensional monitoring service. With Cloud Eye, you can view the
resource usage and service running status in the cloud, and respond to exceptions in a

timely manner to ensure smooth service running.

After enabling a cloud service supported by Cloud Eye, you can view the running status of
the cloud service and the usage of each metric, and create alarm rules for metrics on the

Cloud Eye console.

You can monitor cloud service metrics (such as CPU/memory/disk usage) to ensure
smooth service running and prevent service interruption caused by overuse of resources.

You can query system events and custom events reported to Cloud Eye through APIs. You
can also create alarm rules for both system events and custom events. When specific

events occur, Cloud Eye generates alarms for them.

8.2.2.1 Metric Monitoring

Step 1 Log in to the Huawei Cloud console and choose Cloud Eye from the service list.
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Q

Recently Visited Services: Object Storage Service Simple Message Notification Server Migration Service Elastic Cloud Server ~ Vfirtual Private Cloud GaussDB

DDoS Mitigation

Advanced Anti-DDoS

Application Management & Governance Migration
Web Application Firewall Application Orchestration Service Cloud Data Migration
Vulnerability Scan Service Software Repository for Container Identity and Access Management Server Migration Service
Host Security Service ServiceStage Simple Message Notification Object Storage Migration Service
Container Guard Service Cloud Service Engine n Cloud Trace Service
Data Security Center Cloud Service Engine ServiceComb Log Tank Service El Enterprise Intelligence
Database Security Service Distributed Cache Service DCS Tag Management Service Conversational Bot Service
Data Encryption Workshop Distributed Message Service Resource Management Huawei Hilens
Cloud Certificate Management Service Disfributed Message Service (for Kafka) Modelarts

Figure 8-11

Step 2 In the navigation pane, choose Cloud Service Monitoring > Elastic Volume Service,
locate the target resource, and click View Metric in the Operation column. The
metric monitoring page is displayed.

Wait for 7 to 8 minutes to view metrics after an ECS is deployed.

Cloud Eye Cloud Service Monitoring &

Narme - Qlc
Name ] Operation
be10ea02-fBbb-4c53-ba77-Bbefde7454f0-vda E eate A
G661 3b-b8AF-443a-8301-cedfe?1 49626-vda 4 eate Ala
£1306db6-8510-4511-a779- 3¢5c44a14dTb-vda

Figure 8-12

You can view graphs based on raw data collected in the last 1h, 3h, 12h, 1d, and 7d. In
the upper right corner of the graph, the maximum and minimum values of the metric in
the corresponding time period are dynamically displayed. You can also enable Auto
Refresh to view the data refreshed every minute.

< test-vda

“ sh 12h 1 7d 5 | AutoRefresh Select Metric || C

Period | Raw data - 2

Disk Read Bandwidth (@) Disk Write Bandwidth (7 Disk Read IOPS (@)

bytefs - s o KB/s -

Figure 8-13

Step 3 Click Select Metric in the upper right corner of the page.
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On the displayed page, select target metrics, and drag and drop them at desired locations

for monitoring.

Step4  Hover over a metric and click "~ in the upper right corner of the metric graph.
The monitoring details page is displayed.

Disk Read Bandwidth (3) -+ =
byte/s v [] O
1.2
09

0.6

Disk Read Bandwidth: 0 byte/s

08:48 09:00 09:12 09:24 09:36 09:48

Figure 8-14

You can view the metric monitoring details in a longer time range. In the upper left
corner, you can select 1h, 3h, 12h, 1d, 7d, or 30d to view monitoring data. You can also
customize a time range (up to six months).

Disk Write Bandwidth (%)

KB/s v 8.20 4.20
9 A
——
: v
0
08:48 09:00 09:12 09:24 09:36 09:48
Figure 8-15

To export data, click Export Data on the Cloud Service Monitoring page, set parameters
as prompted, and click Export.
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Cloud Service Monitoring @

Name

test-vda
ecs-docker-vda

cs-dvwa-vda

8.2.2.2 Server Monitoring

Step 1

Service List

&  Elastic Cloud Server L O

& Relational Database Service
M\ Auto Scaling
& Bare Metal Server
Elastic Volume Service
[ volume Backup Service
&> Virtual Private Cloud

J>  Elastic Load Balance

I
)

Elastic IP

Step 2

Cloud Eye

Step 3

Recently Visited Services: Cloud Eye

Bare Metal Server
FunctionGraph

Dedicated Cloud

Security & Compliance
Anti-DDoS

DDoS Mitigation
Advanced Anti-DDoS
Web Application Firewall
Vulnerability Scan Service
Host Security Service
Container Guard Service

Data Security Center

D

bc10ea02-f8bb-4c53-b877-8befde7454f0-vda
d6ff613b-b88f-443a-8391-cc4fe7149628-vda

ef306db6-8510-45ff-a779-3c5c44a14d7b-vda

Figure 8-16

Object Storage Service

) § Volume Backup Service
Object Storage Service
Data Express Service
Scalable File Service
CDN

Dedicated OBS

Application

Application Orchestration Service
Software Repository for Container
ServiceStage

Cloud Service Engine

Cloud Service Engine ServiceComb

Figure 8-17

In the navigation pane, choose Server Monitoring.

Server Monitoring (?) ® Operation Guids

Name - Q

Simple Message Notification

Server Migration Service

Operation

View Metric = Create Alarm Rule

View Metric = Create Alarm Rule

View Metric | Create Alarm Rule

Log in to the Huawei Cloud console and choose Cloud Eye from the service list.

Q

Elastic Cloud Server

Domain Name Service

NAT Gateway

Elastic IP  §
Cloud Connect

VPC Endpoint

Global Accelerator

Management & Governance

Identity and Access Management
Simple Message Notification
Cloud Trace Service

Log Tank Service

@ Agent permissicns have not been configured for servers in the current regicn. Configure the permissions se that you can install the agent to menitor the serw

Name/ID

bc10ea02-f8bb-4c53-b877-8bef. {\

d6ff613b-bBEf-4433-8391 -ccaf

ef306db6-8510-45ff-a779-3c5¢ {\

Install Agent on Al Servers

IP Address ECS Status Agent Status (7)

Running ney has b

Running o agency ha

Figure 8-18

A Running No agency has bee

CPU Usage ...

065%

0.97%

Memory Usa..  Disk Usage .

( Optional ) On the displayed page, select the ECS where the agent is to be

Virtu

Gauss
Gauss
Gauss
Distrik
Data F

Data 4

Migre
Cloud

Server

Object

El Ent

Conve

installed. (If there are ECSs on which the agent is not installed) 1. Install the agent
in one click. If the agent has been installed, skip this step.
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Server Monitoring (2 ® Operation Guide
Install Agent on Selected Servers | Install Agent on All Servers
n Name/ID IP Address ECS Status Agent Status @ CPU Usage.. = Memory U...
Zsa_tl;;f?j-aSaf-azas-sffo-cdaemcdoeb A Running No agency has been confi..  027%
et A Running No agency has been confi..  0.62%

695d8564-2a37-4169-89a6-dbdd956a150f <

Step 4
monitoring data.

Name/ID IP Address ECS Status

test A
bc10ea02-f8bb-4¢53-b877-8bef... 4 I

Figure 8-19

Agent Status  (2) CPU Usage ...

Memory Usa...

Disk Usage ... Tag

Figure 8-20

OS Monitoring, Basic Monitoring, and Process Monitoring are available.

Disk Read I0PS @)

8.2.2.3 Event Monitoring
Step 1

Disk Read Bandwidth (2

Disk Write IOPS ()

Figure 8-21

Disk Write Bandwidth (3

KEfs

Outband Incoming Rate ()

s

Locate the target ECS and click View Metric in the Operation column to view its

Operation

c | Create Alarm Rule

In the navigation pane, choose Event Monitoring. All system events and custom

events generated in the last 24 hours are displayed by default. Locate the target
event and click View Graph in the Operation column to view its graph.



HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 285

1h 3h 12h 7d 30d = C
g our, Statistic; Sum

Dashboard Settings Rollup algorithm parameters: Periad: 1 h

B System events [ Custom events

Custom Monitaring

t Manitoring I

Event Type Event Name Event Source Quantity  Last Occurred At Operation

~  System Event Set bucket policy Object Storage Service 2 Aug 05, 2022 09:46:43 GMT+08:00 reate Alarm Rule

< System Event | Set bucket policy

1h 3h 12h 1d 7d 30d Aug 04, 2022 085907 X - Aug 05,2022 085907 X C
Settings Rollup algorithm parameters: Period: 1 hour, Statistic: Sum

B systs it

Filter

Figure 8-22
Step 2 On the Event Monitoring page, click Create Alarm Rule in the upper right corner.

1h 3h 12h “ 7d 20d - C

Settings Rollup algorithm parameters: Period: 1 hour, Statistic: Sum

Count @ System events [ Custom events

Figure 8-23
Step 3 Configure the alarm rule name, policy, notification, and other parameters as

prompted.

e Name: alarm-test
e Event Type: System event
e Event Source: Elastic Cloud Server
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e  Monitoring Scope: All resources
e Method: Configure manually
e Alarm Policy: Retain the default setting.

+* Name alarm-test

Description

0/256
+* Resource Type
+* Event Type Custom event
+ Event Source Elastic Cloud Server v
+ Monitoring Scope Specific resources
+* Method Configure manually
Figure 8-24
® Notification Object: abc (created during preparation)
e Retain the default settings for other parameters.
s Alarm Policy
Batch Edit The alarm policy for disabling the server will take effect after you enable CTS.
Event Name Trigger Mode Alarm Policy
Scheduled migration co... = Immediate tri.. ¥ Occurrences Count
Scheduled migration fa.. = Immediate tri.. Occurrences Count
Local disk replacement ... = Immediate tri.. Occurrences Count
Local disks being replac.. ¥ Immediate tri.. ¥ Occurrences Count
Local disks replaced - Immediate tri.. ¥ Occurrences Count
Local disk replacement ... = Immediate tri.. ¥ Occurrences Count
@ Add Alarm Policy You can add 2

Alarm Notification ()

% Notification Object abc > | C

Create an SMN topic and click refresh to make it available for selection

% Notification Window  Daily 00:00 - 23:59 ®

* Trigger Condition Generated alarm
Figure 8-25

After you create the alarm rule, if the metric data triggers the present alarm policy, Cloud
Eye will immediately send SMN notifications.
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Step 4
successfully created.

Name -
Name/ID Resource Type 7 Monitored Obiject Alarm Policy Status Y7
Elastic Cloud Server-Reboot ECS Immediate
trigger
alarm-test 99

Elastic Cloud Server Al resources

Immediate trigger

Elastic Cloud Server-Stop auto recovery

Enabled abc

Figure 8-26

8.2.3 AOM

Notification Group/Topic

Check whether the status of the alarm rule is Enabled. If yes, the alarm rule is

Operation

View Details = Modify = More v

AOM is a one-stop, multidimensional O&M management platform for cloud applications.
It monitors applications and related cloud resources in real time, analyzes application
health status, and provides flexible data visualization functions. It helps you detect faults
in a timely manner and monitor running status of applications, services, and other

resources in real time.

By setting alarm rules, you can learn about the resource usage, trend, and alarms of
hosts in a timely manner. Administrators can quickly respond to exceptions to ensure

smooth host running.

AOM also provides powerful log management capabilities. You can quickly search for
required logs among a large quantity of logs, and dump logs to buckets for long-term
storage. You can also set statistical rules so that AOM periodically counts keywords and
generates metric data for real-time system performance and service monitoring.

8.2.3.1 Alarm Monitoring
Step 1

In the service list, choose Application Operations Management.

= Service List >

&  Elastic Cloud Server Recently Visited Services: Elastic Cloud Server

&Y Relational Database Service

DDoS Mitigation
NN i
fit Auto Scaling Advanced Anti-DDoS

& Bare Metal Server Web Application Firewall

Vulnerability Scan Service
[ ] Elastic Volume Service
Host Security Service

&l volume Backup Service Container Guard Service

&> Virtual Private Cloud Data Security Center

Database Security Service
], Elastic Load Balance

Data Encryption Workshop
) :
) Hlastic IP Cloud Certificate Management Ser..
Situation Awareness

Managed Threat Detection

Compliance Compass

Media Services

Live

MPC

Cloud Eye Object Storage Service

Uruateu Wb

Application

Application Orchestration Service

Software Repository for Container
ServiceStage

Cloud Service Engine

Cloud Service Engine ServiceComb
Distributed Cache Service DCS

Distributed ice

Distributed Message Service (for K

Distributed Message Service (for R

Distributed Message Service (for R

Application Performance Manage

Application Operations Managem.

Application Service Mesh
AP| Gateway

Cloud Performance Test Service

Q

Simple Message Notification Server Migration Se|

LlUUal ALEET AL

Management & Governance
Cloud Eye

Identity and Access Management
Simple Message Notification
Cloud Trace Service

Log Tank Service

Tag Management Service

Resource Management

Business Applications

Cognitive Engagement Center
Application & Data Integration pla.

Workspace

Cloud Communications

Message & SMS
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Figure 8-27
Step 2 In the navigation pane, choose Configuration Management > Agent Management.

On the displayed page, click Install ICAgent.

Note: ICAgents collect metrics, logs, and application performance data. For hosts
purchased on the ECS or BMS console, manually install ICAgents.

AOM Agent Mandgement

Other: user-defined no... =

Node Name = Node IP Address |= ICAgent Status |= ICAgent Version |= Java Probe Version |= Updated At |=

No ICAgent installed. First install it. Learn how to install the ICAgent

& Install ICAgent

Figure 8-28

Step 3 On the displayed page, enter the AK/SK downloaded in section 7.2.1.1 and copy the
installation command.

Install ICAgent

Host HUAWEI CLOUD host Non-HUAWEI CLOUD host
s
Installation Mode Obtain AK/SK Create Agency

You can install ICAgent in either of the above ways. If you have installation for multiple host:

please refer to Inherited Batch Installation

Enter the AK/SK to generate the installation command. How to
Obtain an AK/SK?

AK
SK X9cExF
Copy Command
Turn off command history to prevent the AK/SK from being stored.
Command Generated Copy Command
set -o history;
curl http://icagent-ap-southeast-1.obs.ap-southeast-

1.myhuaweicloud.com/ICAgent_linux/apm_agent_install.sh >
apm agent install.sh 8& REGION=ap-southeast-1 bash

apm_agent _install.sh -ak U6VASLTVT7UPHIODM37B -sk
kGo1Pul1LbE9OKgnVVSnvX11UIUtoX9cExFkZx63T -region ap-
southeast-1 -projectid 4e64821a46284feb831ecfc76bc70a6b -
obsdomain obs.ap-southeast-1.myhuaweicloud.com -accessip
100.125.6.104;

Figure 8-29

Step 4 Log in to the test ECS and run the copied command to install the ICAgent. If
ICAgent install success is displayed, the installation is complete.
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Figure 8-30
Step 5 Return to the Agent Management page and refresh the page. If the ICAgent status
of the test ECS is Running, the ICAgent is successfully installed.
Other: user-defined no... =

Java Probe Version |=

Agent Man@gement

ICAgent Version |=

£ Install ICAgent TJ Uninstall ICAgent
Node Name |= Node IP Address |= ICAgent Status |= Pty
192.168.1.56 Running 5.12.98 1047

test

Figure 8-31

In the navigation pane, choose Alarm Center > Alarm Rules. Then, click Add Alarm

Step 6
in the upper right corner.

o

AOM Alarm Rules @
T ule List tic 1T
Alarm Name = Status J= Rule Type J= Resource Type = Template |= Started or Stopped Operation
Figure 8-32
Step 7  Add an alarm rule:

e Rule Name: cpu-usage

Basic Information

Rule Name Cpu-usage

Description
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Figure 8-33
® Rule Type: Threshold Rule

e Monitored Object: Select resource objects
® (lick Select resource objects.

Alarm Rule Settings

Rule type Threshold Rule Event alarms
+* Monitored Object Select resource objects Command Input

Select a resource object to monitor.

Select resource objects

Figure 8-34
e Add By: Resource

®  Metric Name: Host/Host/CPU usage (This metric is used as an example. Trainees can

select a metric based on site requirements. It may take a while to discover a newly
deployed ECS.)

e Select indicator dimensions: test

Select Monitored Object

Add By Dimension

Metric Name Host / Host / CPU usage hd

Select indicator dimensions

Host name Dimension

test Host IP=192.168.1.56; Host ID=bc10ea02-f8bb-4c53-b877-8befde745410;

5 v Total Records: 1

Cancel Clear

Figure 8-35
e Alarm Condition: Custom

e Trigger conditions: 2 | 2 | Avg. | >=| 80 | Major (This condition is used as an example.
Trainees can configure trigger conditions based on site requirements.)
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# Alarm Condition Template

Trigger Condition ~ When Monitored Object , during recent | 2count ¥ | monitoring periods, for | 2count ¥ Avg v || > ~ 80

When, the Major ¥ | a{xod alarm will be generated.

Advanced Settings

Alarm Tag @ Add Tag

Alarm Annotation @ Add Annotation

Alarm Notification

Alarm Mode Direct Alarm Reporting Alarm Noise Reduction

Action Policy

Figure 8-36

Step 8 Check whether the status of the created rule is Started. If yes, the alarm rule is
successfully created.

Rule List Static Threshold Template
All alarms - All types A Q C
Alarm Name |= Status |= Rule Type = Resource Type |= Template |= Started or Stopped Operation
v cpu-usage Normal Multi-resource thresho..  Host N/A Started Modify ~Delete More v
10 v Total Records: 1 1

Figure 8-37

Step 9 In the navigation pane, choose Overview > O&M. On the displayed page, view the
monitoring information of the connected resource.

AOM o&M @
Overview - . . .
Infrastructure Monitoring c :
O&M Network traffic the last 1 hour
Cluster All dlusters - M Downlink: 7.25 K&/s M Uplink: 19.20 K&/s
Dashboard 25
Hosts \.__,—/_
Alarm Center v Nor G 3/0 15 _[_\—J_\_J_\_/_
1
Monitoring - K_ __f' e — e —
CPU Usage Y
Log v 16:41 17:41
Used/Total 0.67/12 Core
Configuration - CPU and memeory usage the last 1 hour
Management M M cPU Usage: 5.583 9% M Mem Usage: 17.913 %
Physical mem 100
Application Performance » 80
Management 4 Used/Total 4.14/2311GB 60
— 40
Help Center [(ETJ 20 7
0 \
16:4 17:41
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Figure 8-38
8.2.3.2 Log Collection

When a host system is abnormal, its logs will contain many errors. To identify an
exception in a timely manner, you can use AOM to count the number of errors in logs
and set alarm rules.

Step 1 In the navigation pane, choose Log > Log Dumps. Then, click Add Log Dump in the
upper right corner.

AOM Log Dumps @

[~ ]
Figure 8-39

Step 2 Add a log dump:

e Dump File Format: Custom file

e Dump Mode: Periodic dump

® Log Type: System

®  (Cluster Name: Custom Cluster

® Host: 192.168.3.219 (private IP address of the test ECS)

e Log Group: syslog

e Target OBS Bucket: test-aom-hcip (created during preparation)
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* Dump File Format

* Dump Mode

* Filter Criteria

* Log Group

#* Dump Cycle

* Target OBS Bucket

One-off dump

+* Log Type

Host

syslog

2 minutes

test-aom-hcip

System v % Cluster Name Custom Cluster v

192.168.1.56 v

v C View OBS

@ AOM does not have OBS bucket read and write permission. When you click the OK button, the system will automatically authorize OBS

OBS Bucket Directory

m (anCEI

Figure 8-40

Step 3 View the creation time and last dump time on the log dump page.

Periodic Dumps One-Off Dumps
Select All All tasks - All cycles - Q C
Log Group/B.. J|= OBSB.. J|= OBSBucket.. DumpFor. Dum.. J= Created At |= Last Dump Time = Operation
v syslog test-aom-hcip Original fo..  2minutes Operation v

Figure 8-41

Step 4 In the navigation pane, choose Log > Log Buckets. Then, click Add Log Bucket.

Note: This log bucket will be used when you create a statistical rule.

AOM

Overview

Alarm Center

Monitoring

Log

Log Search

Log Files

Path Configuration

Log Buckets

Log Dumps

Statistical Rules

Log Buckets ®

Bucket Log Bucket List
() Add Log Bucket
Description
4
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Figure 8-42
Step5  Add a log bucket:

® Log Bucket: syslog
e Log File: System | Custom Cluster | 192.168.3.219 | syslog
Note: 192.168.3.219 is the private IP address of the test ECS.

Log Files
Component System Host

Cluster Name Host Log File Path Operation
Cluster cluster-hcip

Custom Cluster 192.168.1.56 syslog Delete
& custer custom cluster
B 192.168.1.56
syslog
Figure 8-43

Step 6 In the navigation pane, choose Log > Statistical Rules. Then, click Create Statistical
Rule in the upper right corner.

AOM isti Q)
Statistical Rules @ + Create Statistical Rule

Figure 8-44
Step 7 Create a statistical rule:
®  Rule Type: Keyword
e Rule Name: count-error

e  Keyword: error
e Log Bucket: syslog



A

HUAWEI HCIP-Cloud Service Solutions Architect Lab Guide Page 295

Basic Information

Rule Type Keyword v
Rule Name count-error
Keyword error ®

Description

Log Bucket syslog v C

Figure 8-45

Step 8 Locate the created statistical rule and click Adding a threshold rule in the Operation

All Rule Types v Q C
Rule Name |= Log Bucket |= Rule Type Keywords |= Metric Threshold Rule Operation
count-error syslog Keywords error _ N/A Operation v

Adding a threshold rule

Edit

Delete

Figure 8-46
Step 9  Create a threshold rule:

e Alarm Name: count-error

e  Statistic Method: Average

e  Statistical Cycle: 1 minute

e Threshold Condition: >=| 3

e  Consecutive Period (s): 1

e  Alarm Severity: Minor

e Send Notification: Yes

e Topic: abc

e Trigger Condition: Threshold crossing
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Threshold Settings

#* Alarm Name count-error

Metric Name count-error

Resources keyWord=error pailld=868a71de-6d05-435f-bbb&-ba...
* Threshold Condition >= v 3
# Consecutive Period (s) 1 v

Description

5/255
#* Alarm Severity Minor v
Figure 8-47
* Alarm Severity Minor v

#* Send Notification Mo

The threshold alarm basic function is free, triggering the threshold

alarm message sent by the message Not mponent, which may
produce a small fee, and the specific cost is settled by the message
Notification Component. Learn about cost estimates and billing details

+ Topic abc v C

If you need to create a new topic
, please go to the SMN page. Ensure the topic has been authorized on
the SMN page, and APM is selected so services can publish messages.
Otherwise, threshold notifications will not be sent. For further details
please Configuring Topic Policies.

#* Trigger Condition Threshold crossing Normal

Data insufficient sending event
Figure 8-48

After the threshold rule is created, if the statistical result exceeds the threshold, an SMS
message or email notification will be sent immediately. O&M personnel can then locate
and rectify the fault at the earliest time.

8.2.3.3 CCE Cluster Monitoring

Step 1 Create a CCE cluster. For more information, see CCE-related sections.

Note: This CCE cluster will be monitored by AOM.
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Cloud Container Engine

No cluster available yet, create a cluster first.

View help Go to Cluster Console

CCE Cluster

A new generation of CCE products, faster and stronger Standard version cluster, providing basic container cluster services
Computing acceleration: 100% container uninstallation, improving Hybrid heterogeneous resources, providing rich high-performance
application running efficiency. computing capabilities.
Network acceleration: Container pass-through network for smoother and Cloud-native network technology and high-performance container
more secure application interaction. network experience.

Figure 8-49

Create a cluster:

Region: CN-Hong Kong

Billing Mode: Pay-per-use

Cluster Name: cluster-cce (user-defined)

Version: v1.19

Management Scale: 50 nodes

Number of master nodes: 1

Network Model: VPC network

VPC: vpc-1 (Reuse the created VPC or customize one.)

Subnet: vpc-1-subnet (Reuse the created subnet or customize one.)

Create a node:

Billing Mode: Pay-per-use

AZ: Random

Node Type: VM node

Specifications: 4cores | 8GB

System Disk: Use the default setting.

Data Disk: Use the default setting.

OS: Default

Node Name: Use the default name or customize one.
Password: Customize one.

Subnet: vpc-1-subnet (Reuse the created subnet.)
EIP: Do not use

Login Mode: Password
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Step 2 In the service list, choose Application Operations Management. In the navigation
pane, choose Overview > O&M to view monitoring information. You can monitor
resources, applications, and application user experience on this page. You can also
monitor the running status of the CCE cluster.

Infrastructure Monitoring c i Application Monitoring
K8/s M Uplink Bytes/s
E
P e
L I
Figure 8-50
Step 3 In the navigation pane, choose Monitoring > Host Monitoring. You can monitor

host resource usage and health status of the CCE cluster, as well as the usage of
common system devices such as disks and CPUs.

Host Monitoring @

Figure 8-51

Step 4 In the navigation pane, choose Monitoring > Container Monitoring to view
information about plug-ins and containers in the CCE cluster.

AOM Container Monitoring @

Status: ALL Cluster Name: ALL Namespace: ALL

Workioad = Status | Cluster = Physical Memory (MB) | CPU Usage (%) |=
Monitoring

512MB [ 06%

1500MB . 36%

300MB - 6%

Figure 8-52

8.3 Clearing Resources

Step 1 Delete the SMN topic.
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In the service list, choose Simple Message Notification. In the navigation pane, choose
Topic Management > Topics. In the right pane, locate the topic created in this exercise
and choose More > Delete in the Operation column.

Step 2 Delete the alarm rule.

On the AOM console, choose Alarm Center > Alarm Rules in the navigation pane, locate
the alarm rule created in this exercise, and click Delete in the Operation column.

Step 3 Delete the statistical rule.

On the AOM console, choose Log > Statistical Rules in the navigation pane, locate the
statistical rule created in this exercise, and click Delete in the Operation column.

Step4  Delete the log bucket.

On the AOM console, choose Log > Log Buckets in the navigation pane, locate the log
bucket created in this exercise, and click Delete in the Operation column.

Step 5 Delete the log dump.

On the AOM console, choose Log > Log Dumps in the navigation pane, locate the log
dump created in this exercise, and click Delete in the Operation column.

Step 6 Delete the ECS.
® In the service list, choose Elastic Cloud Server under Compute. In the ECS list, locate
the ECS created in this exercise and choose More > Delete in the Operation column.

® |n the displayed dialog box, select the check boxes shown in the following figure and
click Yes.

Step 7 Delete the security group.

In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Access Control > Security Groups. In the security group list, locate the
security group created in this exercise and click Delete in the Operation column.

Step 8 Delete the subnet and VPC.

® In the service list, choose Virtual Private Cloud under Networking. On the network
console, choose Subnets. In the subnet list, locate the subnet created in this exercise
and click Delete in the Operation column.

®  On the network console, choose My VPCs. In the VPC list, locate the VPC created in
this exercise, and click Delete in the Operation column.

8.4 Quiz
Question: How does AOM obtain a custom host IP address on the Agent management
page?
Answer: By default, AOM traverses all NICs on a VM and obtains the IP addresses of the
Ethernet, bond, and wireless NICs based on priorities in descending order. To ensure that
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AOM obtains the IP address of a specific NIC, set the IC_NET_CARD=Desired NIC name
environment variable when starting the ICAgent.



