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Huawei Certification System

Huawei Certification follows the "platform + ecosystem" development strategy,
which is a new collaborative architecture of ICT infrastructure based on "Cloud-Pipe-
Terminal". Huawei has set up a complete certification system consisting of three
categories: ICT infrastructure certification, Platform and Service certification and ICT
vertical certification. Huawei certification is the only all-range technical certification in
the industry. Huawei offers three levels of certification: Huawei Certified ICT Associate
(HCIA), Huawei Certified ICT Professional (HCIP), and Huawei Certified ICT Expert
(HCIE). The certification covers all ICT fields and complies with the industry trend of ICT
convergence. With its leading talent development system and certification standards,
Huawei is committed to fostering new ICT talent in the digital era and building a sound
ICT talent ecosystem.

Huawei Certified ICT Professional-Internet of Things Developer (HCIP-loT
Developer) is designed for field engineers from Huawei and representative offices or
anyone who wants to learn how to use Huawei loT product technologies (university
students or loT practitioners). The HCIP-IoT Developer certification covers the HUAWEI
CLOUD IoT platform, Huawei LiteOS, and IoT communication technologies (wireless
communication and loT gateway).

Stay on the cutting edge with Huawei certification.



S

HUAWEI Huawei loT Certification Training Lab Guide Page 2

2 HUAWEI

g

GaussDB8
Data Center
WLAN

LTE

Huawei Certification
loT

z ]

Huawei Certification System




S

HUAWEI Huawei loT Certification Training Lab Guide Page 3
About This Document
Overview
This document is intended for candidates who are preparing for the HCIP-loT Developer
exam or anyone who wants to understand Huawei's full-stack 10T solution.
Description

This document consists of 8 parts, including a basic Huawei LiteOS exercise, case
exercises for reporting data to MQTT Broker, and a comprehensive exercise.

Exercise 1 is an exercise for operating system kernel implementation based on
Huawei LiteOS. It helps you master the use of Huawei LiteOS functional modules.

Exercise 2 is a BearPi exercise about how to control the LCD and blink the LED. It
helps you understand the working principles of the development board.

Exercise 3 is a device-cloud synergy exercise using Wi-Fi for a smart agriculture case.
It helps you master smart agriculture development.

Exercise 4 is a device-cloud synergy exercise using Wi-Fi for smart smoke detectors. It
helps you master smart smoke detector development.

Exercise 5 is a device-cloud synergy exercise using Wi-Fi for smart manhole covers. It
helps you master smart manhole cover development.

Exercise 6 is a device-cloud synergy exercise using Wi-Fi for human body sensors. It
helps you master human body sensor development.

Exercise 7 is a device-cloud synergy exercise using Wi-Fi for vending machines. It
helps you master vending machine development.

The comprehensive exercise aims to implement device-cloud synergy using smart
logistics and smart street lamps. It helps you master device-cloud synergy
development based on LiteOS.

Background Knowledge Required

This course is specifically designed for the HCIP-IoT Developer certification. To complete
this course, you need to:

Have basic C language programming ability
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Lab Environment Overview

Device Introduction

To meet exercise requirements, the following environment configurations are
recommended:

The following table lists the devices required.

Device Name Model

BearPi development board suite:
1. BearPi-loT motherboard
loT development

board suite 2. Communications expansion board: Wi-Fi

3. Case expansion boards: smart agriculture, smart smoke
detector, smart logistics, and smart street lamp

MQTT Broker EMQ X Broker 4.2.0

Exercise Environment Preparation

Device Check

Before the exercise, each group of candidates should check whether the devices are
ready. The following table lists the exercise devices.

Device Name Quantity Remarks

The device can access the

Laptop One for each candidate public network.

loT development board

suite One set for each group BearPi development suite
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Huawei LiteOS Kernel Exercise

1.1 Introduction

1.1.1 About This Exercise

In this exercise, you will use LiteOS Studio to develop loT devices and use LiteOS to
control the loT development board.

1.1.2 Objectives

e Master how to use LiteOS Studio.
® Master how to execute LiteOS tasks.
® Become familiar with the LCD.

® Become familiar with the LED and buttons of the development board.

1.2 Tasks
1.2.1 Opening a LiteOS Project

Step 1 Decompress the downloaded project.

Decompress the LiteOS_Lab_HCIP_EN.rar file to the root directory of any disk. Ensure that
the path does not contain Chinese characters or spaces.

LiteOS_Lab HCIP_EN
B Lite0S Lab HCIP EN.rar

Step 2 Open the project.
Open the installed LiteOS Studio.
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) Fle Edit Selecon View Go Run Terminal Help HUAWEI LiteOS Studio - Untitied (Workspace) - HUAWEI-LiteOS-Studio

B384

) HUAWEI LiteOS Studio X

Add Folder

You can al

aURL Tol

use git anc /-'
Clone Repository

HUAWEI LiteOS Studio
|

Choose File > Open Folder in the upper left corner and select the LiteOS_Lab_HCIP_EN
folder.

°) File Edit Selection View Run Terminal Help LiteOS_Lab_HCIP_EN - HUAWEI-LiteOS-Studio

EXPLOF
 OPEN EDITORS
 LITEOS LAB_HOIP EN

1.2.2 Running the HelloWorld Task

Step 1 Open hello_world_demo.c.

Choose LiteOS_Lab_HCIP_EN > targets > STM32L431_BearPi > Demos >
hello_world_demo > hello_world_demo.c.
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ilglfi ke reate( d",app_hello_world_entry, ,0%408,
emplate

emo.mk

Step 2 Modify the .config file.

Choose targets > STM32L431_BearPi > .config.

Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the .config file.
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«config X

~* OPEN EDITORS

£ Project

CONFIG_USER_DEMC 11lo_world_demo™
# NB-IoT
#CONFIG_BOUDICA158 ENABLE=y
# WIFL
#CONFIG_OCLWM2ZMTINY ENABLE=y
#CONFIG_LWM2M AL_ENABLE=y
INFIG_WAKAAMALWM2M ENABLE=y
\FIG_TCIP_AL_ENAB
NFIG ESP3
ONFIG_ESP826
CONFIG_ESP82
# MOTT
CONFIG_MQTT_AL_ENABLE=y
CONFIG_PAHO MQTT=y
\FIG_PAHO_CONNECT_TIMEOUT=16688
ate ONFIG_PAHO_CMD_TIMEOU
emplate NFIG_PAHO_LOOPTIMEQU
etlight_template IFIG_PAHO_SND
“ONFIG_PAHO_|

track template

Step 3 Modify the iot_config.h file.

Choose targets > STM32L431_BearPi > iot_config.h.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the iot_config.h file.
Z) Ele Edit Selection View Go Run Terminal Help iot_config.h - LiteQS_Lab_HCIP_EN - H
&
iot_configh X

nfig.h FIG

"hello

c_agriculture_template

yud_map_demo
nfrared_template
_template
e_template
ight_template
. template

Step 4 Configure the project.
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Click . on the toolbar.

app_hello world_entry()

shile [fa)]
agriculture_templ [

print

standard_app_demo_main()

k_create("hel 1d",app_hello_world entry, .8x488,

= Project Config X

Board Target Board Settings

Operation Boart e ProductName Core
Hisilicon Hi3861v100 WiFi loT LinxCore131
ST STM32F103ZE STM32F103ZE Cortex-M3
ST STM32F429IG STM32F429IG Cortex-M4.
ST STM32L431RC STM321431RC Cortex-M4

ST STM32F769NI STM32F769NI Cortex-M7

Confirm

Choose Compiler, click ! on the right of Makefile Script, and click Confirm. If the

Makefile script cannot be found, click n and select the Makefile script in the
targets\STM32L431_BearPi\GCC directory of the project. Set Make Builder based on the
installation directory and click Confirm.
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< Project Config X

Compiler Settings

‘Compiler

er
Debugger Col er Type: | arm-none-eabi
Serial Port

“ath:  \tools\arm-none-eabi\bin

er:  \tools\build\binymake.exe

:  targets\STM321431_BearP\GCC\Makefile

(i) The auto searching is completed, please click confirm

g, please wait..

Choose Burner, set Burning Mode to OpenOCD, and click Confirm. Set Burner Path based
on the installation directory.
Project Config X

Burner Settings

For burning, p ct the burning set the burner the burning file, etc

OpenOCD

Burner Path: | \tools\openocd-0.10.0\bin-x64

-f interface/stlink-v2-1.cfg -f target/stm32l4x.cfg

Confirm

Step 5 Compile the program.

Click on the toolbar and wait until the compilation is complete. A message is
displayed indicating that the Huawei_LiteOS.bin file is generated.
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HUAWEI
hello_world_demo. - LiteOS_Lab_HCIP_EN - HUAWEI-LiteOS-Studio

Run Terminal Help

ElE |18

?) File Edit Selecti

world_entry()

>_world_entry,NULL,
3: Task - Build v + D @ A~

> uart_at
ne-e
arm-none-aabi -ob
Terninal will be reused by tasks, press any key to close it. erform build tasks

> OUTLINE
> TIMELINE

Step 6 Configure the development board.
Set the switch of the serial port mode to AT<->MCU, and connect the development board

to the PC using a USB cable.

Step 7 Burn the program.
Access Project Config, choose Burner, set Burn Files to Huawei_LiteOS.bin, and click

Confirm.
= Project Config X

Burner Settings
et the burner

the burni

urning, pleas

OpenOCD

Burner Path: | \tools\openocd-0.10.0\bin-x64

-f interface/stlink-v2-1.cfg -f target/stm32l4x.cfg

Atargets\STM321431_BearPNGCC\build\Huawei_| ¥

Confirm
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Open the hotspot on the phone, click B on the toolbar, and wait for the burning to
complete.

File Edit  Se Run Terminal Help

&=

v OPEN EDITORS t v ¥ hello

Project Config

agriculture template

1d",app_hello_world entry,

TERMINAL 4: Task - Bumer v + 0@ ~
warn

wrote 0 bytes from file e:/Lite0S_Studio/HCIPEN/Lite0S_Lab HCIP_EN/targets/"
0T UNETE (0 WALC FeqUes (e Speed Soa using asg

Info : Unable to match requested speed 56 kHz, using 480 ki

adapter spe

shutdoun command in

|_BearPi/GCC/build/Huawei_Lite0S.bin i 6945 (21.851 KiB/s)

> OUTLINE Terminal will be reused by tasks, press any key to close it.

rform build tasks

Step 8 View the result.
Click m on the toolbar to open the serial port terminal, set the baud rate to 115200,

and enable the serial port. The following information is displayed in the receiving area:
Hello World! This is BearPi!

‘SERIALPORT TERMINAL

BaudRate 115200 v  Che None v DataBit 8 v SwopBit 1 v

Sending Area Format | Siring

> OUTLINE

1.2.3 Managing Tasks

Step 1 Add the code of task2.

In hello_world_demo.c, add the code for executing task2.

static int task2()
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while (1)

{
printf("This is Task2!\r\n");
osal_task_sleep(4*1000);

hello_world_demao.c X

32L431_BearPi » De > he orld_demo »

ic int app_hello world_entry()

while (1)

I
printf({“Hello World! This is BearPi!\r\n");
osal task sleep(4*1668);

ic int task2()

while (1)
I
printf{"This is Task2!
osal_task_sleep{4*1688);

Step 2 Create task2.

osal_task_create("task2",task2,NULL,0x400,NULL,2);

int standard_app_demo_main()

I
L

osal_task_create("helloworld”,app_hello world entry,NULL,B8x488,NULL,2);

osal_task_create(” stask2,NULL ,8x486,NULL,2);
return 8;

Step 3 Compile and burn the program and view the result.

Compile and burn the program, open the serial port terminal, and check the printed
information.

Hello World! This is BearPi! and This is Task2! are printed alternately.
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Step 4 Delete the Helloworld task from task2.
Add a task ID.

void* task id;

task id;
int app_hello world entry()

while (1)

I
printf{"Hello World! This is BearPi!\r\n"};
osal task sleep(4*1868);

1
J

1
A

Get the task ID.

task_id = osal_task_create("helloworld",app_hello_world_entry,NULL,0x400,NULL,2);

Add the code for deleting the task.

int num = 0;

while (1)

{
printf("This is Task2!\r\n");
num-++;
if(num == 5){

osal_task_kill(task_id);

}
osal_task_sleep(4*1000);
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int num =
while (1)
{

~ 1%

printf("This is Task2!\r\n");

AUm+

if{num == 5){

osal task kill(task id);
1
osal task sleep(4*1688);

Step 5 Compile and burn the program and view the result.

Compile and burn the program, open the serial port terminal, and view the print

Page 15

information. After This is Task2! is printed five times, Hello World! This is BearPi! is no

longer printed.

nit:154] I0T_LTHK: DO LM LOAD-THPLEMENT RET:0

1.2.4 Creating a Mutex

Step 1 Add the code of task1.

uint32_t public_value = 0;
osal_mutex_t public_value_mutex;
static int mutex_task1_entry()
{
while(1)
{
if (true == osal_mutex_lock(public_value_mutex))
{
printf("\r\ntask1: lock a mutex.\r\n");
public_value += 10;
printf("task1: public_value = %ld.\r\n", public_value);
printf("task1: sleep...\r\n");
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osal_task_sleep(10);
printf("task1: continue..\r\n");
printf("task1: unlock a mutex.\r\n\r\n");
osal_mutex_unlock(public_value_mutex);
if(public_value > 100)
break;
}
}

return 0;

uint32 t public value = 8;
. t public value mutex;
int mutex taskl entry()

[true == osal mutex lock(public value mutex))

printf{"\rintaskl: lock a mutex.\r\
public value += 18;

printf(“taskl: public_value
printf({"taskl: sleep...
osal_task_sleep(l@};

printf ("t 1: continue...\r\
printf{"taskl: unlock a mutex.\r\n\rin”});
osal mutex unlock{public value mutex);
if(public_wvalue > 188@)

break;

Step 2 Add the code of task2.

static int mutex_task2_entry()

{
while (1)

{

if (true == osal_mutex_lock(public_value_mutex))

{
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printf("\r\ntask2: lock a mutex.\r\n");
public_value +=5;
printf("task2: public_value = %ld.\r\n", public_value);
printf("task2: unlock a mutex.\r\n\r\n");
osal_mutex_unlock(public_value_mutex);
if(public_value > 90)
break;
osal_task_sleep(10);
}
}

return 0;

printf{"\r\nta

public value +

printf ("

printf("task2: unlock a mutex.\r\n\rin");

osal mutex unlock(public value mutex);
if({public_value > 98)
break;
osal task sleep(1@);
!

1

I
return 8;

n
i)

int standard app demo main()

Step 3 Comment out the code for task management

int standard app_demo main()

Step 4 Create a mutex.
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osal_mutex_create(&public_value_mutex);

int standard_app_demo_main()
i

osal_mutex_cFeate(&public_value_mutexjﬂ
return @;

Step 5 Create task1 and task2.

osal_task_create("mutex_task1", mutex_task1_entry, NULL, 0x400, NULL, 12);
osal_task_create("mutex_task2", mutex_task2_entry, NULL, 0x400, NULL, 11);

int standard_app_democ_main()

Iy
1

osal_mutex_ create(&publi alue_mutex);
osal_task create(” (T mutex_taskl _entry, NULL, ex4ee, NULL, 12);

osal_task create(™n c t ', mutex_task2 entry, NULL, @x480, NULL, 11);

return @;

Step 6 Compile and burn the program and view the result.

Compile and burn the program, open the serial port terminal, and view the print
information. task 1 is created first, but its priority is low. Therefore, task 2 is executed in
preemption mode. task 2 obtains the mutex and performs operations on the shared
resources. When the operations are complete, task 2 is unlocked and then suspended.
task 1 obtains the mutex and performs operations on the shared resources. When the
operations are complete, task 2 is suspended. task 2 is running but cannot obtain the
mutex. Therefore, task 2 is blocked and waits to be executed. After task 1 is unlocked,
task 2 is woken up and executed.
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*: lock a muate:n.

bl

o lock a mutex.

o public ralue =

: sleep. .
. contimue. . .

o unlock a mutex.

laock a muatex.
Fl'lllb

unlock a mutex.

© lock a mutex.
o public ralue = 30
: =lesp. ..

o continue. |

: unlock a mutex.

1.2.5 Managing Memory

Step 1 Add the code of task.

Page 19

static int mem_access_task_entry()
{
uint32.ti=0;
size_t mem_size;
uint8_t* mem_ptr = NULL;
while (1)
{
mem_size = 1 << j++;
mem_ptr = osal_malloc(mem_size);
if(mem_ptr = NULL)
{
printf("access %d bytes memory success!\r\n", mem_size);
osal_free(mem_ptr);
mem_ptr = NULL;
printf("free memory success!\r\n");

}

else
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printf("access %d bytes memory failed!\r\n", mem_size);
return 0;

}

mem_size = 1 << i++;

mem_ptr = osal_malloc(mem size};
if(mem_ptr != NULL)

I

L
printf({“a

bytes memory sut ~\n", mem_size);

osal_free(mem_ptr);

mem_ptr = NULL;
printf(“free mem

printf{"ac n", mem_size};

1
J

standard app demo_main()

Step 2 Comment out the code for creating a mutex.

int standard_app_demo main()

Iy
L

Step 3 Create a memory task.
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osal_task_create("mem_access_task",mem_access_task_entry,NULL,0x400,NULL,11);

int standard app demo _main()

osal_task_create("mem_ ss_task”,mem_access_task _entry,NULL,8x488,NULL,11);

return 8;

Step 4 Compile and burn the program and view the result.

Compile and burn the program, open the serial port terminal, and check the printed
information.

free memory s

Gd bytes memory

free memorwy success!

1.2.6 Creating a Semaphore

Step 1 Add the code of task1.

osal_semp_t sync_semp;
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static int semp_task1_entry()
{
printf("task 1 post a semp!\r\n");
osal_semp_post(sync_semp);
printf("task 1 end!\r\n");
}

058l Ssemp T Sync_Semp,

itic int semp_taskl entry()

printf(“"task 1 post a semp!\ri\n");

osal semp post(sync_semp);
printf("task 1 end!\r\n");

Step 2 Add the code of task2.

static int semp_task2_entry()

{
printf("task2 is waiting for a semp...\r\n");
osal_semp_pend(sync_semp, cn_osal_timeout_forever);
printf("task 2 access a semp!\r\n");

}

int semp_task2 entry()

printf(“"task2 is waitin
osal _semp pend(sync_s
printf(“task 2 access

Step 4 Create a semaphore.
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osal_semp_create(&sync_semp, 1, 0);

printf("sync_semp semp create success.\r\n");

int standard app demo_main()

I
L

e(&sync_semp, 1, @);
¢ su

Step 5 Create task1 and task2.

osal_task_create("semp_task1",semp_task1_entry,NULL,0x400,NULL,12);
osal_task_create("semp_task2",semp_task2_entry,NULL,0x400,NULL,11);

int standard_app_demo_main()

osal_sem

printf(’

osal task cre (
osal task create("se

return @;

Step 6 Compile and burn the program and view the result.

Compile and burn the program, open the serial port terminal, and check the printed
information.

Step 7 Comment out the code for creating a semaphore.
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standard_app_demo_main()

1.3 Exercise

1.3.1 Changing the Task Priority to Print "This is Task2!" Prior to
"Hello World! This is BearPi!"
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Basic BearPi Exercise

2.1 Introduction

2.1.1 About This Exercise

In this exercise, you will control the LCD and blink the LED, which will help you
understand the working principles of the development board.

2.1.2 Objectives

e Enable the onboard LCD.

e Blink the onboard LED.

® Use GPIO to scan and detect the LED controlled by the onboard buttons.
e Use EXIT to detect the LED controlled by the onboard buttons.

2.2 Tasks
2.2.1 Displaying a String on the Onboard LCD

Step 1 Import the header file of the LCD.

#include "lcd.h"
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while (1)

I
printf{"Hello World! This is BearPi
osal_task sleep(4 * 1068);

Step 2 Add the code for clearing the LCD.

Page 26

LCD_Clear(BLACK);

standard_app_demo_main()

LCD Clear(BLACK);

Step 3 Add the code of the content to be shown on the LCD.

POINT_COLOR = GREEN;
LCD_ShowsString(10, 10, 200, 16, 24, "Welcome to LiteOS");

standard app demo main()

LCD Clear( };
POINT_COLOR = ;

LCD ShowString(le, 18, 2ee, 16,

Step 4 Compile and burn the program and view the result.
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Compile and burn the program, and check whether the LCD displays Welcome to LiteOS.

LR AR B 1’!"'!}"4'}'{“ e 10 203040506 w7 @ 07

Welcome to Lite0S g A

(S) HUAWE: Lreeos

loTCluB

2.2.2 Blinking the Onboard LED

Step 1 Add the LED blinking code.

static int led_task()
{
GPIO_InitTypeDef GPIO_InitStruct;
GPIO_InitStruct.Pin = GPIO_PIN_13;
GPIO_InitStruct.Mode = GPIO_MODE_OUTPUT_PP;
GPIO_InitStruct.Pull = GPIO_NOPULL;
GPIO_InitStruct.Speed = GPIO_SPEED_FREQ_LOW;
HAL_GPIO_Init(GPIOC, &GPIO_lInitStruct);
while (1)
{
HAL_GPIO_WritePin(GPIOC, GPIO_PIN_13, GPIO_PIN_SET);
osal_task_sleep(1*1000);
HAL_GPIO_WritePin(GPIOC,GPIO_PIN_13,GPIO_PIN_RESET);
osal_task_sleep(1*1000);
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led task()

GPIO InitTypeDef GPIO InitStruct;

GPI0 InitStruct.Pin =

GPIC InitStruct.Mode =

GPIO InitStruct.Pull =

GPIO InitStruct.Speed =
HAL_GPIO_Init(GPIOC, &GPIO_InitStruct);

while (1)
{
HAL_GPIO WritePin(GPIOC, , GPIO_PIN_SET);
osal task sleep(1*1888);
HAL_GPIO WritePin(GPIOC, ,GPIO_PIN RESET);
osal_task sleep(l*1@e8);

standard app demo main()

Step 2 Create an LED blinking task.

osal_task_create("led_task",led_task,NULL,0x400,NULL,2);

standard_app_demo_main()

LCD Clear( )i
POINT_COLOR = 2
LCD ShowString(1@, 1@, 200, 16, 24, "W

osal task create("led t ',led task, ,8x408, 22);

return @;

Step 3 Compile and burn the program and view the result.

Compile and burn the program, and check whether the LED blinks.
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2.2.3 Using GPIO to Scan and Detect the LED Controlled by the
Onboard Buttons

Step 1 Comment out the LED blinking loop code.
static int led task()

GPICO InitTypeDef GPIO Initstruct;
GPIC InitStruct.Pin 3
GPIO InitStruct.Mode = GPIC

GPIC InitStruct.Pull = GPIO_

while (1)

Step 2 Add the button judgment code.

if(HAL_GPIO_ReadPin(GPIOB,GPIO_PIN_2)==GPIO_PIN_RESET)
{

HAL_GPIO_WritePin(GPIOC, GPIO_PIN_13, GPIO_PIN_SET);
Yelse if(HAL_GPIO_ReadPin(GPIOB,GPIO_PIN_3)==GPIO_PIN_RESET)

{
HAL_GPIO_WritePin(GPIOC, GPIO_PIN_13, GPIO_PIN_RESET);
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int led task()

GPIO InitT ef GPIO InitStruct;
GPIO InitStruct.Pin :
GPIO InitStruct.Mode

GPIO InitStruct.Pull

GPIO InitStruc

HAL_GPIO Init(C

while (1)

M

if(HAL_GPIO_ReadPin(GPIOB,GPIO_PIN_2)
{

HAL_GPTO_WritePin(GPIOC, GF 13
}else if(HAL_GPIO_ReadPin(GPIOB,GPI0_PTI
il
LY

o

HAL_GPIO WritePin(GPIOC, GF

Step 3 Compile and burn the program and view the result.

Compile and burn the program. Press the F1 button in the lower right corner of the
development board to turn on the LED, and press the F2 button to turn it off.

2.2.4 Using EXIT to Detect the LED Controlled by the Onboard
Buttons

Step 1 Add the key1 interrupt processing function.

static Key1_interrupt_entry()
{
HAL_GPIO_WritePin(GPIOC, GPIO_PIN_13, GPIO_PIN_SET);
__HAL_GPIO_EXTI_CLEAR_FLAG(GPIO_PIN_2);
}

Step 2 Add the key2 interrupt processing function.

static Key2_interrupt_entry()
{
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HAL_GPIO_WritePin(GPIOC, GPIO_PIN_13, GPIO_PIN_RESET);
__HAL_GPIO_EXTI_CLEAR_FLAG(GPIO_PIN_3);

ic Key2 interrupt entry()

WritePin(GPIOC, GPIC 13, GPIO_PIN_RESET);

int standard_app_demo_main()

r
L

LCD_Clear(EL
POINT_COLOR 2
LCD_Showstring(le, 16, 288, 16, 24, "Welcome to Lite

Step 4 Create the interrupt functions.

GPIO_InitTypeDef GPIO_InitStruct;

GPIO_InitStruct.Pin = GPIO_PIN_13;

GPIO_InitStruct.Mode = GPIO_MODE_OUTPUT_PP;
GPIO_InitStruct.Pull = GPIO_NOPULL;

GPIO_InitStruct.Speed = GPIO_SPEED_FREQ_LOW;
HAL_GPIO_Init(GPIOC, &GPIO_InitStruct);

osal_int_connect( EXTI2_IRQn, 3, NULL, Key1_interrupt_entry, NULL);
osal_int_connect( EXTI3_IRQn, 4, NULL, Key2_interrupt_entry, NULL);
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standard_app democ main()

LCD_Clear( );
POINT_COLOR = ;
LCD ShowString(1e, 16, 208, 16, 24, "Welcome

GPIO_InitTypeDef GPIO InitStruct;

GPIC InitStruct.Pin =

GPIC InitStruct.Mode

GPIC InmitStruct.Pull

GPIO_InitStru ed =

HAL GPIO Init InitStruct);

osal int connect( 3, » Keyl interrupt_entry,
osal_int_connect( , » Key2 interrupt_entry,

return @;

Step 5 Compile and burn the program and view the result.

Compile and burn the program. Press the F1 button in the lower right corner of the
development board to turn on the LED, and press the F2 button to turn it off.

2.3 Exercise

2.3.1 Creating a Multi-Line LCD Display

2.3.2 Creating a Multi-Color LCD Display

2.3.3 Printing the Status of the LED on the Console
2.3.4 Displaying the LED Status on the LCD
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3 Wi-Fi-based Smart Agriculture Exercise

3.1 Introduction

3.1.1 About This Exercise

In this exercise, you will use Wi-Fi to implement a smart agriculture case, which involves
collecting real-time data, responding to command delivery, and implementing device-
cloud synergy.

3.1.2 Objectives

e  Master how to configure the Wi-Fi communication mode.

e Master how to develop smart agriculture cases.

3.2 Tasks

3.2.1 Configuring a Smart Agriculture Case

Step 1 Install the smart agriculture expansion board E53_IA1.

Insert the expansion board E53_IA1 into the BearPi development board.

99Z81dIM

() HUAWE! ‘tre0s
d loTCluB

Step 2 Modify the .config file.
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Choose targets > STM32L431_BearPi > .config.

Set CONFIG_USER_DEMO to oc_agriculture_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the .config file.

File Edit Selection View Go Run Terminal Help .config - Untitled (

= 15 ‘.3

~ OPEN EDITORS
config Lit CIP_EN « ta
M2M_ENABLE=y
AP _ENABLE is not set

s UNTITLED (WORKSPACE) NFIG ULL is not set

1oi_link_config.h MFIG 5 M _DEMO ENABLE is not set

i TT_ENABLE is not set

onfig

CONFIG_SHELL_Ti
CONFIG_SHELL_TAS
CONFIG_IOT_LIN
# Demo
CONFIG_USER DEMO="oc_agriculture template”

link_main.c

Hardware # NB-IoT

#CONFIG_BOUDICA158_ ENAELE=y
# WIFI

#CONFIG_OCLWMZMTINY_ ENABLE=y

Inc
> Lib

CONFIG_ES
# MQTT
CONFIG _MQTT AL ENABLE=y

Step 3 Modify the iot_config.h file.

Choose targets > STM32L431_BearPi > iot_config.h.
Set CONFIG_USER_DEMO to oc_agriculture_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the iot_config.h file.
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Edit Selection jew Go Run Terminal Help iot_config.h - Untitled (Workspa

iot_config.h X

' UNTITLED (WORKSPACE)
101_link_conmg.n

Hardware

Inc

3.2.2 Configuring the IP Address of the Broker

Step 1 Query the IP address of the Broker.

The IP address of the Broker is the IP address of the PC. Ensure that the PC and the
development board are in the same LAN.

B C\Windows\system32\cmd.exe

Step 2 Change the IP address in the code.
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Choose STM32L431_BearPi > Demos > oc_agriculture_template >
oc_agriculture_template.c.

Set DEFAULT_SERVER_IPV4 to the queried IP address.

File Edit Selection WView Go Run Terminal Help oc_agriculture_template.c - Untitled (Works|

=

@ B &5 = R [

EX|
“ OPEN EDITORS

config

“» UNTITLED (WORKSPA... T

1ot.mk
£ Kconfig
link_main.c

config
oc_agriculture_template.c

ud_map_demo

E53_IAl1 Data TypeDef E53_IA1 Data;

3.2.3 Compiling and Burning the Program
Step 1 Compile and burn the program and view the result.

Enable the Wi-Fi hotspot on the mobile phone and click . to recompile the program.

iot_config.h X

HELL_ENABLE

Burn the program and check whether the device is online in EMQ Broker.
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Dashboard Clients emqx@127.0.01

By Clients

Client ID Usemame 1P Address Keepalive(s) ~ Expiry Interval(s) Subscriptions Gount Connect Status Created At

92.168.43.55:10590 0 & CONNECTED 2020-09-21 16:0205 Kick Out

3.2.4 Running Applications

Step 1 Run the Java program to view smart agriculture data.

Right-click HCIP-IoTEN and choose Run As > Java Application from the shortcut menu.
On the Broker page, the device is online.

Dashboard Clients emqx@127.0.0.1

&y Clients

Client ID Username 1P Address Keepalive(s) ~ Expiry Interval(s) Subscriptions Count Connect Status Created At

Kick Out

Kick Out

View the real-time data on the console.

Content of the received message:Temperature:28,Humidity:63,Luminance:4380
Receive Message Subject:Agriculture/Data

Receive Message Subject:Agriculture/Data
Content of the received message:Temperature:28,Humidity:63,Luminance:480
Receive Message Subject:Agriculture/Data

Content of the received message:Temperature:28,Humidity:63,Luminance:43@

Step 2 Run the Java program to deliver the command for turning on the LED.

Choose HCIP-IoTEN > src > app > Application.java.
Uncomment the command for turning on the LED and run the program again.

puhllc static wvoid main(String[] args) {
Auto-generated method stub
Mqtt[llent client = comnect();
subscribe(clientts
ICommand;clientiEubTbEicﬂgricuLturELight‘"DN"!i I
Command({client,pubTopicAgricultureLight,"OFF")
Command({client,pubTopicAgricultureMotor, "ON");
Command{client,pubTopicAgricultureMotor,"OFF")
Command{client,pubTopicSmokeBeep,"ON");
Command{client,pubTopicSmokeBeep, "0OFF");
Command{client,pubTopicTrackBeep,"ON");
Command{client,pubTopicTrackBeep, "OFF"};

]

b

The LED on the development board is on.



S

HUAWEI Huawei loT Certification Training Lab Guide Page 38

3.3 Exercise

3.3.1 Delivering All Light and Motor Commands
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4 Wi-Fi-based Smart Smoke Detector
Exercise

4.1 Introduction

4.1.1 About This Exercise

In this exercise, you will use Wi-Fi to implement a smart smoke detector case, which
involves collecting real-time data, responding to command delivery, and implementing
device-cloud synergy.

4.1.2 Objectives

e  Master how to configure the Wi-Fi communication mode.

e Master how to develop smart smoke detector cases.

4.2 Tasks

4.2.1 Configuring a Smart Smoke Detector Case

Step 1 Install the smart smoke detector expansion board E53_SF1.

Insert the expansion board E53_SF1 into the BearPi development board.
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Step 2 Modify the .config file.

Choose targets > STM32L431_BearPi > .config.

Set CONFIG_USER_DEMO to oc_smoke_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the .config file.

Page 40
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File Edit Selection View Go Run Terminal Help .config - Untitled (Workspac

1l &

_ENABLE=y
| ENABLE=y

" UNTITLED (WORKSPACE) P_ENABLE is no

2 usip NFIG 2MNULL is not
LWM2M_DEMO_ENABLE is not set
T_ENABLE is not set

iot_link_config.h

CONFIG_TOT_ LINK_CONFIGFILE="iot_ config.h"
# Demo
FIG_USER_DEMO="oc_smoke template™
# NB-IoT
#CONFIG_BOUDICA1S@ EMABLE=y
# WIFI
FCONFIG_OCLWM2MTINY_ ENABLE=y

#CONFIG_WAKAAMALWM2M_ENABLE=y
FIG_TCIP_AL_ENABL

FIG_ESP8
# MQTT
CONFIG_MQTT_AL_ENABLE=y

FIG_PAHO MQTT=y
ONFIG PAHO CONNECT TIMEOUT=16008

Step 3 Modify the iot_config.h file.

Choose targets > STM32L431_BearPi > iot_config.h.
Set CONFIG_USER_DEMO to oc_smoke_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the iot_config.h file.
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Edit Selection View Go Terminal Help iot_config.h - Untitled (Work:

~ OPEN EDITORS
.config
[
' UNTITLED {(WORKSPACE)
2 usip
iot_link_config.h
M iot.mk

4.2.2 Configuring the IP Address of the Broker

Step 1 Query the IP address of the Broker.

The IP address of the Broker is the IP address of the PC. Ensure that the PC and the
development board are in the same LAN.

B C\Windows\system32\cmd.exe
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Step 2 Change the IP address in the code.

Choose STM32L431_BearPi > Demos > oc_smoke_template > oc_smoke_template.c.
Set DEFAULT_SERVER_IPV4 to the queried IP address.

File Edit Selection View Go Run Terminal g oc_smoke_template.c - Untitled (Workspace) - H

= S

“ OPEN EDITORS
config
int24s;
i c int3
“ UNTITLED (WORKSPA... 'E] E (@]

world_demo

griculture_template

template

emo.mk

/_buffer[cn_
atalen;

4.2.3 Compiling and Burning the Program

Step 1 Compile and burn the program and view the result.

Enable the Wi-Fi hotspot on the mobile phone and click . to recompile the program.
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oc_smoke_template.c - Untitled (World

string;
array;
rarstring;
veriant;

E53 SF1 Data TypeDef E53 SF1 Data;

Dashboard Clients

Client ID Username 1P Address Keepalive(s)  Expiry Interval(s) Subscriptions Count Connect Status Created At

Sunshine 02.168.435510590 6 0 ® CONNECTED 20200921 16:0205 Kick Out

4.2.4 Running Applications

Step 1 Run the Java program to view smart smoke detector data.

Right-click HCIP-IoTEN and choose Run As > Java Application from the shortcut menu.

On the Broker page, the device is online.
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Dashboard Clients emaqx@127.0.0.1

Client ID Username 1P Address Keepalive(s)  Expiry Interval(s) Subscriptions Count Connect Status Created At

5512340 60 @ CONNECTED 2020-09-21 16:11:48 Kick Out

I application 27.0.0.1:55699 60 3 ® CONNECTED 2020-09-21 16:10:57 Kick Out

View the real-time data on the console.

Content of the received message:Smoke:s
Receive Message Subject:Smoke/Data
Content of the received message:Smoke:2

Step 2 Run the Java program to deliver the command for turning on the LED.

Choose HCIP-loT DeveloperEN > src > app > Application.java.

Uncomment the command for enabling the buzzer and run the program again.

public static woid main(String[] args) {
Iy Auto-generated method stub
MgttClient client = conmect();
subscribe(client);
i Command(client,pubTopicAgricultureLlight, "ON"};
!/ Command(client, pubTopicAgriculturelight, "OFF");
Iy Command(client, pubTopicAgricultureMotor, "ON");
Iy Command(client, pubTopicAgricultureMotor, "OFF");
Command( cl1ent,publoplcsmokeBeep, 0N )
I Command(client, pubTopicSmokeBeep, "OFF™);
Iy Command(client, pubTopicTrackBeep, "ON"};
I Command(client, pubTopicTrackBeep, "OFF");
Iy Command(client, pubTopicVendingMachine,"9123456788" ) ;

}

The buzzer on the development board rings.

4.3 Exercise

4.3.1 Delivering the Command for Disabling the Buzzer
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5 Wi-Fi-based Smart Manhole Cover
Exercise

5.1 Introduction

5.1.1 About This Exercise

In this exercise, you will use Wi-Fi to implement a smart manhole cover case, which
involves collecting real-time data, responding to command delivery, and implementing
device-cloud synergy.

5.1.2 Objectives

e  Master how to configure the Wi-Fi communication mode.

e Master how to develop smart manhole cover cases.

5.2 Tasks

5.2.1 Configuring a Smart Manhole Cover Case

Step 1 Install the smart manhole cover expansion board E53_SC2.

Insert the expansion board E53_SC2 into the BearPi development board.
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Step 2 Modify the .config file.

Choose targets > STM32L431_BearPi > .config.

Set CONFIG_USER_DEMO to oc_manhole_cover_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.

Set CONFIG_ESP8266_PWD to the Wi-Fi password.

Press Ctrl+S to save the .config file.

Step 3 Modify the iot_config.h file.

Choose targets > STM32L431_BearPi > iot_config.h.

Set CONFIG_USER_DEMO to oc_manhole_cover_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.

Set CONFIG_ESP8266_PWD to the Wi-Fi password.

Press Ctrl+S to save the iot_config.h file.

5.2.2 Configuring the IP Address of the Broker

Step 1 Query the IP address of the Broker.

The IP address of the Broker is the IP address of the PC. Ensure that the PC and the
development board are in the same LAN.
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B C\Windows\system32\cmd.exe

t Wind ex

Step 2 Change the IP address in the code.

Choose STM32L431_BearPi > Demos > oc_manhole_cover_template > oc_manhole_cover
_template.c.

Set DEFAULT_SERVER_IPV4 to the queried IP address.

File Edit Selection Vie 50 Run Terminal Help oc_manhole_cover_template.c - Untitled (Workspace) - HUAWEI-Lit

oc_manhole_cover_templa

c_agriculture template

c_cloud_map_demo

ts.sdkconfig

manhole_cover templa... E53_SC2 Data TypeDef E53_SC2 Data;
Status[5];
app_report_task_entry()

ret = -1;
*handle =

mgtt_al conpara_t config;

5.2.3 Compiling and Burning the Program
Step 1 Compile and burn the program and view the result.

Enable the Wi-Fi hotspot on the mobile phone and click . to recompile the program.
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Burn the program and check whether the device is online in EMQ Broker.

Dashboard Clients emqx@127.0.0.1

Client ID Usermame 1P Address Keepalive(s) ~ Expiry Interval(s) Subscriptions Count Connect Status Created At

® CONNEGTED 20200921 16:0205 Kick Out

5.2.4 Running Applications

Step 1 Run the Java program to view the smart manhole cover data.

Right-click HCIP-IoTEN and choose Run As > Java Application from the shortcut menu.

On the Broker page, the device is online.

Dashboard Clients

Client ID Username 1P Address Keepalive(s)  Expiry Interval(s) Subscriptions Count Connect Status Created At

2116:11:48 Kick Out

Kick Out

View the real-time data on the console and view the status change by flipping the
development board.
Content of the received message:Temperature:21,5tatus:Level

Receive Message Subject:ManholeCover/Data
Content of the received message:Temperature:21,5tatus:Level
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6 Wi-Fi-based Human Body Sensor Exercise

6.1 Introduction

6.1.1 About This Exercise

In this exercise, you will use Wi-Fi to implement a human body sensor case, which
involves collecting real-time data, responding to command delivery, and implementing
device-cloud synergy.

6.1.2 Objectives

e  Master how to configure the Wi-Fi communication mode.

® Master how to develop human body sensor cases.

6.2 Tasks

6.2.1 Configuring a Human Body Sensor Case

Step 1 Install the human body sensor expansion board E53_IS1.

Insert the expansion board E53_IS1 into the BearPi development board.

S
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Step 2 Modify the .config file.

Choose targets > STM32L431_BearPi > .config.

Set CONFIG_USER_DEMO to oc_infrared_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the .config file.

Step 3 Modify the iot_config.h file.

Choose targets > STM32L431_BearPi > iot_config.h.
Set CONFIG_USER_DEMO to oc_infrared_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.
Set CONFIG_ESP8266_PWD to the Wi-Fi password.
Press Ctrl+S to save the iot_config.h file.

6.2.2 Configuring the IP Address of the Broker

Step 1 Query the IP address of the Broker.

The IP address of the Broker is the IP address of the PC. Ensure that the PC and the
development board are in the same LAN.

B C\Windows\system32\cmd.exe
fic £ e . p

Media disconnected

Step 2 Change the IP address in the code.

Choose STM32L431_BearPi > Demos > oc_infrared_template > oc_infrared_template.c.
Set DEFAULT_SERVER_IPV4 to the queried IP address.
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Edit Selection View Go Run Terminal Help oc_infrared_template.c - U

B &8 <&
oc_infrared_template.c X

431_BearPi

» UNTITLED (WORKSPACE)
10L.mK

£ Kconfig

link_main.c

431_BearPi

rorld_demo

riculture_template

int8u;
int8s;
intléu;
intles;

6.2.3 Compiling and Burning the Program

Step 1 Compile and burn the program and view the result.

Enable the Wi-Fi hotspot on the mobile phone and click . to recompile the program.

Burn the program and check whether the device is online in EMQ Broker.

Client ID Username 1P Address Keepalive(s) ~ Expiry Interval(s) Subscriptions Count Connect Status Created At

Dashboard Clients emax@127.0.0.

Kick Out

6.2.4 Running Applications

Step 1 Run the Java program to view human body sensor data.

Right-click HCIP-IoTEN and choose Run As > Java Application from the shortcut menu.

On the Broker page, the device is online.



HUAWEI Huawei loT Certification Training Lab Guide Page 53

Dashboard Clients emax@127.001

Client ID Username 1P Address Keepalive(s)  Expiry Interval(s) Subscriptions Count Connect Status Created At

68.43.55:12340 0 ® CONNECTED 2020-09-21 16:11:48 Kick Out

ick Out |

View the real-time status on the console. When a human body enters the sensing area,
the status changes.

B e e e L S N RS P SO

Content of the received message:Status: NO
Receive Message Subject:Infrared/Data
Content of the received message:Status:Have
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7 Wi-Fi-based Vending Machine Exercise

7.1 Introduction

7.1.1 About This Exercise

In this exercise, you will use Wi-Fi to implement a vending machine case, which involves
collecting real-time data, responding to command delivery, and implementing device-
cloud synergy.

7.1.2 Objectives

e  Master how to configure the Wi-Fi communication mode.

e Master how to develop vending machine cases.

7.2 Tasks
7.2.1 Configuring a Vending Machine Case

Step 1 Remove the sensor expansion board.

The vending machine case does not require a sensor expansion board.

Step 2 Modify the .config file.

Choose targets > STM32L431_BearPi > .config.

Set CONFIG_USER_DEMO to oc_vending_machine_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.

Set CONFIG_ESP8266_PWD to the Wi-Fi password.

Press Ctrl+S to save the .config file.

Step 3 Modify the iot_config.h file.

Choose targets > STM32L431_BearPi > iot_config.h.

Set CONFIG_USER_DEMO to oc_vending_machine_template.
Set CONFIG_ESP8266_SSID to the Wi-Fi username.

Set CONFIG_ESP8266_PWD to the Wi-Fi password.

Press Ctrl+S to save the iot_config.h file.
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7.2.2 Configuring the IP Address of the Broker

Step 1 Query the IP address of the Broker.

The IP address of the Broker is the IP address of the PC. Ensure that the PC and the

development board are in the same LAN.
BN C\Windows\system32\cmd.exe

Step 2 Change the IP address in the code.

Choose STM32L431_BearPi > Demos > oc_vending_machine_template >
oc_vending_machine_template.c.
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Set DEFAULT_SERVER_IPV4 to the queried IP address.

Eile Edit Selection View Go Run Terminal Help oc_vending_machine_template.c - Untitled (Workspace) -

EE e

ine_template >

orld_demo

griculture_template

ate

vending_machine_
mo.mk 128
s_rcv_buffer[cn_app_rcv_buf_len];
datalen;
_topic[cn_app_rcv_buf_len];

v_topiclen;

osal_semp_t s_rcv_sync;

7.2.3 Compiling and Burning the Program
Step 1 Compile and burn the program and view the result.

Enable the Wi-Fi hotspot on the mobile phone and click . to recompile the program.

Burn the program and check whether the device is online in EMQ Broker.

Dashboard Clients emqx@127.0.0

Client ID Username 1P Address Keepalive(s)  Expiry Interval(s) Subscriptions Gount Connect Status Created At

02.168.435510590 6 0 ® CONNECTED 20200921 16:0205 Kick Out

7.2.4 Running Applications

Step 1 Run the Java program to view the vending machine data.

Right-click HCIP-IoTEN and choose Run As > Java Application from the shortcut menu.

On the Broker page, the device is online.
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(: Gittiup € )

Dashboard Clients emaqx@127.0.0.1

8 Clients Client ID Username Search Reset

Client ID Username 1P Address Keepalive(s)  Expiry Interval(s) Subscriptions Count Connect Status Created At

6:11:48 Kick Out

Kick Out

View the real-time data on the console.

Receive Message Subject:VendingMachine/Data
Content of the received message:{"services":[{"service_id":"order","properties™:{"orderID":"16808@01", userID":"377743", "userAge™:23, "deviceID": "WZ_1-881

Step 2 Run the Java program to deliver the command for changing the offering
sequence.

Choose HCIP-IoTEN > src > app > Application.java.

Uncomment the command for changing the offering sequence and run the program
again.
public static void main(5tring[] args) {
S/ TODD Auto-generated method stub
MgttClient client = connect();
subscribe(client);

Iri Command {client,pubTopicAgricultureLight,™ON");

I Command {client,pubTopicAgricultureLight,“0OFF");

I Command {client, pubTopicAgricultureMotor, "ON");

Iri Command (client,pubTopicAgricultureMotor,"OFF");

I Command (client,pubTopicSmokeBeep, ON");

i Command (client, pubTopicSmokeBeep,"OFF");

i Command {client,pubTopicTrackBeep, ON");

I Command (client,pubTopicTrackBeep, "OFF");
I ICDmmand(client,pub?bpicﬁéndingﬂachine,"9123456?88"};|
)

The offering sequence on the LCD of the development board is changed.
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Comprehensive Exercise

8.1 Introduction

8.1.1 About This Exercise

In this exercise, you will implement data reporting and command delivery based on
device-cloud synergy in the previous exercises.

8.1.2 Objectives

® Master how to use the loT platform and Huawei LiteOS to implement device-cloud
synergy in different cases.

8.2 Tasks

8.2.1 Wi-Fi-based Smart Logistics Exercise

Step 1 Change the cases in .config and iot_config.h to oc_track_template.

Step 2 Modify the code in oc_track_template.c to use the MQTT protocol to report data
and process command responses.

8.2.2 Wi-Fi-based Smart Street Lamp Exercise

Step 1 Change the cases in .config and iot_config.h to oc_streetlight_template.

Step 2 Modify the code in oc_streetlight_template.c to use the MQTT protocol to report
data and process command responses.
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