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1 Overview

1.1 Background and Purpose of Publication
In the tide of scientific and technological development, more and more
organizations are gradually seeking business transformation and hope to use
advanced information technology to reduce costs, improve operational efficiency
and achieve innovation in business models. However, while information
technology is widely used, network security incidents are also emerging. In order
to standardize the application of information technology, consolidate and improve
the national network security level, the Indonesian Bureau of Network Security ,
the Ministry of Communications and Information Technology (Kominfo), the
House of Representatives (DPR), and the Ministry of Law and Human Rights of
Indonesia issued a series of network security regulatory requirements.

As a cloud service provider, HUAWEI CLOUD is committed to helping customers
meet these regulatory requirements and continues to provide customers with
cloud services and business operation environments that meet regulatory
requirements. This article will describe in detail how HUAWEI CLOUD will assist
customers to meet the regulatory requirements for network security in Indonesia
that they usually need to follow when using cloud services.

1.2 Introduction to applicable Indonesian regulatory
requirements

● On April 21, 2008, the Indonesian government issued the Law No. 11 of
2008 on Electronic Information and Transaction, which requires the
implementation and provision of electronic information, records, signatures,
electronic systems and electronic authentication, electronic transactions,
domain names, intellectual property rights, privacy protection, etc.

● Law No. 11 of 2008 on Electronic Information and Transaction as
amended by Law No. 19 of 2016.

● Government Regulation No. 71 of 2019 Regulating the Provision of on
Electronic System and Transaction ("Regulation 71/2019")Domain name
management and other aspects put forward requirements. This regulation
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replaces Government Regulation No. 82 of 2012 on the implementation of
the Electronic Systems and Transactions Act.

● Kominfo Regulation No. 5 of 2020 on Private Electronic System Providers
("Regulation 5/2020"), issued by the Ministry of Communications and
Information Technology on November 24, 2020, stipulates the registration of
private electronic system operators, the management and review of electronic
information or electronic documents, It also requires that private electronic
system operators be disconnected from access to prohibited electronic
prohibited information or documents.

● Kominfo Regulation No. 10 of 2021 - Amendment to Regulation No. 5 of
2020 (on private electronic system providers).

● Kominfo Regulation No. 26 of 2007 (on the security of the use of
telecommunications networks for Internet Protocol)

● Kominfo Regulation No. 5 of 2017 - Amendments to Kominfo Regulation
No. 26/2007 On January 24, 2017, the Ministry of Communications and
Information Technology issued an amendment to the Telecommunications
Network Use Security on Internet Protocol.

1.3 Definition
● HUAWEI CLOUD

HUAWEI CLOUD is the cloud service brand of the HUAWEI marquee,
committed to providing stable, secure, reliable, and sustainable cloud services.

● Customer
Refers to registered users who have entered into commercial relations with
HUAWEI CLOUD

● Service provider
An entity, including its branches providing services to a FI under an
Outsourcing arrangement.

● Cloud computing
Cloud computing is a computing model that can provide fair, simple and on-
demand access based on the sharing needs of networks, servers, storage,
applications and services that can be quickly configured and published and
have the least service configuration management or interaction capabilities.

● Electronic information
Electronic information is one or a group of electronic data, including but not
limited to words, sounds, pictures, maps, designs, photos, electronic data
interchange (EDI), e-mail, telegram, telex, fax or similar processed letters,
signs, numbers, access codes, symbols or perforations, which have meaning or
can be understood by people who can understand them.

● Electronic system
Electronic systems are a series of electronic devices and procedures used to
prepare, collect, process, analyze, store, display, publish, transmit and/or
disseminate electronic information.

● Electronic system operator
Electronic system operators are any individuals, national administrators,
business entities and communities that provide, manage and/or operate
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electronic systems individually or jointly for the needs of electronic system
users themselves and/or other parties.

● Electronic agency
An electronic agent is a device of an electronic system that performs
operations on specific electronic information automatically organized by
individuals.

● Electronic trading
Electronic transactions are legal actions conducted using computers, computer
networks and/or other electronic media.
– Private electronic system operators

Private electronic system operators are electronic system operators of
individuals, commercial entities and the public.
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2 HUAWEI CLOUD Security and Privacy
Compliance

HUAWEI CLOUD inherits Huawei's comprehensive management system and
leverages its experience in IT system construction and operation, actively
managing and continuously improving the development, operation and
maintenance of cloud services. To date, HUAWEI CLOUD has received a number of
international and industry security compliance certifications ensuring the
security and compliance of businesses deployed by cloud service customers.

HUAWEI CLOUD services and platforms have obtained the following certifications:

Global standard certification

Certification Description

ISO 20000-1:2011 ISO 20000 is an international recognized information
technology Service Management System (SMS)
standard. It specifies requirements for the service
provider to plan, establish, implement, operate,
monitor, review, maintain and improve an SMS to
make sure cloud service providers(CSPs) can provide
effective IT services to meet the requirements of
customers and businesses.

ISO 27001:2013 ISO 27001 is a widely used international standard
that specifies requirements for information security
management systems. This standard provides a
method of periodic risk evaluation for assessing
systems that manage company and customer
information.

ISO 27017:2015 ISO 27017 is an international certification for cloud
computing information security. The adoption of ISO
27017 indicates that HUAWEI CLOUD has achieved
internationally recognized best practices in
information security management.
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Certification Description

ISO 22301:2012 ISO 22301 is an internationally recognized business
continuity management system standard that helps
organizations avoid potential incidents by identifying,
analyzing, and alerting risks, and develops a
comprehensive Business Continuity Plan (BCP) to
effectively respond to disruptions so that entities can
recover rapidly, keep core business running, and
minimize loss and recovery costs.

SOC audit The SOC audit report is an independent audit report
issued by a third-party auditor based on the relevant
guidelines developed by the American Institute of
Certified Public Accountants (AICPA) for the system
and internal control of outsourced service providers.
At present, HUAWEI CLOUD has passed the audit of
SOC2 Type 1 Privacy Principle in terms of privacy,
which proves that HUAWEI CLOUD has reasonable
control measures in terms of cloud management and
technology Management and technology.

PCI DSS Certification Payment Card Industry Data Security Standard (PCI
DSS) is the global card industry security standard,
jointly established by five major international
payment brands: JCB, American Express, Discover,
MasterCard and Visa. It is the most authoritative and
strict financial institution certification in the world.

CSA STAR Gold
Certification

The Cloud Security Alliance (CSA) and the British
Standards Institution (BSI), an authoritative standard
development and preparation body as well as a
worldwide certification service provider, developed
CSA STAR certification. This certification aims to
increase trust and transparency in the cloud
computing industry and enables cloud computing
service providers to demonstrate their service
maturity.

International Common
Criteria EAL 3+
Certification

Common Criteria certification is a highly recognized
international standard for information technology
products and system security. HUAWEI CLOUD Fusion
Sphere passed Common Criteria EAL 3+ certification,
indicating that the HUAWEI CLOUD software
platform is highly recognized worldwide.

ISO 27018:2014 ISO 27018 is the first international code of conduct
that focuses on personal data protection in the cloud.
This certification indicates that HUAWEI CLOUD has a
complete personal data protection management
system and is in the global leading position in data
security management.
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Certification Description

ISO 29151:2017 ISO 29151 is an international practical guide to the
protection of personal identity information. The
adoption of ISO 29151 confirms HUAWEI CLOUD’s
implementation of internationally recognized
management measures for the entire lifecycle of
personal data processing.

ISO 27701:2019 ISO 27701 specifics requirements for the
establishment, implementation, maintenance and
continuous improvement of a privacy-specific
management system. The adoption of ISO 27701
demonstrates that HUAWEI CLOUD operates a sound
system for personal data protection.

BS 10012:2017 BS10012 is the personal information data
management system standard issued by BSI. The
BS10012 certification indicates that HUAWEI CLOUD
offers a complete personal data protection system to
ensure personal data security.

PCI 3DS The PCI 3DS standard is designed to protect 3DS
environments that perform specific 3DS functions or
store 3DS data and support 3DS implementation.
Passing the PCI 3DS certification shows that HUAWEI
CLOUD complies with security standards in the
process, flow, and personnel management of the 3D
protocol execution environment.

 

Regional standard certification

Certification Description

Classified Cybersecurity
Protection of China’s
Ministry of Public
Security (China)

Classified Cybersecurity Protection issued by China’s
Ministry of Public Security is used to guide
organizations in China through cybersecurity
development. Today, it has become the general
security standard widely adopted by various
industries throughout China. HUAWEI CLOUD has
passed the registration and assessment of Classified
Cybersecurity Protection Class 3. In addition, key
HUAWEI CLOUD regions and nodes have passed the
registration and assessment of Classified
Cybersecurity Protection Class 4.
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Certification Description

Gold O&M (TRUCS)
(China)

The Gold O&M certification is designed to assess the
O&M capability of cloud service providers who have
passed TRUCS certification. This certification confirms
that HUAWEI CLOUD services operate a sound O&M
management system that satisfies the cloud service
O&M assurance requirements specified in Chinese
certification standards.

Certification for the
Capability of Protecting
Cloud Service User Data
(TRUCS) (China)

This certification evaluates a CSP’s ability to protect
cloud data. Evaluation covers pre-event prevention,
in-event protection, and post-event tracking.

ITSS Cloud Computing
Service Capability
Evaluation by the
Ministry of Industry and
Information Technology
(MIIT) (China)

ITSS cloud computing service capability evaluation is
based on Chinese standards such as the General
Requirements for Cloud Computing and Cloud Service
Operations. It is the first hierarchical evaluation
mechanism in China’s cloud service/cloud computing
domain. Huawei private and public clouds have
obtained cloud computing service capability level-1
(top level) compliance certification.

TRUCS (China) Trusted Cloud Service (TRUCS) is one of the most
authoritative public domain assessments in China.
This assessment confirms that HUAWEI CLOUD
complies with the most detailed standard for cloud
service data and service assurance in China.

Cloud Service Security
Certification Cyberspace
Administration of China
(CAC) (China)

This certification is a third-party security review
conducted by the Cyberspace Administration of China
according to the Security Capability Requirements of
Cloud Computing Service. HUAWEI CLOUD e-
Government Cloud Service Platform has passed the
security review (enhanced level), indicating that
Huawei e-Government cloud platform was recognized
for its security and controllability by China’s top
cybersecurity management organization.

OSPAR Certification
(Singapore)

OSPAR is an audit report issued by the Association of
Banks in Singapore (ABS) to outsourcing service
providers. HUAWEI CLOUD passed the guidelines
(ABS Guidelines) of the Association of Banks of
Singapore (ABS) on controlling the objectives and
processes of outsourcing service providers, proving
that HUAWEI CLOUD is an outsourcing service
provider that complies with the control measures
Certification the ABS Guidelines.
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Certification Description

TISAX (Europe) TISAX (Trusted Information Security Assessment
Exchange) is a security standard for information
security assessment and data exchange in the
automotive industry launched by the Verband der
Automobilindustrie (VDA) and the European
Automobile Industry Security Data Exchange
Association (ENX). The passing of the TISAX indicates
that HUAWEI CLOUD has met the European-
recognized information security standards for the
automotive industry.

 

For more information on HUAWEI CLOUD security compliance and downloading
relevant compliance Certification please refer to the official website of HUAWEI
CLOUD "Trust Center - Compliance"
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3 HUAWEI CLOUD Security Responsibility
Sharing Model

Due to the complex cloud service business model, cloud security is not the sole
responsibility of one single party, but requires the joint efforts of both the
customer and HUAWEI CLOUD. As a result, HUAWEI CLOUD proposes a
responsibility sharing model to help customers to understand the security
responsibility scope for both parties and ensure the coverage of all areas of cloud
security. Below is an overview of the responsibilities sharing model between the
customer and HUAWEI CLOUD:

As shown in the above model, the privacy protection responsibilities are
distributed between HUAWEI CLOUD and customers as below:

HUAWEI CLOUD: The primary responsibilities of HUAWEI CLOUD are developing
and operating the physical infrastructure of HUAWEI CLOUD data centers; the
IaaS, PaaS, and SaaS services provided by HUAWEI CLOUD; and the built-in
security functions of a variety of services. Furthermore, HUAWEI CLOUD is also
responsible for the secure design, implementation, and O&M of the multi-layered
defense-in-depth, which spans the physical, infrastructure, platform, application,
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and data layers, in addition to the identity and access management (IAM) cross
layer function.

Customer: The primary responsibilities of the customers are customizing the
configuration and operating the virtual network, platform, application, data,
management, security, and other cloud services to which a customer subscribes on
HUAWEI CLOUD, including its customization of HUAWEI CLOUD services
according to its needs as well as the O&M of any platform, application, and IAM
services that the customer deploys on HUAWEI CLOUD. At the same time, the
customer is also responsible for the customization of the security settings at the
virtual network layer, the platform layer, the application layer, the data layer, and
the cross-layer IAM function, as well as the tenant's own in-cloud O&M security
and the effective management of its users and identities.

For details on the security responsibilities of both Customers and HUAWEI CLOUD,
please refer to the HUAWEI CLOUD Security White Paper released by HUAWEI
CLOUD.
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4 HUAWEI CLOUD Global Infrastructure

HUAWEI CLOUD operates services in many countries and regions around the
world. The HUAWEI CLOUD infrastructure is built around Regions and Availability
Zones (AZ). Compute instances and data stored in HUAWEI CLOUD can be flexibly
exchanged among multiple regions or multiple AZs within the same region. Each
AZ is an independent, physically isolated fault maintenance domain, Users can
and should take full advantage of all these regions and AZs in their planning for
application deployment and operations in HUAWEI CLOUD. Distributed
deployment of an application across a number of AZs provides a high degree of
assurance for normal application operations and business continuity in most
outage scenarios (including natural disasters and system failures). For current
information on HUAWEI CLOUD Regions and Availability Zones, please refer to
the official website of HUAWEI CLOUD "Worldwide Infrastructure".
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5 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of Law
on Electronic Information and Transactions

(No. 11 of 2008) and its amendments

On April 21, 2008, the Indonesian government issued the Electronic Information
and Transaction Law, which puts forward requirements on the implementation and
provision of electronic information, records, signatures, electronic systems and
electronic authentication, electronic transactions, domain names, intellectual
property rights, privacy protection rights, etc. On November 25, 2016, the
Indonesian government issued amendments to the Electronic Information and
Transaction Law.

The following content will summarize the control requirements related to cloud
service providers in the Electronic Information and Transaction Law, and detail the
internal practices of Huawei Cloud, as well as how Huawei Cloud, as a cloud
service provider, helps customers meet these control requirements.

5.1 Implement electronic authentication and electronic
system

No. Control
Principle

HUAWEI
CLOUD
Response

Customer Focus
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Implementati
on of
electronic
system
Article 15

(1) Any
electronic
system
operator (PSE)
must provide
the electronic
system in a
reliable and
safe manner
and shall be
responsible for
the normal
operation of
the electronic
system.
(2) The
electronic
system
operator shall
be responsible
for the
electronic
system
provided by
him.
(3) If the user
of the
electronic
system
determines the
occurrence of
force majeure,
negligence
and/or
negligence, the
provisions
proposed in
paragraph (2)
shall not apply.

HUAWEI
CLOUD
complies with
all applicable
national and
regional
security laws
and policies,
international
network
security and
cloud security
standards, and
on the basis of
reference to
industry best
practices,
establishes
and improves
a highly
credible and
sustainable
security
assurance
system in
terms of
organization,
process,
specification,
technology,
compliance,
ecology, etc.,
and works
with relevant
governments,
customers, and
industry
partners to
jointly address
cloud security
challenges in
an open and
transparent
manner, Fully
meet the
security needs
of cloud
service users.

The customer (electronic
system operator) shall be
responsible for the normal
operation of the electronic
system, ensure the
availability, integrity,
confidentiality, authenticity
and accessibility of
information in the system,
and ensure business
continuity.
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Implementati
on of
electronic
system
Article 16

The customer
(electronic
system
operator) shall
be responsible
for the normal
operation of
the electronic
system, ensure
the availability,
integrity,
confidentiality,
authenticity
and
accessibility of
information in
the system,
and ensure
business
continuity (1)
Unless
otherwise
specified by
law, any
electronic
system
operator shall
operate the
electronic
system
according to
the following
minimum
requirements:
a. All
electronic
information
and/or
electronic
records can be
displayed
again
according to
the retention
period
specified by
laws and
regulations;
b. When
operating the
electronic
system, it can

As a cloud
service
provider,
Huawei
provides cloud
disk, object
storage and
other storage
services.
Customers can
set the
retention
period of data
according to
laws and
regulations. In
addition,
HUAWEI
CLOUD
provides multi
granularity
data backup
and archiving
services to
meet
customers'
needs in
different
scenarios.
Customers can
use the version
control, cloud
disk backup,
cloud server
backup and
other
functions of
the object
storage service
to back up
documents,
hard disks, and
servers on the
cloud. They
can also use
the HUAWEI
CLOUD backup
archiving
solution to
make full use
of the
characteristics

The customer (electronic
system operator) shall keep
log records in accordance
with regulatory requirements
to ensure the availability,
integrity, confidentiality,
authenticity and accessibility
of information in the system
and ensure business
continuity. Provide service
instructions in Indonesian,
and ensure that
management requirements
are continuously updated in
combination with changes in
internal and external
regulatory requirements.
In order to cooperate with
customers to meet the
requirements of log
management and
supervision, HUAWEI CLOUD
provides the Log Tank
Service (LTS for short) with
log collection, real-time
query, dump and other
functions, which can store
logs for a long time. After
the log data of the host and
cloud service is reported to
LTS, the storage time can be
set between 1-30 days. The
log data beyond the storage
time will be automatically
deleted. For the log data
that needs long-term
storage (log persistence), LTS
provides the dump function,
which can dump the logs to
the object storage service
(OBS) and data access
service (DIS) for long-term
storage.
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protect the
availability,
integrity,
authenticity,
confidentiality
and
accessibility of
electronic
information;
c. It can
operate
according to
the procedures
or instructions
for providing
electronic
systems;
d. Provide
procedures or
instructions
that can be
understood by
the electronic
system
operator in
terms of
language,
information or
symbols; and
e. Adopt
sustainable
mechanisms to
maintain the
timeliness,
clarity and
accountability
of procedures
or statements.
(2) Further
provisions
regarding the
operation of
the provision
of electronic
systems shall
be governed
by government
regulations.

of on-demand
use, elastic
expansion, and
high reliability
under the
cloud service
mode, and
combine the
backup
archiving
software and
HUAWEI
CLOUD
infrastructure
to back up and
archive
customers'
cloud data to
the Huawei
cloud.
HUAWEI
CLOUD
protects the
confidentiality,
integrity,
accessibility
and other
comprehensive
data
protection
functions of
tenant data,
and is
responsible for
the security of
related
functions.
HUAWEI
CLOUD never
allows
operation and
maintenance
personnel to
access tenant
data without
authorization.
HUAWEI
CLOUD flexibly
replaces
computing
instances and
stored data in
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multiple
regions or
multiple
availability
zones in the
same region.
Each available
area shall have
its own
independent
UPS and on-
site standby
power
generation
equipment. All
available areas
shall be
redundantly
connected
with multiple
primary
transmission
suppliers to
eliminate the
risk of single
point failure.
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6 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of
Government Regulation No. 71 of 2019

Regarding the Provision of on Electronic
System and Transaction(“Regulation

71/2019”)

On October 10, 2019, the Ministry of Law and Human Rights of Indonesia issued
Government Regulation No. 71 of 2019 on the Implementation of Electronic
Systems and Transactions, which puts forward requirements on electronic system
operation, electronic agents, electronic transaction operation, electronic
authentication operation, reliability certification authority, domain name
management, etc.

The following content will summarize the control requirements related to cloud
service providers in the Implementation of Electronic Systems and Transactions,
and detail the internal practices of Huawei Cloud, as well as how Huawei Cloud,
as a cloud service provider, helps customers meet these control requirements.

6.1 Information technology implementation provided
by banks or information technology service providers

No. Control Principle HUAWEI CLOUD
Response

Customer Focus
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General
Article 3

(1) Each
electronic system
operator must
operate the
electronic system
reliably and safely,
and be
responsible for
the correct
operation of the
electronic system.
(2) The electronic
system operator is
responsible for
the operation of
the electronic
system.
(3) The provisions
in paragraph (2)
do not apply to
cases that can
prove force
majeure, errors
and/or negligence
of users of
electronic
systems.

HUAWEI CLOUD
complies with
all applicable
national and
regional security
laws and
policies,
international
network security
and cloud
security
standards, and
on the basis of
reference to
industry best
practices,
establishes and
improves a
highly credible
and sustainable
security
assurance
system in terms
of organization,
process,
specification,
technology,
compliance,
ecology, etc.,
and works with
relevant
governments,
customers, and
industry
partners to
jointly address
cloud security
challenges in an
open and
transparent
manner, Fully
meet the
security needs
of cloud service
users.

The customer (electronic
system operator) shall be
responsible for the normal
operation of the electronic
system, ensure the
availability, integrity,
confidentiality, authenticity
and accessibility of
information in the system,
and ensure business
continuity.
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General
Article 4

Unless otherwise
specified by law,
each electronic
system operator is
obliged to operate
electronic systems
that meet the
following
minimum
requirements:
A. All electronic
information
and/or electronic
documents can be
displayed again
according to the
retention period
specified by laws
and regulations;
B. When
operating the
electronic system,
the availability,
integrity,
authenticity,
confidentiality
and accessibility
of electronic
information can
be protected;
C. Be able to
operate according
to the procedures
or instructions
implemented by
the electronic
system;
D. Provide
procedures or
instructions that
can be
understood by the
electronic system
operator in terms
of language,
information or
symbols; as well
as
E. Establish a
sustainable
mechanism to

As a cloud
service provider,
HUAWEI CLOUD
provides cloud
disk, object
storage and
other storage
services.
Customers can
set the retention
period of data
according to
laws and
regulations. In
addition,
HUAWEI CLOUD
provides multi
granularity data
backup and
archiving
services to meet
customers'
needs in
different
scenarios.
Customers can
use the version
control, cloud
disk backup,
cloud server
backup and
other functions
of the object
storage service
to back up
documents, hard
disks, and
servers on the
cloud. They can
also use the
HUAWEI CLOUD
backup
archiving
solution to
make full use of
the
characteristics of
on-demand use,
elastic
expansion, and
high reliability
under the cloud

The customer (electronic
system operator) shall
keep log records in
accordance with the
regulatory requirements,
ensure the availability,
integrity, confidentiality,
authenticity and
accessibility of information
in the system, ensure
business continuity, provide
service instructions in
Indonesian, and keep the
system up to date in
combination with changes
in internal and external
regulatory requirements.
In order to cooperate with
customers to meet the log
management and
supervision requirements,
HUAWEI CLOUD provides
the Log Tank Service (LTS
for short), which provides
log collection, real-time
query, dump and other
functions to store logs for
a long time. After the log
data of the host and cloud
service is reported to LTS,
the storage time can be set
between 1-30 days. The
log data beyond the
storage time will be
automatically deleted. For
the log data that needs
long-term storage (log
persistence), LTS provides
the dump function, which
can dump the logs to the
object storage service
(OBS) and data access
service (DIS) for long-term
storage.
In order to cooperate with
customers to meet the
requirements of ensuring
data confidentiality,
HUAWEI CLOUD provides
server-side encryption
functions that integrate the
key management function
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maintain the
timeliness, clarity
and accountability
of procedures or
instructions.

service mode,
and combine
the backup
archiving
software and
HUAWEI CLOUD
infrastructure to
back up and
archive
customers' cloud
data to the
Huawei cloud.
HUAWEI CLOUD
protects the
confidentiality,
integrity,
accessibility and
other
comprehensive
data protection
functions of
tenant data, and
is responsible
for the security
of related
functions.
HUAWEI CLOUD
never allows
operation and
maintenance
personnel to
access tenant
data without
authorization.
HUAWEI CLOUD
flexibly replaces
computing
instances and
stored data in
multiple regions
or multiple
availability
zones in the
same region.
Each available
area shall have
its own
independent
UPS and on-site
standby power
generation
equipment. All

of Data Encryption
Workshop (DEW), and
DEW is responsible for the
centralized management of
the key throughout its life
cycle. DEW is a
comprehensive cloud data
encryption service. It can
provide exclusive
encryption, key
management, key pair
management and other
functions. Its key is
protected by the hardware
security module (HSM)
and integrated with many
HUAWEI CLOUD services.
Users can also use this
service to develop their
own encryption
applications. Without
authorization, no one
except the customer can
obtain the key to decrypt
the data, thus helping the
security of the customer's
cloud data.
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available areas
shall be
redundantly
connected with
multiple primary
transmission
suppliers to
eliminate the
risk of single
point failure.
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Electronic
System
Registratio
n
Article 6

(1) Each
electronic system
operator must
register.
(2) The
registration
obligation of the
electronic system
operator has been
fulfilled before
the electronic
system user starts
to use the
electronic system.
(3) The
registration of an
electronic system
operator shall be
submitted to the
Secretary through
the electronic
licensing service,
and electronic
integration shall
be sought in
accordance with
the requirements
of laws and
regulations.
(4) For further
provisions on the
registration of
electronic system
suppliers, refer to
the specifications,
standards,
procedures and
guidelines
stipulated in
ministerial
regulations.

HUAWEI CLOUD
has completed
the submission
of materials
required for
registration to
the local
minister of
Indonesia for
the registration
of private
electronic
system
operators.
Financial
institutions can
use HUAWEI
CLOUD Services
after registering
their accounts.
In the process of
using cloud
services,
financial
institutions need
to comply with
applicable legal
and regulatory
requirements.

The customer (electronic
system operator) shall
perform the obligations of
the electronic system
operator and comply with
the specifications,
standards, procedures, etc.
specified in the regulations
before the user starts to
use the system.
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Hardware
Article 7

(1) The hardware
used by the
electronic system
operator must:
a. Meet the
requirements of
security,
interconnection
and compatibility
with the system
used
b. Have the
technical support,
maintenance
and/or after-sales
service of the
Seller or supplier;
and
c. Ensure the
continuity of
service.
(2) Hardware
must be certified
or other materials
to prove that the
requirements
have been met.

As a public
cloud service
provider,
HUAWEI CLOUD
provides cloud
services for
commercial
purposes, and
the hardware
used is
compatible with
each other.
Cloud
computing is a
complex
combination of
IT software,
hardware and
services,
involving the
basic
components
provided by
different
suppliers. The
security and
credibility of the
supply chain is
an important
part of the
credibility of the
entire cloud
service product.
For supply chain
enterprises that
provide basic
components,
HUAWEI CLOUD
ensures that
products and
services meet
the
requirements of
security and
credibility
through strict
supplier
selection
processes and
performance
evaluation
measures.

The customer (electronic
system operator) shall pay
attention to that the
hardware used must meet
the requirements of
security and
interconnection and ensure
the continuity of business.
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In addition to
providing highly
available
infrastructure,
redundant data
backup,
availability zone
disaster
recovery, etc.,
HUAWEI CLOUD
has also
developed a
business
continuity plan
and regularly
tested it. This
plan is mainly
aimed at major
disasters, such
as earthquake
or public health
crisis, so that
cloud services
can continue to
run and ensure
the safety of
customers'
business and
data.
HUAWEI CLOUD
inherits
Huawei's
complete
management
system and IT
system
construction and
operation
experience,
actively
manages the
integration,
operation and
maintenance of
HUAWEI CLOUD
services, and
continuously
improves. Up to
now, HUAWEI
CLOUD has
obtained
numerous
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international
and industrial
security
compliance
certifications to
fully ensure the
security and
compliance of
customers'
deployed
businesses.
Including
ISO27001,
ISO20000,
ISO22301, etc.
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Software
Article 8

The software used
by the electronic
system operator
must:
a. Ensure the
safety and
reliability of
operation; and
b. Ensure the
sustainability of
services.

Delivering
secure and
reliable software
products has
always been
Huawei's
corporate
culture. In order
to adapt to the
demand for
rapid service
delivery in the
cloud
environment,
Huawei Cloud,
on the basis of
absorbing the
advanced
concepts of the
industry,
continuously
improved the
development
and operation
and
maintenance
processes, and
formed the
DevSecOps
trusted software
engineering
practice of
integration of
development,
operation and
maintenance,
and security.
Huawei Cloud's
DevSecOps
trusted software
engineering
practice has
solidified the
process through
tools and
technical
specifications,
making the
process and
results
transparent and
visible, and

The customer (electronic
system operator) shall pay
attention to that the
software used must meet
the requirements of
security and
interconnection and ensure
the continuity of business.
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traceable from
the fault
phenomenon to
the module
code, so as to
achieve the
trusted process
of the whole life
cycle of cloud
services.
Adhering to the
principle of
customer first
and service first,
HUAWEI CLOUD
establishes
optional service
packages
according to the
needs of
different levels
of basic,
developer,
commercial and
enterprise. Users
can obtain
professional
services and
help through
online work
orders,
intelligent
customer
service, self-
service, hotline
and other ways.
Any user can
conduct service
consultation,
feedback and
complaint
suggestions
through
multiple
channels. In
addition to the
basic online
customer service
and complaint
suggestion
hotline,
enterprise
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customers with
complex
systems can
choose the
applicable
support plan to
obtain exclusive
support from IM
enterprise
group, technical
service manager
(TAM), service
manager, etc.
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Electronic
system
governanc
e
Article 11

(1) The electronic
system operator
must ensure that:
a. Availability of
service level
agreements;
b. Availability of
information
security protocols
for information
technology
services used; and
c. Security of
information and
intercommunicati
on facilities
(2) The electronic
system operator
must ensure the
normal operation
of each
component and
integration of the
entire electronic
system.

The HUAWEI
CLOUD Service
Level
Agreement
specifies the
service levels of
HUAWEI CLOUD
products/
services,
including the
commitment to
service
availability and
compensation
for services that
do not meet the
commitment.
HUAWEI CLOUD
provides an
onlineHUAWEI
CLOUD User
Agreement,
which stipulates
Huawei Cloud's
information
security
responsibilities
and
confidentiality
obligations. At
the same time,
HUAWEI CLOUD
has also
developed
offline contract
templates that
can be
customized
according to the
needs of
different
customers.

The customer (electronic
system operator) shall
ensure the availability of
electronic system according
to the security of service
level agreement,
information technology
security agreement and
internal communication
facilities.
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Electronic
system
governanc
e
Article 12

The electronic
system operator
must implement
risk management
for the damage or
loss caused.

HUAWEI CLOUD
inherits
Huawei's risk
management
capabilities,
establishes a
risk
management
system, and
through the
continuous
operation of the
risk
management
system, it
achieves
effective risk
control in the
complex internal
and external
environment
and huge
uncertain
market, strives
for the best
balance
between
performance
growth and risk,
continues to
manage internal
and external
risks, and
ensures the
sustainable and
healthy
development of
the company.
After a security
event occurs,
HUAWEI CLOUD
will conduct a
risk assessment
of the event,
analyze the risks
in the event,
and
continuously
identify possible
new risks to
control the risk
of the event.

The customer (electronic
system operator) shall
implement risk
management.
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Electronic
system
governanc
e
Article 13

Electronic system
operators must
have governance
policies, operating
procedures and
audit mechanisms
for electronic
systems.

HUAWEI CLOUD
will conduct risk
assessment on
the network
security and
privacy
protection
relationship
system and key
data, and
cooperate with
the audit
requirements to
audit key
information
systems and key
data.

The customer (electronic
system operator) shall
have security governance
planning and work
procedures, and regularly
audit the electronic system.
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Electronic
system
governanc
e
Article 19

(1) Electronic
system operators
must implement
good and
responsible
electronic system
governance.
(2) Governance
shall at least meet
the following
requirements:
a. Availability of
procedures or
instructions in the
operation of
electronic system,
which are
recorded and/or
published in the
language,
information or
symbols related to
the operation of
electronic system
understood by all
parties;
b. There is an
ongoing
mechanism to
maintain the
novelty and
clarity of the
implementation
guidelines;
c. Whether the
institutions and
support personnel
for the normal
operation of the
electronic system
are complete;
d. Implement
performance
management on
the electronic
system it operates
to ensure the
normal operation
of the electronic
system; and

As a cloud
service provider,
HUAWEI CLOUD
has built a
sound
information
security
management
system
according to the
ISO27001
standard,
formulated
Huawei Cloud's
overall
information
security strategy,
and defined the
structure and
responsibilities
of the
information
security
management
organization,
the
management
methods, key
directions and
objectives of
information
security system
files, including
asset security,
access control,
cryptography,
physical security,
operation
security,
communication
security, system
development
security Supplier
management,
information
security incident
management
and business
continuity.

The customer (electronic
system operator) shall
have security governance
planning and work
procedures, and regularly
audit the electronic system.
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e. It is planned to
maintain the
continuity of
electronic system
operation under
its management.
(3) Other
governance
requirements may
be determined by
ministries or
agencies.
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Electronic
system
governanc
e
Article 21

(1) Private
electronic system
operators can
manage, process
and/or store
electronic systems
and data within
and/or outside
Indonesia.
(2) If electronic
systems and
electronic data
are managed,
processed and/or
stored outside
Indonesia, private
electronic system
operators must
ensure the
effectiveness of
the supervision of
the ministries or
agencies and law
enforcement
agencies.
(3) Within the
scope of
supervision and
law enforcement,
private electronic
system operators
shall provide
access to
electronic systems
and electronic
data in
accordance with
laws and
regulations.
(4) The
regulations on the
management,
processing and
storage of
electronic systems
and electronic
data by private
electronic system
operators in the
financial industry
shall be further

HUAWEI CLOUD
will arrange
special
personnel to
actively
cooperate with
the audit
requirements
initiated by
customers. The
customer's
rights and
interests in
auditing and
supervising
HUAWEI CLOUD
will be promised
in the
agreement
signed with the
customer
according to the
actual situation.
HUAWEI CLOUD
has passed
many
international
security and
privacy
protection
certifications
such as
ISO27001,
ISO27017,
ISO27018, SOC,
CSA STAR, and
is audited by a
third party every
year.

HUAWEI CLOUD will
arrange special personnel
to actively cooperate with
the audit requirements
initiated by customers. The
customer's rights and
interests in auditing and
supervising HUAWEI
CLOUD will be promised in
the agreement signed with
the customer according to
the actual situation.
HUAWEI CLOUD has
passed many international
security and privacy
protection certifications
such as ISO27001,
ISO27017, ISO27018, SOC,
CSA STAR, and is audited
by a third party every year.
Within the scope of
supervision and law
enforcement, customers
(private electronic system
operators) shall ensure the
supervision power of law
enforcement authorities
and provide access to
electronic systems and
data in accordance with
regulatory requirements.
Financial customers
(private electronic system
operators) should follow
the regulations of financial
industry regulators.
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standardized by
the financial
industry
regulatory
authorities.

HUAWEI CLOUD User Guide to Cyber Security
Regulations & Guidelines in Indonesia

6 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of Government
Regulation No. 71 of 2019 Regarding the Provision

of on Electronic System and Transaction(“Regulation
71/2019”)

Issue 1.0 (2022-12-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 35



Operation
safety of
electronic
system
Article 22

(1) The electronic
system operator
must provide
audit trail records
of all electronic
system operation
activities.
(2) Audit trail
records are used
for supervision,
law enforcement,
dispute resolution,
verification,
testing and other
inspection
purposes.

Huawei Cloud's
unified identity
authentication
service (IAM)
provides
customers with
access control to
cloud resources.
With IAM, the
customer
administrator
can manage
user accounts
and control the
operation
permissions of
these user
accounts on the
resources under
the customer
name. When
there are multi-
user cooperative
operation
resources in the
customer
enterprise, IAM
can avoid
sharing account
keys with other
users, assign
users minimum
permissions as
required, and
ensure the
security of user
accounts by
setting login
authentication
policies,
password
policies, and
access control
lists. Through
the above
methods, the
privilege and
emergency
account can be
effectively
controlled.
Customers can

The customer (electronic
system operator) shall
provide audit records of all
electronic system operation
activities to ensure that the
retention requirements of
the behavior log are met.
The audit records will be
used for supervision, law
enforcement, dispute
resolution, verification, etc.
In order to cooperate with
customers to meet the log
management and
supervision requirements,
HUAWEI CLOUD provides
the Log Tank Service
(LTS), which provides log
collection, real-time query,
dump and other functions
to store logs for a long
time. After the log data of
the host and cloud service
is reported to LTS, the
storage time can be set
between 1-30 days. The
log data beyond the
storage time will be
automatically deleted. For
the log data that needs
long-term storage (log
persistence), LTS provides
the dump function, which
can dump the logs to the
object storage service
(OBS) and data access
service (DIS) for long-term
storage.
To help customers meet
audit requirements,
HUAWEI CLOUD
providesIdentity and
Access Management
(IAM)to manage user
accounts using cloud
resources. 1. IAM provides
user account management
services that are suitable
for enterprise level
organizational structure,
and allocates different
resources and operation
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also provide
tenants with
operation
records of cloud
service resources
through cloud
audit service
(CTS) as an aid
for users to
query, audit and
backtrack.
When the
operation and
maintenance
personnel of
HUAWEI CLOUD
access the
HUAWEI CLOUD
Management
Network for
centralized
management of
the system, they
need to use a
unique and
recognizable
employee
identity account.
All user
accounts are
configured with
a strong
password
security policy,
and the
password is
changed
regularly to
prevent violent
password
cracking.
HUAWEI CLOUD
also uses dual
factor
authentication
to authenticate
cloud personnel,
such as USB
keys and Smart
Cards. The
employee
account is used

permissions to enterprise
users. After obtaining IAM
based authentication and
authentication by using the
access key, users can access
HUAWEI CLOUD resources
by calling APIs. 2. If the
tenant has a secure and
reliable external identity
authentication service
provider, it can map the
federally authenticated
external users of the IAM
service to temporary users
of HUAWEI CLOUD and
access the tenant's
HUAWEI CLOUD resources.
3. IAM can authorize by
level and fine-grained to
ensure that different users
of the same enterprise
tenant can be effectively
controlled in their use of
cloud resources, avoid the
unavailability of the entire
cloud service due to single
user misoperation and
other reasons, and ensure
the continuity of tenant
business.
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to log in to VPN
and bastion
machine to
achieve in-depth
audit of user
login.
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Operation
safety of
electronic
system
Article 24

(1) The electronic
system operator
shall have and
implement
procedures and
methods for
protecting
electronic systems
to avoid
interruptions,
failures and
losses.

(2) The electronic
system operator
shall provide a
security system,
including
procedures and
systems for
preventing and
responding to
threats and
attacks that cause
interruption,
failure and loss.

(3) If the system
failure or
interruption has a
serious impact
due to the
behavior of the
other party to the
electronic system,
the electronic
system operator
must ensure the
security of
electronic
information
and/or electronic
documents, and
immediately
report to law
enforcement
personnel and
relevant ministries
or agencies.

(4) The further
provisions of the
security system
shall be stipulated

HUAWEI CLOUD
has established
a solid and
perfect border
and multi-layer
three-
dimensional
security
protection
system. For
example, multi-
layer firewalls
isolate the
network
regionally; Anti
DDoS quickly
discovers and
protects against
DDoS attacks;
WAF real-time
detection and
defense against
web attacks;
IDS/IPS detects
and blocks
network attacks
from the
Internet in real
time, monitors
abnormal
behaviors of
hosts, etc.
In view of the
professionalism,
urgency and
traceability of
security incident
handling,
HUAWEI CLOUD
has complete
security log
management
requirements,
security incident
classification
and handling
process, a 7 * 24
professional
security incident
response team
and
corresponding

The customer (electronic
system operator) shall
ensure the continuous and
stable operation of the
electronic system and have
the capability of threat
countermeasures. If the
electronic system is
seriously affected by
intrusion/failure, the
customer (electronic
system operator) must
ensure the information
security in the system and
report to the law
enforcement personnel and
relevant ministries/
agencies at the first time.
In order to cooperate with
customers to meet log
management and
regulatory requirements,
HUAWEI CLOUD provides a
security management and
situational awareness
analysis platform (SA),
which can detect more
than 20 categories of cloud
security threats, including
DDoS attacks, brute force
attacks, Web attacks,
backdoor trojans, bots,
abnormal behaviors,
vulnerability attacks,
commands and controls.
Using big data analysis
technology, situation
awareness can conduct
classified statistics and
comprehensive analysis on
attack events, threat alerts
and attack sources,
presenting users with a
global security situation.
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by the head of
the government
agency in the
field of network
security.

security expert
resource pool to
deal with it.
HUAWEI CLOUD
adheres to the
principle of
rapid discovery,
rapid
demarcation,
rapid isolation
and rapid
recovery of
security incident
response. At the
same time,
according to the
harm of security
incidents to the
whole network
and customers,
refresh the
event rating
standard,
response time
limit, solution
time limit and
other
requirements.
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Operation
safety of
electronic
system
Article 25

The electronic
system operator
must re display
complete
electronic
information
and/or electronic
documents in the
format and
retention period
determined by
law.

As a cloud
service provider,
Huawei provides
cloud disk,
object storage
and other
storage services.
Customers can
set the retention
period and
format of data
according to
laws and
regulations. In
addition,
HUAWEI CLOUD
provides multi
granularity data
backup and
archiving
services to meet
customers'
needs in
different
scenarios.
Customers can
use the version
control, cloud
disk backup,
cloud server
backup and
other functions
of the object
storage service
to back up
documents, hard
disks, and
servers on the
cloud. They can
also use the
HUAWEI CLOUD
backup
archiving
solution to
make full use of
the
characteristics of
on-demand use,
elastic
expansion, and
high reliability
under the cloud

The customer shall ensure
that the electronic system
operator meets the
requirements for keeping
the behavior log and other
security requirements.
In order to cooperate with
customers to meet the log
management and
supervision requirements,
HUAWEI CLOUD provides
the Log Tank Service
(LTS), which provides log
collection, real-time query,
dump and other functions
to store logs for a long
time. After the log data of
the host and cloud service
is reported to LTS, the
storage time can be set
between 1-30 days. The
log data beyond the
storage time will be
automatically deleted. For
the log data that needs
long-term storage (log
persistence), LTS provides
the dump function, which
can dump the logs to the
object storage service
(OBS) and data access
service (DIS) for long-term
storage.
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service mode,
and combine
the backup
archiving
software and
HUAWEI CLOUD
infrastructure to
back up and
archive
customers' cloud
data to the
Huawei cloud.
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Operation
safety of
electronic
system
Article 26

(1) The electronic
system operator
shall maintain the
confidentiality,
integrity,
authenticity,
accessibility,
availability and
traceability of
electronic
information
and/or electronic
documents in
accordance with
laws and
regulations.
(2) In an
electronic system
operating
electronic
information
and/or electronic
documents that
can be
transmitted,
electronic
information
and/or electronic
documents must
be unique, and
their control and
ownership must
be stated.

HUAWEI CLOUD
provides
comprehensive
data protection
functions for
tenant data in
terms of
confidentiality,
integrity,
availability,
persistence,
authentication,
authorization,
and non
repudiation, and
is responsible
for the security
of related
functions.
However,
HUAWEI CLOUD
is just a tenant
data custodian,
and the tenant
has ownership
and control over
its data.
HUAWEI CLOUD
never allows
operation and
maintenance
operators to
access tenant
data without
authorization.
HUAWEI CLOUD
pays attention
to the changes
in internal and
external
compliance
requirements, is
responsible for
complying with
the security laws
and regulations
necessary for
HUAWEI CLOUD
services, carries
out security
standard
assessments of

The customer (electronic
system operator) shall
ensure the confidentiality,
integrity, authenticity,
accessibility, availability
and traceability of
information in accordance
with regulatory
requirements.
In order to help customers
meet the requirements of
system operation security
supervision, HUAWEI
CLOUD provides Identity
and Access Management
(IAM for short), which
provides user account
management services
suitable for enterprise level
organizational structures,
and allocates different
resources and operation
permissions to enterprise
users. IAM can authorize
by level and fine
granularity to ensure that
different users of the same
enterprise tenant can be
effectively controlled in
their use of cloud
resources, avoid the
unavailability of the entire
cloud service due to single
user misoperation and
other reasons, and ensure
the continuity of tenant
business. After passing the
password authentication,
the user will also receive a
one-time SMS
authentication code for
secondary authentication.
When users modify
sensitive information such
as passwords and mobile
phones, IAM enables
multifactor authentication
by default to ensure the
security of user accounts.
IAM combined with PAM
function can also more
effectively refine the
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the industries it
serves, and
shares our
compliance
practices with
tenants to
maintain due
transparency.
The HUAWEI
CLOUD Privacy
Policy of
HUAWEI CLOUD
International
Station tells
data subjects
that they have
the right to
modify/correct
or delete their
personal data
collected by
Huawei Cloud,
and provides
ways to realize
the rights of
corresponding
data subjects
(privacy email
and customer
service phone).

management of privileged
accounts.

Operation
safety of
electronic
system
Article 27

The electronic
system operator
must ensure that
the electronic
system operates
according to its
designed
functions, while
still considering
the
interoperability
and compatibility
with previous
electronic systems
and/or related
electronic
systems.

The electronic
system operator
must ensure
that the
electronic
system operates
according to its
designed
functions, while
still considering
the
interoperability
and
compatibility
with previous
electronic
systems and/or
related
electronic
systems.

The customer (electronic
system operator) shall
ensure the interoperability
and compatibility between
electronic systems while
ensuring that the system
operates according to
business logic.
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Operation
safety of
electronic
system
Article 28

(1) Electronic
system operators
need to educate
electronic system
users.
(2) Education
shall at least
include the rights,
obligations and
responsibilities of
all interested
parties, as well as
the procedures for
filing complaints.

Register on the
official website
of Huawei
Cloud. Before
providing
services to data
subjects, the
user agreement
and privacy
policy are
displayed. This
policy can be
easily and
clearly obtained
and understood
by data subjects,
and the
registration
interface tells
data subjects
that they need
to check and
agree to the
user agreement
and privacy
policy to provide
services to users.
Specify and
inform the data
subject of its
rights and
obligations and
the way to
exercise its
rights in the
privacy policy,
and the consent
request shall be
made clearly in
electronic form.

The customer (electronic
system operator) shall
demonstrate the rights,
obligations and
responsibilities of
interested parties to users
using electronic systems, as
well as the procedures for
filing complaints.
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Operation
safety of
electronic
system
Article 31

Electronic system
operators shall
protect their users
and the wider
community from
losses caused by
the electronic
systems they
operate.

In order to
strengthen
network security
protection and
prevent the
spread of
network attacks,
HUAWEI CLOUD
refers to the
division principle
of ITU E.408
security zone
and combines
the excellent
practice of
network security
in the industry
to divide and
isolate the
security zone
and network
layer of
HUAWEI CLOUD
network, and
uses technical
means such as
DDoS exception
and super large
traffic cleaning,
network
intrusion
detection and
interception
(IDS/IPS), and
Web security
protection.

The customer (electronic
system operator) shall
enhance the security
protection capability to
protect the users using the
system from loss of their
interests.
In order to cooperate with
customers to meet the
security requirements of
system operation, HUAWEI
CLOUD provides customers
with infrastructure.
HUAWEI CLOUD regards
infrastructure security as
the core component of
building a multi-
dimensional and full stack
cloud security protection
system. It provides multi-
level security protection in
physical environment,
network, platform,
application interface, data
and other major aspects,
and builds a multi-
dimensional, defense in
depth and compliance
infrastructure architecture
to support and
continuously improve
common cloud services
with excellent security
functions, including IaaS,
PaaS and SaaS. For more
information, see "7 Tenant
Services and Tenant
Security" in HUAWEI
CLOUD Security White
Paper.
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Operation
safety of
electronic
system
Article 32

(1) Everyone
working in the
operating
environment of
electronic systems
has the obligation
to ensure and
protect the
electronic system
facilities and
infrastructure or
information
transmitted
through electronic
systems.
(2) The electronic
system operator
shall provide,
educate and train
the staff
responsible for
the security and
protection of
electronic system
facilities and
infrastructure.

Huawei has
established a
complete
network security
training system.
Various forms of
safety skills
training are
included in the
process of
employees'
entry,
employment,
promotion, etc.
to improve
employees'
safety skills and
ensure that
employees have
the ability to
deliver safe and
compliant
products,
solutions and
services to
customers.
a. Basic network
security training:
Huawei
develops
corresponding
basic security
capability
training plans
according to
different roles
and positions.
New employees
must pass the
induction
training and
examination on
network security
and privacy
protection
before becoming
regular
employees; On
the job
employees need
to choose
corresponding

The customer (electronic
system operator) shall
provide security education,
training and other special
activities, provide
employees with
information security
awareness and operational
skills, and ensure the
information security of the
company and the system.
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courses for
learning and
examination
according to
different
business roles.
Managers need
to participate in
the training and
discussion
necessary for
network
security.
b. Precise
training: identify
typical safety
problems and
related
responsible
persons in the
process of
product
development
through big
data analysis,
and accurately
push typical
safety training
programs
(including cases,
training courses,
exercises, etc.)
to them, so as
to continuously
improve safety
quality.
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Operation
safety of
electronic
system
Article 33

For the purpose
of criminal justice
proceedings, the
electronic system
operator must
provide the
electronic
information
contained in the
electronic system
and/or electronic
data or electronic
information
and/or electronic
data generated by
the electronic
system in
accordance with
the authority
prescribed by law
and the legitimate
request of
investigators for
certain criminal
acts.

HUAWEI CLOUD
shall provide
relevant data
according to
laws and
regulations and
legal requests of
investigators for
the purpose of
criminal justice
procedures.
HUAWEI CLOUD
provides
HUAWEI
CLOUD User
Service
Agreement,
which stipulates
that "we will
take appropriate
management,
physical and
technical
measures to
help you protect
the security and
confidentiality
of your content
stored in the
service
environment.
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Electronic
system
test
Article 34

(1) Electronic
system operators
need to conduct
electronic system
performance tests.
(2) The electronic
system operator
executes all or
part of the
components in
the electronic
system according
to the
characteristics of
the protection
requirements and
the strategic
nature of the
electronic system
operation.

All cloud
services have
passed multiple
rounds of
security tests
before release,
including but
not limited to
the
authentication,
authentication,
session security
and other
microservice
level functions
and interface
security tests in
the Alpha phase,
the fuzzing tests
on APIs and
protocols in the
Beta phase to
verify service
integration, and
the database
security and
other special
security tests in
the Gamma
phase

The customer (electronic
system operator) shall test
the performance of the
system.
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obligation
Article 39

(1) When
organizing
electronic agents,
the organizers of
electronic agents
must pay
attention to the
following
principles:
a. Caution;
b. Ensuring and
integrating
information
technology
systems;
c. Ensure control
over electronic
trading activities;
d. Cost
effectiveness and
efficiency; and
e. Protect
consumers
according to the
law.
(2) Electronic
agent operators
must have and
implement
standard
operating
procedures that
comply with the
principles of
controlling user
data security and
electronic
transactions.
(3) The principles
for controlling the
security of user
data and
electronic
transactions
include:
a. Confidentiality;
b. Integrity;
c. Availability;
d. Authenticity;

HUAWEI CLOUD
provides
comprehensive
data protection
functions such
as
confidentiality,
integrity,
authenticity,
persistence,
authentication,
authorization,
and disclaimer
for tenant data,
and is
responsible for
the security of
related
functions.
HUAWEI CLOUD
never allows
operation and
maintenance
personnel to
access tenant
data without
authorization.
HUAWEI CLOUD
pays attention
to the changes
in internal and
external
compliance
requirements, is
responsible for
complying with
the security laws
and regulations
necessary for
HUAWEI CLOUD
services, carries
out security
standard
assessments of
the industries it
serves, and
shares our
compliance
practices with
tenants to
maintain due
transparency.

When customers
(electronic system
operators) use electronic
agents, they shall ensure
that the electronic agent
operators have and
implement standard
operating procedures that
comply with the principles
of controlling user data
security and electronic
transactions; It also follows
the security principles of
electronic transactions,
including confidentiality,
integrity, availability,
authenticity, etc.
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e. Authorization;
and
f. Disclaimer.

HUAWEI CLOUD
can flexibly
replace
computing
instances and
store data in
multiple regions
or multiple
availability
zones in the
same region.
Each zone is an
independent
fault
maintenance
domain, that is,
each zone is
physically
isolated. In
addition, each
available area
has its own
independent
UPS and on-site
standby power
generation
equipment, and
each available
area is
connected to
different power
grids. All
available areas
are redundantly
connected with
multiple primary
transmission
suppliers,
further
eliminating the
risk of single
point failure.

 

6.2 Electronic agent operator
No. Control

Principle
HUAWEI CLOUD
Response

Customer Focus
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obligatio
n
Article
40

(1) The
electronic
agent operator
must:
A. Conduct
identity
authenticity
test, and verify
the
authorization
of electronic
system users
conducting
electronic
transactions;
b. Develop and
implement
policies and
procedures to
take action
when there are
signs that
information
data has been
stolen;
c. Ensure the
control of
authorization
and access
rights of
electronic
trading
systems,
databases and
applications;
d. Develop and
implement
methods and
procedures to
protect and/or
keep
confidential
the integrity of
data, records
and
information
related to
electronic
transactions;
e. Own and
implement

When HUAWEI
CLOUD is a data
processor, it does not
perceive the data
content of the cloud
customer, and does
not view it. It only
processes (stores and
deletes) personal data
according to the
instructions of the
cloud customer.
HUAWEI CLOUD
provides IAM identity
authentication and
DEW data encryption
services for customers
to protect personal
data from
unauthorized or
illegal loss, access,
use, change,
correction or
disclosure of personal
data. At the same
time, it authenticates
cloud customers
through IAM services.
All cloud services have
passed multiple
rounds of security
tests before being
released, including but
not limited to the
authentication,
authentication,
session security and
other microservice
level functions and
interface security tests
in the Alpha phase. In
the Beta phase,
service integration is
verified through
fuzzing tests on APIs
and protocols. In the
Gamma phase,
database security and
other special security
tests are conducted.

When customers
(electronic system
operators) use electronic
agents:
1. In terms of system
security, it is necessary to
verify the user
authorization of electronic
systems and electronic
transactions, access rights
of databases, etc., to
ensure that reliable
technical isolation
measures are taken
between important
network areas and other
network areas to prevent
unauthorized access.
2. At the level of
management system,
information security
protection mechanism,
information security
incident emergency
response plan, business
continuity plan, etc. shall
be formulated to ensure
that information security
incidents can be handled
quickly and efficiently.
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standards and
controls on
data use and
access, and
control data
use and access
when the
service
provider has
the right to
access data;

f. Develop
business
continuity
plans,
including
effective
contingency
plans, to
ensure the
continued
availability of
electronic
trading
systems and
services; and

g. Have
procedures to
deal with
unexpected
events quickly
and
appropriately
to reduce the
impact of
electronic
system events,
fraud and
failures.

(2) Electronic
agent
operators shall
prepare and
establish
procedures to
ensure
electronic
transactions so
that customers
will not be
rejected.

In view of the
professionalism,
urgency and
traceability of security
incident handling,
HUAWEI CLOUD has
complete security log
management
requirements, security
incident classification
and handling process,
a 7 * 24 professional
security incident
response team and
corresponding security
expert resource pool
to deal with it.
HUAWEI CLOUD
adheres to the
principle of rapid
discovery, rapid
demarcation, rapid
isolation and rapid
recovery of security
incident response. At
the same time,
according to the harm
of security incidents
to the whole network
and customers,
refresh the event
rating standard,
response time limit,
solution time limit
and other
requirements.
In addition to
providing highly
available
infrastructure,
redundant data
backup, availability
zone disaster recovery,
etc., HUAWEI CLOUD
has also developed a
business continuity
plan and regularly
tested it. This plan is
mainly aimed at
major disasters, such
as earthquake or
public health crisis, so
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that cloud services
can continue to run
and ensure the safety
of customers' business
and data.
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7 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of

Private Electronic System Operators and its
amendments

On November 24, 2020, the Ministry of Communications and Information
Technology issued Regulation No. 5 of 2020 on Private Electronic System
Operators, which stipulates the registration of private electronic system operators,
the management and review of electronic information or electronic documents,
and requires private electronic system operators to disconnect their access to
prohibited electronic information or documents. On May 21, 2021, the Ministry of
Communications and Information Technology issued an amendment to the Private
Electronic System Operators.

The following content will summarize the control requirements related to cloud
service providers in About Private Electronic System Operators, and detail the
internal practices of Huawei Cloud, as well as how Huawei Cloud, as a cloud
service provider, helps customers meet these control requirements.

7.1 Management and review of electronic information
and/or electronic documents

No. Control Principle HUAWEI CLOUD
Response

Customer Focus

HUAWEI CLOUD User Guide to Cyber Security
Regulations & Guidelines in Indonesia

7 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of Private

Electronic System Operators and its amendments

Issue 1.0 (2022-12-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 56



General
regulations
Article 9

(1) The private sector
PSE is responsible for
the reliable, safe and
responsible operation
of electronic systems
and the management
of electronic
information and/or
electronic documents
in electronic systems.
(2) Private PSE must
provide service
instructions in
Indonesian language
as required by law.
(3) The private sector
PSE must ensure that:
a. The electronic
system does not
contain any prohibited
electronic information
and/or electronic
documents; And
b. The electronic
system does not
facilitate the
dissemination of
prohibited electronic
information and/or
electronic documents.
(4) Electronic
information and/or
electronic documents
are prohibited to be
classified as follows:
a. Violation of laws
and regulations;
b. Disturbance of
society and public
order; And
c. Inform how or
provide methods to
access prohibited
electronic information
and/or electronic
documents.
(5) The prohibited
electronic information
and/or electronic
documents that

Huawei Cloud,
on the basis of
complying with
all applicable
national and
regional security
regulations and
policies,
international
network security
and cloud
security
standards, and
referring to
industry best
practices, has
established and
managed a
sound, highly
trusted and
sustainable
security
assurance system
in terms of
organization,
process,
specification,
technology,
compliance,
ecology, and
other aspects,
and has worked
with relevant
governments,
customers, and
industry partners
to jointly address
cloud security
challenges in an
open and
transparent
manner, Fully
meet the security
needs of cloud
service users.
Ensure that the
electronic system
does not contain
or disseminate
any information
and/or

The customer
(private electronic
system operator)
shall operate the
electronic system
safely and stably,
manage the
information in the
electronic system and
provide service
instructions in
Indonesian according
to laws and
regulations. At the
same time, it shall be
ensured that the
electronic system
does not contain or
disseminate any
information and/or
documents that
violate the
regulations.
In order to help
customers meet the
regulatory
requirements for
electronic
information, HUAWEI
CLOUD provides
Cloud Eye Service
(CES for short) to
provide users with a
three-dimensional
monitoring platform
for elastic cloud
servers, bandwidth
and other resources.
CES provides real-
time monitoring
alarms, notifications
and personalized
report views to
accurately master the
status of business
resources. It should
be emphasized that
the monitoring object
of CES is the resource
usage data of
infrastructure, and
does not monitor or
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disrupt social and
public order shall be
determined by the
Ministry or agency in
accordance with laws
and regulations.
(6) The private PSE
that fails to fulfill its
obligations will cut off
access to its electronic
system (access
blocking) according to
the regulations of this
part.

documents that
violate the rules.

touch the tenant
data.
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Obligations
of private
electronic
system
operators
User
generated
content
Article 10

(1) Private PSE user
generated content
must:
a. Managing
electronic information
and/or electronic
documents; And b.
provide reporting
tools.
(2) The management
of electronic
information/
documents shall at
least include the
following provisions:
a. Obligations and
rights of electronic
system users to use
electronic system
services;
b. Obligations and
rights of Private Scope
PSE in the
implementation of
electronic system
operation;
c. Provisions on
responsibilities of
electronic information
and/or electronic
documents uploaded
by users of electronic
system; and
d. Availability of
facilities and services
and resolution of
complaints.
(3) The reporting tool
must be accessible to
the public and used to
submit complaints
and/or reports on
prohibited electronic
information and/or
electronic documents
contained in the
electronic systems it
manages.
(4) Complaints and/or
reports of electronic

When using
Huawei Cloud,
users need to
agree to the
HUAWEI CLOUD
User Service
Agreement and
Privacy Policy.
The HUAWEI
CLOUD User
Service
Agreement and
Privacy Policy
stipulates
HUAWEI CLOUD
and users'
obligations and
rights, users'
responsibilities
when storing
data on the
cloud, and
Huawei Cloud's
provision of user
data when
cooperating with
judicial
authorities in law
enforcement.
At the same
time, HUAWEI
CLOUD Platform
provides a work
order system as a
channel to
provide public
complaints
and/or reports
for users'
complaints or
reports on
HUAWEI CLOUD
services or
products that
contain
prohibited
electronic
information
and/or electronic
documents. The
operation and
maintenance

The customer
(private electronic
system operator)
shall ensure that the
electronic system
does not contain or
disseminate any
information and/or
documents that
violate the rules.
Customers (private
electronic system
operators) should
carry out security
governance work on
electronic
information and
formulate security
specifications, mainly
including the
obligations and rights
of electronic system
users to use
electronic system
services, the
obligations and rights
of private electronic
system operators in
electronic system
operation, the
responsibility
provisions of
electronic system
users to upload
information/
documents, service
availability, complaint
resolution, etc.
The customer
(private electronic
system operator)
shall provide a
complaint path for
users to complain
about prohibited
information/
documents in the
system; And verify
and respond to the
problems fed back by
the complainants.
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information and/or
electronic documents
are prohibited. Private
Scope PSE shall:
A. Provide the
complainant with the
response and/or
report to the
complaint and/or
report;
b. Independent review
of complaints and/or
reports and/or request
verification of
complaints and/or
reports to the Minister
and/or relevant
ministries or agencies;
c. Provide electronic
system users with
notice of complaints
and/or reports on
electronic information
and/or electronic
documents uploaded
by electronic system
users; and
d. If the reported
electronic information
and/or electronic
documents are not
prohibited electronic
information and/or
electronic documents,
the complaint and/or
report will be rejected.
(5) Private PSEs that
fail to fulfill the said
obligations may cut
off access to their
electronic systems
(access blocking) in
accordance with the
regulations of this
Part.

personnel
provide feedback
on the processing
results to
complete the
processing of
such complaints
or reports
(including
responding to
the informer,
information
verification, user
notification,
access to/
deletion of
prohibited data,
etc.).
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Obligations
of cloud
computing
operators
Article 12

(1) Cloud computing
operators must
manage electronic
information and/or
electronic documents.
(2) The management
of electronic
information/
documents shall at
least include the
following contents:
a. Obligations and
rights of cloud
computing service
users to use cloud
computing;
b. The obligations and
rights of cloud
computing operators
to carry out cloud
computing operations;
and
c. Provisions on the
responsibility of cloud
computing operator
service users to store
electronic information
and/or electronic
documents on cloud
computing.
(3) Cloud computing
operators need to
provide electronic
information and/or
electronic data of
service users of cloud
computing operators
under their control for
supervision and law
enforcement.

When using
Huawei Cloud,
users need to
agree to the
HUAWEI CLOUD
User Service
Agreement and
Privacy Policy.
The HUAWEI
CLOUD User
Service
Agreement and
Privacy Policy
stipulates
HUAWEI CLOUD
and users'
obligations and
rights, users'
responsibilities
when storing
data on the
cloud, and
Huawei Cloud's
provision of user
data when
cooperating with
judicial
authorities in law
enforcement.

Customers (private
electronic system
operators - cloud
computing operators)
should conduct
security governance
on electronic
information and/or
electronic documents,
including the
obligations and rights
of cloud computing
service users to use
cloud computing; The
obligations and rights
of cloud computing
operators to carry
out cloud computing
operations; And cloud
computing operator
service users to store
electronic
information and/or
electronic documents
on cloud computing.
The customer
(private electronic
system operator
cloud computing
operator) shall
cooperate with the
supervision and law
enforcement to
provide the user's
information/data.

 

7.2 Application for terminating access to electronic
information and/or disabling electronic documents

No. Control Principle HUAWEI CLOUD
Response

Customer Focus
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general
Article 13

(1) Private PSE must
cancel the access rights
of prohibited electronic
information and/or
electronic documents.
(2) The authority to
cancel access includes
terminating access to
electronic information
and/or electronic
documents to avoid
promoting the
dissemination of
prohibited electronic
information and/or
electronic documents.

HUAWEI CLOUD
Platform
provides a work
order system as
a channel to
provide public
complaints
and/or reports
for users'
complaints or
reports about
HUAWEI CLOUD
services or
products that
contain
prohibited
electronic
information
and/or electronic
documents. The
operation and
maintenance
personnel
provide feedback
on the
processing
results to
complete the
processing of
such complaints
or reports
(including
responding to
the
whistleblower,
information
verification, user
notification,
access to/
deletion of
prohibited data,
etc.).

The customer
(private electronic
system operator)
shall cancel the
access right of
prohibited electronic
information/
documents in time
to inhibit the spread
of illegal
information.
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general
Article 14

(1) Applications for
terminating access to
prohibited electronic
information and/or
electronic documents
may be submitted by:
a. The public;
b. Ministries or
agencies;
c. Law enforcement
personnel; And/or
d. Justice.
(2) Applications can be
submitted in the
following ways:
a. Website (website)
and/or application;
b. Non email; And/or
c. E-mail (e-mail).
(3) Submit emergency
application for
violation contents,
including:
a. Terrorism;
B. Child pornography;
perhaps
c. Contents disturbing
the public and public
order.

HUAWEI CLOUD
Platform
provides a work
order system as
a channel to
provide public
complaints
and/or reports
for users'
complaints or
reports about
HUAWEI CLOUD
services or
products that
contain
prohibited
electronic
information
and/or electronic
documents. The
operation and
maintenance
personnel
provide feedback
on the
processing
results to
complete the
processing of
such complaints
or reports
(including
responding to
the
whistleblower,
information
verification, user
notification,
access to/
deletion of
prohibited data,
etc.)

Customers (private
electronic system
operators) should
pay attention to the
fact that the public,
departments or
institutions, law
enforcement officers
and judicial
institutions can
submit applications
for prohibiting
access to illegal
electronic
information through
websites/
applications, e-mail,
etc.
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3.3 IT
Operational
Activity
Risk
Manageme
nt Process

Risk management of IT
operational activities
must consider:
a. Events or activities
that can disrupt
operations include:
1) technology
investment errors
including improper
implementation,
vendor failure,
improper definition of
business requirements,
incompatibility with
existing systems, or
software obsolescence,
including loss of
vendor support for
hardware and software
used by the Bank;
2) System development
and implementation
issues include
inadequate project
management, cost and
time overruns,
programming errors,
failure to integrate or
migrate from existing
systems, or failure of a
system to meet user
needs;
4) system failures
including network,
interface, hardware,
software, or internal
communication
failures; and
5) breaches in system
security including
external and internal
security breaches,
programming fraud, or
computer viruses.
b. The level of IT
operational risk that
depends on related
factors, among others:
4) The acquisition of
applications may be
through the purchase

The Client shall
define and
implement
infrastructure
security
standards.
The customer
shall regularly
review and
update the
control of
application
network security
according to the
planned
frequency.

To complement our
customers'
compliance
requirements,
Huawei's dual role
as a developer and
cloud service
operator of cloud
technology is
responsible for its
CSP infrastructure
and the security of
its own services (i.e.
IaaS, PaaS and
SaaS). HUAWEI
CLOUD ensures that
development,
configuration,
deployment, and
operation of various
cloud technologies is
secure. Therefore, in
the initial phase,
HUAWEI CLOUD will
strictly implement
the corresponding
control measures to
ensure HUAWEI
CLOUD is secure in
its architecture
design, equipment
selection, host
network (for a
variety of multi-layer
physical and virtual
network security
isolation methods),
access control,
border protection
technology,
configuration, and
other aspects for
consideration. In
addition, in order to
ensure the safe and
stable operation of
Huawei's cloud
platform and
network, HUAWEI
CLOUD has adopted
a series of
management
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of packages without
modification, purchase
of packages with
modification, and/or
development in-house
or by third parties;
11) adequacy of the
number and capability
of implementing staff;

measures, including:
vulnerability analysis
and processing, log
monitoring, incident
response,
optimization of the
default security
configuration of
cloud products,
security patch
deployment,
antivirus software
deployment, regular
backup of system
and device profiles,
and testing of
backup effectiveness.

 

7.3 Providing access to electronic systems and/or
electronic data for surveillance and criminal law
enforcement purposes

No. Control Principle HUAWEI CLOUD
Response

Customer Focus
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general
Article 21

(1) The private PSE
has the obligation
to provide the
ministries or
agencies with
access to electronic
systems and/or
electronic data in
accordance with the
law within the
scope of
supervision.
(2) The private PSE
has the obligation
to provide law
enforcement
personnel with
access to electronic
systems and/or
electronic data in
accordance with the
law during the
enforcement
process.
(3) The procedures
for granting access
to electronic
systems and/or
electronic data for
the purposes of
supervision and law
enforcement shall
be carried out in
accordance with the
provisions of Part II
and Part III of this
Chapter of the
Regulations of this
Part.

When using
Huawei Cloud,
users need to
agree to the
HUAWEI CLOUD
User Service
Agreement and
Privacy Policy.
The HUAWEI
CLOUD User
Service
Agreement and
Privacy Policy
stipulates
HUAWEI CLOUD
and users'
obligations and
rights, users'
responsibilities
when storing
data on the
cloud, and
Huawei Cloud's
provision of user
data when
cooperating
with judicial
authorities in
law
enforcement.

The customer (private
electronic system
operator) shall
provide access to
electronic systems/
data to ministries/
agencies and law
enforcement
personnel according
to regulations within
the scope of
supervision/in the
process of law
enforcement.
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Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 25

(1) The PSE in the
private sector must
designate at least
one contact person
residing in
Indonesia whose
task is to assist
ministries or
agencies in
submitting requests
for access to
electronic systems
and/or electronic
data.
(2) The contact
person receives a
request for access
to electronic
systems and/or
electronic data
from a contact
person identified by
a ministry or
agency and
submitted to a
private PSE.

HUAWEI CLOUD
has relevant
contacts in
Indonesia to
receive and
assist ministries
or agencies (for
the purpose of
supervision or
criminal law
enforcement) in
submitting
access requests
to electronic
systems and/or
electronic data.

The customer (private
electronic system
operator) shall
designate at least one
contact person
residing in Indonesia
to assist ministries or
agencies with requests
for access to
electronic systems
and/or data.
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Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 27

After the contact
person of the
Ministry or agency
submits the
request, the private
PSE shall complete
the request referred
to in Article 26 no
later than 5 (five)
calendar days.

After receiving
the request for
access to
electronic
systems and/or
electronic data
submitted by
ministries or
agencies and
law enforcement
officials (only
limited to
terrorism, child
pornography,
trafficking in
human beings,
organized crime,
and other
urgent
situations that
threaten life and
physical injury
according to
law), HUAWEI
CLOUD will
conduct point-
to-point
communication
and complete
the relevant
request within 5
calendar days.

The customer (private
electronic system
operator) shall
provide access to the
electronic data of the
ministry or institution
within 5 calendar days
after receiving the
request from the
contact person of the
ministry or institution.
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Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 30

(1) Access to
electronic systems
submitted by
Private Scope PSE is
limited and
confidential.
(2) Only officials of
ministries or
agencies can use
the electronic
system.
(3) Access granted
to electronic
systems must be
maintained and
protected:
a. Integrity,
availability and
confidentiality of
electronic data;
b. Reliability and
safety of electronic
system; and
c. Personal data
stored, transmitted
or processed in an
electronic system.

HUAWEI CLOUD
attaches great
importance to
users' data
information
assets, and
regards data
protection as
the core of
Huawei Cloud's
security strategy.
HUAWEI CLOUD
will follow the
industry's
advanced
standards of
data security
lifecycle
management,
and adopt
excellent
technologies,
practices and
processes in
identity
authentication,
authority
management,
access control,
data isolation,
data
transmission,
data storage,
data deletion,
physical
destruction, etc.
to provide users
with effective
data protection
capabilities and
ensure that
users' privacy,
ownership and
control of their
data are not
violated.
In cloud
services, most of
the scenarios we
discuss about
privacy
protection are

The customer (private
electronic system
operator) shall
provide access to the
electronic system
required by ministries
or agencies, and shall
ensure the integrity,
availability and
confidentiality of
electronic data;
Reliability and safety
of electronic system;
Maintain the security
of personal data
stored, transmitted or
processed in electronic
systems.
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about the
processing of
information-
based personal
data, how we
protect and
protect the
rights of data
subjects and
how to protect
the security of
personal data.
To this end,
HUAWEI CLOUD
has determined
the basic
principles of
personal data
processing
(legitimacy,
legitimacy and
transparency,
purpose
limitation, data
minimization,
accuracy,
storage period
minimization,
integrity and
confidentiality,
accountability),
and has taken
appropriate
management
and technical
measures to
ensure
compliance with
the basic
principles when
processing
personal data.
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Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 31

Private Scope PSE
shall complete the
request described in
Article 29 within 5
(five) calendar days
after the contact
person of the
ministry or agency
submits the
request.

After receiving
the request for
access to
electronic
systems and/or
electronic data
submitted by
ministries or
agencies and
law enforcement
officials (only
limited to
terrorism, child
pornography,
trafficking in
human beings,
organized crime,
and other
urgent
situations that
threaten life and
physical injury
according to
law), HUAWEI
CLOUD will
conduct point-
to-point
communication
and complete
the relevant
request within 5
calendar days.

The customer (private
electronic system
operator) shall
provide access to the
electronic data of the
ministry or institution
within 5 calendar days
after receiving the
request from the
contact person of the
ministry or institution.
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Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 37

The private PSE
shall complete the
request referred to
in Article 36 no
later than 5 (five)
calendar days after
the request is
submitted by the
contact person of
the law
enforcement
agency.

After receiving
the request for
access to
electronic
systems and/or
electronic data
submitted by
ministries or
agencies and
law enforcement
officials (only
limited to
terrorism, child
pornography,
trafficking in
human beings,
organized crime,
and other
urgent
situations that
threaten life and
physical injury
according to
law), HUAWEI
CLOUD will
conduct point-
to-point
communication
and complete
the relevant
request within 5
calendar days.

The customer (private
electronic system
operator) shall
provide access to the
traffic data (traffic
data) and electronic
system user
information
(subscriber
information) required
by law enforcement
personnel, and
provide access to the
communication
content requested by
law enforcement
personnel within five
calendar days.
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Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 40

(1) Access to
electronic systems
submitted by
Private Scope PSE is
limited and
confidential.
(2) Access to
electronic systems
may only be used
by law enforcement
officials under
Article 39 (1).
(3) Requests for
access to electronic
systems must be
maintained and
protected:
a. Integrity,
availability and
confidentiality of
electronic data;
b. Reliability and
safety of electronic
system; and
c. Personal data
stored, transmitted
or processed in an
electronic system.

HUAWEI CLOUD
attaches great
importance to
users' data
information
assets, and
regards data
protection as
the core of
Huawei Cloud's
security strategy.
HUAWEI CLOUD
will follow the
industry's
advanced
standards of
data security
lifecycle
management,
and adopt
excellent
technologies,
practices and
processes in
identity
authentication,
authority
management,
access control,
data isolation,
data
transmission,
data storage,
data deletion,
physical
destruction, etc.
to provide users
with effective
data protection
capabilities and
ensure that
users' privacy,
ownership and
control of their
data are not
violated.
In cloud
services, most of
the scenarios we
discuss about
privacy
protection are

The customer (private
electronic system
operator) shall
provide access to the
electronic system
required by law
enforcement agencies
and ensure the
integrity, availability
and confidentiality of
electronic data;
Reliability and safety
of electronic system;
Maintain the security
of personal data
stored, transmitted or
processed in electronic
systems.
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about the
processing of
information-
based personal
data, how we
protect and
protect the
rights of data
subjects and
how to protect
the security of
personal data.
To this end,
HUAWEI CLOUD
has determined
the basic
principles of
personal data
processing
(legitimacy,
legitimacy and
transparency,
purpose
limitation, data
minimization,
accuracy,
storage period
minimization,
integrity and
confidentiality,
accountability),
and has taken
appropriate
management
and technical
measures to
ensure
compliance with
the basic
principles when
processing
personal data.
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Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 41

The request
referred to in
Article 39 shall be
completed by the
private PSE no later
than 5 (five)
calendar days after
the contact person
of the law
enforcement
agency submits the
request.

After receiving
the request for
access to
electronic
systems and/or
electronic data
submitted by
ministries or
agencies and
law enforcement
officials (only
limited to
terrorism, child
pornography,
trafficking in
human beings,
organized crime,
and other
urgent
situations that
threaten life and
physical injury
according to
law), HUAWEI
CLOUD will
conduct point-
to-point
communication
and complete
the relevant
request within 5
calendar days

The customer (private
electronic system
operator) shall
provide access to the
electronic data of the
ministry or institution
within 5 calendar days
after receiving the
request from the
contact person of the
ministry or institution.

HUAWEI CLOUD User Guide to Cyber Security
Regulations & Guidelines in Indonesia

7 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of Private

Electronic System Operators and its amendments

Issue 1.0 (2022-12-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 75



Procedures
for granting
access to
electronic
systems
and/or
electronic
data for
monitoring
purposes
Article 42

(1) Cloud
computing
operators must
provide access to
electronic systems
and/or electronic
data within the
scope of law
enforcement.
(2) The obligation
to provide access is
limited to
emergencies related
to:
a. Terrorism;
b. Child
pornography;
c. Trafficking in
human beings;
D. Organized crime;
And/or
e. Emergency
situations that
threaten life and
physical injury
according to the
law.
(3) The obligation
to provide access
shall be fulfilled
within five (5)
calendar days from
the date of receipt
of the application
by the law
enforcement
agencies.

After receiving
the request for
access to
electronic
systems and/or
electronic data
submitted by
ministries or
agencies and
law enforcement
officials (only
limited to
terrorism, child
pornography,
trafficking in
human beings,
organized crime,
and other
urgent
situations that
threaten life and
physical injury
according to
law), HUAWEI
CLOUD will
conduct point-
to-point
communication
and complete
the relevant
request within 5
calendar days.

The customer (private
electronic system
operator) shall,
according to the law,
in case of emergency
(terrorism; child
pornography;
trafficking in human
beings (trafficking in
human beings);
Organized crime;
And/or emergencies
that threaten life and
physical injury
according to law) to
provide law
enforcement
personnel with access
to electronic systems/
data within five
calendar days.
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Tracking
records of
access to
electronic
systems
and/or
electronic
data for
surveillance
and criminal
law
enforcement
purposes
Article 43

(1) The PSE in the
private sector must
have an audit trail
record of the
ministry or agency's
access to the
electronic system.
(2) The PSE in the
private sector can
assess the impact
of the use of
electronic system
access rights by
ministries or
agencies in the
following aspects:
a. Quality of service
provided by private
PSE to its electronic
system users;
b. Protection of
personal data of
users of their
electronic systems;
And/or
c. Fulfill private PSE
obligations under
Indonesian laws
and regulations.
(3) The use of
access for
supervisory
purposes is carried
out within a
reasonable and
responsible period.

Huawei Cloud's
unified identity
authentication
service (IAM)
provides
customers with
access control to
cloud resources.
With IAM, the
customer
administrator
can manage
user accounts
and control the
operation
permissions of
these user
accounts on the
resources under
the customer
name. When
there are multi-
user cooperative
operation
resources in the
customer
enterprise, IAM
can avoid
sharing account
keys with other
users, assign
users minimum
permissions as
required, and
ensure the
security of user
accounts by
setting login
authentication
policies,
password
policies, and
access control
lists. Through
the above
methods, the
privilege and
emergency
account can be
effectively
controlled.
Customers can

The customer (private
electronic system
operator) shall,
according to the law,
in case of emergency
(terrorism; child
pornography;
trafficking in human
beings (trafficking in
human beings);
Organized crime;
And/or emergencies
that threaten life and
physical injury
according to law) to
provide law
enforcement
personnel with access
to electronic systems/
data within five
calendar days.
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also provide
tenants with
operation
records of cloud
service resources
through cloud
audit service
(CTS) as an aid
for users to
query, audit and
backtrack.
When the
operation and
maintenance
personnel of
HUAWEI CLOUD
access the
HUAWEI CLOUD
Management
Network for
centralized
management of
the system, they
need to use a
unique and
recognizable
employee
identity account.
All user
accounts are
configured with
a strong
password
security policy,
and the
password is
changed
regularly to
prevent violent
password
cracking.
HUAWEI CLOUD
also uses dual
factor
authentication
to authenticate
cloud personnel,
such as USB
keys and Smart
Cards. The
employee
account is used
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to log in to VPN
and bastion
machine to
achieve in-depth
audit of user
login.
When HUAWEI
CLOUD provides
access to
relevant
regulators
(ministries or
agencies, law
enforcement
personnel), it
also keeps audit
tracking records
through the
above
institutions.
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Tracking
records of
access to
electronic
systems
and/or
electronic
data for
surveillance
and criminal
law
enforcement
purposes
Article 44

(1) The private PSE
must have an audit
trail of access rights
of law enforcement
personnel to
electronic systems.
(2) The private PSE
can assess the
impact of law
enforcement
personnel's access
to electronic
systems on:
a. Quality of service
provided by Private
Scope PSE to its
electronic system
users;
b. Protection of
personal data of
users of their
electronic systems;
And/or
C. Fulfill the
obligations of
Private Scope PSE
under Indonesian
laws and
regulations.
(3) Access rights
are used for law
enforcement
purposes within a
reasonable and
responsible period.

Huawei Cloud's
unified identity
authentication
service (IAM)
provides
customers with
access control to
cloud resources.
With IAM, the
customer
administrator
can manage
user accounts
and control the
operation
permissions of
these user
accounts on the
resources under
the customer
name. When
there are multi-
user cooperative
operation
resources in the
customer
enterprise, IAM
can avoid
sharing account
keys with other
users, assign
users minimum
permissions as
required, and
ensure the
security of user
accounts by
setting login
authentication
policies,
password
policies, and
access control
lists. Through
the above
methods, the
privilege and
emergency
account can be
effectively
controlled.
Customers can

The customer (private
electronic system
operator) shall have
an audit trail record of
the access rights of
law enforcement
personnel to the
electronic system, and
the access rights shall
be set with reasonable
duration.

HUAWEI CLOUD User Guide to Cyber Security
Regulations & Guidelines in Indonesia

7 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of Private

Electronic System Operators and its amendments

Issue 1.0 (2022-12-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 80



also provide
tenants with
operation
records of cloud
service resources
through cloud
audit service
(CTS) as an aid
for users to
query, audit and
backtrack.
When the
operation and
maintenance
personnel of
HUAWEI CLOUD
access the
HUAWEI CLOUD
Management
Network for
centralized
management of
the system, they
need to use a
unique and
recognizable
employee
identity account.
All user
accounts are
configured with
a strong
password
security policy,
and the
password is
changed
regularly to
prevent violent
password
cracking.
HUAWEI CLOUD
also uses dual
factor
authentication
to authenticate
cloud personnel,
such as USB
keys and Smart
Cards. The
employee
account is used
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to log in to VPN
and bastion
machine to
achieve in-depth
audit of user
login.
When HUAWEI
CLOUD provides
access to
relevant
regulators
(ministries or
agencies, law
enforcement
personnel), it
also keeps audit
tracking records
through the
above
institutions.
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8 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of
Regulation No. 26 of 2007 on the Use

Security of Telecommunication Network
Based on Internet Protocol and its

Amendment

On May 4, 2007, the Ministry of Communications and Information Technology
issued Regulation No. 26 of 2007 on the Use Safety of Telecommunication
Networks Using Internet Protocol, which is mainly aimed at the requirements of
telecommunication operators using Internet protocol.

On January 24, 2017, the Ministry of Communications and Information Technology
issued Regulation No. 5 of 2017, an amendment to Regulation No. 26 of 2007 on
the Use Security of Telecommunication Networks with Internet Protocol.

The following content will summarize the control requirements related to cloud
service providers in the "On the Security of the Use of Telecom Networks with
Internet Protocols", and detail the internal practices of Huawei Cloud, as well as
how Huawei Cloud, as a cloud service provider, helps customers meet these
control requirements.

8.1 Obligation to ensure the use of telecommunication
networks based on Internet protocols

No. Control Principle HUAWEI CLOUD
Response

Customer Focus
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obligatio
n
Article
19

(1) Each telecom
operator using the
Internet protocol
must record the
connection log file.
(2) The connection
records shall be
kept for at least
three (3) months.
(3) The connection
record report is
submitted online
to the database
system to monitor
and protect the
use of the Internet
protocol based
telecommunicatio
ns network owned
by ID-SIRTII
executors.
(4) If online
connection
facilities are not
yet available,
telecom operators
using Internet
protocols must
submit them to LD
SIRTll in the form
of digital storage
media (storage
media) every 14
(fourteen)
calendar days.

HUAWEI CLOUD has a
centralized and
complete log big data
analysis system. The
system collects the
management behavior
logs of all physical
devices, networks,
platforms, applications,
databases and security
systems, and the threat
detection alarm logs of
all security products and
components. The logs
include resource IDs
(such as source IP, host
ID, user ID, etc.), event
types, daily times, ID of
affected data/
components/resources
(such as destination IP,
host ID, service ID, etc.),
success or failure, and
other information, To
ensure the support of
network security
incident backtracking
and compliance. The log
analysis system has
powerful data storage
and query capabilities to
ensure that all logs are
saved for more than 180
days and can be queried
in real time within 90
days. HUAWEI CLOUD
has a special internal
audit department that
regularly audits various
activities in the
operation and
maintenance process.

Customers (telecom
operators using
Internet protocols)
shall ensure that
business logs are
kept for at least
three months.
In order to
cooperate with
customers to meet
the requirements of
log management
and supervision,
HUAWEI CLOUD
provides the Log
Tank Service (LTS
for short) with log
collection, real-time
query, dump and
other functions,
which can store logs
for a long time.
After the log data of
the host and cloud
service is reported
to LTS, the storage
time can be set
between 1-30 days.
The log data beyond
the storage time will
be automatically
deleted. For the log
data that needs
long-term storage
(log persistence),
LTS provides the
dump function,
which can dump the
logs to the object
storage service
(OBS) and data
access service (DIS)
for long-term
storage.
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obligatio
n
Article
21

(1) The managers
of Internet cafes
and hotspots are
obliged to register
for each Internet
service user under
the premise of
ensuring the use
of Internet
protocol based
telecommunicatio
ns networks, at
least including:
a. Identity of
Internet service
users;
b. Start and end
time of Internet
access;
(2) ISP providing
prepaid service
needs to record
user identity.
(3) The identity
data of Internet
service users must
be kept for at least
1 (one) year.
(4) In the case of
criminal justice
proceedings, the
data referred to in
paragraphs (1)
and (2) must be
submitted to the
competent
authorities.

Users need to register
on the official website
of HUAWEI CLOUD to
use HUAWEI CLOUD
services. They need to
provide the necessary
identity information
when registering. During
the use of HUAWEI
CLOUD service, HUAWEI
CLOUD will save the
user's account
information.

The administrator of
public hot spots
shall ensure that
users are connected
to the network after
registration, and
shall record and
collect the identity
of users, starting
time of surfing and
other information.
Internet service
providers providing
prepaid services
should record user
identities. The user's
identity data shall
be kept for at least
one year.
In order to
cooperate with
customers to meet
the requirements of
log management
and supervision,
HUAWEI CLOUD
provides theLog
Tank Service (LTS
for short)with log
collection, real-time
query, dump and
other functions,
which can store logs
for a long time.
After the log data of
the host and cloud
service is reported
to LTS, the storage
time can be set
between 1-30 days.
The log data beyond
the storage time will
be automatically
deleted. For the log
data that needs
long-term storage
(log persistence),
LTS provides the
dump function,
which can dump the
logs to the object
storage service

HUAWEI CLOUD User Guide to Cyber Security
Regulations & Guidelines in Indonesia

8 How HUAWEI CLOUD Meets and Assists
Customers to Meet Implementation of Regulation

No. 26 of 2007 on the Use Security of
Telecommunication Network Based on Internet

Protocol and its Amendment

Issue 1.0 (2022-12-26) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 85

https://www.huaweicloud.com/intl/en-us/product/lts.html
https://www.huaweicloud.com/intl/en-us/product/lts.html
https://www.huaweicloud.com/intl/en-us/product/lts.html


(OBS) and data
access service (DIS)
for long-term
storage.

obligatio
n
Article
22

(1) Each
telecommunicatio
ns operator using
the Internet
Protocol shall be
obliged to
synchronize its
clocks with the
servers determined
by the Director-
General

HUAWEI CLOUD uses
the Network Time
Protocol (NTP) to
synchronize the clock
time between the
communication
equipment and the
communication
network, so as to ensure
the consistency of the
time of each network
element in the system.

The customer (the
telecom operator
using Internet
protocol) shall
perform clock
synchronization
according to the
requirements of the
chairman of the
board of directors to
provide high-
precision time
correction.
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9 Conclusion

This article describes how HUAWEI CLOUD provides customers with cloud services
that comply with Indonesian regulatory requirements, and shows that HUAWEI
CLOUD complies with key regulatory requirements issued by the Indonesian
Network Security, the Ministry of Communications and Information Technology
(Kominfo), the House of Representatives (DPR), and the Indonesian Ministry of
Law and Human Rights (Pemerintah Indonesia), which helps customers
understand Huawei Cloud's compliance with Indonesian regulatory requirements
in detail, Let customers safely and confidently store and process customer content
data through HUAWEI CLOUD Services. At the same time, to some extent, this
paper also guides customers on how to design, build and deploy a secure cloud
environment that complies with the regulatory requirements of the Indonesian
financial industry on Huawei Cloud, and helps customers better share the
corresponding security responsibilities with Huawei Cloud.

This white paper is for general reference only and does not have any legal effect
or constitute any form of legal advice. Customers should evaluate their own use of
cloud services at their discretion and be responsible for ensuring compliance with
relevant Indonesian regulatory requirements when using Huawei Cloud.
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10 Version History

Date Version Description

Dec.2022 1.0 First release
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