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1 Overview 

1.1 Background and Purpose of Publication 

In the wave of technological development, more and more organizations are gradually seeking 

business transformation and hope to use advanced information technology to reduce costs, 

improve operational efficiency, and achieve business model innovation. However, with the 

widespread use of information technology, cybersecurity incidents also continue to appear. In 

order to regulate the use of information technology and consolidate and improve the national 

network security level, the National Cyber Security Agency (NCA) and the Communications, 

Space and Technology Commission (CST) of Saudi Arabia have issued a series of 

cybersecurity regulatory requirements. 

As a cloud service provider, Huawei Cloud is committed to assisting customers in meeting 

these regulatory requirements, and continuously providing customers with cloud services and 

business operating environments that meet regulatory requirements. This article will describe 

in detail how Huawei Cloud will assist them in meeting the regulatory requirements for 

cybersecurity in Saudi Arabia that customers typically follow when using cloud services. 

1.2 Introduction of Applicable Saudi Arabia Cybersecurity 
Regulatory Requirements 

National Cybersecurity Authority (NCA): The government entity is primarily responsible 

for regulatory and operational functions related to cybersecurity in Saudi Arabia, working 

closely with public and private entities to improve the country's cyber security posture in 

order to maintain its vital interests, national security, critical infrastructure, high-priority 

sectors and government services and activities aligned with Vision 2030. 

⚫ ECC Essential Cybersecurity Controls: ECC take into account the cybersecurity needs of 

all organizations and sectors in the Kingdom of Saudi Arabia and are the minimum 

cybersecurity requirements that Critical National Infrastructure (CNI) organizations must 

adhere to. 

⚫ CCC Cloud Cybersecurity Controls: CCC is an extension and supplement to ECC, and 

aim to define cloud computing cybersecurity requirements from the perspective of cloud 

service providers and cloud service tenants to reduce security risks and improve security 

level. 

Communications, Space and Technology Commission (CST): The organization is 

responsible for organizing the communications and information technology sector in the 
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Kingdom of Saudi Arabia, and overseeing the standardization of ICT regulations. It provides 

licenses to Communications and Information Technology Organization, regulates the industry, 

and monitors internet usage within the country. The CST was formerly known as the 

Communications and Information Technology Commission (CITC). On November 10, 2022, 

the CITC was officially renamed the CST. 

⚫ CRF Cybersecurity Regulatory Framework: This framework aims to increase the 

cybersecurity maturity of the Information and Communication Technologies (ICT). CRF 

requires internationally best practices and local cybersecurity regulations to better 

manage cybersecurity risks, which LSPs must implement to meet minimum security 

requirements. 

1.3 Definition 
⚫ Cryptographic Primitive 

Cryptography primitives are low-level algorithms used to build cryptographic protocols 

for security systems. It is used by cryptographic designers as their most basic building 

block. These building blocks are part of a cryptographic system, which is a set of 

cryptographic algorithm required to implement a particular security service, such as 

cryptographic functions or one-way hash functions. 

⚫ Huawei Cloud 

Huawei Cloud is Huawei's cloud service brand, dedicated to providing stable, reliable, 

secure, credible, sustainable and innovative cloud services. 

⚫ Asset 

Anything tangible or intangible that has value to an organization. Contains various types 

of assets such as: people, machines, utilities, patents, software, services, information and 

features. 

⚫ Service Provider 

Entities and Branches of Entities that provide services to the organization under 

outsourcing arrangements. 

⚫ Critical National Infrastructure (CNI) 

These are the assets (i.e. facilities, systems, networks, processes, and key operators who 

operate and process them), whose loss or vulnerability to security breaches may result 

in:• Significant negative impact on the availability, integration or delivery of basic 

services, including services that could result in serious loss of property and/or lives 

and/or injuries, alongside observance of significant economic and/or social impacts.• 

Significant impact on national security and/or national defense and/or state economy or 

national capacities. 

⚫ Cloud technology stack 

Layered architecture of technologies that are essential to implement cloud computing 

services: (Data Center infrastructure, LAN, storage/compute/ hyper convergence 

hardware, hypervisor, cloud management platform, virtual appliances, OSs, application 

software, O&M platforms, cloud security technologies etc.…) 

⚫ Cryptographic primitives  

A low-level algorithm for building cryptographic protocols for secure systems. It is used 

by cryptographic designers as their most basic building block. These building blocks are 

part of a crypto system, which is a set of cryptographic algorithms, such as encryption 

functions or one-way hash functions, required to implement a particular security service. 

⚫ LSP 
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The Licensed Service Providers are all service providers that have requested and own 

license from CST to provide the services, as specified in the respective licenses. 
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2 Huawei Cloud Security and Privacy 
Compliance 

Huawei Cloud inherits Huawei's comprehensive management system and leverages its 

experience in IT system construction and operation, actively managing and continuously 

improving the development, operation and maintenance of cloud services. To date, Huawei 

Cloud has received a number of international and industry security compliance certifications 

ensuring the security and compliance of businesses deployed by cloud service customers. 

Huawei Cloud services and platforms have obtained the following certifications: 

Certification Description 

ISO 20000:2011 ISO 20000 is an international recognized information 

technology service management system (SMS) standard. It 

specifies requirements for the service provider to plan, 

establish, implement, operate, monitor, review, maintain and 

improve an SMS to make sure cloud service providers (CSPs) 

can provide effective IT services to meet the requirements of 

customers and businesses. 

Classified Cybersecurity 

Protection of China's 

Ministry of Public 

Security 

Classified Cybersecurity Protection issued by China's Ministry 

of Public Security is used to guide organizations in China 

through cybersecurity development. Today, it has become the 

general security standard widely adopted by various industries 

throughout China. Huawei Cloud has passed the registration 

and assessment of Classified Cybersecurity Protection Class 3. 

In addition, key Huawei Cloud regions and nodes have passed 

the registration and assessment of Classified Cybersecurity 

Protection Class 4. 

ISO 27017:2015 ISO 27017 is an international certification for cloud computing 

information security. The adoption of ISO 27017 indicates that 

Huawei Cloud has achieved internationally recognized best 

practices in information security management. 

Singapore MTCS Level 3 

Certification 

The Multi-Tier Cloud Security (MTCS) specification is a 

standard developed by the Singapore Information Technology 

Standards Committee. This standard requires cloud service 

providers (CSPs) to adopt sound risk management and security 

practices in cloud computing. Huawei Cloud Singapore has 
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obtained the highest level of MTCS security rating (Level 3). 

ISO 20000-1:2011 ISO 20000 is an international recognized information 

technology service management system (SMS) standard. It 

specifies requirements for the service provider to plan, 

establish, implement, operate, monitor, review, maintain and 

improve an SMS to make sure CSPs can provide effective IT 

services to meet the requirements of customers and businesses. 

SOC audit The SOC audit report is an independent audit report issued by 

a third-party auditor based on the relevant guidelines 

developed by the American Institute of Certified Public 

Accountants (AICPA) for the system and internal control of 

outsourced service providers. 

ISO 27018:2014 ISO 27018 is an international code of conduct that focuses on 

the protection of personal data in the cloud. The adoption of 

ISO 27018 indicates that Huawei Cloud has met the 

requirements of an internationally complete personal data 

protection and management system. 

PCI DSS Certification Payment Card Industry Data Security Standard (PCI DSS) is 

the global card industry security standard, jointly established 

by five major international payment brands: JCB, American 

Express, Discover, MasterCard and Visa. It is the most 

authoritative and strict financial institution certification in the 

world. 

ISO 22301:2012 ISO 22301 is an internationally recognized business continuity 

management system standard that helps organizations avoid 

potential incidents by identifying, analyzing, and alerting risks, 

and develops a comprehensive Business Continuity Plan (BCP) 

to effectively respond to disruptions so that entities can recover 

rapidly, keep core business running, and minimize loss and 

recovery costs. 

CSA STAR Gold 

Certification 

CSA STAR certification was developed by the Cloud Security 

Alliance (CSA) and the British Standards Institution (BSI), an 

authoritative standard development and preparation body as 

well as a worldwide certification service provider. This 

certification aims to increase trust and transparency in the 

cloud computing industry and enables cloud computing service 

providers to demonstrate their service maturity. 

TRUCS Trusted Cloud Service (TRUCS) is one of the most 

authoritative public domain assessments in China. This 

assessment confirms that Huawei Cloud complies with the 

most detailed standard for cloud service data and service 

assurance in China. 

Gold O&M (TRUCS) The Gold O&M certification is designed to assess the O&M 

capability of cloud service providers who have passed TRUCS 

certification. This certification confirms that Huawei Cloud 

services operate a sound O&M management system that 

satisfies the cloud service O&M assurance requirements 

specified in Chinese certification standards. 

Certification for the The certification is China's first cloud service user data security 
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Capability of Protecting 

Cloud Service User Data 

assessment mechanism after the Cyber Security Law takes 

effect. The first batch of Huawei Cloud passed this 

certification. 

ITSS Cloud Computing 

Service Capability 

Evaluation by the 

Ministry of Industry and 

Information Technology 

(MIIT) 

ITSS cloud computing service capability evaluation is based 

on Chinese standards such as the General Requirements for 

Cloud Computing and Cloud Service Operations. It is the first 

hierarchical evaluation mechanism in China's cloud 

service/cloud computing domain. Huawei private and public 

clouds have obtained cloud computing service capability level-

1 (top level) compliance certificates. 

TRUCS Trusted Cloud Service (TRUCS) is one of the most 

authoritative public domain assessments in China. This 

assessment confirms that Huawei Cloud complies with the 

most detailed standard for cloud service data and service 

assurance in China. 

Cloud Service Security 

Certification –

Cyberspace 

Administration of 

China(CAC) 

This certification is a third-party security review conducted by 

the Cyberspace Administration of China according to the 

Security Capability Requirements of Cloud Computing 

Service. Huawei Cloud e-Government Cloud Service Platform 

has passed the security review (enhanced level), indicating that 

Huawei eGovernment cloud platform was recognized for its 

security and controllability by China's top cybersecurity 

management organization. 

International Common 

Criteria EAL 

3+Certification 

Common Criteria (CC) certification is a highly recognized 

international standard for information technology products and 

system security. Huawei Cloud FusionSphere passed CC EAL 

3+ certification, indicating that the Huawei Cloud software 

platform is highly recognized worldwide. 
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3 Huawei Cloud Security Responsibility 
Sharing Model 

Due to the complex cloud service business model, cloud security is not the sole responsibility 

of one single party, but requires the joint efforts of both the customer and Huawei Cloud. As a 

result, Huawei Cloud proposes a responsibility sharing model to help customers to understand 

the security responsibility scope for both parties and ensure the coverage of all areas of cloud 

security. Below is an overview of the responsibilities sharing model between the customer and 

Huawei Cloud: 

 

As shown in the above model, the privacy protection responsibilities are distributed between 

Huawei Cloud and customers as below: 

Huawei Cloud: The primary responsibilities of Huawei Cloud are developing and operating 

the physical infrastructure of Huawei Cloud data centers; the IaaS, PaaS, and SaaS services 

provided by Huawei Cloud; and the built-in security functions of a variety of services. 

Furthermore, Huawei Cloud is also responsible for the secure design, implementation, and 

O&M of the multi-layered defense-in-depth, which spans the physical, infrastructure, 

platform, application, and data layers, in addition to the identity and access management 

(IAM) cross layer function. 
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Customer: The primary responsibilities of the customers are customizing the configuration 

and operating the virtual network, platform, application, data, management, security, and 

other cloud services to which a customer subscribes on Huawei Cloud, including its 

customization of Huawei Cloud services according to its needs as well as the O&M of any 

platform, application, and IAM services that the customer deploys on Huawei Cloud. At the 

same time, the customer is also responsible for the customization of the security settings at the 

virtual network layer, the platform layer, the application layer, the data layer, and the cross-

layer IAM function, as well as the tenant's own in-cloud O&M security and the effective 

management of its users and identities. 

For details on the security responsibilities of both Customers and Huawei Cloud, please refer 

to the Huawei Cloud Security White Paper released by Huawei Cloud. 

https://res-static.hc-cdn.cn/cloudbu-site/intl/en-us/TrustCenter/WhitePaper/Best%20Practices/SecurityWhitepaper_intl_en.pdf
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4 Huawei Cloud Global Infrastructure 

Huawei Cloud operates services in many countries and regions around the world. The Huawei 

Cloud infrastructure is built around Regions and Availability Zones (AZ). Compute instances 

and data stored in Huawei Cloud can be flexibly exchanged among multiple regions or 

multiple AZs within the same region. Each AZ is an independent, physically isolated fault 

maintenance domain, Users can and should take full advantage of all these regions and AZs in 

their planning for application deployment and operations in Huawei Cloud. Distributed 

deployment of an application across a number of AZs provides a high degree of assurance for 

normal application operations and business continuity in most outage scenarios (including 

natural disasters and system failures). For current information on Huawei Cloud Regions and 

Availability Zones, please refer to the official website of Huawei Cloud "Worldwide 

Infrastructure". 

https://www.huaweicloud.com/intl/en-us/global/
https://www.huaweicloud.com/intl/en-us/global/
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5 How Huawei Cloud Meets the 
Requirements of Essential Cybersecurity 

Controls 

ECC Essential Cybersecurity Controls sets minimum cybersecurity for information 

requirements and technology assets in an organization, provides general principles and best 

practices for customers to manage security risks, will help organizations minimize 

cybersecurity risks and threats from both internal and external. It covers five domains: 

cybersecurity governance, cybersecurity defense, cybersecurity resiliency, third-party and 

cloud computing cybersecurity, and industrial control system cybersecurity.  

The following content summarizes the control requirements related to cloud service providers 

in ECC, and elaborates on how Huawei Cloud helps customers meet these control 

requirements when serving as a customer's cloud service provider. 

5.1 Cybersecurity Governance 

"Cybersecurity Governance" requires customers to establish appropriate cybersecurity 

management mechanisms, covering cybersecurity governance areas such as cybersecurity 

strategy, awareness and training, policies and procedures, roles and responsibilities, and risk 

management. The relevant control requirements and practices of Huawei Cloud are as 

follows: 

5.1.1 Cybersecurity Strategy 

To ensure that cybersecurity plans, goals, initiatives and projects are contributing to 

compliance with related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

1-1-1 A cybersecurity 

strategy must be 

defined, 

documented and 

approved. It must 

be supported by 

the head of the 

Huawei Cloud has formulated 

management requirements for 

cybersecurity and privacy protection, 

which clarifies that Huawei Cloud will 

build and fully implement an end-to-

end cybersecurity system as an 

important strategy, comply with 

Customers should 

define their 

cybersecurity 

strategy, strategic 

objectives should 

comply with 

relevant laws and 
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organization or 

his/her delegate 

(referred to in this 

document as 

Authorizing 

Official). The 

strategy goals 

must be in-line 

with related laws 

and regulations. 

applicable laws and regulations of the 

business location, and fully meet 

customers' cybersecurity needs. The 

strategy was approved by the top 

management. 

regulations, and the 

strategy should be 

approved and 

supported by the 

head or 

representative of 

the organization. 

1-1-2 A roadmap must 

be executed to 

implement the 

cybersecurity 

strategy. 

Huawei Cloud formulates mid- and 

long-term development plans under the 

guidance of the company's strategy to 

support the sustainable development of 

Huawei Cloud business, and 

formulates annual business plans and 

implementation roadmaps, which 

include cybersecurity related activities, 

compliance requirements of applicable 

laws and regulations, and 

implementation of and the 

establishment of various cybersecurity 

projects, etc., to ensure the effective 

implementation of the cybersecurity 

strategy. 

Customers should 

develop an 

implementation 

roadmap or 

implementation 

plan based on the 

cybersecurity 

strategy to ensure 

the implementation 

of the cybersecurity 

strategy. 

1-1-3 The cybersecurity 

strategy must be 

reviewed 

periodically 

according to 

planned intervals 

or upon changes 

to related laws and 

regulations. 

The cybersecurity management 

policies and procedures are reviewed at 

least once a year and updated as 

needed to reflect changes in business 

objectives or risk environments by 

Huawei Cloud. Changes to information 

security policies and procedures 

require management approval. At the 

same time, Huawei Cloud has a 

dedicated audit team that regularly 

evaluates the compliance and 

effectiveness of strategies, procedures, 

supporting measures and indicators, 

and report the results and 

recommendations of the investigation 

to the top management. 

Customers should 

periodically review 

and update their 

cybersecurity 

policies based on 

the frequency of 

programs or 

changes in external 

regulation. 

 

5.1.2 Cybersecurity Management 

To ensure Authorizing Official’s support in implementing and managing cybersecurity 

programs within the organization as per related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

1-2- A dedicated 

cybersecurity function 

From an organizational structure 

perspective, the Global Security 

Customers should 

establish a 
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1 (e.g., division, 

department) must be 

established within the 

organization. This 

function must be 

independent from the 

Information 

Technology/Informati

on 

Communication and 

Technology (IT/ICT) 

functions (as per the 

Royal Decree number 

37140 dated 

14/8/1438H). It is 

highly recommended 

that this cybersecurity 

function reports 

directly to the head of 

the organization or 

his/her delegate while 

ensuring that this does 

not result in a conflict 

of interest. 

and Privacy Committee (GSPC), 

being the highest cybersecurity 

management organization at 

Huawei, is responsible for 

company-level security policy 

decisions and the authorization of 

overall security strategies company-

wide. GSPO and its office is 

responsible for enact and 

implement Huawei end-to-end 

cybersecurity protection system. 

Huawei Cloud Computing Security 

&Privary Office is responsible for 

the implementation of major event 

backtracking for regular review to 

ensure that the policies, 

specifications, and specific 

measures of security governance 

are implemented in the process of 

various business fields, and realize 

end-to-end security governance. 

Additionally, Huawei Cloud has 

clearly stipulated the cybersecurity 

responsibilities of all employees in 

the business team of each product 

and service. Huawei Cloud has set 

up roles specifically responsible for 

security and privacy protection to 

assume certain security 

management responsibilities. 

Cybersecurity-related roles and 

responsibilities are identified in 

writing and approved by the top 

management. 

dedicated 

cybersecurity 

function within the 

organization. This 

function must be 

independent from 

the Information 

Technology/Inform

ation 

Communication 

and Technology 

(IT/ICT) functions. 

Additionally, this 

cybersecurity 

function reports 

directly to the head 

of the organization 

or his/her delegate 

while ensuring that 

this does not result 

in a conflict of 

interest. 

1-2-

3 

A cybersecurity 

steering committee 

must be established by 

the Authorizing 

Official to ensure the 

support and 

implementation of the 

cybersecurity 

programs and 

initiatives within the 

organization. 

Committee members, 

roles and 

responsibilities, and 

governance 

framework must be 

defined, documented 

and approved. The 

committee must 

include the head of the 

From an organizational structure 

perspective, The Global Security 

and Privacy Committee (GSPC), 

being the highest cybersecurity 

management organization at 

Huawei, is responsible for 

company-level security policy 

decisions and the authorization of 

overall security strategies company-

wide. GSPO is responsible for 

enact and implement Huawei end-

to-end cybersecurity protection 

system. Huawei Cloud Computing 

Security & Privacy Office is 

responsible for formulating Huawei 

Cloud security policies, and 

periodically reviewing the 

implementation of the policies to 

ensure that the policies, 

specifications, and specific 

The head of the 

customer 

organization or 

representative must 

establish a 

cybersecurity 

steering committee 

to support and 

implement the 

cybersecurity 

program. 

Committee 

membership, roles 

and responsibilities, 

and governance 

framework should 

also be defined. In 

addition, the 

Committee may 

report directly to 
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cybersecurity function 

as one of its members. 

It is highly 

recommended that the 

committee reports 

directly to the head of 

the organization or 

his/her delegate while 

ensuring that this does 

not result in a conflict 

of interest. 

measures of security governance 

are implemented in the process of 

various business fields, and realize 

end-to-end security governance. 

Saudi Arabia Global Cyber 

Security & Privacy Officer follows 

Huawei’s the highest cyber security 

strategies to implement. 

the head of the 

organization or 

his/her 

representative 

while ensuring that 

no conflict of 

interest arises. 

 

5.1.3 Cybersecurity Policies and Procedures 

To ensure that cybersecurity requirements are documented, communicated and complied with 

by the organization as per related laws and regulations, and organizational requirements. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

1-3-1 Cybersecurity 

policies and 

procedures must 

be defined and 

documented by the 

cybersecurity 

function, approved 

by the Authorizing 

Official, and 

disseminated to 

relevant parties 

inside and outside 

the organization. 

Huawei Cloud has established and 

implemented documented 

cybersecurity policies and procedures 

to provide guidance for operational 

cybersecurity management. 

Cybersecurity policies and procedures 

must be approved by managers before 

they are released, and employees can 

view the policies and procedures 

based on their authorization. 

Additionally, Huawei Cloud regularly 

conducts employee training every year 

in terms of company policies and 

culture. 

Customers’ 

cybersecurity 

department should 

develop 

cybersecurity 

policies and 

procedures, 

approved by the 

head of the 

organization or 

his/her delegate, 

and disseminated to 

relevant parties 

inside and outside 

the organization. 

1-3-2 The cybersecurity 

function must 

ensure that the 

cybersecurity 

policies and 

procedures are 

implemented. 

While upholding Huawei's 

cybersecurity strategy and standards, 

Huawei Cloud Computing Security & 

Privacy Office is responsible for 

formulating Huawei Cloud security 

policies, and periodically reviewing 

the implementation of the policies to 

ensure the implementation of security 

governance policies, regulations, and 

specific measures in the processes of 

each business domain to achieve end-

to-end security governance. 

Customers’ 

cybersecurity 

function must 

ensure that 

cybersecurity 

policies and 

procedures are 

implemented. 

1-3-3 The cybersecurity 

policies and 

procedures must 

be supported by 

technical security 

Huawei Cloud has established a 

comprehensive set of cyber security 

policies and procedures based on 

various international and industry 

standards, laws and regulations, 

Customers’ 

cybersecurity 

policies and 

procedures can 

refer to industry 
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standards (e.g., 

operating systems, 

databases and 

firewall technical 

security 

standards). 

regulatory requirements, and best 

practices in the industry, including but 

not limited to CIS, PCI DSS, NIST 

CSF, and CSA CCM. 

technical security 

standards. 

1-3-4 The cybersecurity 

policies and 

procedures must 

be reviewed 

periodically 

according to 

planned intervals 

or upon changes to 

related laws and 

regulations. 

Changes and 

reviews must be 

approved and 

documented. 

Huawei Cloud reviews cybersecurity 

management policies and processes at 

least once a year and updates them as 

needed to reflect changes in business 

objectives or risk environments. 

Changes to policies and processes 

require senior management approval. 

In addition, Huawei Cloud has a 

dedicated audit team to regularly 

evaluate the compliance and 

effectiveness of policies, procedures, 

and supporting measures and 

indicators, and report the survey 

results and suggestions to the top 

management. 

Customers should 

periodically review 

and update 

cybersecurity 

policies and 

procedures based 

on planned 

frequency or 

changes in external 

regulation, and 

maintain a record 

of revisions. 

 

5.1.4 Cybersecurity Roles and Responsibilities 

To ensure that roles and responsibilities are defined for all parties participating in 

implementing the cybersecurity controls within the organization. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

1-4-1 Cybersecurity 

organizational 

structure and 

related roles and 

responsibilities 

must be defined, 

documented, 

approved, 

supported and 

assigned by the 

Authorizing 

Official while 

ensuring that this 

does not result in a 

conflict of interest. 

Huawei Cloud specifies the 

cybersecurity responsibilities of all 

employees in the business teams of 

products and services. Huawei Cloud 

assigns security and privacy protection 

roles to assume security management 

responsibilities. Cybersecurity-related 

roles and responsibilities are identified 

in writing and approved by the top 

management. Huawei Cloud complies 

with the separation of duties (SOD) 

and rights checks and balances 

principles to separate incompatible 

responsibilities to achieve proper 

rights division. In addition, the SOD 

management matrix is developed to 

help implement the SOD management 

principles. 

Cybersecurity 

organizational 

structure and 

related roles and 

responsibilities 

must be defined, 

documented, 

approved, 

supported and 

assigned by the 

Authorizing 

Official while 

ensuring that this 

does not result in a 

conflict of interest. 

1-4-2 The cybersecurity 

roles and 

responsibilities 

Huawei Cloud consistently monitor 

changes in the external regulatory 

environment, clarifies the latest 

The cybersecurity 

roles and 

responsibilities 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

5 How Huawei Cloud Meets the Requirements of 

Essential Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 15 

 

must be reviewed 

periodically 

according to 

planned intervals 

or upon changes to 

related laws and 

regulations. 

external regulatory requirements, 

reviews and updates related 

information security policies, 

procedures, roles and responsibilities, 

and adjusts the identified changes in 

laws and regulations to internal 

security requirements in a timely 

manner, to ensure the adequacy of 

controls and the effectiveness of 

enforcement. Huawei incorporates 

cybersecurity requirements into its job 

eligibility criteria. In the process of 

promotion, employees need to study 

corresponding cybersecurity courses 

and pass corresponding cybersecurity 

skills exams to improve their own 

cybersecurity capabilities. 

must be reviewed 

periodically 

according to 

planned intervals or 

upon changes to 

related laws and 

regulations. 

 

5.1.5 Cybersecurity Risk Management 

To ensure managing cybersecurity risks in a methodological approach in order to protect the 

organization’s information and technology assets as per organizational policies and 

procedures, and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

1-5-1 Cybersecurity risk 

management 

methodology and 

procedures must 

be defined, 

documented and 

approved as per 

confidentiality, 

integrity and 

availability 

considerations of 

information and 

technology assets. 

Huawei Cloud identifies asset values 

based on the confidentiality, integrity, 

and availability of IT assets, and then 

conducts security risk assessments for 

assets based on asset vulnerabilities 

and threats. 

Huawei Cloud has established a 

cybersecurity risk management 

specification, which specifies the key 

processes that should be followed in 

risk management, the scope of risk 

management, the departments 

responsible for risk management, and 

the standards that should be followed 

in risk management, identify risks 

from multiple dimensions. Determine 

the possibility of risks based on the 

completeness of security policies, 

security technologies, security audits, 

and periodically assess information 

security risks are required. 

Customers should 

establish 

cybersecurity risk 

management 

methods and 

procedures 

consistent with 

their organizational 

strategies based on 

the confidentiality, 

integrity, and 

availability of 

assets. 

1-5-2 The cybersecurity 

risk management 

methodology and 

procedures must 

Huawei Cloud service teams regularly 

conducts cybersecurity risk 

assessments as required. Huawei 

Cloud Computing Security & Privacy 

Customer’s 

organization's 

cybersecurity 

function should 
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be implemented by 

the cybersecurity 

function. 

Office regularly organizes expert 

group meetings on cybersecurity 

assessments and major incident 

retrospectives, to identify relevant 

cybersecurity risks and conduct 

regular follow-up procedures for risk 

disposal. These reviews are used to 

ensure compliance with the company's 

risk management requirements. The 

top management approve the risk 

assessment report after which is 

assessed. 

implement specific 

activities for 

cybersecurity risk 

management. 

1-5-3 The cybersecurity 

risk assessment 

procedures must 

be implemented at 

least in the 

following cases: 

1-5-3-1 Early 

stages of 

technology 

projects. 

1-5-3-2 Before 

making major 

changes to 

technology 

infrastructure. 

1-5-3-3 During the 

planning phase of 

obtaining third 

party services. 

1-5-3-4 During the 

planning phase 

and before going 

live for new 

technology 

services and 

products. 

Assess information security risks at 

the early stage of the project and 

periodically review information 

security impacts throughout the 

project delivery process. In addition, 

Huawei Cloud has formulated change 

management regulations and change 

processes. Changes must be reviewed 

in multiple phases to ensure that the 

operation and security of the 

organization are not adversely 

affected. 

Customers should 

ensure that in the 

early stages of 

technology 

projects, before 

making major 

changes to 

technology 

infrastructure, 

during the planning 

phase of obtaining 

third party services 

and before going 

live for new 

technology services 

and products, the 

cybersecurity risk 

assessment 

procedures must be 

implemented, to 

ensure the 

continuous 

operation of 

organizational 

information 

security. 

1-5-4 The cybersecurity 

risk management 

methodology and 

procedures must 

be reviewed 

periodically 

according to 

planned intervals 

or upon changes to 

related laws and 

regulations. 

Changes and 

reviews must be 

approved and 

Huawei Cloud regularly evaluates 

changes in the external regulatory 

environment, clarifies the latest 

external regulatory requirements, and 

conducts comprehensive inspections 

and assessments during the risk 

assessment process. 

Customers should 

periodically review 

and update 

cybersecurity risk 

management 

methods and 

procedures based 

on planned 

intervals or upon 

changes to related 

laws and 

regulations, and 

maintain a record 

of revisions. 
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documented. 

 

5.1.6 Cybersecurity in Information and Technology Project 
Management 

To ensure that cybersecurity requirements are included in project management methodology 

and procedures in order to protect the confidentiality, integrity and availability of information 

and technology assets as per organization policies and procedures, and related laws and 

regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

1-6-1 Cybersecurity 

requirements must 

be included in 

project and asset 

(information/ 

technology) 

change 

management 

methodology and 

procedures to 

identify and 

manage 

cybersecurity risks 

as part of project 

management 

lifecycle. The 

cybersecurity 

requirements must 

be a key part of 

the overall 

requirements of 

technology 

projects. 

Huawei Cloud incorporates security 

objectives into project objectives in 

project management, assesses 

information security risks at the early 

stage of the project, and periodically 

reviews information security impacts 

throughout the project delivery 

process. Huawei Cloud has developed 

the change management regulations 

and process. All changes must be 

performed in an organized and 

priority-driven fashion. After all 

change requests are generated, they 

are submitted to the Huawei Cloud 

Change Committee by the change 

manager team with change 

classification assigned. After the 

committee has reviewed and approved 

the requests, the planned changes can 

be implemented on the production 

network. Before submitting a change 

request, the change must undergo a 

testing process that includes 

production-like environment testing, 

pilot release, and/or blue/green 

deployment. This ensures that the 

change committee clearly understands 

the change activities involved, 

duration, failure rollback procedure, 

and all potential impacts. Go live only 

after being approved by the Change 

Committee to better identify and 

manage cyber security risks. 

Customers should 

incorporate 

cybersecurity 

requirements into 

project 

management and 

change 

management to 

ensure that 

identified 

cybersecurity risks 

are managed in 

project 

management. 

1-6-2 Cybersecurity requirements in project and asset (information/technology) change 

management must include at least the following: 

1-6-2-1 

Vulnerability 

assessment and 

Huawei Cloud has established a 

security vulnerability management 

process, which standardizes the 

Customers shall 

develop a project 

and asset change 
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remediation. closed-loop process of warning, 

assessment, and fixing of security 

vulnerabilities in Huawei Cloud 

systems. It also requires regular 

critical security patches to reduce 

vulnerability risks and specifies the 

requirements of vulnerabilities 

classification, responsibilities 

allocation, and vulnerability handling. 

Additionally, Huawei Cloud has 

established a dedicated vulnerability 

response team to timely evaluate and 

analyze the causes and threats of 

vulnerabilities and to formulate 

remedial measures, to evaluate the 

feasibility and effectiveness of 

remedial measures. 

For vulnerabilities that may affect 

customer service, Huawei Cloud will 

disclose the vulnerabilities to 

customers by the Saudi Arabia 

business service support team, 

including vulnerability details, 

vulnerability principle analysis, 

vulnerability impact scope, 

vulnerability prevention measures, and 

vulnerability resolution methods. 

management 

methodology or 

procedure that 

should include 

vulnerability 

assessment and 

remediation. 

1-6-2-2 

Conducting a 

configurations' 

review, secure 

configuration and 

hardening and 

patching before 

changes or going 

live for technology 

projects. 

All cloud services pass multiple 

security tests before release, In 

addition, Huawei Cloud leverages its 

in-depth understanding of customers' 

security requirements and industry 

standards and develops matching 

security test tools. One such tool is 

SecureCAT, which can be used to 

check security configurations of 

mainstream OS and database systems. 

In addition, All products must be 

checked by the security engineering 

laboratory in accordance with the 

corresponding security configuration 

standards before releasing. Huawei 

Cloud builds a configuration 

monitoring platform to monitor the 

configuration items of server 

operating systems, database 

management systems, and network 

devices in real time. The configuration 

monitoring platform compares the 

actual configuration items with the 

standard configuration baseline. When 

a difference occurs, the difference 

analysis result is automatically sent to 

the inspection administrator by email 

Customers shall 

develop project and 

asset change 

management 

methods or 

procedures that 

include 

configuration 

review, security 

configuration, and 

hardening and 

patching prior to 

technical project 

changes or go-live. 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

5 How Huawei Cloud Meets the Requirements of 

Essential Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 19 

 

for follow-up processing. 

1-6-3 Cybersecurity requirements related to software and application development 

projects should include at least the following: 

1-6-3-1 Using 

secure coding 

standards. 

Huawei Cloud strictly complies with 

the secure coding specifications 

released by Huawei. Before they are 

on boarded, Huawei Cloud service 

development and test personnel are all 

required to learn corresponding 

specifications and prove they have 

learned these by passing examinations 

on them. In addition, we introduced a 

daily check of the static code scanning 

tool, with the resulting data being fed 

into the cloud service Continuous 

Integration/Continuous Deployment 

(CI/CD) tool chain for control and 

cloud service product quality 

assessment through the use of quality 

thresholds. Before any cloud product 

or cloud service is released, static code 

scanning alarm clearing must be 

completed, effectively reducing the 

code related issues that can extend 

rollout time coding. 

Customers shall 

specify the 

software 

development 

project 

management 

methods or 

procedures defined 

in secure coding 

standards or 

specifications. 

1-6-3-2 Using 

trusted and 

licensed sources 

for software 

development tools 

and libraries. 

Huawei Cloud ensures the secure 

introduction and use of open source 

and third party software based on the 

principle of strict entry and wide use. 

Huawei Cloud has formulated clear 

security requirements and complete 

process control solutions for 

introduced open source and third-party 

software, and strictly controls the 

selection analysis, security test, code 

security, risk scanning, legal review, 

software application, and software 

exit. For example, cybersecurity 

assessment requirements are added to 

open source software selection in the 

selection analysis phase to strictly 

control the selection. During the use of 

third-party software, carry out related 

activities by taking the third-party 

software as part of services or 

solutions, and focus on the assessment 

of the integration of open source, third 

party, and Huawei-developed 

software, or whether new security 

issues are introduced when 

independent third-party software is 

used in solutions. 

Customers shall 

develop software 

development 

project 

management 

methods or 

procedures that 

clearly apply 

software 

development tools 

and libraries from 

trusted and licensed 

sources. 
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1-6-3-3 

Conducting 

compliance test for 

software against 

the defined 

organizational 

cybersecurity 

requirements. 

All cloud services pass multiple 

security tests before release, including 

but not 

limited to micro service-level 

functions and interface security tests 

such as authentication, authorization, 

and session security in the alpha 

phase; API and protocol fuzzing type 

of testing incorporated in the beta 

phase; and database security 

validation testing in the gamma phase. 

The test cases cover the security 

requirements identified in the security 

design phase and include test cases 

from an attacker's perspective. In 

addition, Huawei Cloud leverages its 

in-depth understanding of customers' 

security requirements and industry 

standards and develops matching 

security test tools. One such tool is 

SecureCAT, which can be used to 

check security configurations of 

mainstream OS and database systems. 

Once integrated, such security 

capabilities, controls and tools can be 

used and reused many times. 

Customers shall 

conduct compliance 

testing of the 

Software in 

accordance with its 

own cybersecurity 

requirements. 

1-6-3-4 Secure 

integration 

between software 

components. 

Huawei Cloud has adopted the new 

and rapidly iterative DevOps process, 

which supports continuous integration, 

delivery, and deployment. Huawei 

Cloud uses the internal DevOps 

platform to implement automatic 

building, testing, and rollout during 

the application security development 

lifecycle, preventing software from 

being tampered with during 

transmission in the environment. In 

addition, Huawei Cloud introduced a 

daily check of the static code scanning 

tool, with the resulting data being fed 

into the cloud service Continuous 

Integration/Continuous Deployment 

(CI/CD) tool chain for control and 

cloud service product quality 

assessment through the use of quality 

thresholds. 

Customers should 

implement secure 

integration between 

software 

components. 

1-6-3-5 

Conducting a 

configurations' 

review, secure 

configuration and 

hardening and 

patching before 

Delivery teams perform self-check for 

systems or components that are newly 

added to the Huawei Cloud production 

environment based on the security 

configuration specifications released 

by Huawei Cloud. The O&M team 

hardens the systems or components 

Customers should 

develop software 

development 

project 

management 

methods or 

procedures that 
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going live for 

software products. 

based on the security configuration 

specifications. The Huawei Cloud 

security O&M team is responsible for 

spot-checking the compliance of 

security configurations of systems or 

components in the Huawei Cloud 

production environment. 

include 

configuration 

review, security 

configuration, and 

hardening and 

patching processes 

prior to product go-

live. 

1-6-4 The cybersecurity 

requirements in 

project 

management must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the regulations and procedures related 

to security development, security 

testing, and configuration 

management annually. In addition, 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

the implementation of security 

governance policies, standards, 

regulations, and specific measures in 

the processes of each business 

domain. 

Customers should 

periodically review 

and update the 

security 

requirements in 

project 

management as 

scheduled. 

 

5.1.7 Compliance with Cybersecurity Standards, Laws and 
Regulations 

To ensure that the organization’s cybersecurity program is in compliance with related laws 

and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1-7-1 The organization 

must comply with 

related national 

cybersecurity laws 

and regulations. 

Huawei Cloud specifies the 

compliance process in its 

cybersecurity policies and regularly 

identifies and records compliance 

requirements. In addition, Huawei 

Cloud has set up dedicated posts to 

maintain active contact with external 

parties to track changes in laws and 

regulations. When identifying laws 

and regulations related to Huawei 

Cloud services, Huawei Cloud will 

adjust internal security requirements 

and security control levels in a timely 

manner to track compliance with laws 

and regulations. 

Customers should 

regularly identify 

and comply with 

cyber security laws 

and regulations of 

related countries. 

1-7-2 The organization 

must comply with 

any nationally-

approved 

international 

Huawei Cloud specifies the 

compliance process in its 

cybersecurity policies and regularly 

identifies and records compliance 

requirements. In addition, Huawei 

The Customer 

should regularly 

identify and 

comply with 

international 
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agreements and 

commitments 

related to 

cybersecurity. 

Cloud has set up dedicated posts to 

maintain active contact with external 

parties to track changes in laws and 

regulations. When identifying laws 

and regulations related to Huawei 

Cloud services, Huawei Cloud will 

adjust internal security requirements 

and security control levels in a timely 

manner to track compliance with laws 

and regulations. 

agreements and 

cybersecurity 

requirements 

approved by 

relevant countries. 

 

5.1.8 Periodical Cybersecurity Review and Audit 

To ensure that cybersecurity controls are implemented and in compliance with organizational 

policies and procedures, as well as related national and international laws, regulations and 

agreements. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1-8-1 Cybersecurity 

reviews must be 

conducted 

periodically by the 

cybersecurity 

function in the 

organization to 

assess the 

compliance with 

the cybersecurity 

controls in the 

organization. 

Huawei Cloud has developed the 

internal audit management process to 

standardize the internal audit 

principles, audit management process, 

and audit frequency. A dedicated audit 

team performs an internal audit on 

Huawei Cloud every year to check the 

running status of the company's 

internal control system and evaluate 

the compliance and effectiveness of 

policies, procedures, and supporting 

measures and indicators. 

The Customer 

should conduct 

regular internal 

audits by the 

cybersecurity 

function within the 

organization to 

determine 

compliance and 

effectiveness of 

cybersecurity 

controls. 

1-8-2 Cybersecurity 

audits and reviews 

must be conducted 

by independent 

parties outside the 

cybersecurity 

function (e.g., 

Internal Audit 

function) to assess 

the compliance 

with the 

cybersecurity 

controls in the 

organization. 

Audits and 

reviews must be 

conducted 

independently, 

while ensuring that 

this does not result 

Huawei Cloud regularly hires 

independent third parties to provide 

external audit and verification 

services. These evaluators perform 

regular security assessment and 

compliance audits or checks. (E.g. 

SOC, ISO standards, PCIDSS audit) to 

assess the security, integrity, 

confidentiality, and availability of 

information and resources for an 

independent assessment of risk 

management content/processes. 

Customers should 

regularly engage 

external 

independent third-

party agencies to 

audit the 

compliance and 

effectiveness of 

cybersecurity 

controls in the 

organization. 
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in a conflict of 

interest, as per the 

Generally 

Accepted Auditing 

Standards 

(GAAS), and 

related laws and 

regulations. 

1-8-3 Results from the 

cybersecurity 

audits and reviews 

must be 

documented and 

presented to the 

cybersecurity 

steering committee 

and Authorizing 

Official. Results 

must include the 

audit/review 

scope, 

observations, 

recommendations 

and remediation 

plans. 

Huawei Cloud has established a 

formal and regular audit plan, 

including continuous and independent 

internal and external assessments. The 

internal assessment continuously 

tracks the effectiveness of security 

control measures, and the external 

assessment audits as independent 

auditors to verify the effectiveness of 

the implementation and operation of 

the Huawei Cloud control 

environment. Audit results are 

reviewed by management and 

corrective actions are followed up. 

A review and audit 

report containing 

audit scope, audit 

findings, 

remediation 

recommendations, 

and remediation 

plans should be 

submitted to the 

cybersecurity 

committee of the 

customer 

organization. 

 

5.1.9 Cybersecurity in Human Resources 

To ensure that cybersecurity risks and requirements related to personnel (employees and 

contractors) are managed efficiently prior to employment, during employment and after 

termination/separation as per organizational policies and procedures, and related laws and 

regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1-9-

1 

Personnel 

cybersecurity 

requirements (prior to 

employment, during 

employment and after 

termination/separatio

n) must be defined, 

documented and 

approved. 

Huawei Cloud has established 

personnel information security 

management regulations, which 

specify hierarchical information 

security management 

requirements, standardize the 

management of recruitment, 

training, audit, reward and 

punishment for internal and 

external employees, and specify 

the cyber security responsibilities. 

Customers should 

develop and 

implement 

cybersecurity 

requirements for 

employees before, 

during, and after 

employment. 

1-9-

2 

The personnel 

cybersecurity 

requirements must be 

implemented. 

Huawei Cloud personnel comply 

with the developed information 

security management regulations 

and implement them for internal 

and external employees before, 

Customers should 

ensure that its 

employees comply 

with the 

cybersecurity 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

5 How Huawei Cloud Meets the Requirements of 

Essential Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 24 

 

during, and after their employment. management 

requirements defined 

by the organization 

and implement them. 

1-9-

3 

The personnel cybersecurity requirements prior to employment must include at least 

the following: 

1-9-3-1 

Inclusion of 

personnel 

cybersecurity 

responsibilities and 

non-disclosure 

clauses (covering the 

cybersecurity 

requirements during 

employment and after 

termination/separatio

n) in employment 

contracts. 

The employment agreement signed 

between the employee and the 

company contains confidentiality 

clauses, which clearly state the 

employee's cybersecurity 

responsibilities to ensure that the 

confidentiality clauses to be 

followed are confirmed before 

onboarding. Huawei Cloud 

employees must sign the 

resignation confidentiality 

commitment letter to confirm their 

ongoing information security 

responsibilities. 

Customers should 

include 

cybersecurity 

requirements that 

personnel must 

comply with in the 

employment contract 

and confidentiality 

clauses. 

1-9-3-2 

Screening or vetting 

candidates of 

cybersecurity and 

critical/privileged 

positions. 

Before appointment, Huawei 

Cloud conducts background checks 

on new employees who meet 

specific conditions through the 

established background check 

mechanism. In addition, Huawei 

Cloud will conduct background 

checks on employees and external 

personnel before hiring them based 

on the confidentiality of the assets 

that can be accessed. 

Customers should 

screen and vet 

candidates for 

cybersecurity or 

critical/privileged 

positions by 

conducting 

background checks 

prior to employment. 

1-9-

4 

The personnel cybersecurity requirements during employment must include at least 

the following: 

1-9-4-1 

Cybersecurity 

awareness (during on-

boarding and during 

employment). 

Huawei Cloud has established a 

series of information security 

training and learning mechanisms 

to ensure that employees' 

information security awareness 

meets Huawei requirements. New 

employees must pass information 

security and privacy protection 

training and exams before passing 

the probation. Organize 

information security awareness 

training and information security 

knowledge publicity for On-duty 

employee annually. 

Customers should 

regularly provide 

cybersecurity 

training for active 

employees. 

1-9-4-2 

Implementation of 

and compliance with 

the cybersecurity 

Cybersecurity awareness courses 

are held periodically for employees 

to continually refresh their 

cybersecurity knowledge and help 

The Customer 

should ensure that 

active employees 

implement 
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requirements as per 

the organizational 

cybersecurity policies 

and procedures. 

them understand relevant policies 

and systems. This way, they will 

be able to distinguish acceptable 

from unacceptable behavior, 

assume the responsibilities they 

have for any wrongdoing 

regardless of their intent, and abide 

by all company rules and legal 

requirements. HUAWEI has 

established a strict security 

responsibility system and 

implemented an accountability 

mechanism for violations. Huawei 

Cloud holds employees 

accountable on the basis of 

behavior and results. 

cybersecurity 

requirements in 

accordance with 

defined 

cybersecurity 

policies and 

procedures. 

1-9-

5 

Personnel access to 

information and 

technology assets 

must be reviewed and 

removed immediately 

upon 

termination/separatio

n. 

After the status changes, such as 

resignation or position change, 

employees and other third parties 

shall conduct a security review 

according to the transfer and 

resignation security review 

checklist, which includes the 

clearance or modification of the 

resignation account permissions. 

The Customer 

should ensure that 

employees' 

permissions and 

assets are reviewed 

and recovered after 

they resign. 

1-9-

6 

Personnel 

cybersecurity 

requirements must be 

reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established personnel 

information security regulations 

and procedures annually. In 

addition, the Huawei Cloud 

Computing Security & Privacy 

Office regularly reviews the 

implementation of policies to 

ensure that security governance 

policies, standards, regulations, 

and specific measures are 

implemented in the processes of 

each business domain. 

The Customer 

should review and 

update personnel 

cybersecurity 

requirements on a 

regular basis as 

scheduled. 

 

5.1.10 Cybersecurity Awareness and Training Program 

To ensure that personnel are aware of their cybersecurity responsibilities and have the 

essential cybersecurity awareness. It is also to ensure that personnel are provided with the 

required cybersecurity training, skills and credentials needed to accomplish their 

cybersecurity responsibilities and to protect the organization’s information and technology 

assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1-10- A cybersecurity 

awareness 

Huawei Cloud has established a 

training mechanism to improve 

Customers should 

develop a 
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1 program must be 

developed and 

approved. The 

program must be 

conducted 

periodically 

through multiple 

channels to 

strengthen the 

awareness about 

cybersecurity, 

cyber threats and 

risks, and to build 

a positive 

cybersecurity 

awareness culture. 

employees' awareness of information 

security and design appropriate 

training solutions for employees based 

on different roles and positions. An 

information security awareness 

training plan has been developed. The 

awareness education includes but is 

not limited to on-site lectures, online 

video courses, information security 

presentation, and case study. 

comprehensive 

security awareness 

and skill training 

management 

mechanism, 

develop training 

contents based on 

the functions and 

roles of the 

trainees, and 

regularly analyze 

and update the 

training contents. 

1-10-

2 

The cybersecurity 

awareness 

program must be 

implemented. 

According to the information security 

awareness training plan, Huawei 

Cloud continuously provides security 

awareness training for employees 

during their on-the-job period to raise 

cybersecurity awareness company-

wide, avoid non-compliance risks, and 

ensure normal business operations. 

Customers should 

follow the 

established 

cybersecurity 

awareness training 

plan and train 

employees. 

1-10-

3 

The cybersecurity 

awareness 

program must 

cover the latest 

cyber threats and 

how to protect 

against them, and 

must include at 

least the following 

subjects: 

1-10-3-1 Secure 

handling of email 

services, 

especially 

phishing emails. 

1-10-3-2 Secure 

handling of mobile 

devices and 

storage media. 

1-10-3-3 Secure 

Internet browsing. 

1-10-3-4 Secure 

use of social 

media. 

Huawei Cloud has established a series 

of cyber security training and learning 

mechanisms to ensure that employees' 

information security awareness meets 

Huawei requirements. Employees are 

required to continuously learn cyber 

security knowledge and understand 

related policies and regulations. It 

covers topics such as secure handling 

of phishing emails, secure handling of 

mobile devices and storage media, 

secure Internet browsing, and secure 

use of social media. Carry out various 

cyber security publicity activities for 

all employees, including cyber 

security community operation, 

publicity of typical cyber security 

cases, cyber security activity week, 

and cyber security animations, to raise 

cybersecurity awareness company-

wide, avoid non-compliance risks, and 

ensure normal business operations. 

Customers should 

develop a 

cybersecurity 

awareness plan that 

covers the latest 

cyber threats and 

how to protect 

against them. 

1-10-

4 

Essential and 

customized (i.e., 

tailored to job 

functions as it 

Huawei Cloud has established its own 

training mechanism and designed 

appropriate training plans for 

employees based on different roles 

Customers should 

provide the 

necessary and 

customized mix of 
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relates to 

cybersecurity) 

training and access 

to professional 

skillsets must be 

made available to 

personnel working 

directly on tasks 

related to 

cybersecurity 

including: 

1-10-4-1 

Cybersecurity 

function’s 

personnel. 

1-10-4-2 

Personnel working 

on 

software/applicatio

n development. 

And information 

and technology 

assets operations. 

1-10-4-3 

Executive and 

supervisory 

positions. 

and positions. The training frequency 

for general employees is at least once 

a year, and the training frequency for 

core employees is higher. Huawei 

Cloud implements a specialized 

personnel management program for 

key positions such as development 

personnel, O&M engineers, and 

cybersecurity function personnel, 

including On-boarding security 

review, On-the-job security training 

and enablement, Onboarding 

qualifications management, Off-

boarding security review. New 

employees must pass information 

security and privacy protection 

training and exams before passing the 

probation. On-duty employees need to 

select courses to study and take exams 

based on their business roles. 

Managements must attend information 

security training and workshops. 

training and 

expertise to those 

directly involved in 

cybersecurity. 

1-10-

5 

The 

implementation of 

the cybersecurity 

awareness 

program must be 

reviewed 

periodically. 

Huawei Cloud reviews and updates 

the personnel awareness training plan 

annually. In addition, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in processes of each 

business domain. 

Customers should 

periodically review 

the implementation 

of the cybersecurity 

awareness program 

based on the 

program's 

frequency. 

 

5.2 Cybersecurity Defense 

"Cybersecurity Defense" requires customers to develop cybersecurity operation and security 

management policies and processes, including asset management, identity and access 

management, protection of information systems and information processing facilities, 

password management, backup and recovery, and cyber security incident management. 

Control requirements and Huawei Cloud practices are as follows: 
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5.2.1 Asset Management 

Ensure that the organization has an accurate and detailed inventory of information and 

technology assets in order to support the organization’s cybersecurity and operational 

requirements to maintain the confidentiality, integrity and availability of information and 

technology assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-1-1 Cybersecurity 

requirements for 

managing 

information and 

technology assets 

must be defined, 

documented and 

approved. 

Huawei Cloud has formulated asset 

management procedures, which 

specify the classification and grading 

methods of information assets and the 

authorization rules that should be 

followed for various types of assets. In 

addition, Huawei Cloud has 

established information asset 

confidentiality management 

requirements, which specify the 

confidentiality measures that Huawei 

Cloud should take for information 

assets at different levels, and 

standardize the use of assets to ensure 

that the company's assets are properly 

protected and shared. 

Customers should 

establish formal 

asset 

management 

procedures, 

classify their 

assets and define 

their owners. 

2-1-2 The cybersecurity 

requirements for 

managing 

information and 

technology assets 

must be 

implemented. 

Huawei Cloud regularly identifies 

hardware, software, data, personnel, 

and services. Huawei Cloud uses the 

Cloud Asset Management system to 

monitor the inventory and 

maintenance status of Huawei Cloud 

information assets recorded on the 

asset management platform in real 

time, classify, monitor, and manage 

information assets, and generate an 

asset list for each asset. 

In addition, In Huawei Cloud, 

configuration managers are assigned 

to manage the configuration of all 

services, the resource configuration 

model consists of hosts, service trees, 

cloud infrastructures, and network 

devices. Configuration item mapping 

and resource lifecycle management are 

constructed to ensure stable and secure 

O&M in production environment. 

Additionally, an industry-grade 

Configuration Management Database 

(CMDB) tool is utilized to manage 

configuration items and their 

relationships with configuration item 

attributes. 

Huawei Cloud uses IPAM to centrally 

Customers should 

follow 

established asset 

management 

procedures, 

prepare and 

maintain an 

inventory of 

assets, and take 

appropriate 

protection 

measures for 

different 

categories of 

assets. 

Host Security 

Service (HSS) of 

Huawei Cloud 

provides a unified 

management 

interface for 

customers to 

query and 

manage cloud 

services. It is the 

security manager 

of servers and 

provides asset 
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manage IP resources. In addition, the 

HSP host security platform suite is 

deployed on the Huawei Cloud 

platform to provide network security 

protection for platform assets. 

management 

functions for 

customers, 

including 

manages and 

analyzes security 

asset information, 

such as accounts, 

ports, processes, 

web directories, 

and software. 

2-1-3 Acceptable use 

policy of 

information and 

technology assets 

must be defined, 

documented and 

approved. 

Huawei Cloud has developed and 

implemented asset usage regulations, 

including management principles, 

responsibilities of related personnel, 

office computer security requirements, 

office network security requirements, 

office application system security 

requirements, storage media and port 

security requirements, office 

peripheral security requirements, non-

HUAWEI computer security 

requirements, and related penalties. 

Customers should 

define acceptable 

asset usage rules, 

including but not 

limited to the 

security usage 

regulations of 

office terminals, 

storage media 

security 

requirements, and 

office network 

security usage 

regulations. 

2-1-4 Acceptable use 

policy of 

information and 

technology assets 

must be 

implemented. 

Huawei Cloud has developed and 

implemented asset usage regulations, 

including management principles, 

responsibilities of related personnel, 

office computer security requirements, 

office network security requirements, 

office application system security 

requirements, storage media and port 

security requirements, office 

peripheral security requirements, non-

HUAWEI computer security 

requirements, and related penalties. 

Customers should 

comply with the 

defined rules for 

acceptable use of 

assets and 

implement 

security 

management 

measures for 

assets such as 

office terminals, 

storage media, 

and office 

networks. 

2-1-5 Information and 

technology assets 

must be classified, 

labeled and handled 

as per related law 

and regulatory 

requirements. 

Huawei Cloud uses the Cloud Asset 

Management (CAM) system to 

monitor the inventory and 

maintenance status of information 

assets recorded on the asset 

management platform, classify, 

monitor, and manage information 

assets, and create an asset list for each 

asset. 

In addition, In Huawei Cloud, 

configuration managers are assigned 

to manage the configuration of all 

services, the resource configuration 

model consists of hosts, service trees, 

Customers should 

mark the asset 

classification 

based on legal 

provision, asset 

value, and asset 

importance and 

sensitivity to the 

organization, and 

define and 

develop cyber 

security 

requirements for 

information and 
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cloud infrastructures, and network 

devices. Configuration item mapping 

and resource lifecycle management are 

constructed to ensure stable and secure 

O&M in production environment. 

Additionally, an industry-grade 

Configuration Management Database 

(CMDB) tool is utilized to manage 

configuration items and their 

relationships with configuration item 

attributes. 

Huawei Cloud has implemented 

hierarchical data management and 

graded data based on confidentiality 

integrity, availability, and compliance. 

Data is classified into multiple 

security levels and defined separately. 

It also specified security 

implementation requirements, audit 

requirements, emergency response, 

and drill requirements for different 

levels of data. Each business domain 

marks the security level of the data in 

its domain according to the data 

grading standards. 

technology asset 

management 

based on different 

levels of asset 

classification to 

ensure that assets 

are protected at 

an appropriate 

level based on 

their importance 

to the 

organization. 

2-1-6 The cybersecurity 

requirements for 

managing 

information and 

technology assets 

must be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the asset management regulations and 

procedures annually. In addition, 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

Customers should 

periodically 

review and 

update 

cybersecurity 

requirements for 

information and 

technology assets 

as scheduled. 

 

5.2.2 Identity and Access Management 

To ensure the secure and restricted logical access to information and technology assets in 

order to prevent unauthorized access and allow only authorized access for users which are 

necessary to accomplish assigned tasks. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-2-1 Cybersecurity 

requirements for 

identity and access 

management must 

be defined, 

documented and 

approved. 

Huawei Cloud has formulated 

requirements on user account 

permission management, which 

standardizes the process for 

employees to follow when applying 

for, maintaining, and deregistering 

permissions. In addition, Huawei 

Customers should 

establish an identity 

authentication and 

access control 

management 

mechanism to 

restrict and monitor 
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Cloud has formulated account 

permission management requirements 

and processes for Huawei Cloud 

platform accounts, specifying account 

classification management and access 

control policies. 

access to the 

system. 

2-2-2 The cybersecurity 

requirements for 

identity and access 

management must 

be implemented. 

Huawei Cloud employees use unique 

IDs on the internal office network. 

Complete account lifecycle 

management regulations and processes 

have been established. Identity and 

Access Management (IAM) is used to 

control and manage user access to 

cloud services. 

All O&M accounts, device accounts, 

and application accounts are managed 

in a unified manner to ensure the end-

to-end management, including user 

creation, authorization, authentication, 

and permission reclaiming. 

Customers should 

comply with the 

established identity 

authentication and 

access control 

management 

policies to control 

user account 

permissions. 

Customers can use 

Identity and Access 

Management 

(IAM) of Huawei 

Cloud to manage 

user accounts that 

use cloud 

resources. Huawei 

Cloud IAM 

provides user 

account 

management 

services suitable for 

enterprise-level 

organizations and 

assigns different 

resources and 

operation rights to 

customers. 

2-2-3 The cybersecurity requirements for identity and access management must include 

at least the following： 

2-2-3-1 User 

authentication 

based on username 

and password. 

Huawei Cloud employees use a unique 

identity in the internal office network, 

and have established comprehensive 

account lifecycle management 

regulations and processes. A new 

employee must be approved and 

authorized by the president of the 

employing department and the 

department's HR. The management 

platform will create an account for the 

employee after approval, and the 

account is used for the employee to 

log in to various systems or platforms 

within Huawei Cloud. All Huawei 

Cloud O&M accounts are managed in 

a unified manner, monitored by the 

Customers should 

use user 

authentication 

policies based on 

user names and 

passwords. 

Huawei Cloud 

Identity and Access 

Management 

(IAM) supports 

password 

authentication. 

After obtaining 

IAM-based 

authentication 

using access keys, 
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unified audit platform, and 

automatically audited. Huawei 

employee accounts and two-factor 

authentication are required for O&M 

personnel to access the Huawei Cloud 

management network from which 

systems are centrally managed. 

customers can 

access cloud 

resources by calling 

APIs. 

2-2-3-2 Multi-

factor 

authentication for 

remote access. 

Huawei Cloud IAM is used to manage 

access and supports multi-factor 

authentication for login verification 

and operation protection. Employees 

need to use multi-factor authentication 

to determine their identity each time 

they log in. When employees access 

the Huawei Cloud office network 

through the Internet, they should only 

login through the VPN that supports 

the multi-factor authentication of 

registed and authenticated device, 

account and password. 

Huawei employee accounts and two-

factor authentication, such as USB 

token or smart card, are required for 

O&M personnel to access the Huawei 

Cloud management network from 

which systems are centrally managed. 

Employee accounts are used to 

connect securely to jump servers over 

remote access VPN. Both VPN 

gateways and bastion servers support 

detailed auditing of user login and 

access operations. 

Customers should 

have a multi-factor 

authentication 

policy for remote 

access. 

Customers can use 

Huawei Cloud 

IAM. After passing 

the password 

authentication, they 

will receive a one-

time SMS 

authentication code 

for secondary 

authentication. 

When sensitive 

information such as 

passwords and 

mobile phones is 

modified, IAM 

enables multi-factor 

authentication by 

default to ensure 

user account 

security. 

2-2-3-3 User 

authorization 

based on identity 

and access control 

principles: Need-

to-Know and 

Need-to-Use, 

Least Privilege 

and Segregation of 

Duties. 

Huawei Cloud implements role-based 

access control and permission 

management for internal personnel. 

Employees with different positions 

and responsibilities can only perform 

specific operations on authorized 

targets. Minimized permission 

assignment and strict behavior audit 

ensure that unauthorized access is not 

performed. 

Customers should 

implement role-

based access 

control and 

permission 

management, 

complying with the 

minimum principle 

of on-demand 

knowledge and use. 

Customers can use 

Huawei Cloud 

Identity and Access 

Management 

(IAM) to grant 

hierarchical and 

fine-grained 

authorization. 

Administrators can 

plan the 

permissions to use 
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cloud resources 

based on users' 

responsibilities. In 

addition, 

administrators can 

set security policies 

for users to access 

cloud service 

systems, such as 

ACLs, to prevent 

malicious access 

from untrusted 

networks. 

2-2-3-4 Privileged 

access 

management. 

Huawei Cloud has defined 

management requirements for 

privileged accounts. Privileged 

accounts are classified and comply 

with management requirements during 

the creation, recycling, authorization, 

use, and deregistration of privileged 

accounts. 

The privileged account management 

system binds functional and technical 

accounts for daily and emergency 

O&M to O&M teams or individuals. 

Privileged or contingency accounts are 

granted to employees only when 

required by their duties. All requests 

for privileged or emergency accounts 

are reviewed and approved at multiple 

levels. Huawei Cloud will only log in 

to the tenant console or resource 

instance to assist the customer in 

maintenance after obtaining the 

customer's authorization. Low-level 

logging is supported on bastion 

servers to ensure that all operations on 

the target host can be traced to any 

O&M personnel. 

Customers should 

establish a 

mechanism for 

managing 

privileged accounts 

and closely monitor 

the use of 

privileged 

accounts. 

Customers can use 

Huawei Cloud IAM 

to more effectively 

manage privileged 

accounts. 

Customers can also 

use the Cloud Trace 

service (Cloud 

Trace). 

CTS provides 

operation records 

of cloud service 

resources for users 

to query, audit, and 

backtrack. IAM and 

PAM can also 

effectively manage 

privileged 

accounts. 

2-2-3-5 Periodic 

review of users’ 

identities and 

access rights. 

Huawei Cloud has specified the 

maximum review period for accounts/ 

rights at different levels. The 

account/right owner periodically 

reviews the accounts/rights held by the 

account/right owner and submits a 

deregistration application when the 

user is transferred or the role changed. 

The management owner submits a 

deregistration application when the 

outsourced personnel leaves the site or 

no longer needs the account or 

Customers should 

regularly review 

the account 

permission scope 

for the user 

accounts it is 

responsible for to 

ensure that the user 

permission 

application, change, 

or reclaim can be 

managed in a 
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permission. The supervisor will 

review whether the subordinate's 

account/right is proper. If the 

subordinate's position/ role changes, 

the supervisor will review whether the 

subordinate's account/right of the 

original position has been cancelled. 

timely manner 

based on the 

identity and access 

control policy. 

2-2-4 The 

Implementation of 

the cybersecurity 

requirements for 

identity and access 

management must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established identity and access 

management regulations and 

procedures every year. In addition, the 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in 

processes of each business domain. 

Customers should 

regulars review and 

update the 

cybersecurity 

requirements for 

identity and access 

management 

periodically based 

on the planned 

frequency. 

 

5.2.3 Information System and Information Processing Facilities 
Protection 

To ensure the protection of information systems and information processing facilities 

(including workstations and infrastructures) against cyber risks. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-3-1 Cybersecurity 

requirements for 

protecting 

information 

systems and 

information 

processing 

facilities must be 

defined, 

documented and 

approved. 

Huawei Cloud complies with IT 

security standards established by 

Huawei, which specify security 

control requirements for preventing 

unauthorized changes or malicious 

intrusions to infrastructure, including 

harmful code protection, malware 

protection, virus protection, media 

management, and patch management. 

Customers should 

define network 

security 

requirements for 

protecting 

information 

systems and 

information 

processing 

facilities, including 

protection against 

harmful code, 

malware, virus, 

media 

management, and 

patch management. 

2-3-2 The cybersecurity 

requirements for 

protecting 

information 

systems and 

information 

processing 

Huawei Cloud personnel follow 

Huawei's IT security standards, deploy 

a series of cybersecurity protection 

equipment such as IPS, IDS and 

firework and implement effective 

security measures to ensure the 

security of information processing 

Customers should 

comply with the 

cybersecurity 

requirements of the 

established 

information system 

and information 
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facilities must be 

implemented. 

facilities. processing 

facilities, deploy 

cybersecurity 

protection devices, 

and implement 

effective security 

measures. 

2-3-3 The cybersecurity requirements for protecting information systems and 

information processing facilities must include at least the following: 

2-3-3-1 Advanced, 

up-to-date and 

secure 

management of 

malware and virus 

protection on 

servers and 

workstations. 

At the physical host level, antivirus 

software is deployed to achieve 

defense against malware attacks. Anti-

virus software is provided by default 

within the standard image of Huawei 

Cloud Desktop Terminal, and 

employees cannot disable the anti-

virus software. 

Huawei Cloud has implemented 

comprehensive malware and virus 

protection mechanisms for the cloud 

platforms. Huawei Cloud uses IPS 

intrusion prevention system, Web 

Application Firewall (WAF), anti-

virus software, and HIDS host-based 

intrusion detection system for 

vulnerability management of system 

components and networks. The IPS 

intrusion prevention system can detect 

and prevent potential network 

intrusion activities; Web application 

firewalls are deployed at the network 

boundary to protect the security of 

application software and protect it 

from external SQL injection, CSS, 

CSRF and other application oriented 

attacks; Anti-virus software provides 

virus protection and firewall in 

Windows system; HIDS host-based 

intrusion detection system protects the 

security of cloud servers, reduces the 

risk of account theft, provides 

functions such as weak password 

detection, malicious program 

detection, two-factor authentication, 

vulnerability management, and web 

tamper protection. 

Customers should 

implement security 

management 

measures to detect 

and prevent 

malware and 

malicious viruses 

on information 

systems and 

information 

processing facilities 

such as servers and 

workstations. 

Customers can use 

the Host Security 

Service (HSS) of 

Huawei Cloud, by 

detecting program 

features and 

behaviors and using 

the AI image 

fingerprint 

algorithm and 

cloud-based virus 

scanning and 

removal, the system 

can effectively 

identify malicious 

programs, such as 

viruses, Trojan 

horses, backdoors, 

worms, and mining 

software, and 

provide one-click 

isolation and virus 

removal 

capabilities. 

2-3-3-2 Restricted 

use and secure 

handling of 

external storage 

media. 

Huawei Cloud formulates and 

implements regulations on mobile 

media management. All types of 

mobile media are managed by 

dedicated personnel. The use of 

mobile media must be approved and 

formatted after being used. Different 

Customers should 

implement 

safeguards to 

restrict the use and 

secure handling of 

external storage 

media to prevent 
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security requirements are set for 

personal storage media and digital 

devices to enter and exit areas with 

different security levels and their use. 

Do not use any storage media to 

connect to the server without 

authorization. In addition, Huawei 

Cloud has formulated regulations for 

managing storage media and devices 

in and out of the equipment room. 

Storage media and devices must be 

registered and authorized before 

entering or leaving the equipment 

room. Data leakage prevention 

management is implemented when 

physical storage media enters and 

exits the equipment room, and data 

erasing and scrapping processes are 

specified to reduce possible data 

leakage losses. 

unauthorized use of 

the media from 

causing data 

leakage risks. 

2-3-3-3 Patch 

management for 

information 

systems, software 

and devices. 

Huawei Cloud establishes a security 

patch management process to ensure 

that security patches are installed 

within the time limit specified in IT 

security standards. In addition, 

Huawei Cloud has developed a 

vulnerability management mechanism 

to ensure timely emergency response 

to security vulnerabilities of cloud 

platforms and cloud services. Huawei 

Cloud implements measures that not 

only continuously improve cloud 

products' default security settings, but 

also front-load security patching to the 

development phase and simplify 

security patch deployment. 

Customers should 

establish an 

effective patch and 

vulnerability 

management 

mechanism, 

identify 

vulnerabilities and 

assess risks for all 

technical assets, 

test key patches, 

and develop the 

patch update period 

and patch fix 

workflow. 

Image Management 

Service (IMS) 

provides simple 

and convenient 

self-service 

management 

functions for 

images. Tenants 

can manage their 

images through the 

IMS API or the 

management 

console. Huawei 

Cloud staff 

periodically update 

and maintain public 

images, including 

applying security 

patches on them as 
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required. The staff 

also provide 

security-related 

information for 

users to reference 

in deployment 

testing, 

troubleshooting, 

and other O&M 

activities. 

2-3-3-4 

Centralized clock 

synchronization 

with an accurate 

and trusted source 

(e.g., Saudi 

Standards, 

Metrology and 

Quality 

Organization 

(SASO)). 

Huawei Cloud uses the standard 

NTP4.2.8 protocol to synchronize 

time in the system in a centralized 

manner. In addition, Huawei Cloud 

implements centralized clock 

synchronization with the source 

provided by the customer based on 

customer requirements. 

Customers should 

ensure that the 

clocks of all 

relevant 

information 

processing systems 

within the 

organization or 

security domain are 

synchronized using 

an accurate and 

trusted source clock 

source. 

2-3-4 The cybersecurity 

requirements for 

protecting 

information 

systems and 

information 

processing 

facilities must be 

reviewed 

periodically. 

Huawei Cloud reviews and updates IT 

security specifications, including 

policies and processes for malware 

protection, virus protection, media 

management, and patch management 

annually. In addition, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

periodically review 

and update 

cybersecurity 

requirements for 

protecting 

information 

systems and 

information 

processing facilities 

as scheduled. 

 

5.2.4 Email Protection 

To ensure the protection of organization’s email service from cyber risks. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-4-1 Cybersecurity 

requirements for 

protecting email 

service must be 

defined, 

documented and 

approved. 

Huawei Cloud follows the office 

application system security standards 

established by Huawei, which 

specifies the security control 

requirements for Email systems and 

mobile mail usage, and defines the 

sending and receiving rules and 

Customers should 

develop and 

implement 

cybersecurity 

requirements for 

email services. 
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permissions of mail. 

2-4-2 The cybersecurity 

requirements for 

email service must 

be implemented. 

Huawei Cloud personnel follow 

Huawei's security control 

requirements for Email systems and 

mobile mail usage to avoid 

information leakage and other security 

risks caused by unauthorized outgoing 

business information of Huawei 

Cloud. 

Customers should 

follow the 

established 

cybersecurity 

requirements for 

email services, and 

implement 

necessary security 

measures 

implemented to 

ensure that business 

information is not 

sent out, resulting 

in the risk of data 

leakage. 

2-4-3 The cybersecurity requirements for protecting the email service must include at the 

least the following: 

2-4-3-1 Analyzing 

and filtering email 

messages 

(specifically 

phishing emails 

and spam) using 

advanced and up-

to-date email 

protection 

techniques. 

Huawei Cloud uses technical means 

approved by Huawei, such as 

deploying anti-virus programs, 

monitoring and filtering emails at the 

mail gateway, and intercepting virus 

mail and spam. 

Customers should 

use appropriate 

technical means to 

monitor and filter 

email. 

2-4-3-2 Multi-

factor 

authentication for 

remote and 

webmail access to 

email service. 

Huawei Cloud employees use their 

employee accounts to log into the 

Huawei Cloud internal email system. 

Multi-factor authentication is 

supported for login verification and 

operation protection. Employees must 

use multi-factor authentication to 

determine their identity each time they 

log in. 

Customers should 

enable multi-factor 

authentication 

policies for remote 

and network mail 

access to the email 

service. 

2-4-3-3 

Email archiving 

and backup 

Huawei Cloud stipulates that all e-

mails that reflect Huawei's work 

activities and are valuable for review 

and use are within the scope of 

archiving and backup, and the data is 

retained on online storage media. 

Customers should 

define a policy for 

email archiving and 

backup, and back 

up emails regularly. 

2-4-3-4 

Secure 

management and 

protection against 

Advanced 

Persistent Threats 

(APT), which 

Huawei Cloud deploys the IPS, Web 

Application Firewall (WAF), and 

antivirus software on its office 

network to protect the email system. 

By default, antivirus software is 

provided in standard images of 

Huawei Cloud desktop terminals. 

Employees cannot disable antivirus 

Customers should 

deploy security 

protection against 

advanced persistent 

threats of zero-day 

viruses and 

malware. 
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normally utilize 

zero-day viruses 

and malware. 

software by default. 

2-4-3-5 

Validation of the 

organization’s 

email service 

domains (e.g., 

using Sender 

Policy Framework 

(SPF)). 

Huawei Cloud implements 

authentication organizations' email 

service domains to protect email 

addresses from malicious activities 

such as spoofing, spam, and phishing 

emails. 

Customers should 

implement policies 

that validate the 

organization's email 

service domain. 

2-4-4 The cybersecurity 

requirements for 

email service must 

be reviewed 

periodically. 

Huawei IT will review and update the 

established email management 

regulations and procedures annually. 

In addition, Huawei Cloud Computing 

Security & Privacy Office periodically 

reviews the implementation of the 

policy to ensure that the cybersecurity 

governance policies, standards, 

specifications, and specific measures 

are implemented in the processes of 

business domains. 

Customers should 

review and update 

the cybersecurity 

requirements of the 

e-mail service on a 

regular basis as 

scheduled. 

 

5.2.5 Networks Security Management 

To ensure the protection of organization’s network from cyber risks. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-5-1 Cybersecurity 

requirements for 

network security 

management must 

be defined, 

documented and 

approved. 

Huawei Cloud follows the 

cybersecurity management regulations 

established by Huawei, which specify 

relevant control requirements such as 

network isolation, network access 

security and cybersecurity defense, so 

as to ensure that organizations are 

protected from cybersecurity risks 

caused by malicious network 

intrusion. 

Customers should 

establish formal 

systems and 

network 

management 

procedures to 

ensure that the 

organization's 

network is 

protected from 

security risks. 

2-5-2 The cybersecurity 

requirements for 

network security 

management must 

be implemented. 

Huawei Cloud follows the 

cybersecurity management regulations 

and implements a formal 

environmental isolation mechanism. 

Huawei Cloud always takes into full 

consideration a wide variety of 

network security aspects ranging from 

network architecture design to device 

selection and configuration as well as 

Customers should 

implement the 

security 

requirements of 

cybersecurity 

management, 

construct 

cybersecurity 

protection, and 
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O&M. As a result, Huawei Cloud has 

adopted a set of network security 

mechanisms to enforce stringent 

controls and ensure cloud security. 

Some key examples of these network 

security mechanisms are multi-layered 

security isolation, access control, and 

perimeter protection for physical and 

virtual networks. 

In addition, Huawei Cloud provides 

multi-layer protection measures. For 

example, access control and border 

protection technologies are used to 

implement coordinated protection 

against external attacks and strictly 

implement corresponding 

management and control measures to 

ensure Huawei Cloud security. 

ensure the security 

of the 

organization's 

network. 

Huawei Cloud 

helps customers 

build a 

cybersecurity 

protection system 

to ensure the 

security of 

customers' cloud 

services. The Anti-

DDoS service can 

be deployed at the 

Internet border to 

detect and clean 

abnormal and ultra-

large traffic attacks. 

A virtual private 

cloud (VPC) is 

used to divide and 

isolate key network 

partitions. The Web 

Application 

Firewall (WAF) is 

deployed to defend 

against web attacks 

to protect web 

application services 

and systems 

deployed in the 

DMZ and facing 

the Internet. 

2-5-3 The cybersecurity requirements for network security management must include at 

least the following: 

2-5-3-1 logical or 

physical 

segregation and 

segmentation of 

network segments 

using firewalls and 

defense-in-depth 

principles. 

Based on business functions and 

network security risks, the Huawei 

Cloud data center network is mapped 

into different security zones, 

including: DMZ zone, Public services 

zone, Point of Delivery (POD), Object 

- Based Storage (OBS), and 

Operations Management (OM). 

In addition to the above-mentioned 

security zoning for every Huawei 

Cloud data center's network, distinct 

security levels within different 

security zones are also defined for 

Huawei Cloud. Attack surfaces and 

security risks are determined based on 

different business functions. For 

example, security zones that are 

Customers need to 

divide and isolate 

their networks into 

security zones and 

strictly control 

access between 

different security 

zones. 
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directly exposed to the Internet have 

the highest security risks, whereas the 

OM zone that exposes no interface to 

the Internet therefore has a much 

smaller attack surface, lower security 

risks, and less challenging to manage. 

2-5-3-2 Network 

segregation 

between 

production, test 

and development 

environments. 

Huawei Cloud has established a 

formal environment isolation 

mechanism to logically isolate the 

development, test, and production 

environments, improving self-

protection and fault tolerance 

capabilities against external intrusions 

and internal violations, and reducing 

risks of unauthorized access or change 

to the operating environment. Do not 

connect the network between the test 

environment and the production 

environment without authorization to 

avoid security risks in the production 

environment due to intrusion of the 

test environment. 

Customers should 

ensure that their 

development, test, 

and production 

environments are 

isolated from each 

other and that the 

use of the different 

environments is 

strictly controlled. 

2-5-3-3 

Secure browsing 

and Internet 

connectivity 

including 

restrictions on the 

use of file 

storage/sharing 

and remote access 

websites, and 

protection against 

suspicious 

websites. 

Huawei Cloud has formulated relevant 

security management regulations, 

which clearly stipulate that users are 

prohibited from logging in to their 

private email addresses (other than 

Huawei Email) through Proxy without 

authorization, and are prohibited from 

transmitting Huawei information 

outside Huawei's office networks 

through the Internet, using any means 

to bypass Proxy restrictions to transfer 

data outside the company or access 

unauthorized websites. It also 

prohibits shared directories with 

access permissions for everyone. 

Customers should 

regulate the 

security of Internet 

links and browsing, 

limit the use of 

websites with file-

sharing storage, 

avoid remote 

access to websites, 

and guard against 

suspicious 

websites. 

2-5-3-4 

Wireless network 

protection using 

strong 

authentication and 

encryption 

techniques. A 

comprehensive 

risk assessment 

and management 

exercise must be 

conducted to 

assess and manage 

the cyber risks 

prior to connecting 

any wireless 

Huawei Cloud uses strong 

authentication and encryption 

technologies to protect wireless 

networks. All computers connected to 

Huawei Cloud's internal networks, 

including wired and wireless office 

networks, must be installed with 

Huawei security software. Employees 

can access Huawei's internal office 

networks from external networks 

using Huawei security software. In 

addition, it is not allowed to access 

non-Huawei wireless networks in 

Huawei's office areas without 

permission. It is prohibited to set up 

wireless networks in Huawei's office 

Customers should 

implement wireless 

network protection 

with strong 

authentication and 

encryption 

technologies to 

ensure that any 

wireless network is 

fully risk-assessed 

before it accesses 

the intranet. 
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networks to the 

organization’s 

internal network. 

areas without permission or connect 

test wireless networks to Huawei's 

office networks. Any business 

requirements must be evaluated and 

approved by the business director and 

IT management department. 

2-5-3-5 

Management and 

restrictions on 

network services, 

protocols and 

ports. 

Huawei Cloud restricts the use of 

high-risk ports and high-risk protocols 

by configuring firewall policies. In 

addition, Huawei Cloud has developed 

a product communication matrix, 

which maintains available 

communication ports. Ports must be 

within a reasonable range. Ports not 

listed in the matrix must be disabled 

and verified by the port scanning tool. 

Customers should 

formulate security 

management 

policies to restrict 

the use of high-risk 

ports and high-risk 

protocols. 

2-5-3-6 Intrusion 

Prevention 

Systems (IPS). 

In order to detect and intercept attacks 

from the Internet as well as east-west 

attacks between tenants' virtual 

networks, network IPS appliances are 

deployed on Huawei Cloud's network, 

including but not limited to the public-

facing network perimeter, trust 

boundaries of security zones, and 

tenant space perimeter. IPS in Huawei 

Cloud can analyze real-time network 

traffic and trigger blocking on various 

intrusions such as protocol attacks, 

brute force attacks, port and 

vulnerability scanning, virus and 

Trojan horse attacks, and attacks 

targeting specific vulnerabilities. 

Based on network traffic, IPS can also 

provide information needed to help 

locate and troubleshoot network 

issues, assign direction-specific load 

throttling policies, and apply 

customized detection rules 

accordingly in order to protect 

application and infrastructure security 

in the production environment. 

Customers should 

deploy IPS devices 

at the network 

border. 

Customers can use 

the Host Security 

Service (HSS) of 

Huawei Cloud. 

HSS provides the 

intrusion detection 

function to identify 

and prevent 

intrusions on hosts, 

detect risks inside 

hosts in real time, 

and detect and kill 

malicious programs 

on hosts. Identify 

website backdoors 

in the host, etc. 

2-5-3-7 Security of 

Domain Name 

Service (DNS). 

DNS is built on Huawei Cloud's 

highly available and reliable 

infrastructure. The distributed nature 

of DNS servers helps to improve 

service availability and ensures that 

end users are routed to their desired 

applications. If a fault occurs on a 

service node, tenants can ensure 

service availability by modifying the 

domain name record to fail over to an 

operational node. 

Customers should 

ensure the security 

of the Domain 

Name Service 

(DNS) they manage 

themselves. 

Customers can use 

the domain name 

service (DNS). 

Huawei Cloud 

DNS provides a 

highly available 
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and scalable DNS 

administration 

service running 

authoritative 

domain name 

servers. It also 

provides the anti-

DDoS function to 

simulate access 

traffic 

characteristics and 

clean attack traffic. 

Limits traffic and 

shields access from 

malicious IP 

addresses to ensure 

secure and stable 

service running. 

2-5-3-8 Secure 

management and 

protection of 

Internet browsing 

channel against 

Advanced 

Persistent Threats 

(APT), which 

normally utilize 

zero-day viruses 

and malware. 

Huawei Cloud uses IPS intrusion 

prevention system, Web Application 

Firewall (WAF), anti-virus software, 

and HIDS host-based intrusion 

detection system for vulnerability 

management of system components 

and networks. The IPS intrusion 

prevention system can detect and 

prevent potential network intrusion 

activities; Web application firewalls 

are deployed at the network boundary 

to protect the security of application 

software and protect it from external 

SQL injection, CSS, CSRF and other 

application oriented attacks; Anti-

virus software provides virus 

protection and firewall in Windows 

system; HIDS host-based intrusion 

detection system protects the security 

of cloud servers, reduces the risk of 

account theft, provides functions such 

as weak password detection, malicious 

program detection, two-factor 

authentication, vulnerability 

management, and web tamper 

protection. 

Customers should 

implement security 

management 

policies to protect 

Internet browsing 

channels from 

advanced persistent 

threats. 

Customers can use 

the Host Security 

Service (HSS) of 

Huawei Cloud, by 

detecting program 

features and 

behaviors and using 

the AI image 

fingerprint 

algorithm and 

cloud-based virus 

scanning and 

removal, the system 

can effectively 

identify malicious 

programs, such as 

viruses, Trojan 

horses, backdoors, 

worms, and mining 

software, and 

provide one-click 

isolation and virus 

removal 

capabilities. 

Customers can 

deploy Web 

Application 

Firewall (WAF) to 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

5 How Huawei Cloud Meets the Requirements of 

Essential Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 44 

 

detect and protect 

website service 

traffic from 

multiple 

dimensions. With 

deep machine 

learning, can 

intelligently 

identify malicious 

request 

characteristics and 

defend against 

unknown threats, 

and detect 

HTTP(S) requests. 

identifies and 

blocks SQL 

injection, cross-site 

scripting attacks, 

web page 

uploading, 

command/code 

injection, file 

inclusion, sensitive 

file access, third-

party application 

vulnerability 

attacks, CC attacks, 

malicious crawler 

scanning, and 

cross-site request 

forgery, preventing 

websites from 

being maliciously 

attacked and 

invaded by hackers, 

secure and stable 

web services. 

2-5-4 The cybersecurity 

requirements for 

network security 

management must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established network management 

regulations and procedures annually. 

In addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

business domain. 

Customers should 

periodically review 

and update the 

security 

requirements in 

cybersecurity 

management as 

scheduled. 
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5.2.6 Mobile Devices Security 

To ensure the protection of mobile devices (including laptops, smartphones, tablets) from 

cyber risks and to ensure the secure handling of the organization’s information (including 

sensitive information) while utilizing Bring Your Own Device (BYOD) policy. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-6-1 Cybersecurity 

requirements for 

mobile devices 

security and BYOD 

must be defined, 

documented and 

approved. 

Huawei Cloud has formulated 

regulations on mobile device 

management to implement unified 

management of mobile computing 

devices. This document specifies 

the principles, responsibilities, 

permission requirements and 

security requirements for device 

management, network access 

requirements, and penalties for 

violations of mobile devices. 

Customers should 

develop mobile 

device security and 

BYOD 

management 

policies. 

2-6-2 The cybersecurity 

requirements for 

mobile devices 

security and BYOD 

must be 

implemented. 

Huawei Cloud employees follow 

Huawei Cloud mobile device 

management regulations, fulfill the 

security requirements for mobile 

device use in the specification, 

safeguard the information security 

of company data on mobile office 

terminals, and take responsibility 

for the use of assets. 

Customers should 

follow the defined 

security 

management 

policies for mobile 

devices and BYOD 

to ensure data 

security on mobile 

devices. 

2-6-3 The cybersecurity requirements for mobile devices security and BYOD must 

include at least the following: 

2-6-3-1 Separation 

and encryption of 

organization’s data 

and information 

stored on mobile 

devices and BYODs. 

Huawei Cloud has established 

encryption policies and key 

management mechanism to protect 

data on technical devices, and has 

specified the authority and duty 

assignment of personnel, 

encryption levels, and encryption 

methods. In addition, for different 

levels of data, electronic streams or 

emails containing confidential data 

are restricted from being released to 

applications on the mobile BYOD 

side, and organizational data and 

information on BYOD do not 

involve Huawei's core information 

assets. 

Customers should 

ensure that data and 

information assets 

stored in the device 

are encrypted and 

separated. 

2-6-3-2 Controlled 

and restricted use 

based on job 

requirements. 

The office computers of Huawei 

employees are provided by Huawei 

in a unified manner. For laptops, 

confidential positions are not 

allowed to equip laptops. When a 

Customers should 

manage and restrict 

the use of mobile 

devices based on 

the work roles and 
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laptop enters a controlled area, it 

needs to be approved, and the 

laptop needs to take measures to 

prevent data leakage in case of loss 

(setting a hard drive protection 

password or installing full drive 

encryption software). In addition, 

mobile devices can access the 

Huawei Cloud enterprise office 

environment through internal 

Huawei Cloud applications required 

for work, and control the access 

scope of applications based on 

employees' permission. 

privileges of the 

device user. 

2-6-3-3 Secure 

wiping of 

organization’s data 

and information 

stored on mobile 

devices and BYOD 

in cases of device 

loss, theft or after 

termination/separatio

n from the 

organization. 

When employees resign or transfer 

to another position, the hard disk of 

the office computer must be 

formatted. If confidential and top 

secret information is involved, they 

should ensure that the deleted data 

cannot be recovered. In addition, 

employees should take the initiative 

to uninstall the company 

application on BYOD and clear the 

company data in a timely manner. 

If the device is lost or stolen, the 

employee must report to the 

business supervisor and the 

information security department, 

remotely erase the company data 

and cancel the device binding. 

Customers should 

securely erase 

organizational data 

and information 

stored on mobile 

devices and BYOD 

after the device is 

lost, stolen, or 

terminated/separate

d from the 

organization. 

2-6-3-4 Security 

awareness for mobile 

devices users. 

To develop employees' security 

awareness, Huawei Cloud provides 

continuous training for on-the-job 

employees and special information 

security training plans. Awareness 

education includes but is not 

limited to on-site speeches and 

online video courses. 

Customers should 

regularly provide 

security awareness 

training for 

employees who use 

mobile devices to 

publicize the safe 

use of mobile 

devices and their 

responsibilities. 

2-6-4 The cybersecurity 

requirements for 

mobile devices 

security and BYOD 

must be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the mobile office terminals 

procedures annually. 

In addition, Huawei Cloud 

Computing Security & Privacy 

Office regularly reviews the 

implementation of policies to 

ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

Customers should 

regularly review 

and update the 

cybersecurity 

requirements for 

mobile devices 

security and BYOD 

periodically. 
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business domain. 

 

5.2.7 Data and Information Protection 

To ensure the confidentiality, integrity and availability of organization’s data and information 

as per organizational policies and procedures, and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-7-1 Cybersecurity 

requirements for 

protecting and 

handling data and 

information must 

be defined, 

documented and 

approved as per 

the related laws 

and regulations. 

Huawei Cloud has formulated data 

security policies and data security 

protection management regulations, 

defined data asset classification 

standards, data anonymization and 

tagging standards, and defined 

security measures that must be 

followed throughout the data lifecycle. 

In addition, Huawei Cloud has 

developed the cloud service security 

and privacy activity operation guide to 

standardize the privacy protection 

requirements that cloud services 

should comply with in the product 

lifecycle. 

Customers should 

establish a formal 

data protection 

mechanism to 

protect information 

throughout its 

lifecycle. 

2-7-2 The cybersecurity 

requirements for 

protecting and 

handling data and 

information must 

be implemented. 

Huawei Cloud implements data 

security control measures. Huawei 

Cloud also designs and implements a 

series of technical measures and 

management procedures for data 

security and information lifecycle 

management to ensure user security. 

Customers should 

implement 

appropriate data 

and information 

protection measures 

to ensure data 

security during 

storage, processing, 

and transmission. 

2-7-3 The cybersecurity requirements for protecting and handling data and information 

must include at least the following: 

2-7-3-1 Data and 

information 

ownership. 

As a cloud service provider, Huawei 

Cloud defines the Data Security 

Responsibility Sharing Model. The 

user agreement signed with the 

customer clearly divides the data 

ownership, security responsibilities 

and obligations of the customer and 

Huawei Cloud. Huawei Cloud 

promises not to access the customer's 

content data. Huawei Cloud will 

protect customers' procurement 

information in accordance with 

agreements such as data retention 

clauses and privacy statements. 

During processing, Huawei Cloud 

Customers are the 

owners and 

controllers of their 

data. Customers 

should ensure the 

confidentiality, 

integrity, and 

availability of their 

content data, and 

effectively 

guarantee the 

identity and 

authentication of 

data access. 
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collects, stores, and uses customers' 

information in compliance with the 

data minimization principle, and takes 

comprehensive data protection 

measures to ensure the information 

security of customers' accounts. 

2-7-3-2 Data and 

information 

classification and 

labeling 

mechanisms. 

Huawei Cloud has implemented 

hierarchical data management and 

graded data based on confidentiality 

integrity, availability, and compliance. 

Data is classified into multiple 

security levels and defined separately. 

It also specified security 

implementation requirements, audit 

requirements, emergency response, 

and drill requirements for different 

levels of data. Each business domain 

marks the security level of the data in 

its domain according to the data 

grading standards. 

Customers should 

develop 

classification 

criteria based on 

the importance and 

confidentiality of 

data and 

information, and 

shall follow their 

criteria to classify 

and label data. 

2-7-3-3 Data and 

information 

privacy. 

Huawei Cloud builds a privacy 

protection system based on global 

privacy protection laws and 

regulations and best practices widely 

recognized in the industry to protect 

privacy and personally identifiable 

information. Huawei Cloud has 

established a series of data protection 

measures to ensure data and 

information security. To better protect 

data subjects' rights and protect 

personal data security. Huawei Cloud 

implements the basic principles of 

personal data processing in each phase 

of personal data processing, specifies 

the control requirements for the entire 

lifecycle of personal data processing, 

and incorporates these requirements 

into all business activities. 

Customers should 

correctly and 

comprehensively 

identify personal 

data on the cloud, 

formulate policies 

to protect the 

security and 

privacy of personal 

data, and select 

appropriate privacy 

protection measures 

to ensure the 

security of personal 

data, private data, 

and confidential 

data. 

2-7-4 The cybersecurity 

requirements for 

protecting and 

handling data and 

information must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established data security and 

privacy security regulations and 

procedures annually. In addition, the 

Huawei Cloud Cyber Security Privacy 

Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

Customers should 

periodically review 

and update 

cybersecurity 

requirements to 

protect data and 

information 

security as 

scheduled. 
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5.2.8 Cryptography 

To ensure the proper and efficient use of cryptography to protect information assets as per 

organizational policies and procedures, and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-8-1 Cybersecurity 

requirements for 

cryptography must 

be defined, 

documented and 

approved. 

Huawei Cloud formulates and 

implements cryptographic algorithm 

application specifications. This 

document describes how to select 

secure encryption algorithms and the 

rules for using secure encryption 

algorithms. It also provides guidance 

on the correct use of cryptographic 

algorithms with application examples. 

Customers should 

establish 

cryptography 

management 

procedures to 

ensure the correct 

and effective use of 

cryptography to 

protect information 

assets. 

2-8-2 The cybersecurity 

requirements for 

cryptography must 

be implemented. 

Huawei Cloud uses the AES 

encryption method widely used in the 

industry to encrypt data on the 

platform, and uses the high-version 

TLS encryption protocol to secure 

data during the transmission 

processes, ensuring data 

confidentiality in different states. 

Digital signatures and timestamps 

prevent requests from being tampered 

with and protect against replay 

attacks. 

Customers shall 

ensure the proper 

and effective use of 

cryptographic 

technology to 

protect the 

confidentiality, 

authenticity and 

integrity of 

information. 

2-8-3 The cybersecurity requirements for cryptography must include at least the 

following: 

2-8-3-1 

Approved 

cryptographic 

solutions standards 

and its technical 

and regulatory 

limitations. 

Huawei Cloud implements the 

cryptographic algorithm application 

specification maintained by Huawei 

Cyber Security Competence Center, 

which contains the standardized 

information list of common 

cryptographic algorithms and 

solutions. This list has been referenced 

to widely used standards and best 

practices in the industry to guide 

products to correctly select and use 

cryptographic algorithms. 

Customers should 

consider using 

industry-accepted 

encryption 

algorithms and key 

management 

mechanisms when 

using encryption to 

protect data. 

2-8-3-2 

Secure 

management of 

cryptographic keys 

during their 

lifecycles. 

Huawei Cloud has formulated and 

implemented key management 

security specifications to manage 

security in each phase of the key 

lifecycle, and specifies security 

management requirements for key 

generation, transmission, use, storage, 

update, backup and recovery, and 

Customers shall 

establish a key 

management 

mechanism to 

handle the 

generation, 

protection, 

archiving, recovery 
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destruction. and destruction of 

encryption keys to 

ensure the 

confidentiality and 

integrity of the 

data. 

The server-side 

encryption function 

integrates Key 

Management 

Service (KMS) of 

Huawei Cloud Data 

Encryption 

Workshop (DEW), 

which provides 

full-lifecycle key 

management. 

Without 

authorization, 

others cannot 

obtain keys to 

decrypt data, which 

supports data 

security on the 

cloud. DEW adopts 

the layered key 

management 

mechanism. 

Hardware security 

module (HSM) 

creates and 

manages keys for 

customers, which is 

FIPS 140-2 (Level 

2 and Level 3) 

certified to help 

user to meet the 

requirements of 

data security 

compliance. Even 

Huawei O&M 

personnel cannot 

obtain the root key. 

DEW also allows 

customers to import 

their own keys as 

master keys for 

unified 

management, 

facilitating 

seamless 

integration with 

customers' services. 

At the same time, 

Huawei Cloud 
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adopts a 

mechanism for 

online redundant 

storage of user 

master keys, 

multiple physical 

offline backups of 

root keys and 

regular backups to 

ensure the 

durability of the 

keys. 

2-8-3-3 

Encryption of data 

in-transit and at-

rest as per 

classification and 

related laws and 

regulations. 

Huawei Cloud has established 

encryption policies and key 

management procedures to protect 

data on technical devices, and 

specifies the encryption levels and 

encryption methods. Huawei Cloud 

uses the industry's widely used AES 

strong encryption method to encrypt 

data on the platform. In the scenario 

where data is transmitted between 

customers and servers and between 

servers of the Huawei Cloud via 

common information channels, data in 

transit is protected as follows: 

1. Virtual private network (VPN): 

VPN is used to establish a secure 

encrypted communication channel that 

complies with industry standards 

between a remote network and a 

tenant VPC. Currently, Huawei Cloud 

uses IPsec VPN together with Internet 

Key Exchange (IKE) to encrypt the 

data transport channel and ensure 

transport security. 

2. Application layer TLS and 

certificate management: Huawei 

Cloud supports data transmission in 

REST and Highway modes. Both 

REST and Highway modes support 

TLS 1.2 for data in transit encryption 

and X. 509 certificate-based identity 

authentication of destination websites. 

In addition, the infrastructure storage 

and database provided by Huawei 

Cloud have data backup strategies. 

The backup data copies and data use 

the same data security measures. For 

example, EVS provides secure 

encryption algorithms (AES-256) and 

functions, OBS provides server-side 

encryption and anti-leeching 

Customers should 

define a policy for 

the use of 

cryptographic, 

considering the 

type, strength and 

quality of 

encryption 

algorithms for in-

transit and static 

data, based on the 

level of 

classification of 

data and 

information. 

Customers can 

encrypt data 

through Huawei 

Cloud's data 

storage and 

encryption service. 

Huawei Cloud 

encapsulates 

complex data 

encryption and 

decryption, and key 

management logic, 

which makes the 

operation of 

customer's data 

encryption easy. 

Currently, services 

including Elastic 

Volume Service 

(EVS), Object 

Storage Service 

(OBS), Image 

Management 

Service (IMS) and 

Relational Database 

Service provide 

data encryption or 
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functions, and RDS provides storage 

encryption mechanisms. By 

integrating with the data encryption 

service, backup data can be encrypted 

and stored conveniently and quickly, 

ensuring security of the backup data. 

server side 

encryption 

functions and 

encrypt data using 

high-strength 

algorithms. 

For data in 

transmission, when 

customers provide 

Web site services 

through the 

Internet, they can 

use certificate 

management 

services provided 

by the Huawei 

Cloud United 

Global Well-known 

Certificate Service 

Provider. By 

applying for and 

configuring 

certificates for Web 

sites, the trusted 

identity 

authentication of 

Web sites and 

secure transmission 

based on 

encryption 

protocols are 

realized. Customers 

can also purchase 

certificates on 

third-party 

platforms. 

2-8-4 The cybersecurity 

requirements for 

cryptography must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established cryptographic 

algorithm application standards and 

key management security procedures 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cybersecurity 

requirements for 

cryptography 

periodically. 
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5.2.9 Backup and Recovery Management 

To ensure the protection of organization’s data and information including information systems 

and software configurations from cyber risks as per organizational policies and procedures, 

and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-9-1 Cybersecurity 

requirements for 

backup and 

recovery 

management must 

be defined, 

documented and 

approved. 

Huawei Cloud has formulated and 

implemented backup and redundancy 

policies, including development and 

test environment, code document 

version management, backup and 

redundancy of the production system, 

tool software and security equipment. 

Huawei Cloud has formulated data 

backup specifications to standardize 

the data backup format, backup time, 

backup content, and policy. In 

addition, Huawei Cloud standardizes 

the formulation of service recovery 

policies to ensure that services can be 

recovered to an acceptable level 

within the recovery time objective. 

Customers should 

develop a security 

management policy 

for backup and 

recovery to define 

the organization's 

requirements for 

information, 

software, and 

system backup. 

2-9-2 The cybersecurity 

requirements for 

backup and 

recovery 

management must 

be implemented. 

Huawei Cloud provides availability 

infrastructure, redundant data backup, 

and availability zone DR. In addition, 

Huawei Cloud develops a business 

continuity plan and periodically tests 

the plan to ensure high availability of 

services, ensure continuous running of 

cloud services, and ensure the security 

of customers' services and data. 

Customers should 

back up key service 

data, operating 

systems, and 

application 

software in 

compliance with 

the established 

backup 

management 

mechanism. 

2-9-3 The cybersecurity requirements for backup and recovery management must 

include at least the following: 

2-9-3-1 Scope and 

coverage of 

backups to cover 

critical technology 

and information 

assets. 

Huawei Cloud has formulated and 

implemented backup and redundancy 

policies, including development and 

test environment, code document 

version management, backup and 

redundancy of the production system, 

tool software and security equipment. 

Huawei Cloud has established a node 

data backup mechanism. The eBackup 

system backs up node data, if the 

backup fails, the eBackup system 

automatically sends an email to the 

backup administrator for follow-up. 

Huawei Cloud can replicate and store 

user data on multiple nodes in a data 

Customers should 

specify the backup 

scope of key 

technologies and 

information assets, 

and back up key 

service data, 

operating systems, 

and application 

software. 

If customers need 

to back up service 

data, software, and 

system images, 

Huawei Cloud 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

5 How Huawei Cloud Meets the Requirements of 

Essential Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 54 

 

center. Once a single node is faulty, 

user data will not be lost and the 

system can automatically detect and 

recover. Data centers in different 

availability zones in a region are 

interconnected through high-speed 

optical fibers, meeting basic 

requirements for cross- availability 

zone data replication. Users can select 

data replication services based on 

service requirements. 

In addition, storage and database 

services provided by Huawei Cloud 

are highly reliable. For example, EVS 

uses the multi-copy data redundancy 

protection mechanism and the 

synchronous write and read repair 

mechanism to ensure data consistency. 

If a hardware fault is detected, EVS 

automatically rectilies the fault in the 

background and quickly rebuilds data. 

The data durability reaches 

99.9999999%. 

OBS provides highly reliable storage. 

With redundant node design and 

highly reliable networks connecting 

service nodes, it offers 99.995% 

availability, fully meeting the 

requirements for high availability of 

object storage services. In addition, by 

using automated recovery technology 

that provides data redundancy and 

ensures consistency, OBS offers data 

durability of 99.9999999999%. 

The RDS uses the hot standby 

architecture. If a fault occurs, the 

system automatically switches 

services to the standby node within 1 

minute. Data is automatically backed 

up every day and uploaded to OBS 

buckets. Backup files are stored for 

732 days. One-click restoration is 

supported. 

provides multiple 

products and 

services with 

different priorities. 

For example, 

customers can use 

Cloud Backup and 

Recovery (CBR) to 

back up cloud 

servers, disks, file 

services, off-cloud 

and VMware 

virtual 

environments. Data 

can be restored to 

any backup point 

when data is 

unavailable due to 

virus intrusion, 

accidental deletion, 

or 

software/hardware 

fault. Customers 

can use the 

snapshot function 

of Elastic Volume 

Service (EVS) to 

restore data to the 

snapshot point in 

time when data is 

lost. Huawei Cloud 

also provides 

Image Management 

Service (IMS). 

Customers can use 

to back up cloud 

server instances 

and use the backup 

images to restore 

cloud server 

instances when the 

software 

environment of the 

instances is faulty. 

Cloud Server 

Backup Service 

(CSBS) can create 

consistent online 

backups for 

multiple EVS disks 

under a cloud 

server, ensuring 

data security and 

reliability and 

reducing the risk of 
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unauthorized data 

tampering. 

Customers can use 

the version control, 

VBS, and CSBS 

functions of OBS to 

back up documents, 

disks, and servers 

on the cloud. 

2-9-3-2 Ability to 

perform quick 

recovery of data 

and systems after 

cybersecurity 

incidents. 

Huawei Cloud has formulated 

comprehensive recovery procedure for 

key businesses supporting the 

continuous operation of cloud services 

according to the requirements of its 

internal business continuity 

management system. The restoration 

strategy takes site, equipment, 

personnel, information systems, third 

party and other aspects into 

consideration. 

Huawei Cloud implements a disaster 

recovery (DR) and data backup 

solution that is based on the multiple 

region and multiple-AZ data center 

clustering architecture. Data centers 

are located throughout the world with 

proper site surveys as per regulations. 

The two sites serve as each other's DR 

site and keeps each other backed up. 

In the event of failure in a data center 

at one site, the system can 

automatically migrate customer 

applications and data from the affected 

site to the unaffected site on the 

premise of compliance, ensuring 

business continuity. Huawei Cloud has 

also deployed a global load balancing 

(GLB) scheduling center, and 

customers' applications are deployed 

in N+1 mode across data centers, 

which enables load balancing of 

customers' application traffic to other 

unaffected data centers if one data 

center experiences failure. 

Customers should 

have ability to 

perform quick 

recovery of data 

and systems after 

cybersecurity 

incidents. 

Cloud also provides 

Image Management 

Service (IMS). 

Customers can use 

to back up cloud 

server instances 

and use the backup 

images to restore 

cloud server 

instances when the 

software 

environment of the 

instances is faulty. 

2-9-3-3 

Periodic tests of 

backup’s recovery 

effectiveness. 

Huawei Cloud establishes business 

continuity plan and disaster recovery 

plan, and conducts BCP and DRP tests 

periodically. Furthermore, Huawei 

Cloud uses the eBackup system to 

perform cyclic redundancy check on 

backup data to ensure the integrity and 

availability of backup data. If the 

check fails, the backup cannot be 

Customers should 

develop recovery 

test plans based on 

business 

requirements to test 

the effectiveness of 

backups. 
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performed successfully. Additionally, 

the Huawei Cloud security drill team 

regularly develops exercises for 

different product types (including 

basic services, operation centers, data 

centers, and organization, etc.) and 

drills in different scenarios to maintain 

the effectiveness of the continuity 

plan. 

2-9-4 The cybersecurity 

requirements for 

backup and 

recovery 

management must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established backup and recovery 

management procedures and business 

continuity management procedures 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

periodically review 

and update the 

cybersecurity 

requirements for 

backup and 

recovery 

periodically. 

 

5.2.10 Vulnerabilities Management 

To ensure timely detection and effective remediation of technical vulnerabilities to prevent or 

minimize the probability of exploiting these vulnerabilities to launch cyber attacks against the 

organization. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-10-

1 

Cybersecurity 

requirements for 

technical 

vulnerabilities 

management must 

be defined, 

documented and 

approved. 

Huawei Cloud has established a 

security vulnerability management 

process, which standardizes the 

closed-loop process of warning, 

assessment, and fixing of security 

vulnerabilities in Huawei Cloud 

systems. It also requires regular 

critical security patches to reduce 

vulnerability risks and specifies the 

requirements of vulnerabilities 

classification, responsibilities 

allocation, and vulnerability handling. 

Additionally, Huawei Cloud has 

established a dedicated vulnerability 

response team to timely evaluate and 

analyze the causes and threats of 

vulnerabilities and to formulate 

remedial measures, to evaluate the 

feasibility and effectiveness of 

remedial measures. 

Customers should 

establish effective 

vulnerability 

management 

mechanisms and 

conduct 

vulnerability 

identification and 

risk assessment for 

all technology 

assets. 

2-10- The cybersecurity Huawei Cloud personnel follow the Customers should 
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2 requirements for 

technical 

vulnerabilities 

management must 

be implemented. 

roles and responsibilities defined in 

the vulnerability management standard 

to classify, track, fix, and review 

vulnerabilities, and continuously track 

and confirm that risks are eliminated 

or mitigated. 

deploy effective 

tools to monitor the 

technology 

infrastructure, and 

conduct 

vulnerability 

assessments of 

network 

components of 

critical systems. 

2-10-

3 

The cybersecurity requirements for technical vulnerabilities management must 

include at least the following: 

2-10-3-1 

Periodic 

vulnerabilities 

assessments. 

Huawei Cloud has established a 

periodic vulnerability scanning 

mechanism, and implements monthly 

vulnerability scanning for products 

within the scope of the report, and the 

vulnerability scanning team is 

responsible for tracking and 

processing the scanning results. 

Huawei Cloud will organize internal 

and external qualified third parties to 

scan all Huawei Cloud systems, 

applications and networks for 

vulnerabilities every quarter. 

Customers conduct 

vulnerability scans 

of their information 

systems at 

organization-

defined frequencies 

based on the 

vulnerability 

scanning process. 

Huawei Cloud will 

immediately 

analyze and update 

rules for common 

CVE vulnerabilities 

and provide quick 

and professional 

CVE vulnerability 

scanning. 

At the same time, 

customers can use 

Huawei Cloud Host 

Security Service 

(HSS) to detect 

vulnerabilities in 

the Windows and 

Linux operating 

systems and 

software such as 

SSH, OpenSSL, 

Apache, and 

MySQL, and 

provides fixing 

suggestions. In 

addition, Huawei 

Cloud can provide 

customers with a 

container security 

service (CGS – 

Container Guard 

Service) that can 

scan vulnerabilities 
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and configuration 

information in 

images, helping 

enterprises resolve 

container 

environment 

problems that 

cannot be detected 

by traditional 

security software. 

2-10-3-2 

Vulnerabilities 

classification 

based on criticality 

level. 

Huawei Cloud has set up an end-to-

end vulnerability response work order 

system covering every step of the 

process, and uses the industry best 

practice Common Vulnerability 

Scoring System (CVSS) to assess the 

severity of vulnerabilities, and 

determines the handling priorities 

based on the rating of vulnerability 

exploitation risks on Huawei Cloud, 

formulates and implements 

vulnerability remediation plans or 

avoidance measures. 

Customers should 

analyze the impact 

of vulnerabilities 

on critical 

information assets 

and determine risk 

levels and 

remediation 

priorities based on 

their importance. 

2-10-3-3 

Vulnerabilities 

remediation based 

on classification 

and associated risk 

levels. 

Huawei Cloud has set up an end-to-

end vulnerability response work order 

system covering every step of the 

process, and automatically assigns 

priority ratings based on criticality and 

maps with vulnerability resolution 

SLAs. In the case of a major 

vulnerability, the security O&M team 

uses in-house tools to scan Huawei 

Cloud network, maps out the scope of 

affected services, systems and 

components within minutes. In 

addition, the security O&M team takes 

necessary vulnerability mitigation 

measures based on production 

environment situation, for example, 

restricting port access and 

implementing WAF vulnerability rules 

to protect or isolate affected services, 

reducing the risk of vulnerability 

exploitation. Canary deployment or 

blue-green deployment is used when 

vulnerabilities are fixed through a 

patch or version to minimize the 

impact on tenant services. In addition, 

Huawei Cloud continuously updates 

operating system and container 

images, and rectifies system 

vulnerabilities by rolling upgrade of 

the images and containers. This does 

Customers should 

define and allocate 

a time scope based 

on the importance 

of the vulnerability 

and complete the 

vulnerability 

remediation within 

the defined 

response time. 
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not affect tenant services. 

2-10-3-4 Security 

patch 

management. 

Huawei Cloud has established a 

security patch management process to 

ensure that security patches are 

installed within the time limit 

specified in IT security standards. At 

the same time, Huawei Cloud has 

formatted a vulnerability management 

mechanism to ensure timely 

emergency response to security 

vulnerabilities of cloud platforms and 

cloud services. Huawei Cloud 

implements measures that not only 

continuously improve cloud products' 

default security settings, but also 

front-load security patching to the 

development phase and simplify 

security patch deployment. 

Customers should 

establish an 

effective patch and 

vulnerability 

management 

mechanism, 

conduct 

vulnerability 

identification and 

risk assessment for 

all technology 

assets, test critical 

patches, and 

develop a patch 

update period and 

patch remediation 

workflow. 

Huawei Cloud 

Image Management 

Service (IMS) 

provides simple 

and convenient 

self-service 

management 

functions for 

images. Customers 

can manage their 

images through the 

IMS API or the 

management 

console. Huawei 

Cloud staff 

periodically update 

and maintain public 

images, including 

applying security 

patches on them as 

required. The staff 

also provide 

security-related 

information for 

users to refer in 

deployment testing, 

troubleshooting, 

and other O&M 

activities. 

2-10-3-5 

Subscription with 

authorized and 

trusted 

cybersecurity 

resources for up-

Huawei PSIRT closely monitors 

industry-reputable vulnerability 

databases, security forums, email 

distribution lists, industry security 

conferences and other channels to 

identify Huawei and Huawei Cloud-

Customers should 

collect and analyze 

cyber threat 

intelligence from 

information sharing 

platforms and 
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to-date 

information and 

notifications on 

technical 

vulnerabilities. 

related vulnerabilities close to real 

time. A corporate-level vulnerability 

database covering all Huawei 

products, services and solutions, 

Huawei Cloud included, has been 

created to ensure the effective logging, 

tracking, resolution and closure of 

each and every vulnerability. 

subscribes to 

authorized and 

trusted 

cybersecurity 

resources to obtain 

the latest 

information and 

notifications about 

technology 

vulnerabilities. 

2-10-

4 

The cybersecurity 

requirements for 

technical 

vulnerabilities 

management must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established vulnerability 

management standards and procedures 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cybersecurity 

requirements for 

vulnerability 

management 

periodically based 

on the frequency of 

the plan. 

 

5.2.11 Penetration Testing 

To assess and evaluate the efficiency of the organization’s cybersecurity defense capabilities 

through simulated cyber-attacks to discover unknown weaknesses within the technical 

infrastructure that may lead to a cyber breach. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

2-11-

1 

Cybersecurity 

requirements for 

penetration testing 

exercises must be 

defined, 

documented and 

approved. 

Huawei Cloud has established the 

penetration test and vulnerability 

scanning management regulations, 

which clarify the security 

requirements that Huawei Cloud 

platforms should follow when 

conducting penetration testing, 

standardize penetration testing 

behavior, and ensure that penetration 

testing activities are compliant and 

controlled. 

Customers should 

establish 

penetration testing 

management 

standards to 

regulate penetration 

testing behavior. 

2-11-

2 

The cybersecurity 

requirements for 

penetration testing 

processes must be 

implemented. 

Huawei Cloud personnel follow the 

implementation process defined in the 

penetration testing and vulnerability 

scanning management regulations to 

formulate and implement specific 

penetration testing activities, and 

assess vulnerabilities and risks found 

with relevant business personnel and 

form an official penetration testing 

report and report to the Huawei Cloud 

Customers should 

follow the 

established 

penetration test 

management 

standards and 

conduct penetration 

tests on systems 

and networks 

according to their 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

5 How Huawei Cloud Meets the Requirements of 

Essential Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 61 

 

Computing Security & Privacy Office. business needs. 

Huawei Cloud can 

also provide 

security expert 

services for 

penetration testing. 

2-11-

3 

The cybersecurity requirements for penetration testing processes must include at 

least the following: 

2-11-3-1 

Scope of 

penetration tests 

which must cover 

Internet-facing 

services and its 

technical 

components 

including 

infrastructure, 

websites, web 

applications, 

mobile apps, email 

and remote access. 

Huawei Cloud organizes internally or 

external third parties with certain 

qualifications to conduct penetration 

tests on all Huawei Cloud platform 

systems within and applications every 

six months, and follow up and rectify 

the results of penetration tests. The 

penetration test report and follow-up 

would be verified by internal audits 

and external certification agencies. 

Customers should 

specify the scope of 

penetration tests 

which must cover 

Internet-facing 

services and its 

technical 

components. 

2-11-3-2 

Conducting 

penetration tests 

periodically. 

Huawei Cloud organizes internally or 

external third parties with certain 

qualifications to conduct penetration 

tests on all Huawei Cloud platform 

systems within and applications every 

six months, and follow up and rectify 

the results of penetration tests. The 

penetration test report and follow-up 

would be verified by internal audits 

and external certification agencies. 

Customers should 

conduct penetration 

tests for network 

infrastructure and 

systems 

periodically. 

2-11-

4 

Cybersecurity 

requirements for 

penetration testing 

processes must be 

reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established penetration test and 

vulnerability scanning management 

standards and procedures annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cyber security 

requirements for 

penetration testing 

periodically based 

on the frequency of 

the plan. 

 

5.2.12 Cybersecurity Event Logs and Monitoring Management 

To ensure timely collection, analysis and monitoring of cybersecurity events for early 

detection of potential cyber-attacks in order to prevent or minimize the negative impacts on 

the organization’s operations. 
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No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-12-

1 

Cybersecurity 

requirements for 

event logs and 

monitoring 

management must 

be defined, 

documented and 

approved. 

Huawei Cloud has established security 

log management regulations to 

standardize the management of 

security logs of Huawei Cloud 

application systems, services, and 

network devices to ensure 

backtracking of cyber security events. 

Customers should 

develop a security 

management 

procedure for event 

logging and 

monitoring to 

detect possible 

security risks of 

network intrusions 

in the system in a 

timely manner. 

2-12-

2 

The cybersecurity 

requirements for 

event logs and 

monitoring 

management must 

be implemented. 

Huawei Cloud uses a centralized and 

comprehensive log system based on 

big data analytics. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

systems as well as threat detection 

logs of security products and 

components, to  support 

cybersecurity event backtracking. 

Customers should 

follow the 

established security 

management 

procedures for 

event logs and 

monitoring to 

ensure all active 

operations can be 

traced. The 

retention period of 

logs should also 

meet regulatory 

requirements. 

2-12-

3 

The cybersecurity requirements for event logs and monitoring management must 

include at least the following: 

2-12-3-1 

Activation of 

cybersecurity 

event logs on 

critical 

information assets. 

Huawei Cloud uses a centralized and 

comprehensive log system based on 

big data analytics. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

systems as well as threat detection 

logs of security products and 

components. 

Customers should 

collect 

cybersecurity event 

logs on critical 

information assets. 

Log Tank Service 

(LTS) on Huawei 

Cloud collects, 

queries, and stores 

logs in real time. It 

records activities in 

the cloud 

environment, 

including VM 

configurations and 

log changes, 

facilitating query 

and tracing. 

2-12-3-2 

Activation of 

cybersecurity 

event logs on 

The unified log analysis platform of 

Huawei Cloud collects security logs of 

SVN, bastion servers, hosts, WAF, 

and HSS and establishes an automatic 

Customers should 

record 

cybersecurity event 

logs on remote 
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remote access and 

privileged user 

accounts. 

alerting mechanism for log 

monitoring. The O&M platform is the 

portal for Huawei Cloud for operation 

and management, enables the function 

of operation log recording. The 

operation logs cannot be modified 

manually, and the log records are kept 

for at least 6 months, including the 

login IP, login method, and login time. 

access and 

privileged user 

accounts. 

Cloud Trace 

Service (CTS) 

records operations 

on cloud service 

resources so that 

they can be 

queried, audited, 

and traced. It 

records operations 

performed on the 

management 

console, executed 

through an API, 

and internally 

triggered on the 

Huawei Cloud 

system. 

2-12-3-3 

Identification of 

required 

technologies (e.g., 

SIEM) for 

cybersecurity 

event logs 

collection. 

Huawei Cloud uses a centralized and 

comprehensive log system based on 

big data analytics. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

systems as well as threat detection 

logs of security products and 

components to ensure backtracking of 

cyber security events. Huawei Cloud 

log system based on big data analytics 

can quickly collect, process, and 

analyze mass logs in real time and can 

connect to third-party Security 

Information and Event Management 

(SIEM) systems such as SIEM 

systems provided by ArcSight and 

Splunk. 

Customers should 

use the necessary 

technology to 

collect and analyze 

cybersecurity event 

logs. 

2-12-3-4 

Continuous 

monitoring of 

cybersecurity 

events. 

The system administrator periodically 

checks the collection status and 

storage status of the security logs to 

ensure the availability of security logs. 

Huawei Cloud log analysis platform 

collects security logs of operation 

systems, servers, and network devices. 

In addition, the platform presets 

abnormal operation rules to identify 

abnormal operations, automatically 

generates alarms, and pushes the 

alarms to security departments for 

follow-up processing. Abnormal 

alarms are handled in a timely manner 

according to service level agreements, 

Customers should 

establish a 

monitoring 

platform to 

continuously 

monitor and 

analyze the security 

logs of each system 

to detect and 

respond to security 

incidents and 

events in a timely 

manner. 

Log Tank Service 

(LTS) on Huawei 
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and screen monitoring and recording 

through the incidents analysis and 

processing platform in real-time. 

Cloud collects, 

queries, and stores 

logs in real time. It 

records activities in 

the cloud 

environment, 

including VM 

configurations and 

log changes, 

facilitating query 

and tracing. Cloud 

Eye Service (CES) 

is a comprehensive 

monitoring 

platform for Elastic 

Cloud Servers, 

bandwidth, and 

other resources. 

Customers can 

monitor user login 

logs in real time. 

When malicious 

login occurs, an 

alarm is generated 

and the requests 

from the IP address 

are rejected. 

2-12-3-5 

Retention period 

for cybersecurity 

event logs (must 

be 12 months 

minimum). 

The log analysis system has powerful 

data preservation and query 

capabilities to ensure that all log 

content is stored 12 months. 

Customers must 

ensure that 

cybersecurity event 

logs are retained for 

a period of 12 

months. 

Cloud Trace 

Service (CTS) of 

Huawei Cloud 

records operations 

performed by users 

using cloud 

accounts to log in 

to the management 

console in real 

time. Customers 

can purchase 

Object Storage 

Service (OBS) of 

different 

specifications to 

back up logs based 

on the log retention 

period. 

2-12-

4 

The cybersecurity 

requirements for 

Huawei Cloud reviews and updates 

the established security log 

Customers should 

periodically review 
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event logs and 

monitoring 

management must 

be reviewed 

periodically. 

management standards and procedures 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

and update the 

cybersecurity 

requirements for 

event logging and 

monitoring 

management. 

 

5.2.13 Cybersecurity Incident and Threat Management 

To ensure timely identification, detection, effective management and handling of 

cybersecurity incidents and threats to prevent or minimize negative impacts on organization’s 

operation taking into consideration. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-13-

1 

Requirements for 

cybersecurity 

incidents and 

threat management 

must be defined, 

documented and 

approved. 

Huawei Cloud has developed a 

mechanism for internal security 

incident management, standardized 

security incidents response operations, 

and clarified classification and 

escalation principle of security 

incidents mechanisms. The roles and 

responsibilities are clearly defined for 

each activity during the incident 

response process. 

Customers should 

develop a 

cybersecurity 

incidents 

management 

strategy, establish a 

security incidents 

escalation and 

decision process, 

and implement 

appropriate 

response plans and 

communication 

strategies. 

2-13-

2 

The requirements 

for cybersecurity 

incidents and 

threat management 

must be 

implemented. 

Huawei Cloud has established a 

unified incidents analysis and 

processing platform to collect, track, 

and manage security incidents in a 

unified manner, ensuring that security 

incidents can be handled and rectified 

in a timely manner. 

Customers should 

follow the 

established 

cybersecurity 

incidents 

management 

procedure, 

continuously 

monitor and 

analyze the security 

logs of each 

system, and detect 

and respond to 

security events and 

incidents in a 

timely manner. 

2-13-

3 

The requirements for cybersecurity incidents and threat management must include 

at least the following: 
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2-13-3-1 

Cybersecurity 

incident response 

plans and 

escalation 

procedures. 

Huawei Cloud has established an 

incident handling process and 

complies with the incident response 

process when a security incident 

occurs. (Identification, assessment, 

decision making, and execution of 

emergency response processing). At 

the same time, Huawei Cloud 

standardizes security incident 

escalation principles. If a new risk is 

identified during incident source 

tracing, the severity of a new security 

incident needs to be determined based 

on the accumulated result of the 

incident and re-rated. 

Customers should 

develop a 

cybersecurity 

incident response 

plans and 

escalation 

procedures. 

2-13-3-2 

Cybersecurity 

incidents 

classification. 

Huawei Cloud has developed a 

complete incident management 

process. Incidents are prioritized and 

different processing time limits are 

defined according to the impact and 

scope of each incident. Huawei Cloud 

will respond to and resolve the 

incident within a specified time limit 

according to the priority of the 

incident, to minimize the impact of the 

incident on cloud service customers. 

Customers should 

classify 

cybersecurity 

incidents according 

to the impact and 

scope of each 

incident. 

2-13-3-3 

Cybersecurity 

incidents reporting 

to NCA. 

Huawei Cloud reviews and 

summarizes the impact and handling 

processes of security incidents, and 

informs and reports to the 

corresponding affected users and 

regulatory departments as required. 

Huawei Cloud has developed a 

complete process for incident 

management and notification. If an 

incident occurs on the Huawei Cloud 

Base Platform, relevant personnel will 

analyze the impact of the incident 

according to the process. If the 

incident has or will have an impact on 

the cloud service customers, Huawei 

Cloud will start to notify customers of 

the incident. The contents of the notice 

include but are not limited to 

description of the incident, the cause, 

impact, measures taken by Huawei 

Cloud, and measures recommended 

for customers. 

To assist customers in meeting the 

requirements of cybersecurity 

incidents reporting to NCA, Huawei 

Cloud has set up a 7 x 24 professional 

security incident response team and 

When a 

cybersecurity 

incident occurs, 

customers should 

report to NCA in 

accordance with 

this regulation. 
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expert resource pool to promptly 

disclose related incidents and notify 

customers in accordance with laws 

and regulations, and implement 

emergency plans and recovery 

processes to minimize the impact on 

services. 

2-13-3-4 

Sharing incidents 

notifications, 

threat intelligence, 

breach indicators 

and reports with 

NCA. 

Huawei Cloud reviews and 

summarizes the impact and handling 

processes of security incidents, and 

informs and reports to the 

corresponding affected users and 

regulatory departments as required. 

Huawei Cloud has developed a 

complete process for incident 

management and notification. If an 

incident occurs on the Huawei Cloud 

Base Platform, relevant personnel will 

analyze the impact of the incident 

according to the process. If the 

incident has or will have an impact on 

the cloud service customers, Huawei 

Cloud will start to notify customers of 

the incident. The contents of the notice 

include but are not limited to 

description of the incident, the cause, 

impact, measures taken by Huawei 

Cloud, and measures recommended 

for customers. 

To assist customers in meeting the 

requirements of cybersecurity 

incidents reporting to NCA, Huawei 

Cloud has set up a 7 x 24 professional 

security incident response team and 

expert resource pool to promptly 

disclose related incidents and notify 

customers in accordance with laws 

and regulations, and implement 

emergency plans and recovery 

processes to minimize the impact on 

services. 

Customers shall 

share incidents 

notifications, threat 

intelligence, and 

breach indicators 

with NCA as 

required by this 

regulation. 

2-13-3-5 

Collecting and 

handling threat 

intelligence feeds. 

Huawei Cloud employs its situation 

awareness (SA) analysis system, 

which correlates security alerts and 

logs from myriad security appliances, 

and performs centralized analysis to 

ensure rapid and thorough detection of 

ongoing attacks and forecast potential 

threats. SA incorporates a number of 

threat analytics models and 

algorithms, processes threat 

intelligence and security advisories, 

and accurately identifies attacks. In 

Customers should 

collect and analyze 

cyber threat 

intelligence through 

multiple channels. 

Situation 

Awareness (SA) is 

a security 

management and 

situation analysis 

platform provided 

by Huawei Cloud. 
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addition, the system performs real-

time evaluation of the security posture 

of Huawei Cloud, analyzes potential 

risks, and provides warnings by 

combining known risks, potential risks 

with threat intelligence, helping 

Huawei Cloud take necessary security 

precautions. 

It detects multiple 

cloud security risks, 

including DDoS 

attacks, brute force 

cracking, web 

attacks, backdoor 

Trojan horses, 

zombie hosts, 

abnormal 

behaviors, 

vulnerability 

attacks, and 

command and 

control. With big 

data analytics, SA 

can classify and 

analyze attack 

events, threat 

alarms, and attack 

sources. This helps 

customers identify, 

collect, and obtain 

evidence about 

information 

security events, and 

analyze events to 

reduce the 

possibility and 

impact of events in 

the future. In 

addition, SA can be 

associated with 

Advanced Anti-

DDoS, ECS, WAF, 

and database 

security services to 

display the security 

protection status in 

a centralized 

manner. 

2-13-

4 

The requirements 

for cybersecurity 

incidents and 

threat management 

must be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established security incidents 

management standards and procedures 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

periodically review 

and update security 

requirements for 

cybersecurity 

incidents and 

threats. 
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5.2.14 Physical Security 

To ensure the protection of information and technology assets from unauthorized physical 

access, loss, theft and damage. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-14-

1 

Cybersecurity 

requirements for 

physical protection 

of information and 

technology assets 

must be defined, 

documented and 

approved. 

Huawei Cloud has established comprehensive physical 

security and environmental safety protection measures, 

strategies, and procedures. The Huawei Cloud information 

security environment is managed by zones, and physical 

environment facilities are defined for each zone (including 

access control, security post, video surveillance, etc.) and 

different requirements for equipment access control 

(including photography equipment, storage media, etc.). At 

the same time, the data transfer policies and access control 

policies between zones have been formulated and 

implemented. 

2-14-

2 

The cybersecurity 

requirements for 

physical protection 

of information and 

technology assets 

must be 

implemented. 

Huawei Cloud has established comprehensive physical 

security and environmental safety protection measures, 

strategies, and procedures. The Huawei Cloud information 

security environment is managed by zones, and physical 

environment facilities are defined for each zone (including 

access control, security post, video surveillance, etc.) and 

different requirements for equipment access control 

(including photography equipment, storage media, etc.). At 

the same time, the data transfer policies and access control 

policies between zones have been formulated and 

implemented. 

2-14-

3 

The cybersecurity requirements for physical protection of information and 

technology assets must include at least the following: 

2-14-3-1 

Authorized access 

to sensitive areas 

within the 

organization (e.g., 

data center, 

disaster recovery 

center, sensitive 

information 

processing 

facilities, security 

surveillance 

center, network 

cabinets). 

Huawei Cloud enforces stringent data center access control 

for both personnel and equipment. Security guards, stationed 

24/7 at every entrance to each Huawei Cloud data center site 

as well as at the entrance of each building on site, are 

responsible for registering and monitoring visitors and staff, 

managing their access scope on an as-needed basis. Different 

security strategies are applied to the physical access control 

systems at different zones of the data center site for optimal 

physical security. Security guards strictly review and 

regularly audit user access privileges. 

2-14-3-2 Facility 

entry/exit records 

and CCTV 

monitoring. 

Huawei Cloud has formulated regulations for managing 

storage media and devices in and out of the equipment room. 

Storage media and devices must be registered and authorized 

before entering or leaving the equipment room. Data leakage 

prevention management is implemented when physical 

storage media enters and exits the equipment room, and data 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

5 How Huawei Cloud Meets the Requirements of 

Essential Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 70 

 

erasing and scrapping processes are specified to reduce 

possible data leakage losses. 

2-14-3-3 

Protection of 

facility entry/exit 

and surveillance 

records. 

The Huawei Cloud information security environment is 

managed by zones, and physical environment facilities are 

defined for each zone (including access control, security 

post, video surveillance, etc.) and different requirements for 

equipment access control (including photography equipment, 

storage media, etc.). At the same time, the data transfer 

policies and access control policies between zones have been 

formulated and implemented. 

2-14-3-4 Secure 

destruction and re-

use of physical 

assets that hold 

classified 

information 

(including 

documents and 

storage media). 

Dedicated personnel manage devices that contain storage 

media on Huawei Cloud. After the devices are used, 

dedicated personnel format the devices. When a storage 

media that stores HUAWEI's confidential information is 

scrapped, dedicated personnel must ensure that the 

information stored on the media is erased and cannot be 

recovered. The disposal methods include degaussing, 

physical destruction, or low-level formatting. 

2-14-3-5 Security 

of devices and 

equipment inside 

and outside the 

organization’s 

facilities. 

Huawei Cloud has formulated regulations on confidential 

devices and media management, which specify requirements 

for device placement, protection, and access and formulate 

operation processes. Important components of the data center 

are stored in a dedicated electronic encryption safe in the 

warehousing system, and the safe is switched on and off by a 

dedicated person. Any spare components of the data center 

must be obtained by providing an authorized service ticket 

and must be registered in the warehousing management 

system. All physical access equipment and warehousing 

system materials are regularly counted and tracked by 

dedicated personnel. The equipment room administrator not 

only conducts routine security checks, but also audits data 

center access records irregularly to ensure that unauthorized 

personnel cannot access the data center. 

2-14-

4 

The cybersecurity 

requirements for 

physical protection 

of information and 

technology assets 

must be reviewed 

periodically. 

Huawei Cloud review and update the established physical 

and environmental security procedures every year. At the 

same time, Huawei Cloud Computing Security & Privacy 

Office regularly reviews the implementation of the policy to 

ensure that the policies, standards, specifications, and 

specific measures of security governance are implemented in 

various business areas. 

 

5.2.15 Web Application Security 

To ensure the protection of external web applications against cyber risks. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2-15- Cybersecurity Huawei Cloud services support their Customers should 
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1 requirements for 

external web 

applications must 

be defined, 

documented and 

approved. 

published APIs for configuration 

management. Huawei Cloud specifies 

the requirements for API application 

security management and defines 

effective protection for Identity 

authentication and authorization, 

transmission protection, perimeter 

protection, and traffic flow control. 

define the 

cybersecurity 

requirements for 

external web 

applications. 

2-15-

2 

The cybersecurity 

requirements for 

external web 

applications must 

be implemented. 

Huawei Cloud uses multi-layered 

protection mechanisms and measures 

to safeguard application services 

provided on the public network, 

including the user identity 

authenticated and authorized through 

the IAM service, API calls must use 

TLS-based encryption to ensure the 

confidentiality of data during transit, 

Coupled with multi-layered advanced 

perimeter protection mechanism 

including anti-DDoS, IPS and WAF, 

the API Gateway can effectively 

protect against various threats and 

attacks and the API Gateway controls 

the frequency of each user's API 

access in order to ensure the 

availability and continuity of API-

based access. 

Customers should 

implement 

applicable 

measures to ensure 

that external web 

applications are 

protected from 

cyber risks in 

accordance with the 

established security 

requirements. 

2-15-

3 

The cybersecurity requirements for external web applications must include at least 

the following: 

2-15-3-1 

Use of web 

application 

firewall. 

WAF is deployed at the network 

border to protect the security of 

application software from external 

attacks, such ad SQL injection, XSS, 

CSRF and other application-oriented 

attacks. 

Customers should 

deploy a Web 

application 

firewall. 

Customers can 

deploy Web 

Application 

Firewall (WAF) to 

detect and protect 

website service 

traffic from 

multiple 

dimensions. With 

deep machine 

learning, can 

intelligently 

identify malicious 

request 

characteristics and 

defend against 

unknown threats, 

and detect 

HTTP(S) requests. 

identifies and 
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blocks SQL 

injection, cross-site 

scripting attacks, 

web page 

uploading, 

command/code 

injection, file 

inclusion, sensitive 

file access, third-

party application 

vulnerability 

attacks, CC attacks, 

malicious crawler 

scanning, and 

cross-site request 

forgery, preventing 

websites from 

being maliciously 

attacked and 

invaded by hackers, 

secure and stable 

web services. 

2-15-3-2 

Adoption of the 

multi-tier 

architecture 

principle. 

Based on industry practices, its own 

experience, and service features, 

Huawei Cloud designs web 

applications from a three-layer 

technical architecture, including the 

application layer, platform layer, and 

foundation layer to implement security 

design and maintenance of 

applications, ensuring high cohesion 

and low coupling. In addition, Huawei 

Cloud has formulated web application 

development standards, combined 

with multi-dimensional security 

development principles, to achieve the 

purpose of in-depth defense. 

Customers should 

adopt the principle 

of multi-tier 

architecture. 

2-15-3-3 

Use of secure 

protocols (e.g., 

HTTPS). 

The public API interfaces provided by 

Huawei Cloud must use the Hypertext 

Transfer Security Protocol (HTTPS) 

for communication, and API calls 

must use TLS-based encryption to 

ensure the confidentiality of data 

during transit. As of this writing, all 

public APIs supported by the API 

gateway use TLS 1.2 for encryption 

and support Perfect Forward Secrecy 

(PFS) security feature. 

Customers should 

use secure 

protocols (e.g. 

HTTPS) for 

communication. 

2-15-3-4 

Clarification of the 

secure usage 

policy for users. 

As a cloud service provider, Huawei 

Cloud defines security responsibility 

sharing model, which clarifies the 

security responsibility boundary 

between Huawei Cloud and 

The external Web 

application 

developed by 

customers should 

provide help 
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customers, and their respective 

security responsibilities. All Huawei 

Cloud products provide customers 

with help documents, user’s manual, 

and security implementation guides, 

which including the secure usage 

policy for users. 

documents, 

manuals, or guides 

to their users to 

explain the secure 

usage policy. 

2-15-3-5 

Multi-factor 

authentication for 

users’ access. 

Huawei Cloud performs identity 

authentication on each API request 

through Huawei Cloud IAM 

integration. Only users who pass 

identity authentication are allowed to 

access and manage cloud monitoring 

information. The data transmission 

channel is encrypted using TLS. 

Huawei Cloud's Identity and Access 

Management (IAM) service provides 

enterprise-level user account 

management, identity authentication, 

and fine-grained access control for 

cloud resources. IAM provides multi-

factor authentication (MFA) to 

improve the security of account login 

and important operations. 

External web 

applications 

developed by 

customers should 

provide MFA 

authentication for 

users’ access. 

Customers can use 

Identity and Access 

Management 

(IAM) provided by 

Huawei Cloud. 

IAM provides and 

enables multi-factor 

authentication by 

default to enhance 

account security. 

2-15-

4 

The cybersecurity 

requirements for 

external web 

applications must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established API application 

security standards and strategy 

processes annually. Additionally, 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

Customers should 

review and update 

the web security 

requirements for 

external web 

applications on a 

regular basis and 

according to the 

frequency of the 

plan. 

 

5.3 Cybersecurity Resilience 

"Cyber Security Resilience" provides implementation guidelines for customers to implement 

effective business continuity management, covering aspects such as the development of 

business continuity plans, the implementation of emergency response plans and disaster 

recovery plans. The relevant control requirements and practices of Huawei Cloud are as 

follows: 

5.3.1 Cybersecurity Resilience Aspects of Business Continuity 
Management (BCM) 

To ensure the inclusion of the cybersecurity resiliency requirements within the organization’s 

business continuity management and to remediate and minimize the impacts on systems, 
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information processing facilities and critical e-services from disasters caused by cybersecurity 

incidents. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

3-1-1 Cybersecurity 

requirements for 

business 

continuity 

management must 

be defined, 

documented and 

approved. 

Huawei Cloud established a business 

continuity management system, to 

standard business continuity 

management framework, purpose and 

scope, management objectives, roles, 

and responsibilities. Huawei Cloud 

has obtained the certification of the 

ISO22301 business continuity 

management system standard, 

formulated a business continuity plan, 

which contains the strategies and 

processes of natural disasters, accident 

disasters, information technology risks 

and other emergencies. 

Customers should 

establish a business 

continuity 

management 

mechanism and 

specify the 

recovery objectives 

and minimum 

recovery strategy 

for the relevant 

services. 

3-1-2 The cybersecurity 

requirements for 

business 

continuity 

management must 

be implemented. 

Huawei Cloud has obtained the 

certification of the ISO22301 business 

continuity management system 

standard. Huawei Cloud performs 

business impact analysis and risk 

assessment annually to identify critical 

activities and dependencies, assess 

risk levels, and develop response 

strategies for identified threats that 

may cause cloud service resource 

disruption and establish a business 

continuity plan. 

Customers should 

conduct periodic 

business impact 

analysis, identify 

critical operations, 

determine recovery 

time targets for 

critical operations, 

and allocate 

sufficient resources 

for such activities 

in accordance with 

the business 

continuity 

management 

mechanism 

established, align 

with the customer’s 

business continuity 

and regulatory 

requirements. 

2-13-

3 

The cybersecurity requirements for business continuity management must include 

at least the following: 

3-1-3-1 

Ensuring the 

continuity of 

cybersecurity 

systems and 

procedures. 

Huawei Cloud performs business 

impact analysis and risk assessment 

annually to identify critical activities 

and dependencies, assess risk levels, 

and develop response strategies for 

identified threats that may cause cloud 

service resource disruption and 

establish a business continuity plan. 

At the same time, Huawei Cloud 

adopts the redundancy mechanism of 

Customers should 

conduct periodic 

business impact 

analysis, identify 

critical operations, 

determine recovery 

time targets for 

critical operations, 

and develop 

recovery strategies 
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single-region multiple data centers for 

all cloud services within the scope of 

the business continuity management 

system to ensure the business 

continuity of cloud services. 

based on the results 

of the business 

impact analysis to 

ensure the 

continuity of cyber 

security systems 

and procedures. 

Customers can rely 

on the Region and 

Availability Zone 

(AZ) architecture 

of Huawei Cloud 

Data Center cluster 

for disaster 

recovery and 

backup of their 

business systems. 

Data centers are 

deployed around 

the world according 

to rules. Customers 

have disaster data 

backup centers 

through two places. 

If a failure occurs, 

the system 

automatically 

transfers customer 

applications and 

data from the 

affected areas to 

ensure business 

continuity on the 

premise of meeting 

compliance 

policies. Huawei 

Cloud has also 

deployed a Global 

Server Load 

Balance Center. 

Customer 

applications can 

achieve N+1 

deployment in the 

data center. Even if 

one data center 

fails, it can also 

balance traffic load 

to other centers. 

3-1-3-2 

Developing 

response plans for 

cybersecurity 

incidents that may 

Huawei Cloud standardizes the 

emergency response processes and 

forms emergency response plans for 

different unexpected scenarios that 

may be involved in each product. In 

Customers should 

develop business 

continuity plans 

and disaster 

recovery plans in 
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affect the business 

continuity. 

addition, Huawei Cloud conducts 

business continuity publicity and 

training within the organization 

annually, periodically conducts 

emergency drills and tests to 

continuously optimize the emergency 

response mechanism. 

accordance with 

business impact 

analysis to prevent 

and reduce business 

interruptions 

caused by 

unexpected 

incidents. 

3-1-3-3 

Developing 

disaster recovery 

plans. 

Huawei Cloud has a DR plan (DRP) 

as well, and conducts DRP tests 

periodically. For example, first, bring 

the cloud platform infrastructure and 

cloud services offline in a certain 

geographic location or region to 

simulate a disaster, then, perform 

system operations and migration as 

specified in the DRP, and lastly, verify 

the service and business operations 

functions in the presumably disaster-

impacted region. Test results are then 

annotated and archived for continuous 

improvement of the DRP. 

Customers should 

develop business 

continuity plans 

and disaster 

recovery plans in 

accordance with 

business impact 

analysis to prevent 

and reduce business 

interruptions 

caused by 

unexpected 

incidents. 

As HCSO, 

Customers can rely 

on the Region and 

Availability Zone 

(AZ) architecture 

of Huawei Cloud 

Data Center cluster 

for disaster 

recovery and 

backup of their 

business systems. 

Data centers are 

deployed around 

the world according 

to rules. Customers 

have disaster data 

backup centers 

through two places. 

If a failure occurs, 

the system 

automatically 

transfers customer 

applications and 

data from the 

affected areas to 

ensure business 

continuity on the 

premise of meeting 

compliance 

policies. Huawei 

Cloud has also 

deployed a Global 

Server Load 
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Balance Center. 

Customer 

applications can 

achieve N+1 

deployment in the 

data center. Even if 

one data center 

fails, it can also 

balance traffic load 

to other centers. 

To meet 

organizations' 

requirements for 

information 

security and 

information 

security 

management 

continuity in the 

event of disasters, 

Storage Disaster 

Recovery Service 

(SDRS) provides 

disaster recovery 

(DR) protections 

for ECS, EVS and 

Dedicated 

Distributed Storage 

Service (DSS). 

SDRS uses 

multiple 

technologies, such 

as storage 

replication, data 

redundancy, and 

cache acceleration, 

to provide high data 

reliability and 

service continuity 

for users. SDRS 

protects service 

applications by 

replicating the 

server data and 

configurations to a 

DR site. It allows 

service applications 

to start at the DR 

site in the event 

that servers at the 

production site 

stop. This improves 

service availability 

and continuity. 
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3-1-4 The cybersecurity 

requirements for 

business 

continuity 

management must 

be reviewed 

periodically. 

Huawei Cloud reviews and updates 

the established business continuity 

management system annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

periodically review 

the cybersecurity 

requirements for 

business continuity 

management. 

 

5.4 Third-Party and Cloud Computing Cybersecurity 

"Third Party and Cloud Computing Cybersecurity" provides guidelines for customers to 

implement business outsourcing. Control requirements for customers cover areas such as 

service provider capabilities, contracts and agreements, confidentiality of customer data, and 

use of cloud services. The relevant control requirements and practices of Huawei Cloud are as 

follows: 

5.4.1 Third-Party Cybersecurity 

To ensure the protection of assets against the cybersecurity risks related to third-parties 

including outsourcing and managed services as per organizational policies and procedures, 

and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4-1-1 Cybersecurity 

requirements for 

contracts and 

agreements with 

third-parties must 

be identified, 

documented and 

approved. 

Huawei Cloud cooperates with 

customers to exercise supervision over 

cloud service providers. The online 

Huawei Cloud Customer Agreement 

defines cloud service customers and 

Huawei's security responsibilities, and 

the Huawei Cloud Service Level 

Agreement stipulates the service level 

provided by Huawei Cloud. At the 

same time, Huawei Cloud has also 

developed a negotiable offline contract 

template to address specific customer 

needs. 

Huawei Cloud has established a 

formal procurement audit process. 

Huawei Cloud requires sign contracts, 

service agreements, and non-

disclosure agreements with suppliers 

before conducting on-site work. The 

contract and service agreement specify 

the responsibilities and obligations of 

Customers should 

specify 

cybersecurity 

requirements in 

contracts and 

agreements with 

third parties to 

reduce the risk of 

third-party access 

to organizational 

assets. 
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both parties, and clarify the cyber 

security requirements, service content, 

and service level that the supplier 

should meet. In addition, the non-

disclosure agreements restrict clauses 

that violate confidentiality. The Legal 

Department of Huawei Cloud reviews 

and updates the NDA every year to 

ensure that the NDA can continuously 

meet business requirements on 

supplier management. 

4-1-2 The cybersecurity requirements for contracts and agreements with third-parties 

(e.g., Service Level Agreement (SLA)) -which may affect, if impacted, the 

organization’s data or services- must include at least the following: 

4-1-2-1 Non-

disclosure clauses 

and secure 

removal of 

organization’s data 

by third parties 

upon end of 

service. 

Once customers agree the deletion, 

Huawei Cloud deletes the index 

relationship between customers and 

data, and clears the storage space, such 

as memory and block storage before 

reallocation, to ensure that related data 

and information cannot be restored. If 

a physical storage medium is to be 

disposed, Huawei Cloud clears the 

data by degaussing, bending, or 

breaking the storage medium to ensure 

that data on the storage medium 

cannot be restored. 

When introducing suppliers, Huawei 

Cloud signs confidentiality and 

service level agreements with them. 

The agreements contain requirements 

for security and privacy data 

processing of suppliers. Furthermore, 

Huawei Cloud has formulated a 

supplier personal information 

protection policy, which clearly 

defines the privacy and data protection 

management requirements that 

suppliers should be followed. 

Customers should 

specify in the non-

disclosure clauses 

signed with the 

third party that 

secure removal of 

organization’s data 

by third parties 

upon end of 

service. 

When the service 

agreement 

terminates, 

customers can 

migrate content 

data from Huawei 

Cloud through 

Cloud Data 

Migration (CDM) 

service provided by 

Huawei Cloud, 

such as migrating 

to local data center. 

4-1-2-2 

Communication 

procedures in case 

of cybersecurity 

incidents. 

For security incidents that affect 

customers, Huawei Cloud has 

established a comprehensive incident 

notification mechanism. When serious 

events occur on the underlying 

infrastructure platform and have or 

may have a serious impact on multiple 

customers, Huawei Cloud can 

promptly notify customers of events 

with an announcement. The contents 

of the notification include but are not 

limited to a description of the event, 

the cause, impact, measures taken by 

Huawei Cloud and the measures 

Customers should 

specify the 

communication 

procedures in the 

occurrence of 

cybersecurity 

incidents in the 

contracts or 

agreements signed 

with the third party. 
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recommended for customers. After the 

incident is resolved, the incident 

report will be provided to the 

customer according to the specific 

situation. 

Huawei Cloud defines the 

communication and response 

procedures in the occurrence of 

cybersecurity incidents in the 

contracts or agreements signed with 

the third party. 

4-1-2-3 

Requirements for 

third-parties to 

comply with 

related 

organizational 

policies and 

procedures, laws 

and regulations. 

Huawei Cloud strictly adheres to "not 

accessing customer data without 

permission" and explicitly states in the 

user agreement that it will not access 

or use the user's content, unless it 

provides the necessary services for the 

user or abides by the laws and 

regulations or the binding orders of 

the government institutions. Huawei 

Cloud strictly conforms to the cyber 

security principles described in ECC 

and at the same time, it will clearly 

stipulate the responsibility of Huawei 

Cloud to customers in the case of a 

breach of confidentiality clauses in 

contracts signed with customers. 

Huawei Cloud business associates 

with third parties are responsible for 

managing their third-party 

relationships, including asset 

protection requirements and suppliers 

‘access to relevant applications. For 

Huawei Cloud suppliers, Huawei 

Cloud periodically assesses the 

security compliance of their services 

and the security protection capabilities 

of users' personal information. 

Customers should 

specify in the 

contract or 

agreement with the 

third-parties that 

the third-parties 

shall comply with 

the requirements of 

the organizational 

policies and 

procedures, laws 

and regulations. 

4-1-3 The cybersecurity requirements for contracts and agreements with IT outsourcing 

and managed services third-parties must include at least the following: 

4-1-3-1 

Conducting a 

cybersecurity risk 

assessment to 

ensure the 

availability of risk 

mitigation controls 

before signing 

contracts and 

agreements or 

upon changes in 

related regulatory 

Huawei Cloud will comply with the 

requirements specified in the 

agreement signed with the customer. 

Huawei Cloud will assign dedicated 

personnel to actively cooperate with 

the customer in monitoring and risk 

assessment on Huawei Cloud. 

Huawei Cloud has established a 

supplier selection and supervision 

system, through due diligence before 

signing the contract and regular 

evaluation to manage the supplier's 

Customers should 

establish a risk 

assessment 

framework to 

regularly evaluate 

the risks of 

outsourced 

services. 
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requirements. compliance with the specific 

requirements and contract obligations 

of Huawei Cloud. 

4-1-3-2 

Cybersecurity 

managed services 

centers for 

monitoring and 

operations must be 

completely present 

inside the 

Kingdom of Saudi 

Arabia. 

Huawei Cloud cybersecurity managed 

service centers for monitoring and 

operations is completely present inside 

the Kingdom of Saudi Arabia. 

In addition, Huawei Cloud provides 

Cloud Eye Service (CES – Cloud Eye 

Service), which is a comprehensive 

monitoring platform for Elastic Cloud 

Servers, bandwidth, and other 

resources. CES monitors alarms, 

notifications, and custom reports and 

diagrams in real time, giving the user 

a precise understanding of the status 

of service resources. It must be 

emphasized that CES does not come 

into contact with tenant data. It 

monitors only the data related to the 

utilization of infrastructure resources. 

Customers should 

ensure that the 

managed 

cybersecurity 

service center used 

for monitoring and 

operations is 

located in the 

Kingdom of Saudi 

Arabia. 

4-1-4 The cybersecurity 

requirements for 

contracts and 

agreements with 

third-parties must 

be reviewed 

periodically. 

Huawei Cloud's professional legal 

department manages and regularly 

reviews the details of the 

confidentiality agreement to maintain 

the confidentiality agreement to meet 

the needs of business requirements for 

supplier management. 

Customers should 

regularly review 

and update the 

cybersecurity 

requirements of 

contracts and 

agreements with 

third-parties. 

 

5.4.2 Cloud Computing and Hosting Cybersecurity 

To ensure the proper and efficient remediation of cyber risks and the implementation of 

cybersecurity requirements related to hosting and cloud computing as per organizational 

policies and procedures, and related laws and regulations. It is also to ensure the protection of 

the organization’s information and technology assets hosted on the cloud or 

processed/managed by third-parties. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4-1-1 Cybersecurity 

requirements 

related to the use 

of hosting and 

cloud computing 

services must be 

defined, 

documented and 

approved. 

As a cloud service provider, Huawei 

Cloud ensures secure development, 

configuration, and deployment of 

cloud technologies and the security of 

the operation and management of 

cloud services. According to ISO 

27001, ISO27017, ISO27018, SOC, 

and CSA STAR, Huawei Cloud has 

built a comprehensive information 

security management system and 

Customers should 

establish 

cybersecurity 

requirements 

related to the use of 

hosting and cloud 

computing services 

to ensure the 

security of 

information and 
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formulated the overall information 

security strategy of Huawei Cloud. It 

clarifies the structure and 

responsibilities of information security 

management organization, the 

management methods of information 

security system documents and the 

key focus areas and objectives of 

information security. 

technology assets 

of organizations 

hosted on the 

cloud. 

4-1-2 The cybersecurity 

requirements 

related to the use 

of hosting and 

cloud computing 

services must be 

implemented. 

Huawei Cloud follows the established 

information security management 

system, including asset security, 

access control, cryptography, physical 

security, operational security, 

communication security, system 

secure development, supplier 

management, information security 

incident management, and business 

continuity. Huawei Cloud protects the 

inviolability, integrity, and availability 

of customer systems and data in one 

comprehensive effort. Furthermore, 

Huawei Cloud Computing Security & 

Privacy Office periodically reviews 

the implementation of the policy to 

ensure that the cybersecurity 

governance policies, standards, 

specifications, and specific measures 

are implemented in the processes of 

each business area. Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

implement the 

established 

cybersecurity 

requirements 

related to the use of 

hosting and cloud 

computing services. 

 In line with related and applicable laws and regulations, and in addition to the 

applicable ECC controls from main domains (1), (2), (3) and subdomain (4-1), the 

cybersecurity requirements related to the use of hosting and cloud computing 

services must include at least the following: 

4-2-3 4-2-3-1 

Classification of 

data prior to 

hosting on cloud 

or hosting services 

and returning data 

(in a usable 

format) upon 

service 

completion. 

The Cloud Data Migration (CDM) 

service enables data migration among 

multiple types of data sources, such as 

databases, data warehouses, and files, 

and supports data migration across 

multiple environments, such as data 

migration to the cloud, data exchange 

in the cloud, and data migration to 

local data center. 

Before using cloud 

services, customers 

need to classify 

their data, analyze 

risks, and 

determine the 

storage location, 

storage service, and 

security protection 

measures based on 

the risk analysis 

results. 
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When the service 

agreement 

terminates, 

customers can 

migrate content 

data from Huawei 

Cloud through 

Cloud Data 

Migration (CDM) 

service provided by 

Huawei Cloud, 

such as migrating 

to local data center. 

4-2-3-2 

Separation of 

organization’s 

environments 

(specifically 

virtual servers) 

from other 

environments 

hosted at the cloud 

service provider. 

Virtual Private Cloud (VPC) creates 

an isolated, virtual network 

environment for Elastic Cloud Servers 

that users can configure and manage 

on their own. This enhances the 

security of user resources in the cloud 

and makes network deployment easier. 

Huawei Cloud facilitates data isolation 

in the cloud through the Virtual 

Private Cloud (VPC) service, the VPC 

uses the network isolation technology 

to isolate tenants at Layer 3. Tenants 

can control their own virtual network 

construction and configuration. On the 

one hand, a tenant's VPC can be 

connected to the tenant's enterprise 

network traditional data center using 

VPN or Direct Connect service such 

that tenant's applications and data 

residing in its internal network can be 

seamlessly migrated to the tenant's 

VPC. On the other hand, VPCs are 

used to build a private network. Then 

customers can divide the network by 

planning subnets and configuring 

routing policies and place storage 

resources on an internal subnet. In this 

way, customers can strictly control the 

ingress and egress traffic of the subnet 

and VMs by configuring the network 

ACLs and relevant rules. 

Customers should 

separate their 

organization’s 

environments from 

other environments 

hosted at the cloud 

service provider. 

4-2-3-3 

Organization’s 

information 

hosting and 

storage must be 

inside the 

Kingdom of Saudi 

Arabia. 

Information hosting and storage is 

inside the Kingdom of Saudi Arabia. 

Customers should 

ensure that the 

organization's 

information hosting 

and storage must be 

inside the Kingdom 

of Saudi Arabia. 

4-2-4 The cybersecurity As a cloud service provider, Huawei Customers should 
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requirements 

related to the use 

of hosting and 

cloud computing 

services must be 

reviewed 

periodically. 

Cloud reviews and updates the 

established information security 

management system annually, and 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

review and update 

cybersecurity 

requirements 

related to the use of 

hosting and cloud 

computing. 
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6 How Huawei Cloud Meet Requirements 
of Cloud Cybersecurity Controls 

CCC Cloud Cybersecurity Controls is formulated as an extension of ECC, by expounding the 

cybersecurity goals that cloud computing services need to achieve from the perspectives of 

cloud service providers (CSPs) and cloud service tenants (CSTs), to implement cloud 

computing for customers. The service provides cybersecurity requirements, including four 

major areas: cybersecurity governance, cybersecurity defense, cybersecurity resilience, and 

third-party cybersecurity. 

The following content summarizes the control related to cloud service providers in CCC, and 

elaborates how Huawei Cloud, as the customer's cloud service provider, will help customers 

meet these control requirements. 

6.1 Cybersecurity Governance 

"Cybersecurity governance" requires cloud service providers to establish appropriate 

cybersecurity management mechanisms, covering cybersecurity governance areas such as 

cybersecurity strategies, policies and procedures, project management, and risk management. 

The relevant control requirements and practices of Huawei Cloud are as follows: 

6.1.1 Cybersecurity Roles and Responsibilities 

To ensure that roles and responsibilities are defined for all parties participating in 

implementing the cloud cybersecurity controls, including the roles and responsibilities of the 

head of the CSP and CST or his/her delegate, referred to in this controls as “Authorizing 

Official”. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

1-1-

P-1 

In addition to the ECC control 1-4-1, the Authorizing Official shall also identify, 

document and approve: 

1-1-P-1-1 

Cybersecurity roles and 

RACI assignment for 

all stakeholders of the 

cloud services 

From an organizational structure perspective, The Global 

Security and Privacy Committee (GSPC), being the 

highest cybersecurity management organization at 

Huawei, is responsible for company-level security policy 

decisions and the authorization of overall security 
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including Authorizing 

Official’s roles and 

responsibilities. 

strategies company-wide. GSPO and its office is 

responsible for enact and implement Huawei end-to-end 

cybersecurity protection system. Huawei Cloud 

Computing Security &Primary Office is responsible for 

the implementation of major event backtracking for 

regular review to ensure that the policies, specifications, 

and specific measures of security governance are 

implemented in the process of various business fields, 

and realize end-to-end security governance. 

Additionally, Huawei Cloud has clearly stipulated the 

cybersecurity responsibilities of all employees in the 

business team of each product and service. Huawei Cloud 

has set up roles specifically responsible for security and 

privacy protection to assume certain security 

management responsibilities. Cybersecurity-related roles 

and responsibilities are identified in writing and approved 

by the top management. Saudi Arabia Global Cyber 

Security & Privacy Officer follows Huawei’s the highest 

cyber security strategies to implement. 

 

6.1.2 Cybersecurity Risk Management 

To ensure managing cybersecurity risks in a methodological approach in order to protect the 

CSP’s and CST’s information and technology assets as per organizational policies and 

procedures, and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

1-2-

P-1 

Cybersecurity risk management methodology mentioned in the ECC Subdomain 1-

5, shall also include for the CSP, as a minimum: 

1-2-P-1-1 

Defining acceptable 

risk levels for the cloud 

services, and clarifying 

them to the CST if they 

are related to the CST. 

During risk assessment, business experts in the 

corresponding domain participate in the entire process to 

ensure accurate assessment of the impact of risks on the 

business and the level of risks. Cybersecurity and privacy 

protection experts provide information such as risk 

assessment results, security incidents, and security and 

privacy compliance requirements in similar scenarios to 

help business experts fully identify risks. Level the 

overall risk (low, medium, and high) based on the impact 

of the risk on confidentiality, integrity, availability, and 

compliance and the probability of occurrence. After the 

risk level is determined, the risk administrator will send a 

risk management email to notify the risk details, risk 

level, and risk handling SLA, and notify the risk contact 

person and security and business personnel. If security 

and availability risks of cloud tenants are involved, the 

impact on cloud tenants will be announced in a timely 

manner. 

1-2-P-1-2 Considering 

data and information 

Huawei Cloud complies with the defined cyber security 

risk assessment methods，identify risks from multiple 
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classification in 

cybersecurity risk 

management 

methodology. 

dimensions. Determine the possibility of risks based on 

the completeness of security policies, security 

technologies, security audits, and periodically assess 

information security risks are required. Risk assessment 

covers various aspects of information security, including 

data protection and classification data retention and 

transmission locations, and compliance with laws and 

regulations for the duration of data retention. 

1-2-P-1-3 

Developing 

cybersecurity risk 

register for cloud 

services, and 

monitoring it 

periodically according 

to the risks. 

Risk management personnel identify risks involved in 

business scenarios, enter the risks into the risk 

management platform in a timely manner, including risk 

description, domain, risk level, and risk source, to form a 

risk list, and use the risk management platform to 

automatically track and monitor risks. 

 

6.1.3 Compliance with Cybersecurity Standards, Laws and 
Regulations 

To ensure that the CSPs’ and CSTs’ cybersecurity program is in compliance with related laws 

and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

1-3-

P-1 

In addition to the ECC control 1-7-1, the CSP legislative and regulatory compliance 

should include as a minimum with the following requirements: 

1-3-P-1-1 Continuous 

compliance with all 

laws, regulations, 

instructions, decisions, 

regulatory frameworks 

and controls, and 

mandates regarding 

cybersecurity in KSA. 

Huawei Cloud specifies the compliance process in its 

cybersecurity policies and regularly identifies and records 

compliance requirements. In addition, Huawei Cloud has 

set up dedicated posts to maintain active contact with 

external parties to track changes in laws and regulations. 

When identifying laws and regulations related to Huawei 

Cloud services, Huawei Cloud will adjust internal 

security requirements and security control levels in a 

timely manner to track compliance with laws and 

regulations. 

In addition, Huawei Cloud has identified KSA 

cybersecurity laws, regulations, standards, and 

frameworks and developed a white paper to prove its 

compliance. 

 

6.1.4 Cybersecurity in Human Resources 

To ensure that cybersecurity risks and requirements related to personnel (employees and 

contractors) are managed efficiently prior to employment, during employment and after 
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termination/separation as per organizational policies and procedures, and related laws and 

regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

1-4-

P-1 

In addition to subcontrols in the ECC controls 1-9-3 and 1-9-4, the following 

requirements should be covered prior and during the professional relationship of 

personnel with the CSP as a minimum: 

1-4-P-1-1 

Positions of 

cybersecurity functions 

in CSP’s data centers 

within the KSA must 

be filled with qualified 

and suitable Saudi 

nationals. 

Huawei Cloud hires qualified and suitable Saudi 

nationals hold a position of cybersecurity functions in 

data centers. 

1-4-P-1-2 

Screening or vetting 

candidates of personnel 

working inside KSA 

who have access to 

Cloud Technology 

Stack, periodically. 

Huawei Cloud complies with Huawei's overall HR 

management framework and establishes regulations on 

personnel information security，which specify 

hierarchical information security management 

requirements, standardize the management of 

recruitment, training, audit, reward and punishment for 

internal and external employees, and specify the cyber 

security responsibilities. 

When hiring regular Huawei Cloud employees or 

outsourced employees, strict background checks are 

performed to ensure that the employees' backgrounds and 

qualifications meet Huawei Cloud security service 

requirements. Special management is implemented for 

key positions such as O&M engineers who can access the 

cloud technology stack. Including on-the-job safety 

review, on-the-job safety training and enablement, on-

the-job qualification management, and off-the-job safety 

review. 

1-4-P-1-3 

Cybersecurity policies 

as a prerequisite to 

access to Cloud 

Technology Stack, 

signed and 

appropriately approved. 

The employment agreement signed between the 

employee and the company contains confidentiality 

clauses, which clearly state the employee's cybersecurity 

responsibilities to ensure that the confidentiality clauses 

to be followed are confirmed before onboarding. Huawei 

Cloud employees must sign the resignation 

confidentiality commitment letter to confirm their 

ongoing information security responsibilities. 

Huawei Cloud incorporates cybersecurity into Huawei 

Employee Business Conduct Guidelines, signs the cyber 

security commitment letter, and promises to comply with 

corporate cyber security policies and regulations. In 

addition, O&M personnel can access the customer's 

environment only after obtaining the customer's 

authorization through the work order system or in 

writing. O&M personnel cannot perform any operations 

beyond the customer's authorization or prohibitive high-
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risk operations. 

1-4-

P-2 

In addition to subcontrols in the ECC control 1-9-5, the following requirements 

should be in place, as a minimum, for the termination/completion of a human 

resource’s professional relationship with the CSP: 

1-4-P-2-1 

Assurance that assets 

owned by the 

organization 

(especially those with 

security exposure) are 

accounted for and 

returned upon 

termination. 

After the status changes, such as resignation or position 

change, employees and other third parties shall conduct a 

security review according to the transfer and resignation 

security review checklist, which includes the clearance or 

modification of the resignation account permissions. In 

addition, Huawei Cloud require employees to transfer 

their Huawei Cloud assets to the company when they 

transfer and resign. When the contract/business 

relationship with the partner is terminated, the 

information generated in the cooperation project in the 

self-contained device should be deleted according to the 

cooperation agreement, and the assets provided by 

Huawei Cloud will be returned. Huawei Cloud has 

established an electronic flow of assets transfer when 

personnel resign/termination of cooperation, and 

implement assets transfer in accordance with the 

electronic process. Huawei Cloud employees must sign 

the resignation confidentiality commitment letter to 

confirm their ongoing information security 

responsibilities. 

 

6.1.5 Cybersecurity in Change Management 

To ensure that cybersecurity requirements are included in change management method- ology 

and procedures in order to protect the confidentiality, integrity and availability of information 

and technology assets as per CSPs policies and procedures, and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

1-5-

P-1 

Cybersecurity 

requirements for 

change management 

within the CSP shall be 

identified, documented 

and approved. 

Huawei Cloud has developed change management 

regulations and change processes, which define cyber 

security requirements that must be followed before, 

during, and after change implementation to prevent 

unauthorized changes. For example, before a change, all 

changes need to be reviewed in multiple phases. During 

the change implementation, log recording, operation 

monitoring, and two-person operation are used to ensure 

the security of the change implementation and ensure that 

the change process is traceable. After the change, assign 

personnel to verify the change to ensure that the change 

achieves the expected effect and does not cause cyber 

security risks. 

1-5-

P-2 

Cybersecurity 

requirements for 

change management 

within the CSP shall be 

Changes to environments include but are not limited to 

data center equipment, networks, system hardware and 

software, and applications, whether those are changes in 

the equipment used, architectural changes, system 
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applied. software updates， or changes in configuration All 

changes must be performed in unorganized and priority-

driven fashion. Before submitting a change request, the 

change must undergo a testing process that includes 

production-like environment testing, pilot release, and/or 

blue/green deployment. This ensures that the change 

committee clearly understands the change activities 

involved, duration, failure rollback procedure, and all 

potential impacts. 

1-5-

P-3 

Cybersecurity for change management in the CSP shall cover, as a minimum: 

1-5-P-3-1 

Processes and 

procedures to securely 

implement changes 

(planned works) in 

production systems, 

with priority given to 

cybersecurity 

observations. 

Huawei Cloud has developed a standard change 

management process. Changes to elements in the 

production environment need to be managed in an 

orderly manner. After a change application is generated, 

the change manager determines the change level and 

submits it to the Huawei Cloud Change Committee. After 

the application passes the review, the change can be 

implemented in production environment as planned. 

Before submitting a change request, the change must 

undergo a testing process that includes production-like 

environment testing, pilot release, and/or blue/green 

deployment. This ensures that the change committee 

clearly understands the change activities involved, 

duration, failure rollback procedure, and all potential 

impacts. 

1-5-P-3-2 

Process for the 

implementation of 

cybersecurity 

exceptional changes 

(e.g.: changes during 

incident restoration). 

Huawei Cloud has developed a standard emergency 

change management process. If an emergency change 

affects users, they will communicate with users in 

advance by means of announcements, emails, telephone 

calls, and meetings within the specified time limit. If an 

emergency change does not meet the specified 

notification time limit, the change will be escalated to 

Huawei Cloud senior management and will be notified to 

users in a timely manner after the change is implemented. 

In addition, if the impact in production environment 

caused by changes meets the event standard, Huawei 

Cloud requires immediate report to the emergency team 

for quick fault rectification. Records are kept for 

emergency changes. The old program version and data 

are retained before the change is implemented. During 

the change, two-person operations are used to ensure the 

smooth progress of the change and minimize the impact 

on the production environment. After the change is 

implemented, special personnel are assigned to verify the 

change to ensure that the change achieves the expected 

purpose. 

1-5-

P-4 

Cybersecurity 

requirements for 

change management 

within the CSP shall be 

applied and reviewed 

periodically. 

Huawei Cloud reviews and updates the change 

management procedures annually. In addition, Huawei 

Cloud Computing Security & Privacy Office regularly 

reviews the implementation of policies to ensure the 

implementation of security governance policies, 

standards, regulations, and specific measures in the 
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processes of each business domain. 

 

6.2 Cybersecurity Defense 

"Cybersecurity Defense" requires cloud service providers to develop policies and procedures 

for cyber security operations and security management, including asset management, identity 

and access management, protection of information systems and information processing 

facilities, password management, backup and recovery, cybersecurity Incident management, 

etc. The relevant control requirements and practices of Huawei Cloud are as follows: 

6.2.1 Asset Management 

To ensure that the CSP and CST has an accurate and detailed inventory of information and 

technology assets in order to support the organization’s cybersecurity and operational 

requirements to maintain the confidentiality, integrity and availability of information and 

technology assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-1-

P-1 

In addition to controls in the ECC control 2-1, the CSP shall cover the following 

additional controls for cybersecurity requirements for cybersecurity event logs and 

monitoring management, as a minimum: 

2-1-P-1-1 

Inventory of all 

information and 

technology assets using 

suitable techniques 

such as Configuration 

Management Database 

(CMDB) or similar 

capability containing 

an inventory of all 

technical assets. 

Huawei Cloud has formulated asset management 

procedures, which specify the classification and grading 

methods of information assets. In addition, In Huawei 

Cloud, configuration managers are assigned to manage 

the configuration of all services, the resource 

configuration model consists of hosts, service trees, cloud 

infrastructures, and network devices. Configuration item 

mapping and resource lifecycle management are 

constructed to ensure stable and secure O&M in 

production environment. Additionally, an industry-grade 

Configuration Management Database (CMDB) tool is 

utilized to manage configuration items and their 

relationships with configuration item attributes. 

2-1-P-1-2 

Identifying assets 

owners and involving 

them in the asset 

management lifecycle. 

Huawei Cloud uses the Cloud Asset Management (CAM) 

system to monitor the inventory and maintenance status 

of information assets recorded on the asset management 

platform, classify, monitor, and manage information 

assets, and form an asset list. Each asset is assigned an 

owner. Specify that the owner of the asset is responsible 

for the security responsibilities of the asset lifecycle, 

including planning, acquisition, use, O&M, and exit. 

Huawei Cloud uses a professional configuration 

management database tool (CMDB) to define owners for 

each configuration item and manage configuration items 

and their relationships with configuration item attributes. 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

6 How Huawei Cloud Meet Requirements of Cloud 

Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 92 

 

 

6.2.2 Identity and Access Management 

To ensure the secure and restricted logical access to information and technology assets in 

order to prevent unauthorized access and allow only authorized access for users which are 

necessary to accomplish assigned tasks. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-2-

P-1 

In addition to subcontrols in the ECC control 2-2-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for identity and 

access management requirements, as a minimum: 

2-2-P-1-1 

Identity and access 

management of generic 

accounts credentials for 

accountability cannot 

be assigned for a 

specific individual. 

For a shared and dedicated account used for audit, 

Huawei Cloud requires that account and password cannot 

be assigned to a specific individual. The account/right 

owner reviews the dedicated account he/she is 

responsible for, changes the password when the dedicated 

account is no longer needed, and notifies the new user. 

2-2-P-1-2 

Secure session 

management, including 

session authenticity, 

session lockout, and 

session timeout 

termination. 

Huawei Cloud defines session timeout, account login, 

and lockout policies. It is specified that the system can 

determine whether an authenticated session can be 

established based on the combination of multiple 

characteristics such as the account, role, and IP address. 

In addition, session tokens must be used to verify 

sensitive and key operations to ensure session 

authenticity. In addition, during system maintenance, the 

administrator can force the user to go offline and delete 

the user's session information when viewing or detecting 

an invalid user session. In addition, the session timeout 

mechanism is configured. If no message is received for a 

period of time, the session can be locked or the login 

page is returned. Currently, the session timeout duration 

is 30 minutes. 

2-2-P-1-3 

Multi-factor 

authentication for 

privileged users, and 

candidates of personnel 

with access to Cloud 

Technology Stack. 

Huawei Cloud defines management requirements for 

privileged accounts, classifying privileged accounts and 

complying with management requirements during the 

creation, recycling, authorization, use, and deregistration 

of privileged accounts. 

Huawei Cloud uses two-factor authentication, such as 

USB key and Smart Card, to authenticate Huawei Cloud 

O&M personnel. Huawei Cloud administrators must pass 

two-factor authentication before accessing the 

management plane through bastion hosts. All operations 

are logged and sent to the centralized log audit system in 

a timely manner. 

2-2-P-1-4 

Formal process to 

detect and prevent 

Huawei Cloud has set a maximum of five login attempts 

to prevent unlimited login attempts using invalid 

passwords. Successful and failed login attempts of the 

system, middleware, and network infrastructure are 
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unauthorized access 

(e.g. unsuccessful login 

attempt threshold). 

recorded in logs. Illegal logins or attempted logins are 

reported through regular log review and log alarms. 

2-2-P-1-5 

Utilizing secure 

methods and 

algorithms for saving 

and processing pass- 

words, such as: Secure 

Hashing functions. 

Huawei Cloud personnel comply with Huawei IT 

security standards, which specify that passwords are not 

allowed to be transmitted in plain text over the Internet or 

wireless devices. Passwords stored in Huawei systems 

must be encrypted using industry-recognized encryption 

technologies. In addition, Huawei Cloud requires that a 

secure password resetting process be established for 

users. The password resetting process verifies the user's 

identity, such as the verification code of the company 

email address and the verification code of the reserved 

mobile number. 

2-2-P-1-6 

Secure management of 

third party personnel’s 

accounts. 

The management owner submits an application e-flow 

for the outsourced partner's account/rights and obtains the 

approval and authorization from the related director. 

After the authorization is complete, the internal system 

automatically creates an internal account with only basic 

rights for the third-party partner. Grants only the 

minimum access rights to the resources required to 

complete the work. When the third-party personnel leave 

the site or no longer need the account/rights, the 

management owner also needs to submit a deregistration 

request. 

2-2-P-1-7 

Access control 

enforced to 

management systems, 

administrative 

consoles. 

The O&M management platform assigns permissions 

through permission management groups. The application 

for joining a permission management group must be 

approved by the administrator of the corresponding 

permission management group. In addition, bastion hosts 

are granted permission by service domain groups. The 

application for adding a service domain group must be 

approved by the administrator of the global O&M center. 

After the administrator approves the application, bastion 

hosts automatically create a new service domain group. 

When an employee applies for joining a bastion host 

service domain group, the administrator of the service 

domain approves the application. After the administrator 

approves the application, the bastion host system adds the 

employee to the specified service domain group. 

2-2-P-1-8 

Masking of displayed 

authentication inputs, 

especially passwords, 

to prevent shoulder 

surfing. 

Huawei Cloud personnel comply with Huawei's IT 

security standards, which specify that the login password 

mask is displayed to prevent security risks caused by 

password disclosure. 

2-2-P-1-9 

Getting CST’s approval 

before accessing any 

CST-related asset by 

the CSP or CSP’s third 

Huawei Cloud will not access the customer's cloud 

environment, except in the case of maintenance failures. 

Huawei Cloud will use a specified tool to access the 

tenant's console or resource instance only after O&M 

personnel obtain the customer's authorization through the 
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parties. work order system or written authorization from the 

customer. It is strictly prohibited to perform any 

operations beyond the scope of customer authorization 

and high-risk operations, or to deploy and run software 

on the customer's network that is not authorized by the 

customer. 

2-2-P-1-10 

Capability to 

immediately interrupt a 

remote access session 

and prevent any future 

access for a user. 

During system maintenance, if an administrator views or 

detects an invalid user session, the administrator can 

force the user to go offline and clear the user session 

information on the management page. In addition, the 

system will clear user permissions through post-event log 

review and log alarms. 

2-2-P-1-11 

Provision to CSTs of 

Multi-factor 

authentication services 

for privileged cloud 

users. 

Huawei Cloud provides unified identity authentication 

services for customers, to manage user accounts that use 

cloud resources. Huawei Cloud IAM provides user 

account management services suitable for enterprise-

level organizations and assigns different resources and 

operation rights to customers. IAM provides hierarchical 

and fine-grained authorization to ensure that different 

users of the same enterprise tenant can use cloud 

resources effectively, preventing cloud service 

unavailability due to misoperations of a single user and 

ensuring service continuity. After the user passes the 

password authentication, the user receives a one-off SMS 

authentication code for secondary authentication. When a 

user changes sensitive information such as passwords and 

mobile phones, IAM enables multi-factor authentication 

by default to ensure user account security. IAM and PAM 

can also more effectively manage privileged accounts. 

2-2-P-1-12 

Assurance of restricted 

and controlled access 

to storage systems and 

means (such as Storage 

Area Network (SAN)). 

Huawei Cloud implements RBAC permission 

management based on different service dimensions and 

responsibilities of the same service. The login permission 

is classified into the following types: core network, 

access network, security devices, service systems, 

database systems, hardware maintenance, and monitoring 

maintenance. Any O&M personnel is restricted to access 

only devices within the administrative scope of his/her 

role and is not granted permissions to access other 

devices 

In addition, based on business functions and network 

security risks, the Huawei Cloud data center network is 

mapped into different security zones to achieve network 

isolation using both physical and logical controls, of 

which hosts object-based storage systems that provide the 

object-based storage service, which stores tenants' 

confidential data, necessitating this dedicated security 

zone, isolated from others. At the trust boundary of this 

security zone, tenants need to utilize and configure access 

control policies by utilizing and configuring Huawei 

Cloud's built-in security components based on their own 

requirements. This way, tenants' access requests from any 

tenant space to this security zone do not need to go 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

6 How Huawei Cloud Meet Requirements of Cloud 

Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 95 

 

through the DMZ zone. However, tenants' access 

requests from the Internet to this security zone must go 

through the service console or the Application Gateway 

in the DMZ zone due to the higher security risks 

involved. 

 

6.2.3 Information System and Information Processing Facilities 
Protection 

To ensure the protection of information systems and information processing facilities 

(including workstations and infrastructures) against cyber risks. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-3-

P-1 

In addition to subcontrols in the ECC control 2-3-3, the CSP shall cover the 

following ad- ditional subcontrols for cybersecurity requirements for information 

system and processing facilities protection requirements, as a minimum: 

2-3-P-1-1 

Ensuring that all 

configurations are 

applied in accordance 

to CSP’s cyber-security 

standards. 

Huawei Cloud establishes unified baseline configuration 

standards for server operating systems, database 

management systems, and network devices that support 

service operation to implement unified management of 

service baseline configurations, specify security 

configuration requirements for systems/components in 

the production environment, and ensure effective 

execution and continuous improvement of security 

configurations. 

Huawei Cloud leverages the Minimum Security 

Baselines set out by the Center of Internet Security (CIS) 

and has integrated them into the Huawei Cloud 

DevSecOps process and establish an internal technical 

standard and specification library that contains 

information security baselines of infrastructure 

components. 

The Huawei Cloud O&M team periodically checks and 

updates network device security parameters based on 

internal security baseline management regulations. 

Huawei Cloud hardens the security configurations of host 

operating systems, VMs, databases, and web application 

components and conducts regular checks. 

2-3-P-1-2 

Assurance of 

separation and isolation 

of data, environments 

and information. 

Based on business functions and network security risks, 

the Huawei Cloud data center network is mapped into 

different security zones to achieve network isolation 

using both physical and logical controls to Improves the 

self-protection and fault tolerance capabilities of the 

network against intrusions and internal threats. Huawei 

Cloud data center network is mapped into different 

security zones, including: DMZ zone, Public services 

zone, Point of Delivery (POD), Object - Based Storage 

(OBS), and Operations Management (OM). 
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In addition to the above-mentioned security zoning for 

every Huawei Cloud data center's network, distinct 

security levels within different security zones are also 

defined for Huawei Cloud. Attack surfaces and security 

risks are determined based on different business 

functions. For example, security zones that are directly 

exposed to the Internet have the highest security risks, 

whereas the OM zone that exposes no interface to the 

Internet therefore has a much smaller attack surface, 

lower security risks,  less challenging to manage and 

isolates the internal network from the external network 

and cleans abnormal traffic. 

2-3-P-1-3 

Systems across CSTs, 

to prevent data 

commingling. 

Huawei Cloud always takes into full consideration a wide 

variety of network security aspects ranging from network 

architecture design to device selection and configuration 

as well as O&M. As a result, Huawei Cloud has adopted 

a set of network security mechanisms to enforce stringent 

controls and ensure cloud security. Some key examples 

of these network security mechanisms are multi-layered 

security isolation, access control, and perimeter 

protection for physical and virtual networks. Huawei 

Cloud facilitates data isolation in the cloud through the 

Virtual Private Cloud (VPC) service, the VPC uses the 

network isolation technology to isolate tenants at Layer 

3. Tenants can control their own virtual network 

construction and configuration. On the one hand, a 

tenant's VPC can be connected to the tenant's enterprise 

network traditional data center using VPN or Direct 

Connect service such that tenant's applications and data 

residing in its internal network can be seamlessly 

migrated to the tenant's VPC. On the other hand, VPCs 

are used to build a private network. Then customers can 

divide the network by planning subnets and configuring 

routing policies and place storage resources on an 

internal subnet. In this way, customers can strictly control 

the ingress and egress traffic of the subnet and VMs by 

configuring the network ACLs and relevant rules. 

2-3-P-1-4 

Adopting of 

cybersecurity 

principles for technical 

system configurations 

adhering to the 

minimum functionality 

principle. 

When configuring networks and systems, comply with 

the baseline requirements specified in the cyber security 

redline formulated by Huawei Cloud to restrict the use of 

unnecessary functions. For example, do not develop 

high-risk services for the Internet or open high-risk ports 

for the Internet, do not use preset passwords, empty 

passwords, or weak passwords for Internet-facing 

interfaces. 

2-3-P-1-5 

Ability of the Cloud 

Technology Stacks to 

securely handle input 

validation, exceptions 

and failure. 

Huawei Cloud complies with security and privacy design 

principles and specifications. During the development 

phase, the requirements and design for input verification 

errors are considered. This ensures that the infrastructure 

provided by Huawei Cloud has the capability of 

processing input verification securely and ensures the 

security of cloud technology stacks, such as storage and 

computing. In addition, Huawei Cloud uses an integrity 
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check mechanism to ensure the integrity of system 

parameters. For example, at the VM OS layer, Huawei 

Cloud Image Management Service (IMS) supports image 

integrity check. When a VM is created based on an 

image, the system automatically checks the image 

integrity to ensure that the created VM contains complete 

image content. When a VM is created using an image, the 

integrity of the image is verified automatically to ensure 

that it is complete. 

2-3-P-1-6 

Full isolation of 

security functions and 

applications from other 

functions and 

applications in the 

Cloud Technology 

Stack. 

Based on business functions and network security risks, 

the Huawei Cloud data center network is mapped into 

different security zones to achieve network isolation 

using both physical and logical controls to Improves the 

self-protection and fault tolerance capabilities of the 

network against intrusions and internal threats. Huawei 

Cloud data center network is mapped into different 

security zones, including: DMZ zone, Public services 

zone, Point of Delivery (POD), Object - Based Storage 

(OBS), and Operations Management (OM). 

To ensure that services run by tenants do not affect 

Huawei Cloud administrative operations and that devices, 

resources, and traffic are properly monitored and 

managed, different communication planes have been 

designed and built into Huawei Cloud's network based on 

their different business functions, security risk levels, and 

access privileges. They include the tenant data plane, 

service control plane, platform OM plane, Baseboard 

Management Controller (BMC) management plane, and 

data storage plane. This ensures that network traffic for 

different business purposes is reasonably and securely 

kept in separate lanes, which helps achieve separation of 

duties, roles, and responsibilities. In addition, different 

service planes are designed in each security zone on an as 

needed basis as per the specific isolation requirements of 

the services that the security zone hosts. For example, the 

POD zone has a tenant data plane, platform OM plane, 

service control plane and BMC management plane. But 

the OM zone has only a platform OM plane and BMC 

management plane. The combined implementation of 

both security zones and service planes contributes to a 

network security isolation design that has more layers 

and more dimensions, also including both physical and 

logical controls, all of which form a mere portion of 

Huawei Cloud's full stack protection framework. 

2-3-P-1-7 

Notification to CSTs 

with cybersecurity 

requirements provided 

by the CSP that are 

useable by the CST. 

As a cloud service provider, Huawei Cloud defines 

security responsibility sharing model, which clarifies the 

security responsibility boundary between Huawei Cloud 

and customers, and their respective security 

responsibilities. All Huawei Cloud products provide 

customers with help documents, user’s manual, and 

security implementation guides, which including the 

secure usage policy for users. 
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2-3-P-1-8 

Detection and 

prevention of 

unauthorized changes 

to softwares, and 

systems. 

Huawei Cloud has developed a standard change 

management process. Changes to elements in the 

production environment need to be managed in an 

orderly manner. After a change application is generated, 

the change manager determines the change level and 

submits it to the Huawei Cloud Change Committee. After 

the application passes the review, the change can be 

implemented in production environment as planned. 

Before submitting a change request, the change must 

undergo a testing process that includes production-like 

environment testing, pilot release, and/or blue/green 

deployment. This ensures that the change committee 

clearly understands the change activities involved, 

duration, failure rollback procedure, and all potential 

impacts. 

Huawei Cloud uses a centralized and comprehensive log 

system based on big data analytics. The system collects 

management behavior logs of all physical devices, 

networks, platforms, applications, databases, and security 

systems as well as threat detection logs of security 

products and components to ensure timely detection and 

identification of unauthorized activities. 

2-3-P-1-9 

Complete isolation and 

protection of multiple 

guest environments. 

Huawei Cloud's isolation of cloud data is implemented 

through a virtual private cloud VPC, which uses network 

isolation technology to achieve complete isolation 

between different tenants on the three-layer network. 

Tenants can fully control the construction and 

configuration of their own virtual network: On the one 

hand, combined with VPN or cloud dedicated lines, 

connect the VPC and the traditional data center of the 

tenant's intranet to realize the smooth migration of tenant 

applications and data from the tenant's intranet to the 

cloud; On the one hand, use Huawei Cloud's virtual 

private cloud (VPC) services to build a private network 

environment, and use subnet planning, routing policy 

configuration etc. to implement network areas Divide, 

place the storage in the internal subnet, and strictly 

control the network traffic in and out of the subnet and 

virtual machines by configuring network ACLs and 

security group rules. 

2-3-P-1-10 

The community cloud 

services provided to 

CSTs (government 

organizations and CNI 

organizations) shall be 

isolated from any other 

cloud computing 

provided to 

organizations outside 

the scope of work. 

Huawei Cloud's Unified Virtualization Platform (UVP) 

abstracts physical server resources such as CPU, 

memory, and input/output (I/O) resources, and converts 

them into a pool of logical resources that can be centrally 

managed, flexibly scheduled, and dynamically assigned. 

Based on the logical resources, the UVP provisions on a 

single physical server a number of VM execution 

environments, which run concurrently but are isolated 

from each other. 

On the network layer, a virtual switch provided by the 

hypervisor on each host is used to configure VLAN, 

VXLAN, and ACL settings to ensure that the VMs on 

that host are logically isolated. Conventional physical 
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devices, mainly routers and switches, are still used to 

physically isolate different hosts. On the platform layer, 

CPUs, memory, and I/O resources are logically isolated 

using UVP 

UVP supports the configuration of security groups to 

isolate VMs by group. Tenants can create security groups 

containing multiple VMs to enable those VMs to access 

each other while maintaining isolation from other VMs. 

By default, VMs in the same security group can access 

each other but any two VMs in different security groups 

cannot access each other. 

Huawei Cloud's isolation of cloud data is implemented 

through a virtual private cloud VPC, which uses network 

isolation technology to achieve complete isolation 

between different tenants on the three-layer network. 

Tenants can fully control the construction and 

configuration of their own virtual network: On the one 

hand, combined with VPN or cloud dedicated lines, 

connect the VPC and the traditional data center of the 

tenant's intranet to realize the smooth migration of tenant 

applications and data from the tenant's intranet to the 

cloud; On the one hand, use Huawei Cloud's virtual 

private cloud (VPC) services to build a private network 

environment, and use subnet planning, routing policy 

configuration etc. to implement network areas Divide, 

place the storage in the internal subnet, and strictly 

control the network traffic in and out of the subnet and 

virtual machines by configuring network ACLs and 

security group rules. 

2-3-P-1-11 

Provide cloud 

computing services 

from within the KSA, 

including systems used 

for storage, processing, 

and disaster recovery 

centers. 

Provide cloud 

computing services 

from within the KSA, 

including systems used 

for monitoring, and 

support. 

Huawei Cloud provides cloud computing services from 

within KSA, including systems for storage, processing 

and disaster recovery centers, as well as systems for 

monitoring and support. 

In addition, Huawei Cloud provides Cloud Eye Service 

(CES – Cloud Eye Service), which is a comprehensive 

monitoring platform for Elastic Cloud Servers, 

bandwidth, and other resources. CES monitors alarms, 

notifications, and custom reports and diagrams in real 

time, giving the user a precise understanding of the status 

of service resources. It must be emphasized that CES 

does not come into contact with tenant data. It monitors 

only the data related to the utilization of infrastructure 

resources. 

2-3-P-1-12 

Modern technologies, 

such as Endpoint 

Detection and 

Response (EDR) 

technologies, to ensure 

that the information 

servers and devices of 

CSP’s information 

Huawei Cloud employs its situation awareness (SA) 

analysis system, which correlates security alerts and logs 

from myriad security appliances, and performs 

centralized analysis to ensure rapid and thorough 

detection of ongoing attacks and forecast potential 

threats. SA incorporates a number of threat analytics 

models and algorithms, processes threat intelligence and 

security advisories, and accurately identifies attacks. In 

addition, the system performs real-time evaluation of the 
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processing systems and 

devices of are ready for 

rapid response to 

incidents. 

security posture of Huawei Cloud, analyzes potential 

risks, and provides warnings by combining known risks, 

potential risks with threat intelligence, helping Huawei 

Cloud take necessary security precautions. 

 

6.2.4 Networks Security Management 

To ensure the protection of CSP’s and CST’s network from cyber risks. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-4-

P-1 

In addition to subcontrols in the ECC control 2-5-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for networks 

security management requirements, as a minimum: 

2-4-P-1-1 Monitoring 

of traffic across the 

external and internal 

networks to detect 

anomalies. 

Huawei in-house-developed enterprise-grade anti-DDoS 

appliances, which are deployed at the perimeter of each 

cloud data center network, detect and scrub abnormal 

traffic and mega load attacks. 

Network IPS appliances are deployed on Huawei Cloud's 

network, including but not limited to the public-facing 

network perimeter, trust boundaries of security zones, 

and tenant space perimeter. IPS in Huawei Cloud can 

analyze real-time network traffic and trigger blocking on 

various intrusions such as protocol attacks, brute force 

attacks, port and vulnerability scanning, virus and Trojan 

horse attacks, and attacks targeting specific 

vulnerabilities. Based on network traffic, IPS can also 

provide information needed to help locate and 

troubleshoot network issues, assign direction-specific 

load throttling policies, and apply customized detection 

rules accordingly in order to protect application and 

infrastructure security in the production environment. 

2-4-P-1-2 

Network isolation and 

protection of Cloud 

Technology Stack 

network from other 

internal and external 

networks. 

Based on business functions and network security risks, 

the Huawei Cloud data center network is mapped into 

different security zones to achieve network isolation 

using both physical and logical controls, which boosts the 

network immunity and fault tolerance in Huawei Cloud 

in response to attacks from external threat actors and 

malicious insiders. 

Huawei Cloud currently divides production and non-

production environments into multiple security zones, 

including DMZ, Public Service, Point of Delivery 

(POD), Object-Based Storage (OBS) and OM 

(Operations Management). In addition to the 

abovementioned security zoning for every Huawei Cloud 

data center's network, distinct security levels within 

different security zones are also defined for Huawei 

Cloud. Attack surfaces and security risks are determined 

based on different business functions. For example, 

security zones that are directly exposed to the Internet 
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have the highest security risks, whereas the O&M zone 

that exposes no interface to the Internet therefore has a 

much smaller attack surface, lower security risks, and 

less challenging to manage. The internal network is 

isolated from the external network and abnormal traffic 

cleaning is implemented. 

2-4-P-1-3 

Protection from denial 

of service attacks 

(including Distributed 

Denial of Service 

(DDoS)). 

Huawei Cloud deploys DoS/DDoS prevention and 

cleaning layer, next-generation firewall, intrusion 

prevention system layer, and web application firewall 

layer at the network border. Huawei Cloud defends 

against heavy traffic attacks from outside the cloud 

platform or from other virtual machines inside the 

platform by limiting the number of connection traces on 

virtual ports. Such attacks generate a large number of 

connection tracking entries, which, if not limited, will 

exhaust the connection tracking table resources, resulting 

in the inability to receive new connection requests and 

eventually causing business and management traffic 

interrupted. 

Huawei Cloud provides optional anti-DDoS traffic 

cleaning services based on the customer's machine room 

conditions. Customers can deploy Anti-DDoS traffic 

cleaning device in the network egress area of their data 

centers. Anti-DDoS devices detect abnormal DDoS 

attack traffic in real time by monitoring the business 

traffic of the Internet accessing elastic cloud servers, 

elastic load balancing and bare metal servers. Cleaning 

the attack traffic based on the configured protection 

strategy without affecting services. 

2-4-P-1-4 

Protection of data 

transmitted through the 

network; from and to 

the Cloud Technology 

Stack network using 

cryptography 

primitives; for 

management and 

administrative access. 

Huawei Cloud has established encryption policies and 

key management procedures to protect data on technical 

devices, and specifies the encryption levels and 

encryption methods. Huawei Cloud uses the industry's 

widely used AES strong encryption method to encrypt 

data on the platform. In the scenario where data is 

transmitted between customers and servers and between 

servers of the Huawei Cloud via common information 

channels, data in transit is protected as follows: 

1. Virtual private network (VPN): VPN is used to 

establish a secure encrypted communication channel that 

complies with industry standards between a remote 

network and a tenant VPC. Currently, Huawei Cloud 

uses IPsec VPN together with Internet Key Exchange 

(IKE) to encrypt the data transport channel and ensure 

transport security. 

2. Application layer TLS and certificate management: 

Huawei Cloud supports data transmission in REST and 

Highway modes. Both REST and Highway modes 

support TLS 1.2 for data in transit encryption and X. 509 

certificate-based identity authentication of destination 

websites. 

In addition, Huawei Cloud O&M personnel use HTTPS 
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when interconnecting with the customer's VPC 

environment to prevent data leakage during transmission. 

2-4-P-1-5 

Access control between 

different network 

segments. 

Based on business functions and network security risks, 

the Huawei Cloud data center network is mapped into 

different security zones to achieve network isolation 

using both physical and logical controls, including DMZ, 

Public Service, Point of Delivery (POD), Object-Based 

Storage (OBS) and OM (Operations Management). In 

addition to the abovementioned security zoning for every 

Huawei Cloud data center's network, distinct security 

levels within different security zones are also defined for 

Huawei Cloud. Attack surfaces and security risks are 

determined based on different business functions. For 

example, security zones that are directly exposed to the 

Internet have the highest security risks, whereas the 

O&M zone that exposes no interface to the Internet 

therefore has a much smaller attack surface, lower 

security risks, and less challenging to manage. The 

internal network is isolated from the external network 

and abnormal traffic cleaning is implemented. 

In addition, Virtual Private Cloud (VPC) creates an 

isolated, virtual network environment for Elastic Cloud 

Servers that users can configure and manage on their 

own. This enhances the security of user resources in the 

cloud and makes network deployment easier. Tenants can 

configure these functions in network ACLs and security 

groups as needed based on their network security 

requirements. 

● Network ACLs are systems that specify, maintain, and 

enforce access control policies for one or more subnets. 

They determine whether to permit packets to enter or 

leave a subnet based on the inbound or outbound rules 

associated with that subnet. 

● Security groups are sets of access rules for specific 

Elastic Cloud Servers. They provide unified access 

policies for servers within a VPC that trust each other and 

have the same security requirements. To enhance access 

security, users can place Elastic Cloud Servers in 

different security groups, thus being defined as different 

security zones, and create access rules for communication 

within and between security groups. 

2-4-P-1-6 

Isolation between cloud 

service delivery 

network, cloud 

management network 

and CSP enterprise 

network. 

Based on business functions and network security risks, 

the Huawei Cloud data center network is mapped into 

different security zones to achieve network isolation 

using both physical and logical controls, which boosts the 

network immunity and fault tolerance in Huawei Cloud 

in response to attacks from external threat actors and 

malicious insiders. The following list describes the five 

key security zones: 

● DMZ zone mainly hosts public-facing cloud service 

frontend components (for example infrastructure 

components such as load balancer and proxy server, 
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service components such as the service console, and the 

API Gateway). Tenants' access behavior (through the 

Internet or their own VMs on the public cloud) is 

untrusted, hence the need for a dedicated DMZ zone to 

isolate external requests and keep them from reaching 

cloud service backend components. Components in the 

DMZ zone are faced with more serious security threats 

and risks than other zones. Therefore, in addition to 

deploying firewalls and anti-DDoS appliances, Huawei 

Cloud also has deployed technologies such as web 

application firewall (WAF) and intrusion 

detection/prevention system (IDS/IPS) in order to further 

bolster infrastructure, platform, and application security. 

● Public Services zone primarily hosts IaaS, PaaS, and 

SaaS service components (for example, OpenStack at the 

cascading layer), IaaS, PaaS, and SaaS service control 

components, and some infrastructure service components 

(for example, DNS, NTP, and patch management 

service). Components in the public service zone support 

restricted access by tenants based on business needs only. 

Tenants' requests to access components and services in 

this security zone must go through the DMZ zone. 

Huawei Cloud administrator level personnel are allowed 

to access this security zone from the internal network for 

O&M purposes. 

● Point of Delivery (POD) zone provides infrastructure 

resources as needed by tenants, including compute, 

storage, database and network resources, for example, 

tenants' VMs, disks, and virtual networks. Resources are 

isolated between tenants through multi-layered security 

controls to ensure that one tenant cannot access another's 

resources. In this security zone, the platform management 

plane and data storage plane are isolated from each other 

and also from the tenant data plane. This security zone 

may also host anti-DDoS and IDS/IPS appliances or 

services to inspect tenants' ingress and egress traffic, fend 

off attacks, and protect tenants' business. 

● Object-based Storage (OBS) zone hosts object-based 

storage systems that provide the object-based storage 

service, which stores tenants' confidential data, 

necessitating this dedicated security zone, isolated from 

others. At the trust boundary of this security zone, tenants 

need to utilize and configure access control policies by 

utilizing and configuring Huawei Cloud's built-in 

security components based on their own requirements. 

This way, tenants' access requests from any tenant space 

to this security zone do not need to go through the DMZ 

zone. However, tenants' access requests from the Internet 

to this security zone must go through the service console 

or the Application Gateway in the DMZ zone due to the 

higher security risks involved. 

● Operations Management (OM) zone hosts OM 

components. Huawei Cloud OM personnel must first log 

onto the Virtual Private Network (VPN) to connect to 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

6 How Huawei Cloud Meet Requirements of Cloud 

Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 104 

 

this security zone and then log onto managed nodes 

through bastion hosts. Huawei Cloud administrator-level 

personnel can access OM interfaces of all security zones 

from this security zone. This security zone does not 

expose its interfaces to any other security zone. 

 

6.2.5 Mobile Devices Security 

To ensure the protection of mobile devices (including laptops, smartphones, and tablets) from 

cyber risks and to ensure the secure handling of the CSPs’ and CSTs’ information (including 

sensitive information) while utilizing mobile devices. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-5-

P-1 

In addition to subcontrols in the ECC control 2-6-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for mobile device 

security, as a minimum: 

2-5-P-1-1 

Inventory of all end 

user and mobile 

devices. 

Huawei Cloud uses the mobile device management 

(MDM) system to implement unified management of 

mobile devices, record and maintain an inventory of all 

end users and mobile devices, and classify, monitor, and 

manage mobile devices. 

2-5-P-1-2 

Centralized mobile 

device security 

management. 

Huawei Cloud uses the mobile device management 

(MDM) system to implement unified management of 

mobile devices, record and maintain an inventory of all 

end users and mobile devices, and classify, monitor, and 

manage mobile devices. 

2-5-P-1-3 

Screen locking for end 

user devices. 

Huawei Cloud formulates and implements office security 

management regulations, which clarify the security 

responsibilities and behavior standards for employee. 

Huawei Cloud requires end-user devices must be enabled 

with the automatic lock screen function, and the lock 

screen effective time should not be greater than 10 

minutes. 

2-5-P-1-4 

Data sanitation and 

secure disposal for end-

user devices, especially 

for those with exposure 

to the Cloud 

Technology Stack. 

When employees resign or transfer to another position, 

the hard disk of the office computer must be formatted. If 

confidential and top secret information is involved, they 

should ensure that the deleted data cannot be recovered. 

In addition, employees should take the initiative to 

uninstall the company application on BYOD and clear 

the company data in a timely manner. If the device is lost 

or stolen, the employee must report to the business 

supervisor and the information security department, 

remotely erase the company data and cancel the device 

binding. 
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6.2.6 Data and Information Protection 

To ensure the confidentiality, integrity and availability of CSPs’ and CSTs’ data and 

information as per organizational policies and procedures, and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-6-

P-1 

In addition to subcontrols in the ECC control 2-7-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for data and 

information protection requirements, as a minimum: 

2-6-P-1-1 

Prohibiting the use of 

Cloud Technology 

Stack’s data in any 

environment other than 

production 

environment, except 

after applying strict 

controls for protecting 

that data, such as: data 

masking or data 

scrambling techniques. 

Huawei Cloud R&D environment adopts hierarchical 

management, including physical isolation, logical 

isolation, access control, data transmission channel 

approval, and auditing. Huawei Cloud strictly controls 

the flow of unanonymized data into the test environment 

to prevent production data or unanonymized production 

data being used for testing. Data cleaning is required after 

use. 

2-6-P-1-2 

Provision to CSTs of 

securely data storage 

processes, procedures, 

and technologies to 

comply with related 

legal and regulatory 

requirements. 

Huawei Cloud complies with the security laws and 

regulations of the country or region where the CST is 

located and industry regulatory requirements, and refers 

to industry best practices to establish and manage a 

complete, reliable, and sustainable data security 

assurance system in terms of organization, process, 

specifications, technology, compliance, ecosystem, and 

other aspects. Huawei Cloud uses a series of protection 

mechanisms to protect tenant data storage security. 

Huawei Cloud Data Encryption Workshop (DEW), 

which provides full-lifecycle key management. Without 

authorization, others cannot obtain keys to decrypt data, 

which supports data security on the cloud. In addition, 

Huawei Cloud provides the Key Management Service 

(KMS), which helps users manage keys in a centralized 

manner to ensure key security. It uses the Hardware 

Security Module (HSM) to create and manage keys for 

tenants to prevent key disclosure in plaintext outside the 

HSM. Currently, multiple services, such as EVS, Object 

Storage Service (OBS), Image Management Service 

(IMS), and Relational Database Service (RDS), provide 

data encryption (server-side encryption) for customers. 

These services use high-strength algorithms to encrypt 

stored data. 

2-6-P-1-3 

Disposal of CST’s data 

should be performed in 

a secure manner on 

termination or expiry 

Once customers agree the deletion, Huawei Cloud deletes 

the index relationship between customers and data, and 

clears the storage space, such as memory and block 

storage before reallocation, to ensure that related data and 

information cannot be restored. If a physical storage 

medium is to be disposed, Huawei Cloud clears the data 
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of the contract with the 

CSP. 

by degaussing, bending, or breaking the storage medium 

to ensure that data on the storage medium cannot be 

restored. 

2-6-P-1-4 

Commitment to 

maintain the 

confidentiality of the 

CST’s data and 

information, according 

to related legal and 

regulatory 

requirements. 

Huawei Cloud strictly adheres to "not accessing customer 

data without permission" and explicitly states in the user 

agreement that it will not access or use the user's content, 

unless it provides the necessary services for the user or 

abides by the laws and regulations or the binding orders 

of the government institutions. To ensure the 

confidentiality of CST data and information, Huawei 

Cloud will use a specified tool to access the tenant's 

console or resource instance only after O&M personnel 

obtain the customer's authorization through the work 

order system or written authorization from the customer. 

It is strictly prohibited to perform any operations beyond 

the scope of customer authorization and high-risk 

operations, or to deploy and run software on the 

customer's network that is not authorized by the 

customer. Huawei Cloud strictly conforms to the cyber 

security principles described in CCC. 

2-6-P-1-5 

Providing CSTs with 

secure means to export 

and transfer data and 

virtual infrastructure. 

When the service agreement terminates, customers can 

migrate content data from Huawei Cloud through cloud 

data migration service (CDM) provided by Huawei 

Cloud, such as migrating to local data center. Huawei 

Cloud uses the high-version TLS encryption protocol to 

secure data during the transmission processes, ensuring 

data confidentiality in different states. Digital signatures 

and timestamps prevent requests from being tampered 

with and protect against replay attacks. 

 

6.2.7 Cryptography 

To ensure the proper and efficient use of cryptography to protect information assets as per 

policies, procedures, and related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-7-

P-1 

In addition to subcontrols in the ECC control 2-8-3, the CSP shall cover the 

following additional subcontrols for cryptography, as a minimum: 

2-7-P-1-1 

Technical mechanisms 

and cryptographic 

primitives for strong 

encryption, in 

according to the 

advanced level in the 

National Cryptographic 

Standards (NCS-

1:2020). 

Huawei Cloud formulates and implements cryptographic 

algorithm application specifications. This document 

describes how to select secure encryption algorithms and 

the rules for using secure encryption algorithms. It also 

provides guidance on the correct use of cryptographic 

algorithms with application examples. All cryptographic 

algorithm used by Huawei Cloud are included in Saudi 

Arabia's National Cryptographic Standards. Currently, 

multiple services, such as EVS, Object Storage Service 

(OBS), Image Management Service (IMS), and 

Relational Database Service (RDS), use high-strength 
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algorithms to encrypt stored data, meeting Saudi Arabia's 

national password standards. 

2-7-P-1-2 

Certification authority 

and issuance capability 

in a secure manner, or 

usage of certificates 

from a trusted 

certification authority. 

Huawei Cloud has formulated certificate management 

procedures, which specify that the cloud platform uses 

digital certificates issued by the Huawei Cloud PKI 

system and uses trusted business data certificates for 

external services. All digital certificates are managed by 

the Huawei Cloud certificate management system. 

Products or individuals are not allowed to independently 

establish Huawei Cloud root CA systems or sub-CA 

systems and use these self-built CA systems to release 

digital certificates. 

 

6.2.8 Backup and Recovery Management 

To ensure the protection of CSPs’ data and information including information systems and 

software configurations from cyber risks as per organizational policies and procedures, and 

related laws and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-8-

P-1 

In addition to subcontrols in the ECC control 2-9-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for backup and 

recovery management, as a minimum: 

2-8-P-1-1 

Securing access, 

storage and transfer of 

CST’s data backups 

and its mediums, and 

protecting it against 

damage, amendment or 

unauthorized access. 

The infrastructure storage and database provided by 

Huawei Cloud have data backup strategies. The backup 

data copies and data use the same data security measures. 

For example, EVS provides secure encryption algorithms 

(AES-256) and functions, OBS provides server-side 

encryption and anti-leeching functions, and RDS 

provides storage encryption mechanisms. By integrating 

with the data encryption service, backup data can be 

encrypted and stored conveniently and quickly, ensuring 

security of the backup data. Customers use VBS and 

CSBS to back up data. Encrypted data on encrypted disks 

is automatically encrypted to ensure data security. 

2-8-P-1-2 

Securing access, 

storage and transfer of 

Cloud Technology 

Stack backups and its 

mediums, and 

protecting it against 

damage, amendment or 

unauthorized access. 

Huawei Cloud has formulated and implemented backup 

and redundancy policies, including development and test 

environment, code document version management, 

backup and redundancy of the production system, tool 

software and security equipment. Huawei Cloud has 

established a node data backup mechanism. The eBackup 

system backs up node data, if the backup fails, the 

eBackup system automatically sends an email to the 

backup administrator for follow-up. 
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6.2.9 Vulnerabilities Management 

Ensure that technical vulnerabilities are detected and remediated in a timely manner to 

prevent or minimize the possibility of exploitation of these vulnerabilities to launch cyber 

attacks against CSPs and CSTs. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-9-

P-1 

In addition to subcontrols in the ECC control 2-10-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for vulnerability 

management requirements, as a minimum: 

2-9-P-1-1 

Assessing and 

remediating 

vulnerabilities on 

external components of 

Cloud Technology 

Stack at least once 

every month, and at 

least once every three 

months for internal 

components of Cloud 

Technology Stack. 

Huawei Cloud has established a periodic vulnerability 

scanning mechanism, and implements monthly 

vulnerability scanning for products within the scope of 

the report, and the vulnerability scanning team is 

responsible for tracking and processing the scanning 

results. Huawei Cloud will organize internal and external 

qualified third parties to scan all Huawei Cloud systems, 

applications and networks for vulnerabilities every 

quarter. Huawei Cloud has set up an end-to-end 

vulnerability response work order system covering every 

step of the process, and automatically assigns priority 

ratings based on criticality and maps with vulnerability 

resolution SLAs. In the case of a major vulnerability, the 

security O&M team uses in-house tools to scan Huawei 

Cloud network, maps out the scope of affected services, 

systems and components within minutes. 

2-9-P-1-2 

Notification to CSTs of 

identified 

vulnerabilities that may 

affecting them, and 

safeguards in place. 

The security O&M team takes necessary vulnerability 

mitigation measures based in production environment 

situation, for example, restricting port access and 

implementing WAF vulnerability rules to protect or 

isolate affected services, reducing the risk of 

vulnerability exploitation. Canary deployment or blue-

green deployment is used when vulnerabilities are fixed 

through a patch or version to minimize the impact on 

tenant services. In addition, Huawei Cloud continuously 

updates operating system and container images, and 

rectifies system vulnerabilities by rolling upgrade of the 

images and containers. This does not affect tenant 

services. For vulnerabilities that may affect customer 

service, Huawei Cloud will disclose the vulnerabilities to 

customers by releasing announcement, including 

vulnerability details, vulnerability principle analysis, 

vulnerability impact scope, vulnerability prevention 

measures, and vulnerability resolution methods. 

 

6.2.10 Penetration Testing 

To assess and evaluate the efficiency of the CSP’s cybersecurity defense capabilities through 

simulated cyber-attacks to discover unknown weaknesses within the technical infrastructure 

that may lead to a cyber breach. 
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No. Specific control 

requirements 

HUAWEI Cloud Response 

2-

10-

P-1 

In addition to subcontrols in the ECC control2-11-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for penetration 

testing, as a minimum: 

2-10-P-1-1 

Scope of penetration 

tests must cover Cloud 

Technology Stack and 

must be conducted at 

least once every six 

months. 

Huawei Cloud has established the penetration test and 

vulnerability scanning management regulations, which 

clarify the security requirements that Huawei Cloud 

platforms should follow when conducting penetration 

testing, standardize penetration testing behavior, and 

ensure that penetration testing activities are compliant 

and controlled. Huawei Cloud organizes internally or 

external third parties with certain qualifications to 

conduct penetration tests on all Huawei Cloud platform 

systems within and applications every six months, and 

follow up and rectify the results of penetration tests. The 

penetration test report and follow-up would be verified 

by internal audits and external certification agencies. 

 

6.2.11 Cybersecurity Event Logs and Monitoring Management 

Ensure timely collection, analysis and monitoring of cybersecurity event logs for the proactive 

detection and effective management of cyber-attacks to prevent or minimize the impact on the 

CSPs’ and CSTs’ business. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-

11-

P-1 

In addition to subcontrols in the ECC control 2-12-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for cybersecurity 

event logs and monitoring management, as a minimum: 

2-11-P-1-1 

Activating and 

protecting event logs 

and audit trails of 

Cloud Technology 

Stack. 

Huawei Cloud uses a centralized and comprehensive log 

system based on big data analytics. The system collects 

management behavior logs of all physical devices, 

networks, platforms, applications, databases, and security 

systems as well as threat detection logs of security 

products and components. The system continuously and 

analyzes security events in time to detect events and to 

support cybersecurity event backtracking. 

2-11-P-1-2 

Activating and 

collecting of login 

attempts history. 

The O&M platform is the portal for Huawei Cloud for 

operation and management, enables the screen recording 

and high-risk command restriction to reduce the 

possibility of abnormal operation through system control. 

The operation log recording function is enabled on the 

bastion host and the logs cannot be modified manually. 

The log records are kept for at least 6 months, including 

the login IP, login method, and login time. 

2-11-P-1-3 

Activating and 

Huawei Cloud will not access the customer's cloud 

environment, except in the case of maintenance failures. 
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protecting all event 

logs of activities and 

operations performed 

by the CSP at the 

tenant level in order to 

support forensic 

analysis. 

Huawei Cloud will use a specified tool to access the 

tenant's console or resource instance only after O&M 

personnel obtain the customer's authorization through the 

work order system or written authorization from the 

customer. It is strictly prohibited to perform any 

operations beyond the scope of customer authorization 

and high-risk operations, or to deploy and run software 

on the customer's network that is not authorized by the 

customer. O&M operations of internal personnel are 

collected and recorded by the log platform. Huawei 

Cloud has a dedicated internal audit department to 

periodically audit O&M process activities. 

2-11-P-1-4 

Protecting 

cybersecurity event 

logs from alteration, 

disclosure, destruction 

and unauthorized 

access and 

unauthorized release, in 

accordance with 

regulatory, or law 

requirements. 

Security measures are taken to prevent log tampering to 

enable compliance and backtracking of network security 

events. To ensure log data security, security logs are 

backed up or archived in a unified manner, and in 

accordance with data security management requirements, 

applications and permissions for security log use are 

restricted, and only authorized personnel are allowed to 

query security logs for necessary reasons to ensure 

controlled use of. Huawei Cloud complies with legal 

requirements and has a centralized and complete log 

audit system with powerful data retention and query 

capabilities to ensure that all log content is kept for more 

than 6 months. 

2-11-P-1-5 Continuous 

cybersecurity events 

monitoring using SIEM 

technique covering the 

full Cloud Technology 

Stack. 

Huawei Cloud uses a centralized and comprehensive log 

system based on big data analytics. The system collects 

management behavior logs of all physical devices, 

networks, platforms, applications, databases, and security 

systems as well as threat detection logs of security 

products and components to ensure backtracking of cyber 

security events. Huawei Cloud log system based on big 

data analytics can quickly collect, process, and analyze 

mass logs in real time and can connect to third-party 

Security Information and Event Management (SIEM) 

systems such as SIEM systems provided by ArcSight and 

Splunk. 

2-11-P-1-6 

Reviewing 

cybersecurity event 

logs and audit trails 

periodically, covering 

CSP events in the 

Cloud Technology 

Stack. 

The system administrator periodically checks the 

collection status and storage status of the security logs to 

ensure the availability of security logs. 

Huawei Cloud log analysis platform collects security logs 

of operation systems, servers, and network devices. In 

addition, the platform presets abnormal operation rules to 

identify abnormal operations, automatically generates 

alarms, and pushes the alarms to security departments for 

follow-up processing. Abnormal alarms are handled in a 

timely manner according to service level agreements, and 

screen monitoring and recording through the incidents 

analysis and processing platform in real-time. 

2-11-P-1-7 

Automated monitoring 

The unified log analysis platform of Huawei Cloud 

collects security logs of SVN, bastion servers, hosts, 

WAF, and HSS and establishes an automatic alerting 
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and logging of remote 

access sessions event 

logs. 

mechanism for log monitoring. The O&M platform is the 

portal for Huawei Cloud for operation and management, 

enables the function of operation log recording. The 

operation logs cannot be modified manually, and the log 

records are kept for at least 6 months, including the login 

IP, login method, and login time. 

2-11-P-1-8 

Secure handling of 

user-related data found 

in the audit trails and 

the cybersecurity event 

logs. 

Huawei Cloud has established a security log management 

standard, which specifies that sensitive personal data 

should not be recorded in the security log. If logs contain 

personal data which are directly related to cybersecurity 

threats, security logs should comply with the principle of 

minimization, and ensure that the security measures for 

logs are not lower than the protection measures for the 

personal data contained in logs. In addition, data 

encryption or anonymization must be performed to 

prevent applications or individuals from accessing users' 

personal information through logs. 

 

6.2.12 Cybersecurity Incident and Threat Management 

Ensure timely identification and detection of cybersecurity incidents and their effective 

management and proactive response to cybersecurity threats to prevent or minimize the 

impact of the impacts resulting on the business of the CSPs. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-

12-

P-1 

In addition to subcontrols in the ECC control 2-13-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for cybersecurity 

incident and threat management, as a minimum: 

2-12-P-1-1 

Subscribing in 

authorized and 

specialized 

organizations and 

groups to stay up-to-

date on cybersecurity 

threats, common 

practices and key 

know-how. 

Huawei PSIRT closely monitors industry-reputable 

vulnerability databases, security forums, email 

distribution lists, industry security conferences and other 

channels to identify Huawei and Huawei Cloud-related 

vulnerabilities close to real time. Huawei Cloud employs 

its situation awareness (SA) analysis system, which 

correlates security alerts and logs from myriad security 

appliances, and performs centralized analysis to ensure 

rapid and thorough detection of ongoing attacks and 

forecast potential threats. SA incorporates a number of 

threat analytics models and algorithms, processes threat 

intelligence and security advisories, and accurately 

identifies attacks. In addition, the system performs real-

time evaluation of the security posture of Huawei Cloud, 

analyzes potential risks, and provides warnings by 

combining known risks, potential risks with threat 

intelligence, helping Huawei Cloud take necessary 

security precautions. 

2-12-P-1-2 

Training for employees 

and third-party 

Huawei holds courses, exams, and signing activities 

annually to communicate cybersecurity requirements 

company-wide and raise employees' security awareness, 
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personnel to respond to 

cybersecurity incidents, 

in line with their roles 

and responsibilities. 

which includes the roles and responsibilities of 

cybersecurity incidents reporting. In addition, Huawei 

Cloud annually tests information security incident 

management procedures. All of information security 

incident response personnel, including reserve personnel, 

need to participate. 

2-12-P-1-3 

Periodically testing the 

incident response 

capability. 

Huawei Cloud annually tests information security 

incident management procedures. All of information 

security incident response personnel, including reserve 

personnel, need to participate. Huawei Cloud 

standardizes the emergency response processes and forms 

emergency response plans for different unexpected 

scenarios that may be involved in each product. In 

addition, Huawei Cloud conducts business continuity 

publicity and training within the organization annually, 

periodically conducts emergency drills and tests to 

continuously optimize the emergency response 

mechanism. 

2-12-P-1-4 

Root Cause Analysis of 

cybersecurity incidents 

and developing plans to 

address them. 

Huawei Cloud has developed a security incident 

management mechanism, including a general security 

incident response plan and process. As a part of the 

process, after a security incident is contained, Huawei 

Cloud analyzes the root cause and formulates 

countermeasures and preventive measures. In addition, 

Huawei Cloud regularly conducts statistics and trend 

analysis of incidents. For similar incidents, the problem 

handling team will find the root causes and formulate 

solutions to prevent such incidents from occurring. 

Moreover, Huawei Cloud reviews the high-risk incident 

handling process every year to ensure that the high-risk 

incident handling process meets the company's actual 

business requirements. 

2-12-P-1-5 

Support the CST in 

cases legal proceedings 

and forensics, 

protecting the chain of 

custody that falls under 

the management and 

responsibility of the 

CSP, in accordance 

with the related law 

and regulatory 

requirements. 

Huawei Cloud has developed security incident 

emergency handling process and response process. When 

a server or application is suspected to be intruded, 

security responders collect evidence for analysis. Huawei 

Cloud will comply with the requirements specified in the 

agreement signed with the customer, and will assign 

dedicated personnel to actively cooperate with the 

customer's needs. 

2-12-P-1-6 

Real-time reporting to 

the CST of incidents 

that may affect CST; if 

the incident is 

discovered. 

Huawei Cloud reviews and summarizes the impact and 

handling processes of security incidents, and informs and 

reports to the corresponding affected users and regulatory 

departments as required. Huawei Cloud has developed a 

complete process for incident management and 

notification. If an incident occurs on the Huawei Cloud 

Base Platform, relevant personnel will analyze the impact 

of the incident according to the process. If the incident 
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has or will have an impact on the cloud service 

customers, Huawei Cloud will start to notify customers 

of the incident. The contents of the notice include but are 

not limited to description of the incident, the cause, 

impact, measures taken by Huawei Cloud, and measures 

recommended for customers. 

Huawei Cloud has set up a 7 x 24 professional security 

incident response team and expert resource pool to 

promptly disclose related incidents and notify customers 

in accordance with laws and regulations, and implement 

emergency plans and recovery processes to minimize the 

impact on services. 

2-12-P-1-7 

Support for CSTs to 

handle security 

incidents according to 

the agreement between 

the CSP and CST. 

When serious events occur on the underlying 

infrastructure platform and have or may have a serious 

impact on multiple customers, Huawei Cloud can 

promptly notify customers of events with an 

announcement. The contents of the notification include 

but are not limited to a description of the event, the 

cause, impact, measures taken by Huawei Cloud and the 

measures recommended for customers. After the incident 

is resolved, the incident report will be provided to the 

customer according to the specific situation. 

2-12-P-1-8 

Measuring and 

monitoring 

cybersecurity incident 

metrics and monitor 

compliance with 

contracts and 

legislative 

requirements. 

Huawei Cloud regularly conducts statistics and trend 

analysis of incidents. For similar incidents, the problem 

handling team will find the root causes and formulate 

solutions to prevent such incidents from occurring. 

Moreover, Huawei Cloud reviews indicators during high-

risk incident handling process every year to ensure that 

the high-risk incident handling process meets the 

company's actual business and the contracts or regulatory 

legislation requirements. 

 

6.2.13 Physical Security 

Ensure CSP's information and technology assets free from unauthorized physical access, loss, 

theft and damage. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-

13-

P-1 

In addition to subcontrols in the ECC control 2-14-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for physical 

security, as a minimum: 

2-13-P-1-1 Continual 

monitoring of access to 

CSP’s sites and 

buildings. 

The Huawei Cloud information security environment is 

managed by zones, and physical environment facilities 

are defined for each zone (including access control, 

security post, video surveillance, etc.) and different 

requirements for equipment access control (including 

photography equipment, storage media, etc.). At the same 

time, the data transfer policies and access control policies 
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between zones have been formulated and implemented. 

2-13-P-1-2 Preventing 

unauthorized access to 

devices in the Cloud 

Technology Stack. 

Huawei Cloud enforces stringent data center access 

control for both personnel and equipment. Security 

guards, stationed 24/7 at every entrance to each Huawei 

Cloud data center site as well as at the entrance of each 

building on site, are responsible for registering and 

monitoring visitors and staff, managing their access 

scope on an as-needed basis. Different security strategies 

are applied to the physical access control systems at 

different zones of the data center site for optimal physical 

security. Security guards strictly review and regularly 

audit user access privileges. 

2-13-P-1-3 Disposal of 

cloud infrastructure 

hardware, in particular, 

storage equipment 

(external or internal), 

by adopting relevant 

legislation and best 

practices. 

Dedicated personnel manage devices that contain storage 

media on Huawei Cloud. After the devices are used, 

dedicated personnel format the devices. When a storage 

media that stores HUAWEI's confidential information is 

scrapped, dedicated personnel must ensure that the 

information stored on the media is erased and cannot be 

recovered. The disposal methods include degaussing, 

physical destruction, or low-level formatting. When a 

physical disk needs to be decommissioned, Huawei 

Cloud permanently deletes the data present on the disk by 

means of physical disk degaussing and/or shredding as 

needed to ensure user privacy and avoid unauthorized 

data access. In addition, Huawei Cloud adheres industry 

standard practices and keeps a complete data deletion 

activity log for chain of custody and audit purposes. 

 

6.2.14 Web Application Security 

Ensure the protection of external web applications of the CSP from cyber risks. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-

14-

P-1 

In addition to subcontrols in the ECC control 2-15-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for web application 

security, as a minimum: 

2-14-P-1-1 

Protecting information 

involved in application 

service transactions 

against possible risks 

(e.g.: incomplete 

transmission, 

misrouting, 

unauthorized message 

alteration, unauthorized 

disclosure….). 

Huawei Cloud uses multi-layered protection mechanisms 

and measures to safeguard application services provided 

on the public network. 

⚫ Identity authentication and authorization: Huawei 

Cloud performs identity authentication on each API 

request through Huawei Cloud IAM integration. Only 

users who pass identity authentication are allowed to 

access and manage cloud monitoring information. The 

data transmission channel is encrypted using TLS. 

The Huawei Cloud API Gateway supports 2-step 

privilege management for user commands. Upon 

receiving the command, the platform or application 

layer checks the user privilege again and executes the 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

6 How Huawei Cloud Meet Requirements of Cloud 

Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 115 

 

command only after confirming that the user does 

have the privilege to execute the API command. Each 

access requests can be authenticated using token 

authentication and access keys. 

⚫ Transmission protection: API calls must use TLS-

based encryption to ensure the confidentiality of data 

during transit. As of this writing, all public APIs 

supported by the API gateway use TLS 1.2 for 

encryption and support Perfect Forward Secrecy 

(PFS) security feature. 

⚫ Perimeter Protection: Coupled with multi-layered 

advanced perimeter protection mechanism including 

anti-DDoS, IPS and WAF, the API Gateway can 

effectively protect against various threats and attacks. 

By offloading the decryption of TLS encrypted traffic 

to the load balancer, the multi-layered advanced 

perimeter security mechanism is able to monitor 

plaintext traffic inbound or outbound through the API 

Gateway and block attacks as needed. 

⚫ API traffic flow control: The API Gateway controls 

the frequency of each user's API access in order to 

ensure the availability and continuity of APIbased 

access. The API Gateway supports the configuration 

of requests per second for flow control on a per-API 

and per-tenant basis. Flow control information must 

be configured on the API gateway for each public 

API. The API Gateway achieves separate flow control 

for each setting according to the maximum API 

access count by all Huawei Cloud tenants within one 

time measurement unit and the maximum API access 

count by each Huawei Cloud tenant within one time 

measurement unit. 

 

6.2.15 Key Management 

Ensure secure management of CSPs’ and CSTs’ cryptographic keys to protect confidentiality, 

integrity and availability of information and technical assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-

15-

P-1 

Cybersecurity 

requirements for key 

management process 

within the CSP shall be 

identified, documented 

and approved. 

Huawei Cloud has formulated and implemented key 

management security specifications to manage security in 

each phase of the key lifecycle， and specifies security 

management requirements for key generation, 

transmission, use, storage, update, backup and recovery, 

and destruction. 

2-

15-

P-2 

Cybersecurity 

requirements for key 

management process 

within the CSP shall be 

All Huawei Cloud business domain should comply with 

key management security specifications and implement 

security controls on key generation, key storage, key 

distribution, key update and key destruction to prevent 
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applied. key leakage and damage. In addition, Huawei Cloud uses 

Key Management Service (KMS) to manage the master 

keys of RDS and OBS users. RDS and OBS invoke 

internal interfaces of KMS to request the master keys for 

encryption and decryption. 

2-

15-

P-3 

In addition to the ECC subcontrol 2-8-3-2, cybersecurity requirements for key 

management within the CSP shall cover, at minimum, the following: 

2-15-P-3-1 

Ensure well-defined 

ownership for 

cryptographic keys. 

Key management security specifications of Huawei 

Cloud define key usage rules, which specify that 

symmetric keys, MAC keys, and private keys of 

asymmetric encryption algorithms can be distributed only 

to entities that can be used legally. If keys are distributed 

to unnecessary entities, the risk of leakage increases. 

Whether a key pair is used for encryption or signature, 

the key can only be distributed to the entity that must 

hold the key. 

2-15-P-3-2 

A secure cryptographic 

key retrieval 

mechanism in case of 

cryptographic key lost 

(such as backup of keys 

and enforcement of 

trusted key storage, 

strictly external to 

cloud). 

Huawei Cloud adopts a mechanism for online redundant 

storage of user master keys, multiple physical offline 

backups of root keys and regular backups to ensure the 

durability of the keys. For disaster recovery, the backup 

keys or key materials are stored in a secure storage media 

independent of the business system, such as HSM or 

smart cards with secure storage functions, or in secure 

storage environment. At the same time, the backup key is 

divided into multiple components using secure random 

numbers and controlled by multiple persons. Each 

component restores the backup key by XOR to reduce the 

risk of leakage. In addition, the links involved in key 

transmission in KMS use the HTTPS protocol. 

2-15-P-3-3 

Activating and 

monitoring of all audit 

trails of keys. 

Detailed logs are required for key generation, key use 

(import/export, backup, key derivation), key update, and 

key destruction. KMS implements access control and 

logs for all key operations to meet audit and compliance 

requirements. Logs are prohibited to contain the value of 

the key to prevent information leakage. 

2-

15-

P-4 

Cybersecurity 

requirements for key 

management within the 

CSP shall be reviewed 

periodically. 

Huawei Cloud reviews and updates the established key 

management procedures annually. Additionally, Huawei 

Cloud Computing Security & Privacy Office regularly 

reviews the implementation of policies to ensure that 

security governance policies, standards, regulations, and 

specific measures are implemented in the processes of 

each business domain. 

 

6.2.16 System Development Security 

Ensure CSPs’ systems are developed, integrated and deployed in a secure manner. 

No. Specific control 

requirements 

HUAWEI Cloud Response 
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2-

16-

P-1 

Cybersecurity 

requirements for 

system development 

within the CSP shall be 

identified, documented 

and approved. 

Huawei Cloud has formulated system development 

security management procedures, which define security 

coding specifications and application security 

development specifications that Huawei Cloud services 

must comply with during planning, design, development, 

deployment, O&M, and user support environments. 

2-

16-

P-2 

Cybersecurity 

requirements for 

system development 

within the CSP shall be 

applied. 

Huawei Cloud and related cloud services comply with 

security and privacy design principles and specifications 

as well as legal and regulation requirements. For 

example, Huawei Cloud runs threat analysis based on the 

service scenario, data flow diagram, and networking 

model during the security requirement analysis and 

design phases. After identifying the threat, design 

engineers develop mitigation measures by utilizing the 

threat mitigation library and security design solution 

library, and then implement the corresponding security 

solution design. All threat mitigation measures will 

eventually become security requirements and functions. 

Additionally, security test case design is completed in 

accordance with the company's security test case library, 

and these designs are then implemented to ensure the 

ultimate security of products and services. 

2-

16-

P-3 

Cybersecurity requirements for system development within the CSP shall include as 

a minimum the following controls along the development lifecycle: 

2-16-P-3-1 

Considering 

cybersecurity 

requirements of the 

Cloud Technology 

Stack and relevant 

systems in the design 

and implementation of 

the cloud computing 

services. 

Huawei Cloud implements end-to-end management of 

the full lifecycle of hardware and software through a 

comprehensive system and process as well as automated 

platforms and tools. The full lifecycle includes security 

requirement analysis, security design, security coding and 

testing, security acceptance and release, vulnerability 

management, and etc. 

⚫ For each product, new R&D requirements must be 

approved by the requirement analysis team before 

entering the development phase. In addition, the 

project initiation review is performed for important 

R&D requirements involving the construction of new 

services. Before a new product or service is put into 

OBT or put into commercial use, Huawei Cloud 

conducts a production readiness review of the 

production environment to meet business 

requirements. 

⚫ Huawei Cloud and related cloud services comply with 

security and privacy design principles and 

specifications as well as legal and regulation 

requirements. For example, Huawei Cloud runs threat 

analysis based on the service scenario, data flow 

diagram, and networking model during the security 

requirement analysis and design phases. After 

identifying the threat, design engineers develop 

mitigation measures by utilizing the threat mitigation 

library and security design solution library, and then 

implement the corresponding security solution design. 
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All threat mitigation measures will eventually become 

security requirements and functions. Additionally, 

security test case design is completed in accordance 

with the company's security test case library, and 

these designs are then implemented to ensure the 

ultimate security of products and services. 

⚫ Huawei Cloud introduced a daily check of the static 

code scanning tool, with the resulting data being fed 

into the cloud service Continuous 

Integration/Continuous Deployment (CI/CD) tool 

chain for control and cloud service product quality 

assessment through the use of quality thresholds. 

⚫ All cloud services pass multiple security tests before 

release, the test cases cover the security requirements 

identified in the security design phase and include test 

cases from an attacker's perspective. 

⚫ Huawei Cloud has established a series of static code 

scanning tools to ensure that product changes 

involving development are reviewed and accepted by 

code before releasing. Huawei Cloud has established 

formal internal testing and acceptance measures to 

ensure that only appropriate and authorized changes 

are released to the production environment. 

2-16-P-3-2 

Protecting system 

development 

environments, testing 

environments 

(including data used in 

testing environment), 

and integration 

platforms. 

Huawei Cloud standardizes general information security 

management requirements for R&D environments and 

information security management during environment 

planning, construction, use, maintenance, and 

cancellation. 

In addition, Huawei Cloud standardizes the deployment 

and release processes of products/services that use the 

DevOps development mode, which regulates the 

requirements for environment isolation. Software 

products that pass the verification test need to be 

deployed to the production environment in batches in 

accordance with business requirements and technical 

requirements, and release policy to ensure effective 

control   of changes to the production environment and 

improve the stability of the production environment. 

Before the production data is used in the test 

environment, the authentication credential data (such as 

passwords and keys) and confidential business data (such 

as pricing information) need to be removed, and the 

personal data need to be anonymized. Unauthorized 

network connection between the test environment and 

production environment are prohibited to avoid security 

risks in the production environment due to the intrusion 

of the test environment. 

2-

16-

P-4 

Cybersecurity 

requirements for 

system development 

within the CSP shall be 

applied and reviewed 

Huawei Cloud reviews and updates the established 

system development procedures annually. Additionally, 

Huawei Cloud Computing Security & Privacy Office 

regularly reviews the implementation of policies to 

ensure that security governance policies, standards, 
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periodically. regulations, and specific measures are implemented in the 

processes of each business domain. 

 

6.2.17 Storage Media Security 

Ensure CSPs’ secure handling of information and data on physical media. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

2-

17-

P-1 

Cybersecurity 

requirements for usage 

of information and data 

media within the CSP 

shall be identified, 

documented and 

approved. 

Huawei Cloud has formulated and implemented 

regulations on mobile media management. All types of 

mobile media are managed by dedicated personnel, 

approved for borrowing, and formatted after being used. 

Different security requirements are set for the access and 

use of personally owned storage media and digital 

devices to areas with different security levels. 

2-

17-

P-2 

Cybersecurity 

requirements for usage 

of information and data 

media within the CSP 

shall be applied. 

Huawei Cloud has formulated and implemented 

regulations on mobile media management to ensure that 

information receives an appropriate level of protection in 

accordance with its importance to the organization, and 

to prevent unauthorized disclosure, modification, 

removal or destruction of information stored on media. 

2-

17-

P-3 

Cybersecurity requirements for usage of information and data media within the CSP 

shall cover, at minimum, the following: 

2-17-P-3-1 

Enforcement of 

sanitization of media, 

prior to disposal or 

reuse. 

Huawei Cloud has formulated and implemented relevant 

media management regulations, in which the media are 

cleared and scrapped according to the classification. 

Huawei Cloud achieves data cleaning, disk 

demagnetization through a variety of ways, and records 

the destruction operation. Dedicated personnel manage 

devices that contain storage media on Huawei Cloud. 

After the devices are used, dedicated personnel format 

the devices. When a storage media that stores HUAWEI's 

confidential information is scrapped, dedicated personnel 

must ensure that the information stored on the media is 

erased and cannot be recovered. The disposal methods 

include degaussing, physical destruction, or low-level 

formatting. 

2-17-P-3-2 

Using secure means 

when disposing of 

media. 

If a physical storage medium is to be disposed, the 

destruction of physical storage media must be carried out 

under the full supervision of Huawei employees. Huawei 

Cloud clears the data by degaussing, bending, or breaking 

the storage medium to ensure that data on the storage 

medium cannot be restored. 

2-17-P-3-3 

Provision to maintain 

confidentiality and 

integrity of data on 

Huawei Cloud has formulated and implemented relevant 

media management regulations. The storage media for 

storing confidential information or backups must be 

encrypted, and should be stored in controlled access areas 
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removable media. to prevent unauthorized access and use, to ensure the 

confidentiality and integrity of data on storage media. 

2-17-P-3-4 

Human readable 

labelling of media, to 

explain its 

classification and the 

sensitivity of the 

information it contains. 

Huawei Cloud requires that storage media containing 

Huawei confidential information must be marked. 

Confidential data shall be marked or labeled according to 

the data security level, and the security level shall be 

stated. Labels must be attached to the exterior of media in 

transit or facilities authorized to store the media, and to 

the exterior of locked containers used for transporter 

media. 

2-17-P-3-5 

Controlled and 

physically secure 

storage of removable 

media. 

Huawei Cloud requires storage media to be stored in a 

controlled access area or in a locked cabinet. When a 

storage media enters or exits a controlled area, the 

detailed information from outbound to inbound must be 

reconciled and tracked in a closed-loop manner. All types 

of mobile media shall be managed by dedicated 

personnel. Approval is required for borrowing and must 

be formatted after use. Personal storage media and digital 

devices are not allowed into areas with special 

confidentiality requirements. 

2-17-P-3-6 Restriction 

and control of usage of 

portable media inside 

the Cloud Technology 

Stack. 

Huawei Cloud has formulated regulations for managing 

storage media and devices in and out of the equipment 

room. Storage media and devices must be registered and 

authorized before entering or leaving the equipment 

room. Data leakage prevention management is 

implemented when physical storage media enters and 

exits the equipment room, and data erasing and scrapping 

processes are specified to reduce possible data leakage 

losses. It is not allowed to use personal storage media to 

connect to the server, and do not use any storage media to 

connect to the server without authorization. 

2-

17-

P-4 

Cybersecurity 

requirements for usage 

of information and data 

media within the CSP 

shall be applied and 

reviewed periodically. 

Huawei Cloud reviews and updates the established 

storage media management procedures annually. 

Additionally, Huawei Cloud Computing Security & 

Privacy Office regularly reviews the implementation of 

policies to ensure that security governance policies, 

standards, regulations, and specific measures are 

implemented in the processes of each business domain. 

 

6.3 Cybersecurity Resilience 

"Cybersecurity Resilience" provides implementation guidelines for cloud service providers to 

implement effective business continuity management, covering the development of business 

continuity plans, the implementation of emergency response plans, and the implementation of 

disaster recovery plans. The relevant control requirements and practices of Huawei Cloud are 

as follows: 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

6 How Huawei Cloud Meet Requirements of Cloud 

Cybersecurity Controls 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 121 

 

6.3.1 Cybersecurity Resilience Aspects of Business Continuity 
Management (BCM) 

To ensure the inclusion of the cybersecurity resiliency requirements within the CSPs' and 

CSTs' business continuity management and to remediate and minimize the impacts on 

systems, information processing facilities and critical e-services from disasters caused by 

cybersecurity incidents. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

3-1-

P-1 

In addition to subcontrols in the ECC control 3-1-3, the CSP shall cover the 

following additional subcontrols for cybersecurity requirements for cybersecurity 

resilience aspects of business continuity management, as a minimum: 

3-1-P-1-1 

Developing and 

implementing disaster 

recovery and business 

continuity procedures 

in a secure manner. 

Huawei Cloud established a business continuity 

management system, to standard business continuity 

management framework, purpose and scope, 

management objectives, roles, and responsibilities. 

Huawei Cloud has obtained the certification of the 

ISO22301 business continuity management system 

standard, formulated a business continuity plan, which 

contains the strategies and processes of natural disasters, 

accident disasters, information technology risks and other 

emergencies. 

Huawei Cloud has a DR plan (DRP) as well, and 

conducts DRP tests periodically. For example, first, bring 

the cloud platform infrastructure and cloud services 

offline in a certain geographic location or region to 

simulate a disaster, then, perform system operations and 

migration as specified in the DRP, and lastly, verify the 

service and business operations functions in the 

presumably disaster-impacted region. Test results are 

then annotated and archived for continuous improvement 

of the DRP. 

3-1-P-1-2 

Developing and 

implementing 

procedures to ensure 

resilience and 

continuity of 

cybersecurity systems 

dedicated to the 

protection of Cloud 

Technology Stack. 

Huawei Cloud standardizes the emergency response 

processes and forms emergency response plans for each 

cloud service and cloud product, such as WAF and 

DDoS. In addition, Huawei Cloud conducts business 

continuity publicity and training within the organization 

annually, periodically conducts emergency drills and 

tests to continuously optimize the emergency response 

mechanism. Huawei Cloud has a DR plan (DRP) as well, 

and conducts DRP tests periodically. For example, first, 

bring the cloud platform infrastructure and cloud services 

offline in a certain geographic location or region to 

simulate a disaster, then, perform system operations and 

migration as specified in the DRP, and lastly, verify the 

service and business operations functions in the 

presumably disaster-impacted region. Test results are 

then annotated and archived for continuous improvement 

of the DRP. 
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6.4 Third party Cybersecurity 

"Third Party Cybersecurity" provides guidelines for cloud service providers to implement 

supplier or third party management. The control requirements cover the cybersecurity 

capabilities of service providers and third-party security. The relevant control requirements 

and Huawei Cloud's response are as follows： 

6.4.1 Supply Chain and Third-Party Cybersecurity 

To ensure the protection of assets against the cybersecurity risks related to third-parties 

including outsourcing and managed services as per policies and procedures, and related laws 

and regulations. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

4-1-

P-1 

In addition to implementing the ECC controls 4-1-2 and 4-1-3, the CSP shall cover 

the following additional subcontrols for third-party cybersecurity requirements, as a 

minimum: 

4-1-P-1-1 

Ensure that the CSP 

fulfills NCA's requests 

to remove software or 

services, provided by 

third-party providers 

that may be considered 

a cybersecurity threat 

to national 

organizations, from the 

marketplace provided 

to CSTs. 

Huawei Cloud ensures the secure introduction and use of 

open source and third party software based on the 

principle of strict entry and wide use. Huawei Cloud has 

formulated clear security requirements and complete 

process control solutions for introduced open source and 

third-party software, and strictly controls the selection 

analysis, security test, code security, risk scanning, legal 

review, software application, and software exit. For 

example, cybersecurity assessment requirements are 

added to open source software selection in the selection 

analysis phase to strictly control the selection. During the 

use of third-party software, carry out related activities by 

taking the third-party software as part of services or 

solutions, and focus on the assessment of the integration 

of open source, third party, and Huawei-developed 

software, or whether new security issues are introduced 

when independent third-party software is used in 

solutions. 

4-1-P-1-2 

Requirement to provide 

security documentation 

for any equipment or 

services from suppliers 

and third-party 

providers. 

As a cloud service provider, Huawei Cloud defines 

security responsibility sharing model, which clarifies the 

security responsibility boundary between Huawei Cloud 

and customers, and their respective security 

responsibilities. All Huawei Cloud products provide 

customers with help documents, user’s manual, and 

security implementation guides, which including the 

secure usage policy for users. 

4-1-P-1-3 

Third party providers 

compliant with law and 

regulatory 

requirements relevant 

to their scope. 

Huawei Cloud has established a formal procurement 

audit process. Huawei Cloud requires sign contracts, 

service agreements, and non-disclosure agreements with 

suppliers before conducting on-site work. The contract 

and service agreement specify the responsibilities and 

obligations of both parties, and clarify the cyber security 

requirements, service content, and service level that the 
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supplier should meet. In addition, the non-disclosure 

agreements restrict clauses that violate confidentiality. In 

addition, Huawei Cloud has established a supplier 

selection and supervision system, through due diligence 

before signing the contract and regular evaluation to 

manage the supplier's compliance with the specific 

requirements and contract obligations of Huawei Cloud. 

4-1-P-1-4 

Risk management and 

security governance on 

third-party providers as 

part of general 

cybersecurity risk 

management and 

governance. 

Huawei Cloud cybersecurity and privacy protection 

management requirements specify supplier management 

as one of the main domains of overall cyber security 

management and governance. Huawei Cloud has 

established a formal procurement audit process. The 

procurement department is responsible for evaluating 

suppliers' qualifications. Only qualified suppliers in the 

procurement scope of Huawei Cloud. In addition, 

Huawei Cloud requires sign contracts, service 

agreements, and non-disclosure agreements with 

suppliers before conducting on-site work. The contract 

and service agreement specify the responsibilities and 

obligations of both parties, and clarify the cyber security 

requirements, service content, and service level that the 

supplier should meet. In addition, the non-disclosure 

agreements restrict clauses that violate confidentiality. 

The Legal Department of Huawei Cloud reviews and 

updates the NDA every year to ensure that the NDA can 

continuously meet business requirements on supplier 

management. 
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7 How Huawei Cloud Meet Requirements 
of Cybersecurity Regulatory Framework 

" Cybersecurity Regulatory Framework" applies to organizations that have obtained CST or 

LSP, and is authorized to best provide cybersecurity maturity to ICT, which is the general 

rules and best practices for LSP cybersecurity management. It covers cybersecurity 

governance, asset management, cybersecurity risk management, logical security and third-

party security. 

The following will summarize these control requirements related to cloud service providers in 

the CRF, and describe in detail how Huawei Cloud, as customer's cloud service provider, will 

help customers meet the control requirements. 

7.1 Cybersecurity Governance 

"Cybersecurity Governance" requires customers to establish appropriate cybersecurity 

management mechanisms, covering cybersecurity governance areas such as cybersecurity 

strategy, awareness and training, policies and procedures, compliance and auditing. The 

relevant control requirements and practices of Huawei Cloud are as follows: 

7.1.1 Cybersecurity Strategy 

Define a cybersecurity strategy and develop an implementation roadmap to achieve the 

defined objectives of the strategy. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1.1.1 Define 

requirements for 

the [Cybersecurity 

Strategy] which 

consider the 

following: 

• Overall mission, 

objectives and 

activities of the 

organization in 

relation to 

Huawei Cloud has formulated 

management requirements for 

cybersecurity and privacy protection, 

which clarifies that Huawei Cloud will 

build and fully implement an end-to-

end cybersecurity system as an 

important strategy, comply with 

applicable laws and regulations of the 

business location, and fully meet 

customers' cybersecurity needs. The 

strategy was approved by the 

Customers should 

define their 

cybersecurity 

strategy, strategic 

objectives should 

comply with 

relevant laws and 

regulations, the 

cyber security 

projects should be 

implemented to 
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cybersecurity 

• Relevant 

legislative and 

regulatory 

compliance 

requirements 

• Establishment of 

the cybersecurity 

program 

• Top management 

commitment 

towards 

cybersecurity 

company's top management. 

Huawei Cloud has established and 

implemented documented 

cybersecurity policies and procedures 

to provide guidance for operational 

cybersecurity management. 

Cybersecurity policies and procedures 

must be approved by managers before 

they are released. 

achieve the cyber 

security strategy, 

and the strategy 

should be approved 

and supported by 

the head or 

representative of 

the organization. 

1.1.2 Ensure that the 

[Cybersecurity 

Strategy] is 

approved by the 

top management. 

The cybersecurity strategy is approved 

by the company's top management. 

Customers should 

ensure that the 

cybersecurity 

Strategy is 

approved by the 

top management. 

1.1.3 When defining the 

[Action Plan] for 

the 

implementation of 

the cybersecurity 

strategy ensure the 

following: 

• Activities 

• Budget 

• Timeline 

• Resources (e.g. 

capabilities, 

personnel) 

Huawei Cloud formulates mid- and 

long-term development plans under the 

guidance of the company's strategy to 

support the sustainable development of 

Huawei Cloud business, and 

formulates annual business plans and 

implementation roadmaps, which 

include cybersecurity related activities, 

compliance requirements of applicable 

laws and regulations, and 

implementation of and the 

establishment of various cybersecurity 

projects, etc., to ensure the effective 

implementation of the cybersecurity 

strategy. 

Customers should 

develop an 

implementation 

roadmap or 

implementation 

plan based on the 

cybersecurity 

strategy, and 

specify the 

activities, 

supporting 

personnel, and 

resources required 

for implementing 

the cybersecurity 

strategy to ensure 

the implementation 

of the cybersecurity 

strategy. 

1.1.4 Continuously 

review and as per 

requirement 

update the 

[Cybersecurity 

Strategy] and the 

corresponding 

[Action Plan] 

especially in case 

of changes in 

relevant legislative 

and regulatory 

requirements, 

major 

The cybersecurity management 

policies and procedures are reviewed at 

least once a year and updated as 

needed to reflect changes in business 

objectives or risk environments by 

Huawei Cloud. Changes to information 

security policies and procedures 

require management approval. At the 

same time, Huawei Cloud has a 

dedicated audit team that regularly 

evaluates the compliance and 

effectiveness of strategies, procedures, 

supporting measures and indicators, 

and report the results and 

Customers should 

periodically review 

and update their 

cybersecurity 

policies based on 

the frequency of 

programs or 

changes in external 

regulation. 
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organizational 

changes or lessons 

learned from the 

implementation of 

the previous 

action plans. 

recommendations of the investigation 

to the top management. 

 

7.1.2 Cybersecurity Management 

Define and implement the relevant cybersecurity organization that will be responsible for the 

cybersecurity activities within the organization. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1.2.1 Define 

requirements for 

the [Cybersecurity 

Organization] 

which consider the 

following: 

• A cybersecurity 

committee and 

allocating 

members who 

represent different 

areas within the 

organization 

• The needed 

cybersecurity 

functions/departm

ents required to 

implement the 

[Action Plan] 

• Allocating roles 

and 

responsibilities 

ensuring that the 

conflicting duties 

and areas of 

responsibilities are 

clearly segregated. 

From an organizational structure 

perspective, the Global Security and 

Privacy Committee (GSPC), being the 

highest cybersecurity management 

organization at Huawei, is responsible 

for company-level security policy 

decisions and the authorization of 

overall security strategies company-

wide. GSPO and its office is 

responsible for enact and implement 

Huawei end-to-end cybersecurity 

protection system. Huawei Cloud 

Computing Security & Privary Office 

is responsible for the implementation 

of major event backtracking for regular 

review to ensure that the policies, 

specifications, and specific measures 

of security governance are 

implemented in the process of various 

business fields, and realize end-to-end 

security governance. 

Additionally, Huawei Cloud has 

clearly stipulated the cybersecurity 

responsibilities of all employees in the 

business team of each product and 

service. Huawei Cloud has set up roles 

specifically responsible for security 

and privacy protection to assume 

certain security management 

responsibilities. Cybersecurity-related 

roles and responsibilities are identified 

in writing and approved by the top 

management. Huawei Cloud complies 

with the separation of duties (SOD) 

and rights checks and balances 

principles to separate incompatible 

responsibilities to achieve proper rights 

division. In addition, the SOD 

Customers should 

establish a 

dedicated 

cybersecurity 

function within the 

organization，
define  the 

cybersecurity 

organizational 

structure and roles 

and 

responsibilities,  

ensure that there is 

no conflict of 

interest between 

the roles and 

responsibilities，
and specify the 

activities that the 

cybersecurity 

function should 

implement the 

cybersecurity plan. 
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management matrix is developed to 

help implement the SOD management 

principles. 

1.2.2 Implement the 

defined 

[Cybersecurity 

Organization]. 

From an organizational structure 

perspective, The Global Security and 

Privacy Committee (GSPC), being the 

highest cybersecurity management 

organization at Huawei, is responsible 

for company-level security policy 

decisions and the authorization of 

overall security strategies company-

wide. GSPO is responsible for enact 

and implement Huawei end-to-end 

cybersecurity protection system. 

Huawei Cloud Computing Security & 

Privacy Office is responsible for 

formulating Huawei Cloud security 

policies, and periodically reviewing the 

implementation of the policies to 

ensure that the policies, specifications, 

and specific measures of security 

governance are implemented in the 

process of various business fields, and 

realize end-to-end security governance. 

Saudi Arabia Global Cyber Security & 

Privacy Officer follows Huawei’s the 

highest cyber security strategies to 

implement. 

Customers should 

establish a 

dedicated 

cybersecurity 

function within the 

organization. 

1.2.3 Implement the 

[Action Plan] 

through the 

defined 

[Cybersecurity 

Organization]. 

From an organizational structure 

perspective, The Global Security and 

Privacy Committee (GSPC), being the 

highest cybersecurity management 

organization at Huawei, is responsible 

for company-level security policy 

decisions and the authorization of 

overall security strategies company-

wide. GSPO is responsible for enact 

and implement Huawei end-to-end 

cybersecurity protection system. 

Huawei Cloud Computing Security & 

Privacy Office is responsible for 

formulating Huawei Cloud security 

policies, and periodically reviewing the 

implementation of the policies to 

ensure that the policies, specifications, 

and specific measures of security 

governance are implemented in the 

process of various business fields, and 

realize end-to-end security governance. 

Customers should 

establish a 

dedicated 

cybersecurity 

function within the 

organization. 

1.2.4 Oversee the 

implementation of 

the [Action Plan] 

by the 

Based on the established cyber security 

projects and plans or risk assessment 

results, the Huawei Cloud 

cybersecurity team develops necessary 

Customers should 

oversee the 

implementation of 

activities in the 
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cybersecurity 

committee by 

monitoring, 

dealing with 

conflicts, and 

enforcing 

necessary 

measures for 

improvement. 

improvement measures and manages 

and promotes the effective execution 

of program plans by business 

departments. In addition, the 

cybersecurity management policies and 

procedures are reviewed at least once a 

year and updated as needed to reflect 

changes in business objectives or risk 

environments by Huawei Cloud. 

Changes to information security 

policies and procedures require 

management approval. At the same 

time, Huawei Cloud has a dedicated 

audit team that regularly evaluates the 

compliance and effectiveness of 

strategies, procedures, supporting 

measures and indicators, and report the 

results and recommendations of the 

investigation to the top management. 

Cybersecurity 

Function's 

Cybersecurity 

Program by 

monitoring, dealing 

with conflicts, and 

enforcing 

necessary measures 

for improvement. 

 

7.1.3 Cybersecurity Compliance 

Ensure their compliance with internal and relevant external (national, international) regulatory 

requirements. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

1.3.1 Define 

[Requirements for 

Cybersecurity 

Compliance] 

which consider the 

following: 

• National 

legislative and 

regulatory 

requirements 

related to 

cybersecurity 

• Locally 

accredited 

international/cross

-border 

requirements (e.g. 

included in 

internationally 

agreements or 

commitments) 

• Organization's 

internal 

requirements 

Huawei Cloud specifies the 

compliance process in its cybersecurity 

policies and regularly identifies and 

records compliance requirements. In 

addition, Huawei Cloud has set up 

dedicated posts to maintain active 

contact with external parties to track 

changes in laws and regulations. 

Customers should 

regularly identify 

and comply with 

international 

agreements and 

cybersecurity 

requirements 

approved by 

relevant countries. 
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1.3.2 Define the 

{Compliance 

Process} to ensure 

compliance 

requirements are 

identified 

periodically, 

documented and 

communicated 

(e.g. when new 

regulatory 

requirements 

become effective, 

necessity to 

update the 

organization's 

cybersecurity 

requirements). 

Huawei Cloud specifies the 

compliance process in its cybersecurity 

policies and regularly identifies and 

records compliance requirements. 

When identifying laws and regulations 

related to Huawei Cloud services, 

Huawei Cloud will adjust internal 

security requirements and security 

control levels in a timely manner to 

track compliance with laws and 

regulations. 

Customers should 

ensure that 

compliance 

requirements are 

identified, 

documented and 

communicated on a 

regular basis. 

1.3.3 Ensure the 

compliance 

requirements are 

incorporated 

within the 

organization. 

When identifying laws and regulations 

related to Huawei Cloud services, 

Huawei Cloud will adjust internal 

security requirements and security 

control levels in a timely manner to 

track compliance with laws and 

regulations. 

Customers should 

ensure the 

compliance 

requirements are 

incorporated within 

the organization. 

1.3.4 Automate the 

compliance 

activities through 

the use of 

dedicated tools 

(e.g. GRC tool). 

Huawei Cloud uses the Compss 

automated compliance assessment and 

security governance platform to form 

automated compliance policies based 

on security requirements of multiple 

countries and regions around the 

world. Huawei Cloud automatically 

scans multiple services on the cloud. In 

addition, Huawei Cloud uses the risk 

management platform to automatically 

track and monitor risks. 

Customers can use 

specialized tools to 

automate 

compliance 

activities. 

Customer can use 

Huawei Cloud 

Compliance 

Compass which is 

security 

compliance 

assessment and 

governance 

platform. Compass 

integrates 

regulatory clauses 

and standard 

requirements into 

business and 

information 

technologies by 

providing various 

3CS-based security 

governance 

templates. With 

authorization, 

Compass 

automatically scans 
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cloud assets against 

compliance 

policies, and the 

service evaluation 

items help 

customer quickly 

manage the 

compliance status. 

Customers can 

download 

compliance reports 

in few clicks. 

1.3.5 Continuously 

review and 

optimize the 

[Requirements for 

Cybersecurity 

Compliance] as 

well as the 

effectiveness of 

the process to 

ensure 

compliance. 

Huawei Cloud reviews and updates 

cyber security compliance procedures 

annually. In addition, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure the 

implementation of security governance 

policies, standards, regulations, and 

specific measures in the processes of 

each business domain. 

Customers should 

regularly review 

and optimize 

cybersecurity 

compliance 

requirements and 

the effectiveness of 

processes. 

 

7.1.4 Cybersecurity Audit 

Periodically conduct independent cybersecurity audits covering the internal and external 

compliance requirements to measure the compliance level of the organization. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1.4.1 Define 

[Requirements for 

Cybersecurity 

Audit] which 

consider the 

following: 

• Conducting 

periodical audits 

(e.g. conduct 

audits at least once 

a year for critical 

systems) 

• Protection and 

retention of [Audit 

Records] 

• Reporting to top 

management 

Huawei Cloud has established a formal 

and regular audit plan, including 

continuous and independent internal 

and external assessments. The internal 

assessment continuously tracks the 

effectiveness of security control 

measures, and the external assessment 

audits as independent auditors to verify 

the effectiveness of the implementation 

and operation of the Huawei Cloud 

control environment. 

In addition, Huawei Cloud has a 

dedicated audit team to regularly 

evaluate the compliance and 

effectiveness of policies, procedures, 

and supporting measures and 

indicators, and report the survey results 

and suggestions to the top 

management， and keep audit records 

protected from unauthorized access. 

Customers should 

audit critical 

systems at least 

once a year, retain 

and protect audit 

records, and report 

audit findings and 

recommendations 

to management to 

determine 

compliance and 

effectiveness of 

cybersecurity 

controls. 
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1.4.2 Define and 

conduct {Internal 

Audit} process to 

verify the 

compliance with 

the identified 

[Requirements for 

Cybersecurity 

Compliance]. 

Huawei Cloud has developed the 

internal audit management process to 

standardize the internal audit 

principles, audit management process, 

and audit frequency. A dedicated audit 

team performs an internal audit on 

Huawei Cloud every year to check the 

running status of the company's 

internal control system and evaluate 

the compliance and effectiveness of 

policies, procedures, and supporting 

measures and indicators. 

The Customer 

should conduct 

regular internal 

audits by the 

cybersecurity 

function within the 

organization to 

determine 

compliance and 

effectiveness of 

cybersecurity 

controls. 

1.4.3 Document the 

findings and 

recommendations 

and present them 

to the top 

management. 

Huawei Cloud will report the survey 

results and recommendations to the top 

management. Management review and 

follow up on rectification. 

Customers should 

submit audit 

findings and 

recommendations 

to the 

organization's top 

management. 

1.4.4 Protect the [Audit 

Records] from 

unauthorized 

access, 

modification, and 

destruction. 

Huawei Cloud has formulated data 

security policies and protection 

management regulations. Appropriate 

protection measures are taken and 

strictly implemented to ensure the 

security of audit records. Huawei 

Cloud protects audit records from 

unauthorized access, modification, and 

destruction by restricting access 

permissions. 

Customers should 

protect audit 

records from 

unauthorized 

access, 

modification and 

destruction. 

1.4.5 Ensure that the 

audit records are 

retained as proof 

for e.g. 

compliance to 

legislative and 

regulatory 

requirements. 

Huawei Cloud retains audit records 

based on laws, regulations, regulations, 

contracts, and service requirements to 

prove compliance. 

Customers should 

ensure that audit 

records are retained 

as evidence of 

compliance with 

laws, regulations 

and regulations. 

1.4.6 Continuously 

review and 

optimize the 

[Requirements for 

Cybersecurity 

Audit] as well as 

the effectiveness 

of the process to 

conduct audit and 

review activities. 

Huawei Cloud reviews and updates the 

cybersecurity audit processes and 

procedures annually. In addition, 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

the implementation of security 

governance policies, standards, 

regulations, and specific measures in 

the processes of each business domain. 

Customers should 

regularly review 

and optimize 

cybersecurity 

audits and the 

effectiveness of 

processes 
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7.1.5 Cybersecurity Awareness & Training 

Conduct periodically cybersecurity awareness & trainings to ensure their personnel has the 

necessary qualifications and skills to carry out their responsibilities. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1.5.1 Define 

[Requirements for 

Cybersecurity 

Awareness & 

Training] which 

consider the 

following: 

• Goals and scope 

• Number and 

frequency of 

trainings/year 

• Allocated 

resources 

Huawei Cloud has established its own 

training mechanism and designed 

appropriate training plans for 

employees based on different roles and 

positions. The training frequency for 

general employees is at least once a 

year, and the training frequency for 

core employees is higher. In addition, 

An information security awareness 

training plan has been developed. The 

awareness education includes but is not 

limited to on-site lectures and online 

video courses. 

Customers should 

develop a 

comprehensive 

security awareness 

and skill training 

management 

mechanism, 

develop training 

contents based on 

the functions and 

roles of the 

trainees, and 

regularly analyze 

and update the 

training contents. 

1.5.2 Define and 

conduct a 

[Cybersecurity 

Awareness & 

Training Program] 

(e.g. defining 

goals, scope, 

targeted audience, 

validation criteria) 

that includes 

various 

cybersecurity 

topics considering 

the following: 

• Cybersecurity 

roles and 

responsibilities of 

the targeted 

audience 

• Trending 

cybersecurity 

events and threats 

(e.g. social 

engineering 

attacks such as 

phone scams and 

impersonation 

calls) 

• Advice to 

personnel not to 

Huawei Cloud has established a series 

of cyber security training and learning 

mechanisms to ensure that employees' 

information security awareness meets 

Huawei requirements. Employees are 

required to continuously learn cyber 

security knowledge and understand 

related policies and regulations. It 

covers topics such as secure handling 

of phishing emails, secure handling of 

mobile devices and storage media, 

secure Internet browsing, and secure 

use of social media. Carry out various 

cyber security publicity activities for 

all employees, including cyber security 

community operation, publicity of 

typical cyber security cases, cyber 

security activity week, and cyber 

security animations, to raise 

cybersecurity awareness company-

wide, avoid non-compliance risks, and 

ensure normal business operations. 

Customers should 

develop a 

cybersecurity 

awareness plan that 

covers the latest 

cyber threats and 

how to protect 

against them. 
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attempt 

unauthorized 

activities (e.g. 

introduce or use 

unauthorized 

equipment or 

software on a 

system, relocate 

equipment without 

proper 

authorization). 

• Secure handling 

of portable 

devices and 

storage media, 

email services 

(especially spam 

and phishing 

emails), internet 

surfing services 

and social media 

1.5.3 Enhance and 

implement the 

[Requirements for 

Cybersecurity 

Awareness & 

Training] to carry 

out periodic 

validation tests to 

evaluate the 

effectiveness of 

the conducted 

awareness and 

training program 

and record the 

results of 

evaluation (e.g. 

check whether the 

personnel will 

click on a 

suspicious link in 

an email). 

New employees must pass information 

security and privacy protection training 

and exams before passing the 

probation. For On-duty employees, 

Huawei incorporates cyber security 

into the Employee Code of Conduct. 

Through the annual regular learning, 

examination, and performance 

appraisal measures, Huawei conducts 

performance appraisals for internal 

employees every six months to convey 

the company's requirements for all 

employees in the cyber security field 

and enhance employees' cyber security 

awareness. 

Customers should 

carry out periodic 

validation tests to 

evaluate the 

effectiveness of the 

conducted 

awareness and 

training program 

and record the 

results of 

evaluation 

1.5.4 Enhance and 

implement the 

[Requirements for 

Cybersecurity 

Awareness & 

Training] to define 

the circumstances 

under which the 

[Cybersecurity 

Awareness & 

Training Program] 

New employees must pass information 

security and privacy protection training 

and exams before passing the 

probation. Organize information 

security awareness training and 

information security knowledge 

publicity for On-duty employee 

annually. During the on-the-job period, 

continuously provide security 

awareness training for employees to 

raise cybersecurity awareness 

Customers should 

clarify the 

circumstances 

under which 

security awareness 

education and 

training should be 

provided to 

employees. 
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have to be 

provided (e.g. 

initial 

cybersecurity 

training to new 

users, training 

upon changes to 

information 

systems or job 

roles). 

company-wide, avoid non-compliance 

risks, and ensure normal business 

operations. 

1.5.5 Tailor the 

[Cybersecurity 

Awareness & 

Training Program] 

to provide 

specialized or 

security-related 

skills and training 

to targeted group 

of people 

considering the 

following 

personnel: 

• Cybersecurity 

department 

personnel 

• Personnel 

working in the 

software 

development 

• Personnel 

involved in 

cybersecurity risk 

management 

department 

• Personnel with 

privileged access 

to critical 

information assets 

• Executive 

personnel 

Huawei Cloud has established its own 

training mechanism and designed 

appropriate training plans for 

employees based on different roles and 

positions. The training frequency for 

general employees is at least once a 

year, and the training frequency for 

core employees is higher. Huawei 

Cloud implements a specialized 

personnel management program for 

key positions such as development 

personnel, O&M engineers, and 

cybersecurity function personnel, 

including On-boarding security review, 

On-the-job security training and 

enablement, Onboarding qualifications 

management, Off-boarding security 

review. New employees must pass 

information security and privacy 

protection training and exams before 

passing the probation. On-duty 

employees need to select courses to 

study and take exams based on their 

business roles. Managements must 

attend information security training 

and workshops. 

Customers should 

provide the 

necessary and 

customized mix of 

training and 

expertise to those 

directly involved in 

cybersecurity. 

1.5.6 Continuously 

review and 

optimize the 

[Requirements for 

Cybersecurity 

Awareness & 

Training] as well 

as the 

[Cybersecurity 

Awareness & 

Training 

Huawei Cloud reviews and updates the 

personnel awareness training plan 

annually. In addition, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in processes of each 

business domain. 

Customers should 

periodically review 

and optimize the 

implementation of 

the cybersecurity 

awareness program 

based on the 

program's 

frequency. 
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Program]. 

 

7.1.6 Cybersecurity in Project Management 

Ensure organizational-defined requirements for cybersecurity are included in the applied 

project management methodology. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1.7.1 Define 

[Requirements for 

Cybersecurity in 

Project 

Management] 

which consider the 

following: 

• Defining 

integration of 

cybersecurity in 

project 

management (e.g. 

cybersecurity 

personnel as part 

of the project 

team) 

• Defining project 

objectives to 

ensure that the 

cybersecurity is 

included in all 

phases of the 

project 

Huawei Cloud incorporates security 

objectives into project objectives in 

project management, assesses 

information security risks at the early 

stage of the project, and periodically 

reviews information security impacts 

throughout the project delivery 

process. 

Customers should 

incorporate 

cybersecurity 

requirements into 

project 

management and 

change 

management to 

ensure that 

identified 

cybersecurity risks 

are managed in 

project 

management. 

1.7.2 Perform a risk 

assessment at the 

beginning and 

during the course 

of each project in 

accordance with 

the [Requirements 

for Risk 

Assessment] to 

identify the 

cybersecurity risks 

if any and define 

the mitigation 

plans. 

Assess information security risks at the 

early stage of the project and 

periodically review information 

security impacts throughout the project 

delivery process to ensure there is no 

negative impact on the organization's 

operations and security. If 

cybersecurity risks are identified, the 

assessment will be formally recorded 

and a risk handling plan will be 

developed. The cyber security and user 

privacy team will periodically review 

the risk handling follow-up process to 

ensure compliance with corporate risk 

management requirements. 

Customers should 

conduct a risk 

assessment at the 

beginning and 

during the project 

to identify 

cybersecurity risks 

and define the 

mitigation plans. 

1.7.3 Track the 

identified 

cybersecurity risks 

Huawei Cloud service teams regularly 

conducts cybersecurity risk 

assessments as required. Huawei Cloud 

Customers should 

conduct a risk 

assessment at the 
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and monitor the 

implementation of 

the mitigation 

plans during the 

course of the 

project. 

[Cybersecurity 

Risk Treatment 

and Monitoring]. 

Computing Security & Privacy Office 

regularly organizes expert group 

meetings on cybersecurity assessments 

and major incident retrospectives, to 

identify relevant cybersecurity risks 

and conduct regular follow-up 

procedures for risk disposal. These 

reviews are used to ensure compliance 

with the company's risk management 

requirements. The top management 

approve the risk assessment report 

after which is assessed. 

beginning and 

during the project 

to identify 

cybersecurity risks 

and define the 

mitigation plans. 

1.7.4 Continuously 

review and 

optimize the 

[Requirements for 

Cybersecurity in 

Project 

Management]. 

Huawei Cloud reviews and updates the 

regulations and procedures related to 

security development, security testing, 

and configuration management 

annually. In addition, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure the 

implementation of security governance 

policies, standards, regulations, and 

specific measures in the processes of 

each business domain. 

Customers should 

periodically review 

and update the 

security 

requirements in 

project 

management as 

scheduled. 

 

7.1.7 Cybersecurity in Human Resources 

Ensure cybersecurity requirements related to human resources are addressed in case of any 

changes of their working relationship. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

1.8.1 Define [Requirements for Cybersecurity in Human Resources] which consider the 

following: 

• Defining 

cybersecurity 

requirements 

related to 

personnel in the 

organization 

including 

contractors before 

they are 

employed, during 

their work, and 

upon 

completion/termin

ation of their work 

Huawei Cloud has established 

personnel information security 

management regulations, which 

specify hierarchical information 

security management requirements, 

standardize the management of 

recruitment, training, audit, reward and 

punishment for internal and external 

employees, and specify the cyber 

security responsibilities. 

Customers should 

develop and 

implement 

cybersecurity 

requirements for 

employees before, 

during, and after 

employment. 

• Conduct 

background 

Before appointment, Huawei Cloud 

conducts background checks on new 

Customers should 

screen and vet 
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verification 

checks on all 

candidates for 

employment 

employees who meet specific 

conditions through the established 

background check mechanism. In 

addition, Huawei Cloud will conduct 

background checks on employees and 

external personnel before hiring them 

based on the confidentiality of the 

assets that can be accessed. 

candidates for 

cybersecurity or 

critical/privileged 

positions by 

conducting 

background checks 

prior to 

employment. 

• Hiring highly 

professional 

personnel on the 

jobs related to 

critical systems 

Huawei's technical security personnel 

consists of some of the world's leading 

experts and specialists in information 

security, product security, application 

security, system security, network 

security, cloud service security, O&M 

security, and privacy protection. 

Huawei Cloud implements a 

specialized personnel management 

program for key positions such as 

development personnel, O&M 

engineers, and cybersecurity function 

personnel, including On-boarding 

security review, On-the-job security 

training and enablement, Onboarding 

qualifications management, Off-

boarding security review. 

Customers should 

hires highly 

specialized 

personnel for work 

related to critical 

systems. 

• Ensuring that the 

terms and 

agreements related 

to the employment 

also cover the 

code of conduct 

(e.g. non-

disclosure 

agreements, 

cybersecurity 

responsibilities) 

and has been 

included during 

and after 

termination of 

employment with 

the organization 

The employment agreement signed 

between the employee and the 

company contains confidentiality 

clauses, which clearly state the 

employee's cybersecurity 

responsibilities to ensure that the 

confidentiality clauses to be followed 

are confirmed before onboarding. 

Huawei Cloud employees must sign 

the resignation confidentiality 

commitment letter to confirm their 

ongoing information security 

responsibilities. 

Customers should 

include 

cybersecurity 

requirements that 

personnel must 

comply with in the 

employment 

contract and 

confidentiality 

clauses. 

• Ensuring that the 

code of conduct is 

signed by all the 

personnel 

Huawei Cloud incorporates cyber 

security into annual learning, 

examination, and signing activities for 

Huawei employees to convey Huawei's 

requirements on cyber security and 

improve employees' cyber security 

awareness. Huawei Cloud employees 

signs the cyber security commitment 

letter, and promises to comply with 

corporate cyber security policies and 

regulations. 

Customers should 

ensure that all 

personnel sign off 

on the code of 

conduct. 
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• Enforcing the 

[Acceptable Use 

of Information 

Assets] 

Huawei Cloud has developed and 

implemented asset usage regulations, 

including management principles, 

responsibilities of related personnel, 

office computer security requirements, 

office network security requirements, 

office application system security 

requirements, storage media and port 

security requirements, office peripheral 

security requirements, non-HUAWEI 

computer security requirements, and 

related penalties. 

Customers should 

define acceptable 

asset usage rules, 

including but not 

limited to the 

security usage 

regulations of 

office terminals, 

storage media 

security 

requirements, and 

office network 

security usage 

regulations. 

1.8.2 Ensure that 

necessary actions 

(e.g. modify 

access 

authorizations in 

accordance with 

the new 

operational role) 

are performed 

when individuals 

are reassigned or 

transferred to 

other positions 

within the 

organization. 

After the status changes, such as 

resignation or position change, 

employees and other third parties shall 

conduct a security review according to 

the transfer and resignation security 

review checklist, which includes the 

clearance or modification of the 

resignation account permissions. 

Customers should 

ensure that 

employees' rights 

and assets are 

reviewed and 

changed as they 

change their roles. 

1.8.3 Enforce 

disciplinary 

actions against 

personnel that do 

not comply with 

the organization's 

cybersecurity 

requirements. 

HUAWEI has established a strict 

security responsibility system and 

implemented an accountability 

mechanism for violations. Huawei 

Cloud holds employees accountable on 

the basis of behavior and results. 

According to the nature of Huawei 

Cloud employees' security violations 

and the consequences, the 

accountability handling levels are 

determined and handled in different 

ways. Those who violate laws and 

regulations shall be transferred to 

judicial organs for handling. Direct 

managers and indirect managers shall 

assume management responsibilities if 

they have poor management or 

knowingly inaction. The handling of 

violations will be aggravated or 

mitigated according to the attitude of 

the individual who violated the 

regulations and the cooperation in the 

investigation. Huawei Cloud's 

violation management policies are 

Customers should 

take disciplinary 

action against 

personnel who do 

not meet the 

organization's 

cyber security 

requirements. 
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published internally for all employees 

to view and learn. And Huawei Cloud 

regularly organizes training to improve 

employees' understanding of 

violations, consequences of violations, 

and punitive measures. 

1.8.4 Ensure necessary 

actions (e.g. 

revoking 

employee access 

rights and 

privileges, 

retrieving 

assigned 

information assets, 

retaining access to 

information assets 

formerly 

controlled by 

terminated 

individual) have 

been carried out 

upon 

completion/termin

ation of an 

employees' 

professional 

service in the 

organization. 

After the status changes, such as 

resignation or position change, 

employees and other third parties shall 

conduct a security review according to 

the transfer and resignation security 

review checklist, which includes the 

clearance or modification of the 

resignation account permissions. In 

addition, Huawei Cloud require 

employees to transfer their Huawei 

Cloud assets to the company when 

they transfer and resign. When the 

contract/business relationship with the 

partner is terminated, the information 

generated in the cooperation project in 

the self-contained device should be 

deleted according to the cooperation 

agreement, and the assets provided by 

Huawei Cloud will be returned. 

Huawei Cloud has established an 

electronic flow of assets transfer when 

personnel resign/termination of 

cooperation, and implement assets 

transfer in accordance with the 

electronic process. Huawei Cloud 

regulations employees must sign the 

resignation confidentiality 

commitment letter to confirm their 

ongoing information security 

responsibilities and responsibilities. 

The Customer 

should ensure that 

employees' 

permissions and 

assets are reviewed 

and recovered after 

they resign. 

1.8.5 Continuously 

review and 

optimize the 

[Requirements for 

Cybersecurity in 

Human 

Resources] as well 

as the 

effectiveness of 

the involved 

processes. 

Huawei Cloud reviews and updates the 

established personnel information 

security regulations and procedures 

annually. In addition, the Huawei 

Cloud Computing Security & Privacy 

Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

Customers should 

regularly review 

and optimize 

requirements for 

cybersecurity in 

human resources 

and the 

effectiveness of 

processes. 
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7.2 Asset Management 

"Asset management" requires customers to establish an appropriate asset security 

management mechanism from the dimension of asset life cycle, covering asset discovery, 

asset classification, asset use, and asset maintenance and asset disposal. The control 

requirements and practices of Huawei Cloud are as follows: 

7.2.1 Asset Discovery 

Maintain an up-to-date asset inventory of all the information assets that includes all relevant 

details to facilitate efficient protection of the information assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibility 

2.1.1 Define 

[Requirements for 

Asset Discovery] 

which consider the 

following: 

• Defining an 

inventory of 

information assets 

[Asset Inventory] 

(e.g. software, 

hardware, 

information, 

critical 

information assets, 

equipment, 

databases) 

• Defining the 

frequency for the 

update of the 

[Asset Inventory] 

• Ownership of the 

information assets 

Huawei Cloud has formulated asset 

management procedures, which 

specify the classification and grading 

methods of information assets and the 

authorization rules that should be 

followed for various types of assets. 

Huawei Cloud classifies information 

assets and uses dedicated tools to 

monitor and manage them. An asset 

list is generated and the asset owner is 

specified. 

Customers shall 

clarify asset 

discovery 

requirements and 

prepare and 

maintain an asset 

list. 

2.1.2 Define and 

implement an 

{Asset Discovery} 

process to identify 

(e.g. asset 

discovery tool) all 

information assets 

which belong to 

the organization 

and update the 

[Asset Inventory]. 

Assign an asset 

owner to each 

information asset. 

Huawei Cloud uses the Cloud Asset 

Management (CAM) system to 

monitor the inventory and maintenance 

status of information assets recorded 

on the asset management platform, 

classify, monitor, and manage 

information assets. 

In addition, In Huawei Cloud, 

configuration managers are assigned to 

manage the configuration of all 

services, the resource configuration 

model consists of hosts, service trees, 

cloud infrastructures, and network 

devices. Configuration item mapping 

and resource lifecycle management are 

constructed to ensure stable and secure 

Customers should 

follow established 

asset management 

procedures, prepare 

and maintain an 

inventory of assets, 

and take 

appropriate 

protection 

measures for 

different categories 

of assets. 

Host Security 

Service (HSS) of 

Huawei Cloud 

provides a unified 
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O&M in production environment. 

Additionally, an industry-grade 

Configuration Management Database 

(CMDB) tool is utilized to manage 

configuration items and their 

relationships with configuration item 

attributes. 

management 

interface for 

customers to query 

and manage cloud 

services. It is the 

security manager of 

servers and 

provides asset 

management 

functions for 

customers, 

including manages 

and analyzes 

security asset 

information, such 

as accounts, ports, 

processes, web 

directories, and 

software. 

2.1.3 Review and 

update the [Asset 

Inventory] based 

on the frequency 

defined in the 

requirements or 

whenever there 

are modifications 

to the information 

assets (i.e. 

addition and 

removal of assets). 

Huawei Cloud uses the Cloud Asset 

Management system to monitor the 

inventory and maintenance status of 

Huawei Cloud information assets 

recorded on the asset management 

platform in real time, classify, monitor, 

and manage information assets. 

In addition, In Huawei Cloud, 

configuration managers are assigned to 

manage the configuration of all 

services, the resource configuration 

model consists of hosts, service trees, 

cloud infrastructures, and network 

devices. Configuration item mapping 

and resource lifecycle management are 

constructed to ensure stable and secure 

O&M in production environment. 

Additionally, an industry-grade 

Configuration Management Database 

(CMDB) tool is utilized to manage 

configuration items and their 

relationships with configuration item 

attributes. 

Customers should 

update the asset list 

at the frequency 

specified in the 

asset discovery 

process or when 

the asset changes. 

The asset 

management 

function of Huawei 

Cloud HSS scans 

host accounts, 

ports, processes, 

web directories, 

software 

information, and 

auto-start tasks for 

customers to query 

and manage cloud 

services. 

2.1.4 Use dedicated and 

automated tools to 

discover the 

information assets. 

Integrate the 

information assets 

and track them 

from a central 

system. 

Huawei Cloud uses the Cloud Asset 

Management (CAM) system to 

monitor the inventory and maintenance 

status of information assets recorded 

on the asset management platform, 

classify, monitor, and manage 

information assets. 

In addition, Huawei Cloud uses an 

automated tool to collect basic 

configuration information about 

physical machines, VMs, containers, 

Customers should 

use dedicated 

automated tools to 

discover and track 

information assets. 

The asset 

management 

function of Huawei 

Cloud's Enterprise 

Host Security 

Service (HSS) can 
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and network devices, such as 

specifications and OS configurations. 

This tool interconnects with CMDB to 

report the configuration information to 

CMDB, ensuring data accuracy. 

centrally manage 

information assets 

on hosts, including 

manages and 

analyzes security 

asset information, 

such as accounts, 

ports, processes, 

web directories, 

and software. 

2.1.5 Continuously 

review and 

optimize 

[Requirements for 

Asset Discovery] 

and the {Asset 

Discovery} 

process. 

Huawei Cloud reviews and updates 

requirements for asset discovery 

regulations and processes annually. In 

addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

business domain. 

Customers should 

regularly review 

and optimize 

cybersecurity 

compliance 

requirements and 

the effectiveness of 

processes. 

 

7.2.2 Asset classification 

Classify the information assets to ensure a risk-based protection of the information assets 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2.2.1 Define 

[Requirements for 

Asset 

Classification] 

which consider the 

following: 

• Classification 

and labelling of 

information assets 

as well as the 

respective 

protective 

measures for 

identification, 

handling, transfer, 

storage, return, 

deletion and 

disposal 

Huawei Cloud has formulated asset 

management procedures, which 

specify the classification and grading 

methods of information assets and the 

authorization rules that should be 

followed for various types of assets. 

Huawei Cloud classifies information 

assets and uses dedicated tools to 

monitor and manage them. For 

different types of information assets, 

protection measures covering all 

phases of the asset lifecycle are 

developed (including identification, 

handling, transfer, storage, return, 

deletion and disposal). 

Customers should 

establish formal 

asset management 

procedures to 

classify their 

assets. 

2.2.2 Define and 

implement an 

{Asset 

Classification} 

Huawei Cloud uses the Cloud Asset 

Management (CAM) system to 

monitor the inventory and maintenance 

status of information assets recorded 

Customers should 

mark the asset 

classification based 

on legal provision, 
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process to classify 

and label 

information assets 

within your [Asset 

Inventory] 

according to 

specific criteria 

(e.g. criticality, 

business value, 

legal 

requirements, 

confidentiality, 

integrity and 

availability) and 

the [Requirements 

for Information 

Protection]. 

on the asset management platform, 

classify, monitor, and manage 

information assets, and form an asset 

list. Each asset is assigned an owner. In 

addition, In Huawei Cloud, 

configuration managers are assigned to 

manage the configuration of all 

services, the resource configuration 

model consists of hosts, service trees, 

cloud infrastructures, and network 

devices. Configuration item mapping 

and resource lifecycle management are 

constructed to ensure stable and secure 

O&M in production environment. 

Additionally, an industry-grade 

Configuration Management Database 

(CMDB) tool is utilized to manage 

configuration items and their 

relationships with configuration item 

attributes. 

Huawei Cloud has implemented 

hierarchical data management and 

graded data based on confidentiality 

integrity, availability, and compliance. 

Data is classified into multiple security 

levels and defined separately. It also 

specified security implementation 

requirements, audit requirements, 

emergency response, and drill 

requirements for different levels of 

data. Each business domain marks the 

security level of the data in its domain 

according to the data grading 

standards. 

asset value, and 

asset importance 

and sensitivity to 

the organization. 

2.2.3 Implement the 

handling of assets 

in accordance with 

the {Asset 

Classification} 

process. 

Huawei Cloud has formulated asset 

management procedures, which 

specify the classification and grading 

methods of information assets and the 

authorization rules that should be 

followed for various types of assets. In 

addition, Huawei Cloud has 

established information asset 

confidentiality management 

requirements, which specify the 

confidentiality measures that Huawei 

Cloud should take for information 

assets at different levels, and 

standardize the use of assets to ensure 

that the company's assets are properly 

protected and shared and ensure assets 

are protected at the appropriate level 

according to their importance to the 

organization. 

Customers should 

define and develop 

cybersecurity 

requirements for 

information and 

technology asset 

management based 

on different levels 

of asset 

classification to 

ensure the 

appropriate level of 

asset protection 
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2.2.4 Continuously 

review and 

optimize the 

[Requirements for 

Asset 

Classification] 

{Asset 

Classification} 

process. 

Huawei Cloud reviews and updates the 

asset classification processes annually. 

In addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

business domain. 

Customers should 

regularly review 

and optimize asset 

classification 

requirements and 

the effectiveness of 

processes. 

 

7.2.3 Bring your own device (BYOD) 

Manage the use of personnel devices for business purposes to protect the organization from 

the risks imposed by such devices. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

2.3.1 Define 

[Cybersecurity 

Requirements for 

BYOD] within the 

organization 

which consider the 

following: 

• Isolation of 

personal 

information from 

the business 

information 

• Restrictions on 

the use of devices 

depending on the 

organization's 

business interest 

• Access to critical 

systems 

Huawei Cloud has formulated 

regulations on mobile device 

management to implement unified 

management of mobile computing 

devices. This document specifies the 

principles, responsibilities, rights 

requirements, and security 

requirements for device management, 

network access requirements, and 

penalties for violations of mobile 

devices. Separate personal information 

from business information and require 

that organizational data and 

information on BYOD do not involve 

Huawei's core information assets. In 

addition, mobile devices can access the 

Huawei Cloud enterprise office 

environment through internal Huawei 

Cloud applications required for work, 

and control the access scope of 

applications based on employees' 

permissions. 

Customers should 

develop mobile 

device security and 

BYOD 

management 

policies. Customers 

should manage and 

restrict the use of 

mobile devices 

based on the work 

roles and privileges 

of the device user. 

2.3.2 Enforce the 

defined 

[Cybersecurity 

Requirements for 

BYOD] within the 

organization. 

Huawei Cloud employees follow 

Huawei Cloud mobile device 

management regulations, fulfill the 

security requirements for mobile 

device use in the specification, 

safeguard the information security of 

company data on mobile office 

terminals, and take responsibility for 

the use of assets. 

Customers should 

follow the defined 

security 

management 

policies for mobile 

devices and BYOD 

to ensure data 

security on mobile 

devices. 

2.3.3 Ensure that the Huawei Cloud has established Customers should 
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organization’s 

information stored 

on the devices are 

encrypted. 

encryption policies and key 

management mechanism to protect 

data on technical devices, and has 

specified the authority and duty 

assignment of personnel, encryption 

levels, and encryption methods. In 

addition, for different levels of data, 

electronic streams or emails containing 

confidential data are restricted from 

being released to applications on the 

mobile BYOD side, and organizational 

data and information on BYOD do not 

involve Huawei's core information 

assets. 

ensure that data 

and information 

assets stored in the 

device are 

encrypted. 

2.3.4 Continuously 

review and 

optimize the 

[Cybersecurity 

Requirements for 

BYOD] within the 

organization. 

Huawei Cloud reviews and updates the 

removable office terminal procedures 

annually. In addition, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure the 

implementation of security governance 

policies, standards, regulations, and 

specific measures in the processes of 

each business domain. 

Customers should 

regularly review 

and optimize 

removable terminal 

and BYOD 

requirements and 

the effectiveness of 

processes. 

 

7.2.4 Acceptable Use Policy 

Define and enforce the acceptable use policy to protect the organization from the risks 

imposed by the inappropriate use of information assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2.4.1 Define 

requirements for 

the [Acceptable 

Use of 

Information 

Assets] which 

consider the 

following: 

• The acceptable 

use of information 

assets (e.g. install 

software or 

hardware only 

after obtaining a 

formalized 

approval from the 

defined roles such 

as relevant IT 

departments) 

Huawei Cloud has developed and 

implemented asset usage regulations, 

including management principles, 

responsibilities of related personnel, 

office computer security requirements, 

office network security requirements, 

office application system security 

requirements, storage media and port 

security requirements, office peripheral 

security requirements, non-HUAWEI 

computer security requirements, and 

related penalties. 

Huawei Cloud formulates and 

implements desktop terminal service 

software standards and open-source 

software lists, and only standard 

operating systems and software 

applications defined in the list can be 

used. The iDesk program on the 

Customers should 

define acceptable 

asset usage rules, 

including but not 

limited to the 

security usage 

regulations of 

office terminals, 

storage media 

security 

requirements, and 

office network 

security usage 

regulations. 
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terminal device has an approved 

applications whitelist, and Huawei 

Cloud internal office software can only 

be downloaded from this platform. 

2.4.2 Ensure that the 

[Acceptable Use 

of Information 

Assets] has been 

implemented by 

the personnel in 

the organization 

(e.g. prohibiting 

installation of 

unwanted software 

and application, 

control access to 

web pages and 

prohibit access to 

malicious sites or 

dangerous 

websites). 

Huawei Cloud has developed and 

implemented asset usage regulations, 

including management principles, 

responsibilities of related personnel, 

office computer security requirements, 

office network security requirements, 

office application system security 

requirements, storage media and port 

security requirements, office peripheral 

security requirements, non-HUAWEI 

computer security requirements, and 

related penalties. 

Customers should 

comply with the 

defined rules for 

acceptable use of 

assets and 

implement security 

management 

measures for assets 

such as office 

terminals, storage 

media, and office 

networks. 

2.4.3 Continuously 

review and 

optimize the 

requirements for 

the [Acceptable 

Use of 

Information 

Assets]. 

Huawei Cloud reviews and updates the 

acceptable use of information assets 

procedures annually. In addition, 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

the implementation of security 

governance policies, standards, 

regulations, and specific measures in 

the processes of each business domain. 

Customers should 

regularly review 

and optimize 

information assets 

requirements and 

the effectiveness of 

processes. 

 

7.2.5 Asset Maintenance 

Maintain information assets and recover them in case of a cybersecurity incident to ensure 

their continued availability and integrity. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2.5.1 Define 

[Requirements for 

Asset 

Maintenance] 

which consider the 

following: 

• Asset 

maintenance 

• Tracking and 

monitoring 

Huawei Cloud has formulated asset 

management procedures, which 

including life cycle management of 

different type of assets, such as VM, 

IP, Domains, Key and CA. For 

hardware assets, Huawei Cloud has 

established regulations and processes 

related to data center O&M 

management, specified device control 

measures, and routine maintenance 

plans. 

Customers should 

define asset 

maintenance 

requirements and 

specify asset 

tracking and 

monitoring and 

asset recovery 

processes. 
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• Recovery plan 

2.5.2 Define and 

implement an 

{Asset 

Maintenance} 

process to 

maintain and 

repair the 

organization's 

information assets 

(including offsite 

assets) and 

keeping a log of 

these activities. 

For hardware assets, Huawei Cloud 

has established regulations and 

processes related to data center O&M 

management, specified specific device 

control measures, and routine 

maintenance plans. In addition, 

Huawei Cloud uses the Cloud Asset 

Management system to monitor the 

inventory and maintenance status of 

Huawei Cloud information assets 

recorded on the asset management 

platform in real time, classify, monitor, 

and manage information assets. 

Customers should 

implement an asset 

maintenance 

process to maintain 

and repair the 

organization's 

information assets. 

2.5.3 As per the 

organization 

defined recovery 

plan, execute the 

asset recovery 

during or after a 

security incident. 

Huawei Cloud has formulated 

comprehensive recovery procedure for 

key businesses supporting the 

continuous operation of cloud services 

according to the requirements of its 

internal business continuity 

management system. The restoration 

strategy takes site, equipment, 

personnel, information systems, third 

party and other aspects into 

consideration to ensure that the 

business can recover to an acceptable 

level within the recovery time 

objective. 

Customers should 

have ability to 

perform quick 

recovery of asset 

after cybersecurity 

incidents. 

2.5.4 Perform remote 

monitoring and 

tracking (e.g. 

using location 

tracking 

technologies) of 

the information 

assets and ensure 

that they are kept 

within the 

organization 

controlled areas. 

Huawei Cloud uses the Cloud Asset 

Management system to monitor the 

inventory and maintenance status of 

Huawei Cloud information assets 

recorded on the asset management 

platform in real time, classify, monitor, 

and manage information assets. 

Huawei Cloud formulates and 

implements office security 

management regulations, which clarify 

the security responsibilities and 

behavior standards for employee to 

ensure that unattended user equipment 

is properly protected. In addition, 

Huawei Cloud formulates and 

implements office computer security 

management regulations, which 

specify that office asset users are 

obligated to ensure the security of the 

assets they use and are responsible for 

the usage status. Employees should 

take office laptops with them or 

properly store them to ensure the 

security of Huawei information stored 

on the laptops. Employees will 

Customers should 

monitor and track 

information assets 

to ensure that they 

are kept in areas 

controlled by the 

organization. 
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promptly report lost or stolen office 

computers. 

2.5.5 Continuously 

review and 

optimize the 

[Requirements for 

Asset 

Maintenance] and 

the {Asset 

Maintenance} 

process. 

Huawei Cloud reviews and updates the 

asset maintenance processes annually. 

In addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

business domain. 

Customers should 

regularly review 

and optimize asset 

maintenance 

requirements and 

the effectiveness of 

processes. 

 

7.2.6 Secure disposal of assets 

Ensure secure disposal of information assets in order to prevent unauthorized disclosure or 

modification of information stored on the disposed assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

2.6.1 Define 

[Requirements for 

Disposal of 

Assets] which 

consider the 

following: 

• Setting rules for 

information asset 

disposal based on 

the classification 

and labelling of 

the information 

asset defined in 

the [Asset 

Inventory] 

Huawei Cloud has formulated asset 

management procedures, which 

specify the classification and grading 

methods of information assets and the 

authorization rules that should be 

followed for various types of assets. In 

addition, Huawei Cloud has 

established information asset 

confidentiality management 

requirements, which specify the 

confidentiality measures that Huawei 

Cloud should take for information 

assets at different levels, and 

standardize the use of assets to ensure 

that the company's assets are properly 

protected and shared, and ensure assets 

are protected at the appropriate level 

according to their importance to the 

organization. Huawei Cloud uses the 

Cloud Asset Management system to 

monitor the inventory and maintenance 

status of Huawei Cloud information 

assets recorded on the asset 

management platform in real time, 

classify, monitor, and manage 

information assets. 

Customers should 

define and develop 

cybersecurity 

requirements for 

information and 

technology asset 

management based 

on different levels 

of asset 

classification to 

ensure the 

appropriate level of 

asset protection. 

2.6.2 Define and 

implement an 

{Asset Disposal} 

process to handle 

the disposal of the 

For storage media assets that store 

Huawei information, Huawei Cloud 

has formulated and implemented 

relevant media management 

regulations, in which the media are 

Customers should 

define and 

implement asset 

disposal processes 

to handle the 
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information assets 

based on the 

[Requirements for 

Disposal of 

Assets]. Use 

appropriate 

techniques (e.g. 

secure erase, 

drilling, 

shredding) when 

they are no longer 

required (or when 

they are reused) in 

order to prevent 

unauthorized 

disclosure or 

modification of 

information stored 

on the assets. 

cleared and scrapped according to the 

classification. Huawei Cloud achieves 

data cleaning, disk demagnetization 

through a variety of ways, and records 

the destruction operation. Dedicated 

personnel manage devices that contain 

storage media on Huawei Cloud. After 

the devices are used, dedicated 

personnel format the devices. When a 

storage media that stores HUAWEI's 

confidential information is scrapped, 

dedicated personnel must ensure that 

the information stored on the media is 

erased and cannot be recovered. The 

disposal methods include degaussing, 

physical destruction, or low-level 

formatting. 

disposition of 

information assets 

to prevent 

unauthorized 

disclosure or 

modification. 

2.6.3 Continuously 

review and 

optimize the 

[Requirements for 

Disposal of 

Assets] and the 

{Asset Disposal} 

process. 

Huawei Cloud reviews and updates 

asset disposal processes annually. In 

addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

business domain. 

Customers should 

regularly review 

and optimize asset 

disposal 

requirements and 

the effectiveness of 

processes. 

 

7.3 Cybersecurity Risk Management 

"Cybersecurity Risk Management" requires customers to manage cybersecurity risks in a 

systematic manner and protect the organization's information assets in accordance with 

organizational policies, procedures, and relevant laws and regulations. The control 

requirements and practices of Huawei Cloud are as follows: 

7.3.1 Cybersecurity Risk Assessment 

Establish and implement an appropriate cybersecurity risk assessment approach to identify, 

analyze, and evaluate the risks to protect the information assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

3.1.1 Define 

[Requirements for 

Cybersecurity 

Risk Assessment] 

which consider the 

Huawei Cloud has established a 

cybersecurity risk management 

specification, which specifies the key 

processes that should be followed in 

risk management, the scope of risk 

Customers should 

establish 

cybersecurity risk 

management 

methods and 
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following: 

• Purpose and 

scope of the risk 

assessment in the 

organization 

• The frequency 

and circumstance 

when risk 

assessment should 

be conducted in 

the organization 

• Ensuring that the 

[Requirements for 

Cybersecurity 

Risk Assessment] 

cover the risks to 

the information 

assets and services 

of the 

organization, 

individuals, other 

organizations, and 

the countries 

associated with 

the organization's 

information 

systems 

management, the departments 

responsible for risk management, and 

the standards that should be followed 

in risk management, identify risks 

from multiple dimensions. Determine 

the possibility of risks based on the 

completeness of security policies, 

security technologies, security audits, 

and periodically assess information 

security risks are required. Huawei 

Cloud business teams conduct 

information security risk assessment 

based on the requirements. 

procedures 

consistent with 

their organizational 

strategies based on 

the confidentiality, 

integrity, and 

availability of 

assets. 

3.1.2 Define and 

implement a {Risk 

Assessment} 

process consisting 

of: 

• Risk 

identification: 

Identify and 

document internal 

and external risks 

based on the 

information assets 

of the organization 

[Asset Discovery]. 

Maintain the 

identified risks in 

a [Risk Register] 

• Risk analysis: 

Analyze and 

document the 

identified risks in 

terms of 

probability and 

impact 

• Risk evaluation: 

Huawei Cloud service teams regularly 

conducts cybersecurity risk 

assessments as required. Huawei Cloud 

Computing Security & Privacy Office 

regularly organizes expert group 

meetings on cybersecurity assessments 

and major incident retrospectives, to 

identify relevant cybersecurity risks 

and conduct regular follow-up 

procedures for risk disposal. These 

reviews are used to ensure compliance 

with the company's risk management 

requirements. The top management 

approve the risk assessment report 

after which is assessed. The process of 

risk assessment is as follows： 

⚫ Risk management personnel 

identify inherent risks in each 

business area and assess risks based 

on threats and vulnerabilities faced 

by Huawei Cloud. 

⚫ Based on the inherent risk list, 

combined with the existing risk 

control measures, form the residual 

risk list and input the risks into the 

risk management platform in a 

Customers should 

follow a 

cybersecurity risk 

assessment process 

to identify internal 

and external risks 

based on the 

information assets 

of the organization, 

record the 

identified risks in a 

risk register, and 

analyze the risks 

based on their 

probability of 

occurrence and 

level of impact. In 

addition, prioritize 

and document risks 

that should be 

treated or accepted 

based on the 

organization's risk 

appetite, and report 

key risks and 

remediation plans 
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Identify, prioritize, 

and document 

which risk should 

be treated or 

accepted based on 

the organization’s 

risk appetite. Risk 

evaluation 

outcomes must be 

officially 

approved by the 

top management 

• Upon request, 

report the top 

cybersecurity risks 

within the [Risk 

Register] along 

with the 

remediation plans 

to the CST 

timely manner, including the risk 

description, the area, the risk level, 

and the source of the risk 

⚫ Huawei Cloud identify threats and 

vulnerabilities based on business 

processes and asset management, 

formally record the assessment and 

develop a risk treatment plan, and 

monitor the implementation of the 

risk treatment plan. 

In order to cooperate with customers to 

report major cybersecurity risks and 

remediation plans to CST, Huawei 

Cloud will comply with the 

requirements specified in the 

agreement signed with the customer. 

Huawei Cloud will assign dedicated 

personnel to actively cooperate with 

the customer needs. 

with CST. 

3.1.3 Integrate the 

{Risk 

Assessment} 

process into the 

LSP risk 

management and 

apply it at least for 

the following 

events: 

• In the early 

stages of major 

technical projects 

or major changes 

to the organization 

or technical 

architecture 

• Before launching 

new products and 

services to the 

market 

Assess information security risks at the 

early stage of the project and 

periodically review information 

security impacts throughout the project 

delivery process. In addition, Huawei 

Cloud has formulated change 

management regulations and change 

processes. Changes must be reviewed 

in multiple phases to ensure that the 

operation and security of the 

organization are not adversely affected. 

Customers should 

ensure that in the 

early stages of 

technology 

projects, before 

making major 

changes to 

technology 

infrastructure, 

during the planning 

phase of obtaining 

third party services 

and before going 

live for new 

technology services 

and products, the 

cybersecurity risk 

assessment 

procedures must be 

implemented, to 

ensure the 

continuous 

operation of 

organizational 

information 

security. 

3.1.4 Automate the risk 

assessment 

activities through 

the use of 

dedicated tools 

(e.g. GRC tool). 

Huawei Cloud uses the Compss 

automated compliance assessment and 

security governance platform to form 

automated compliance strategies based 

on security requirements of multiple 

countries and regions around the 

world. Huawei Cloud automatically 

Customers should 

use dedicated tools 

to automate risk 

assessment 

activities. 
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scans multiple services on the cloud to 

implement risk assessment activities, 

and uses the risk management platform 

to automatically track and monitor 

risks. 

3.1.5 Continuously 

review and 

optimize the 

[Requirements for 

Cybersecurity 

Risk Assessment]. 

Huawei Cloud reviews and updates the 

established cybersecurity risk 

assessment requirements annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cybersecurity 

risk management 

requirements 

periodically. 

 

7.3.2 Cybersecurity Risk Treatment & Monitoring 

Establish and implement an appropriate cybersecurity risk treatment and monitoring approach 

to manage the identified risks and monitor the treatment plans. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

3.2.1 Define 

[Requirements for 

Cybersecurity 

Risk Treatment 

and Monitoring] 

which consider the 

following: 

• The risk 

treatment plan 

• The risk 

monitoring plan 

Huawei Cloud has developed an 

information security risk assessment 

method to identify threats and 

vulnerabilities based on business 

processes and asset management, 

formally record the assessment and 

develop a risk treatment plan, and 

monitor the implementation of the risk 

treatment plan. 

Customers should 

define a cyber risk 

treatment and 

monitoring plan to 

dispose and 

monitor the 

identified risks. 

3.2.2 Define and 

implement a {Risk 

Treatment} 

process describing 

how assessed risks 

are treated 

resulting in a 

[Risk Treatment 

Plan]. 

Huawei Cloud service teams regularly 

conduct cybersecurity risk assessments 

as required, and identify threats and 

vulnerabilities based on business 

processes and asset management, 

formally record the assessment and 

develop a risk treatment plan. In 

addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

organizes expert group meetings on 

cybersecurity assessments and major 

incident retrospectives, to identify 

relevant cybersecurity risks and 

conduct regular follow-up procedures 

for risk disposal. These reviews are 

Customers define 

and implement risk 

treatment process, 

identify possible 

cybersecurity risks, 

and develop risk 

treatment plans. 
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used to ensure compliance with the 

company's risk management 

requirements. 

3.2.3 Define and 

implement a {Risk 

Monitoring} 

process consisting 

of the defined risk 

monitoring plan, 

the monitoring of 

the 

implementation of 

the risk treatment 

plan periodically, 

the residual risks 

after, and the 

status of the 

accepted risks. 

Huawei Cloud Computing Security & 

Privacy Office regularly organizes 

expert group meetings on 

cybersecurity assessments and major 

incident retrospectives, to identify 

relevant cybersecurity risks and 

conduct regular follow-up procedures 

for risk disposal. In addition, to ensure 

the effectiveness of risk control and 

continuous improvement, Huawei 

Cloud needs to regularly monitor risk 

metrics to control invalid risks, and 

incorporate them into risk management 

for continuous handling. 

Customers should 

define and 

implement a risk 

monitoring process 

consisting of the 

defined risk 

monitoring plan, 

monitoring of the 

implementation of 

the risk treatment 

plan periodically, 

the residual risks 

after, and the status 

of the accepted 

risks. 

3.2.4 Automate the risk 

treatment and 

monitoring 

activities through 

the use of 

dedicated tools 

(e.g. GRC tool). 

Huawei Cloud uses the Compss 

automated compliance assessment and 

security governance platform to form 

automated compliance strategies based 

on security requirements of multiple 

countries and regions around the 

world. Huawei Cloud automatically 

scans multiple services on the cloud to 

implement risk assessment activities, 

and uses the risk management platform 

to automatically track and monitor 

risks. 

Customers should 

use dedicated tools 

to automate risk 

disposition and 

monitoring 

activities. 

3.2.5 Continuously 

review and 

optimize the 

[Requirements for 

Cybersecurity 

Risk Treatment 

and Monitoring]. 

Huawei Cloud reviews and updates the 

established cybersecurity risk 

assessment requirements annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cybersecurity 

risk management 

requirements 

periodically. 

 

7.4 Logical Security 

"Logical Security" requires customers to formulate policies and procedures for cybersecurity 

operations and security management, including change management, identity and access 

management, vulnerability and patch management, password management, backup and 

recovery, and cybersecurity incident management. The relevant control requirements and 

practices of Huawei Cloud are as follows: 
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7.4.1 Cryptography 

Ensure effective and adequate use of cryptography to provide confidentiality, integrity, 

authentication and non-repudiation of information in transit, at rest and in use. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.1.1 Define 

[Requirements for 

Cryptography] 

which consider the 

following: 

• Defining basic 

cryptographic 

protocols and 

techniques (e.g. 

AES 256, RSA 

2048, and PKI) 

together with 

relevant 

restrictions (e.g. 

self-signed 

certificates, MD-

5) 

• Conditions under 

which approved 

cryptographic 

protocols should 

be applied (data in 

transit, at rest, in 

use) together with 

the required level 

of protection 

Huawei Cloud formulates and 

implements cryptographic algorithm 

application specifications. This 

document describes how to select 

secure encryption algorithms and the 

rules for using secure encryption 

algorithms. It also provides guidance 

on the correct use of cryptographic 

algorithms with application examples. 

Huawei Cloud uses the AES 

encryption method widely used in the 

industry to encrypt data on the 

platform, and uses the high-version 

TLS encryption protocol to secure data 

during the transmission processes, 

ensuring data confidentiality in 

different states. Digital signatures and 

timestamps prevent requests from 

being tampered with and protect 

against replay attacks. 

Customers should 

establish 

cryptography 

management 

procedures and 

ensure the proper 

and effective use of 

cryptographic 

technology to 

protect the 

confidentiality, 

authenticity and 

integrity of 

information. 

4.1.2 Create a list of 

[Cryptographic 

Solutions] (e.g. 

products, 

algorithms and 

protocols) in 

accordance to 

relevant 

restrictions (e.g. 

legal, technical, 

national) and 

make sure it is 

approved by the 

responsible roles. 

Huawei Cloud implements the 

cryptographic algorithm application 

specification maintained by Huawei 

Cyber Security Competence Center, 

which contains the standardized 

information list of common 

cryptographic algorithms and 

solutions. This list has been referenced 

to widely used standards and best 

practices in the industry to guide 

products to correctly select and use 

cryptographic algorithms. 

Customers should 

consider using 

industry-accepted 

encryption 

algorithms and key 

management 

mechanisms when 

using encryption to 

protect data. 

4.1.3 Use the 

[Cryptographic 

Solutions] based 

on the identified 

circumstances, in 

Huawei Cloud has established 

encryption policies and key 

management procedures to protect data 

on technical devices, and specifies the 

encryption levels and encryption 

Customers should 

define a policy for 

the use of 

cryptographic, 

considering the 
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order to protect 

information 

throughout its 

complete life 

cycle (in transit, at 

rest, in use) 

according to its 

classification 

[Requirements for 

Information 

Protection]. 

methods. Huawei Cloud uses the 

industry's widely used AES strong 

encryption method to encrypt data on 

the platform. In the scenario where 

data is transmitted between customers 

and servers and between servers of the 

Huawei Cloud via common 

information channels, data in transit is 

protected as follows: 

1. Virtual private network (VPN): 

VPN is used to establish a secure 

encrypted communication channel that 

complies with industry standards 

between a remote network and a tenant 

VPC. Currently, Huawei Cloud uses 

IPsec VPN together with Internet Key 

Exchange (IKE) to encrypt the data 

transport channel and ensure transport 

security. 

2. Application layer TLS and 

certificate management: Huawei Cloud 

supports data transmission in REST 

and Highway modes. Both REST and 

Highway modes support TLS 1.2 for 

data in transit encryption and X. 509 

certificate-based identity 

authentication of destination websites. 

In addition, the infrastructure storage 

and database provided by Huawei 

Cloud have data backup strategies. The 

backup data copies and data use the 

same data security measures. For 

example, EVS provides secure 

encryption algorithms (AES-256) and 

functions, OBS provides server-side 

encryption and anti-leeching functions, 

and RDS provides storage encryption 

mechanisms. By integrating with the 

data encryption service, backup data 

can be encrypted and stored 

conveniently and quickly, ensuring 

security of the backup data. 

type, strength and 

quality of 

encryption 

algorithms for in-

transit and static 

data, based on the 

level of 

classification of 

data and 

information. 

Customers can 

encrypt data 

through Huawei 

Cloud's data 

storage and 

encryption service. 

Huawei Cloud 

encapsulates 

complex data 

encryption and 

decryption, and key 

management logic, 

which makes the 

operation of 

customer's data 

encryption easy. 

Currently, services 

including Elastic 

Volume Service 

(EVS), Object 

Storage Service 

(OBS), Image 

Management 

Service (IMS) and 

Relational 

Database Service 

provide data 

encryption or 

server side 

encryption 

functions and 

encrypt data using 

high-strength 

algorithms. 

For data in 

transmission, when 

customers provide 

Web site services 

through the 

Internet, they can 

use certificate 

management 

services provided 

by the Huawei 
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Cloud United 

Global Well-

known Certificate 

Service Provider. 

By applying for 

and configuring 

certificates for Web 

sites, the trusted 

identity 

authentication of 

Web sites and 

secure transmission 

based on 

encryption 

protocols are 

realized. Customers 

can also purchase 

certificates on 

third-party 

platforms. 

4.1.4 Define and 

implement a {Life 

Cycle 

Management of 

Cryptographic 

Keys} process for 

handling the 

generation, 

protection, 

archiving, 

recovery, and 

destruction of 

cryptographic 

keys. 

Huawei Cloud has formulated and 

implemented key management security 

specifications to manage security in 

each phase of the key lifecycle, and 

specifies security management 

requirements for key generation, 

transmission, use, storage, update, 

backup and recovery, and destruction. 

Customers shall 

establish a key 

management 

mechanism to 

handle the 

generation, 

protection, 

archiving, recovery 

and destruction of 

encryption keys to 

ensure the 

confidentiality and 

integrity of the 

data. 

The server-side 

encryption function 

integrates Key 

Management 

Service (KMS) of 

Huawei Cloud Data 

Encryption 

Workshop (DEW), 

which provides 

full-lifecycle key 

management. 

Without 

authorization, 

others cannot 

obtain keys to 

decrypt data, which 

supports data 

security on the 

cloud. DEW adopts 

the layered key 
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management 

mechanism. 

Hardware security 

module (HSM) 

creates and 

manages keys for 

customers, which is 

FIPS 140-2 (Level 

2 and Level 3) 

certified to help 

user to meet the 

requirements of 

data security 

compliance. Even 

Huawei O&M 

personnel cannot 

obtain the root key. 

DEW also allows 

customers to 

import their own 

keys as master keys 

for unified 

management, 

facilitating 

seamless 

integration with 

customers' 

services. At the 

same time, Huawei 

Cloud adopts a 

mechanism for 

online redundant 

storage of user 

master keys, 

multiple physical 

offline backups of 

root keys and 

regular backups to 

ensure the 

durability of the 

keys. 

4.1.5 Continuously 

review and 

optimize the 

[Requirements for 

Cryptography] 

and the list of 

approved 

cryptographic 

solutions as well 

as the 

effectiveness of 

the implemented 

cryptographic 

Huawei Cloud reviews and updates the 

established cryptographic algorithm 

application standards and key 

management security procedures 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cybersecurity 

requirements for 

cryptography as 

well as the 

effectiveness of the 

implemented 

cryptographic 

solutions 

periodically. 
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solutions. 

 

7.4.2 Change Management 

Manage the changes to the information assets to prevent unauthorized and accidental 

modifications. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.2.1 Define 

[Requirements for 

Change 

Management] 

which consider the 

following: 

• Identifying, 

classifying, and 

prioritizing 

changes to the 

information assets 

that effect 

cybersecurity 

Huawei Cloud has developed the 

change management regulations and 

procedures, which define different 

change management processes for 

different change types, including 

change application, review, and 

implementation. Each change must be 

reviewed in multiple phases, and 

changes are classified based on factors 

such as change urgency. 

Customers shall 

establish a change 

management 

procedure to 

identify, classify, 

and prioritize 

changes based on 

the importance of 

information assets. 

4.2.2 Define and 

implement the 

{Change 

Management} 

process to 

authorize 

cybersecurity 

relevant changes 

(e.g. applied 

patches, 

configuration 

changes as part of 

remediation, 

upgrading or 

introduction of 

new equipment). 

Changes to environments include but 

are not limited to data center 

equipment, networks, system hardware 

and software, and applications, 

whether those are changes in the 

equipment used, architectural changes, 

and system software updates, or 

changes in configuration. All changes 

must be performed in anorganized and 

priority-driven fashion. Before 

submitting a change request, the 

change must undergo a testing process 

that includes production-like 

environment testing, pilot release, 

and/or blue/green deployment. This 

ensures that the change committee 

clearly understands the change 

activities involved, duration, failure 

rollback procedure, and all potential 

impacts. 

Customers should 

implement the 

change 

management 

process to 

authorize 

cybersecurity 

relevant changes 

4.2.3 Plan and test the 

identified changes. 

Assess the 

potential impact 

[Cybersecurity 

Risk Assessment] 

of the changes on 

cybersecurity, 

After all change requests are 

generated, they are submitted to the 

Huawei Cloud Change Committee by 

the change manager team with change 

classification assigned. After the 

committee has reviewed and approved 

the requests, the planned changes can 

be implemented on the production 

Customers should 

plan and test the 

identified changes. 

Assess the potential 

impact of the 

changes on 

cybersecurity, and 

obtain approval 
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communicate the 

changes, and 

obtain approval 

from the defined 

authorized roles 

(personnel/commit

tee). 

network. Before submitting a change 

request, the change must undergo a 

testing process that includes 

production-like environment testing, 

pilot release, and/or blue/green 

deployment. This ensures that the 

change committee clearly understands 

the change activities involved, 

duration, failure rollback procedure, 

and all potential impacts. 

from the defined 

authorized roles. 

4.2.4 Enhance and 

implement the 

[Requirements for 

Change 

Management] to 

consider the 

procedure for 

emergency 

changes. 

Huawei Cloud has developed a 

standard emergency change 

management process. If an emergency 

change affects users, they will 

communicate with users in advance by 

means of announcements, emails, 

telephone calls, and meetings within 

the specified time limit. If an 

emergency change does not meet the 

specified notification time limit, the 

change will be escalated to Huawei 

Cloud senior management and will be 

notified to users in a timely manner 

after the change is implemented. 

Customers should 

consider the 

procedure for 

emergency 

changes. 

4.2.5 Continuously 

review and 

optimize the 

[Requirements for 

Change 

Management] as 

well as the 

controls used in 

the {Change 

Management} 

process. 

Huawei Cloud reviews and updates the 

regulations and procedures related to 

change management annually. In 

addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

business domain. 

Customers should 

continuously 

review and 

optimize the 

change 

management 

procedures as well 

as the controls used 

periodically. 

 

7.4.3 Vulnerability management 

Identify the vulnerabilities of the information assets to prioritize and recommend the 

remediation action. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.3.1 Define 

[Requirements for 

Vulnerability 

Management] 

which consider the 

following: 

• Scope, tools and 

Huawei Cloud has established a 

security vulnerability management 

process, assigned vulnerability 

administrators and security roles to be 

responsible for vulnerability 

assessment, and required regular apply 

security patches to reduce vulnerability 

risks. And specifies the requirements 

Customers should 

establish effective 

vulnerability 

management 

mechanisms and 

conduct 

vulnerability 

identification and 
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technology, 

reporting 

• The frequency of 

scans 

• Timeframes for 

remediating the 

vulnerabilities 

(based on the 

criticality) 

of vulnerabilities classification, 

responsibilities allocation, and 

vulnerability handling. Additionally, 

Huawei Cloud has established a 

dedicated vulnerability response team 

to timely evaluate and analyze the 

causes and threats of vulnerabilities 

and to formulate remedial measures, to 

evaluate the feasibility and 

effectiveness of remedial measures. 

risk assessment for 

all technology 

assets. 

4.3.2 Define and implement a {Vulnerability Management} process consisting of: 

• Scanning: 

Conduct 

vulnerability scans 

on information 

assets [Asset 

Inventory] using 

relevant tools 

according to the 

frequency defined 

in the 

requirements for 

vulnerability 

management (e.g. 

monthly for 

critical systems) 

Huawei Cloud has established a 

periodic vulnerability scanning 

mechanism, and implements monthly 

vulnerability scanning for products 

within the scope of the report, and the 

vulnerability scanning team is 

responsible for tracking and processing 

the scanning results. Huawei Cloud 

will organize internal and external 

qualified third parties to scan all 

Huawei Cloud systems, applications 

and networks for vulnerabilities every 

quarter. 

Customers conduct 

vulnerability scans 

of their information 

systems at 

organization-

defined frequencies 

based on the 

vulnerability 

scanning process. 

Huawei Cloud will 

immediately 

analyze and update 

rules for common 

CVE 

vulnerabilities and 

provide quick and 

professional CVE 

vulnerability 

scanning. 

At the same time, 

customers can use 

Huawei Cloud Host 

Security Service 

(HSS) to detect 

vulnerabilities in 

the Windows and 

Linux operating 

systems and 

software such as 

SSH, OpenSSL, 

Apache, and 

MySQL, and 

provides fixing 

suggestions. In 

addition, Huawei 

Cloud can provide 

customers with a 

container security 

service (CGS – 

Container Guard 

Service) that can 

scan vulnerabilities 
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and configuration 

information in 

images, helping 

enterprises resolve 

container 

environment 

problems that 

cannot be detected 

by traditional 

security software. 

• Analyzing: 

Analyze the 

impact that the 

vulnerability has 

on the critical 

information assets 

and assign a 

criticality to it. 

Define and assign 

timeframes 

(depending on the 

criticality) within 

which the 

vulnerabilities 

have to be 

remediated 

Huawei Cloud has set up an end-to-end 

vulnerability response work order 

system covering every step of the 

process, and automatically assigns 

priority ratings based on criticality and 

maps with vulnerability resolution 

SLAs. In the case of a major 

vulnerability, the security O&M team 

uses in-house tools to scan Huawei 

Cloud network, maps out the scope of 

affected services, systems and 

components within minutes. In 

addition, the security O&M team takes 

necessary vulnerability mitigation 

measures based on the live network 

situation, for example, restricting port 

access and implementing WAF 

vulnerability rules to protect or isolate 

affected services, reducing the risk of 

vulnerability exploitation. Canary 

deployment or blue-green deployment 

is used when vulnerabilities are fixed 

through a patch or version to minimize 

the impact on tenant services. In 

addition, Huawei Cloud continuously 

updates operating system and container 

images, and rectifies system 

vulnerabilities by rolling upgrade of 

the images and containers. This does 

not affect tenant services. 

Customers should 

define and assign 

timeframes based 

on the importance 

of the vulnerability 

and complete the 

vulnerability 

remediation within 

the defined 

response time. 

• Reporting: 

Report 

vulnerabilities 

[Vulnerabilities 

Report] along with 

criticality of the 

assets to the 

respective 

departments and 

define the 

recommended 

action. [Patch 

Management] 

The Huawei Cloud vulnerability 

remediation team summarizes and 

analyzes the fixes of vulnerabilities 

found on the platform every month, 

records the review results in the 

Huawei Cloud monthly cyber security 

report, and reports the results to 

relevant departments and determines 

rectification actions. For vulnerabilities 

that may affect customer service, 

Huawei Cloud will disclose the 

vulnerabilities to customers by 

releasing announcement, including 

vulnerability details, vulnerability 

Customers should 

report the results of 

the vulnerability 

scan to the relevant 

departments to 

determine the 

recommended 

solution for 

remediation. 
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principle analysis, vulnerability impact 

scope, vulnerability prevention 

measures, and vulnerability resolution 

methods. 

4.3.3 Perform 

vulnerability scans 

triggered by 

distinct events 

(e.g. product 

release, major 

technical change, 

new equipment 

added to 

networks). 

Huawei Cloud will conduct 

vulnerability scanning activities upon 

product launches, major technology 

changes, and new devices are added to 

the network. In addition, Huawei 

Cloud internal and external security 

teams perform vulnerability scanning 

only after they pass the regular change 

review and need to inform the test 

tools, target systems, and purposes. 

Huawei Cloud will organize internal 

and external qualified third parties to 

scan all Huawei Cloud systems, 

applications and networks for 

vulnerabilities every quarter. 

Customers should 

perform 

vulnerability 

scanning in 

different scenarios 

such as product 

releases, major 

technology 

changes, or new 

devices added to 

the network. 

4.3.4 Use specialized 

and automated 

vulnerability 

scanning tools 

(e.g. dedicated 

tools for 

webservers, 

mobile apps). 

Open source and third-party 

vulnerability scanning tools of Huawei 

Cloud must be obtained from formal 

channels. Commercial tools must be 

authorized. 

Customers should 

use specialized and 

automated 

vulnerability 

scanning tools. 

Huawei Cloud will 

immediately 

analyze and update 

rules for common 

CVE 

vulnerabilities and 

provide quick and 

professional CVE 

vulnerability 

scanning. 

4.3.5 Enhance 

vulnerability 

classification and 

reporting based on 

inputs from other 

sources (e.g. 

penetration 

testing, threat 

intelligence). 

Huawei Cloud has set up an end-to-end 

vulnerability response work order 

system, which automatically receives 

vulnerability submissions from a 

variety collection sources, such as 

PSIRT, online scanning tools and 

automatically assigns priority ratings 

based on criticality and maps with 

vulnerability resolution SLAs. A 

corporate-level vulnerability database 

covering all Huawei products, services 

and solutions, Huawei Cloud included, 

has been created to ensure the effective 

logging, tracking, resolution and 

closure of each and every 

vulnerability. 

Customers can 

enhance 

vulnerability 

classification and 

reporting based on 

inputs from other 

sources. 

4.3.6 Continuously 

review and 

Huawei Cloud reviews and updates the 

established vulnerability management 

Customers should 

review and update 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

7 How Huawei Cloud Meet Requirements of 

Cybersecurity Regulatory Framework 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 163 

 

optimize the 

[Requirements for 

Vulnerability 

Management] as 

well as the 

{Vulnerability 

Management} 

process. 

standards and procedures annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

the cybersecurity 

requirements for 

vulnerability 

management 

periodically based 

on the frequency of 

the plan. 

 

7.4.4 Patch management 

Ensure security patches are applied to the information assets in an appropriate timeframe to 

fix known issues and enhance their resilience. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.4.1 Define 

[Requirements for 

Patch 

Management] 

which consider the 

following: 

• Scope of the 

patch management 

• Tools and 

techniques and 

patch management 

triggers 

• Patch testing 

environment 

• The frequency 

(incorporating 

regular patching) 

Huawei Cloud has established a 

security patch management process to 

ensure that security patches are 

installed within the time limit specified 

in IT security standards. At the same 

time, Huawei Cloud has formatted a 

vulnerability management mechanism 

to ensure timely emergency response 

to security vulnerabilities of cloud 

platforms and cloud services.  

Continuously optimize the default 

security configurations of cloud 

platforms and products, apply patches 

within the specified period and front-

load security patching to the 

development phase and simplify 

security patch deployment. A 

dedicated tool and platform are 

available for patch installation. Before 

the upgrade, verify the patch in the test 

environment or production-like 

environment, then upgrade the 

production environment, and perform 

canary deployment in the production 

environment in batches. 

Customers should 

define patch 

management 

security 

requirements to 

ensure that security 

patches are applied 

to information 

assets in a timely 

manner to fix 

discovered 

vulnerabilities. 

4.4.2 Define and 

implement a 

{Patch 

Management} 

process that 

develops a 

[Remediation 

Plan] considering 

the following 

Huawei Cloud uses dedicated tools and 

platforms to release and upgrade 

patches for different components based 

on vulnerabilities and risks identified 

in security activities such as 

vulnerability scanning and risk 

assessment. Before releasing cloud 

service products, the cloud service 

team needs to perform virus scanning 

Customers should 

establish an 

effective patch and 

vulnerability 

management 

mechanism, 

conduct 

vulnerability 

identification and 
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aspects: 

• [Vulnerabilities 

Report] 

• [Cybersecurity 

Risk Assessment] 

• Testing the 

patches before 

deploying in 

production and 

creating necessary 

backups based on 

the risk 

assessment results 

• [Change 

Management] 

• Regular patch 

releases 

and integrity check on service release 

packages (including patch packages). 

Huawei Cloud implements 

vulnerability management based on its 

vulnerability management system, so 

that self-developed vulnerabilities and 

third-party vulnerabilities of 

infrastructure, platforms, application 

systems, cloud services, and O&M 

tools can be responded to and fixed 

within the SLA time. 

For vulnerabilities that need to be fixed 

using versions or patches, use canary 

deployment or blue-green deployment 

to minimize the impact on user 

services. Huawei Cloud periodically 

releases standard patch versions for 

different components. Each cloud 

service and cloud platform must 

complete adaptation within a specified 

period. For example, the OS patch 

version baseline is released once a 

year. 

risk assessment for 

all technology 

assets, test critical 

patches, and 

develop a patch 

update period and 

patch remediation 

workflow. 

Huawei Cloud 

Image 

Management 

Service (IMS) 

provides simple 

and convenient 

self-service 

management 

functions for 

images. Customers 

can manage their 

images through the 

IMS API or the 

management 

console. Huawei 

Cloud staff 

periodically update 

and maintain public 

images, including 

applying security 

patches on them as 

required. The staff 

also provide 

security-related 

information for 

users to refer in 

deployment testing, 

troubleshooting, 

and other O&M 

activities. 

4.4.3 Ensure that the 

installed patches 

are successful and 

that the detected 

vulnerabilities 

have been 

remediated. 

The Huawei Cloud service team should 

ensure that the required vulnerability 

patches are provided before acceptance 

according to the security vulnerability 

acceptance criteria. The security 

operation and maintenance team 

completes the acceptance of security 

vulnerabilities based on security 

acceptance standards. 

Customers should 

ensure that the 

installed patches 

are successful and 

that the detected 

vulnerabilities have 

been remediated. 

4.4.4 Enhance and 

implement the 

[Requirements for 

Patch 

Management] to 

include emergency 

Huawei Cloud formulates and 

implements the patch version baseline 

management requirements, which 

specify that for major security 

vulnerabilities, the O&M team will 

release an emergency patch version or 

Customers should 

ensure the 

requirements for 

patch management 

to include 

emergency patch 
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patch activities for 

highly critical 

vulnerabilities. 

patch. Each cloud platform and cloud 

service team should fix the patch 

within the specified time range based 

on Huawei Cloud vulnerability 

management regulations. 

activities for highly 

critical 

vulnerabilities. 

4.4.5 Apply patch 

packages (or 

software updates) 

on a regular basis 

for all the 

information assets. 

Huawei Cloud has established a 

security vulnerability management 

process, assigned vulnerability 

administrators and security roles to be 

responsible for vulnerability 

assessment, and required regular apply 

security patches to reduce vulnerability 

risks. 

Customers should 

apply patch 

packages on a 

regular basis for all 

the information 

assets. 

4.4.6 Automate and 

enforce patch 

management 

wherever possible 

(e.g. end user 

devices). 

Huawei Cloud uses dedicated tools and 

platforms to release and upgrade 

patches for different system 

components and supports automatic 

patch deployment. In addition, Huawei 

Cloud assesses different types of 

patches and determines which 

scenarios can automatically deploy 

patches and which scenarios require 

manual deployment by professionals to 

minimize the negative impact of 

patches on system security and 

availability. 

Customers could 

use automated 

patch management 

tool. 

4.4.7 Enhance the 

[Remediation 

Plan] and execute 

it based on threat 

intelligence, 

[Penetration 

Testing], and 

other sources. 

Huawei Cloud has set up an end-to-end 

vulnerability response work order 

system, which automatically receives 

vulnerability submissions from a 

variety collection sources, such as 

PSIRT, online scanning tools and 

automatically assigns priority ratings 

based on criticality and maps with 

vulnerability resolution SLAs. A 

corporate-level vulnerability database 

covering all Huawei products, services 

and solutions, Huawei Cloud included, 

has been created to ensure the effective 

logging, tracking, resolution and 

closure of each and every 

vulnerability. 

Customers should 

develop a 

vulnerability 

remediation plan 

based on 

cybersecurity 

resources such as 

penetration testing 

and threat 

intelligence as 

inputs. 

4.4.8 Continuously 

review and 

optimize the 

[Requirements for 

Patch 

Management] as 

well as the {Patch 

Management} 

process. 

Huawei Cloud reviews and updates the 

established patch management 

regulations and procedures annually. In 

addition, Huawei Cloud Computing 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

Customers should 

review and 

optimize the 

requirements for 

patch management 

as well as the patch 

management 

process. 
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business domain. 

 

7.4.5 Network Security 

Protect the networks operated by the organization from malicious activities and ensure the 

networks resilience against cyber threats. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4.5.1 Define 

[Requirements for 

Network Security] 

which consider the 

following: 

• Managing and 

controlling the 

security of the 

networks operated 

by the 

organization and 

the information 

assets connected 

to it 

• Segregation of 

networks 

• Security 

requirements to 

protect the 

network services 

and the 

information 

transferred 

through it 

Huawei Cloud follows the network 

security management regulations 

established by Huawei, which specify 

relevant control requirements such as 

network isolation, network access 

security and network security defense, 

so as to ensure that organizations are 

protected from network security risks 

caused by malicious network intrusion. 

Huawei Cloud always takes into full 

consideration a wide variety of 

network security aspects ranging from 

network architecture design to device 

selection and configuration as well as 

O&M. As a result, Huawei Cloud has 

adopted a set of network security 

mechanisms to enforce stringent 

controls and ensure cloud security. 

Some key examples of these network 

security mechanisms are multi-layered 

security isolation, access control, and 

perimeter protection for physical and 

virtual networks. 

In addition, Huawei Cloud provides 

multi-layer protection measures. For 

example, access control and border 

protection technologies are used to 

implement coordinated protection 

against external attacks and strictly 

implement corresponding management 

and control measures to ensure Huawei 

Cloud security. 

Customers should 

establish formal 

systems and 

network 

management 

procedures to 

ensure that the 

organization's 

network is 

protected from 

security risks. 

4.5.2 Document the 

[Network Plan] 

which clearly 

reflects the actual 

state of the 

network (e.g. all 

connections into 

the networks, 

network devices, 

Huawei Cloud maintains the latest 

network topology. Huawei Cloud 

always takes into full consideration a 

wide variety of network security 

aspects ranging from network 

architecture design to device selection 

and configuration as well as O&M，
and network security mechanisms are 

multi-layered security isolation, access 

control, and perimeter protection for 

Customers should 

record the actual 

state of the network 

topology. 
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critical servers). physical and virtual networks. 

In addition, Huawei Cloud strictly 

implement corresponding management 

and control measures to ensure Huawei 

Cloud security. 

4.5.3 Ensure that the 

incoming and 

outgoing traffic is 

controlled (e.g. 

preventing 

malicious traffic, 

monitoring the 

traffic loads of 

switching 

facilities, 

controlling 

unwanted 

communication 

such as email, 

SMS) based on 

the [Requirements 

for Network 

Security]. 

Huawei in-house-developed enterprise-

grade anti-DDoS appliances, which are 

deployed at the perimeter of each 

cloud data center network, detect and 

scrub abnormal traffic and mega load 

attacks. 

Network IPS appliances are deployed 

on Huawei Cloud's network, including 

but not limited to the public-facing 

network perimeter, trust boundaries of 

security zones, and tenant space 

perimeter. IPS in Huawei Cloud can 

analyze real-time network traffic and 

trigger blocking on various intrusions 

such as protocol attacks, brute force 

attacks, port and vulnerability 

scanning, virus and Trojan horse 

attacks, and attacks targeting specific 

vulnerabilities. Based on network 

traffic, IPS can also provide 

information needed to help locate and 

troubleshoot network issues, assign 

direction-specific load throttling 

policies, and apply customized 

detection rules accordingly in order to 

protect application and infrastructure 

security in the production environment. 

Customers should 

ensure the 

incoming and 

outgoing traffic is 

controlled. 

Customers can us 

Anti-DDoS service, 

which efficient 

defense against a 

range of traffic 

attacks and 

application-layer 

attacks. Anti-DDoS 

provides fine-

grained DDoS 

mitigation 

capabilities, once a 

protection 

threshold is 

configured (based 

on the leased 

bandwidth and the 

business model), 

Anti-DDoS will 

notify the affected 

tenant and activate 

protection in the 

event of a DDoS 

attack. 

4.5.4 Ensure that only 

trusted and 

authorized 

protocols and IP 

address ranges are 

allowed to cross 

the boundary (e.g. 

firewall). Disable 

unused protocols 

(e.g. IPv6) on the 

equipment to 

reduce the attack 

surface on the 

network. 

Huawei Cloud restricts the use of high-

risk ports and high-risk protocols by 

configuring firewall policies. At the 

same time, Huawei Cloud has 

developed a product communication 

matrix internally, in which the 

communication ports that can be used 

are maintained. Ports in the product 

communication matrix must be limited 

to a defined and reasonable range. 

Ports that are not in the matrix must be 

closed and verified by port scanning 

tools. 

Customers should 

formulate security 

management 

policies to restrict 

the use of ports and 

protocols. 

4.5.5 Protect the 

information 

transferred (e.g. 

from interception, 

copying, 

In the scenario where data is 

transmitted between customers and 

servers and between servers of the 

Huawei Cloud via common 

information channels, data in transit is 

Customers should 

protect the 

information 

transferred through 

the organization's 
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modification) 

through the 

organization's 

network and 

ensure that the 

confidentiality and 

integrity of the 

information are 

maintained (e.g. 

encryption). 

protected as follows: 

1. Virtual private network (VPN): 

VPN is used to establish a secure 

encrypted communication channel that 

complies with industry standards 

between a remote network and a tenant 

VPC. Currently, Huawei Cloud uses 

IPsec VPN together with Internet Key 

Exchange (IKE) to encrypt the data 

transport channel and ensure transport 

security. 

2. Application layer TLS and 

certificate management: Huawei Cloud 

supports data transmission in REST 

and Highway modes. Both REST and 

Highway modes support TLS 1.2 for 

data in transit encryption and X. 509 

certificate-based identity 

authentication of destination websites. 

network. 

Currently, the VPN 

service uses 

Huawei 

professional 

devices to 

virtualize private 

networks on the 

Internet based on 

IKE and IPsec. 

Secure and secure 

encrypted 

transmission 

channels are 

established 

between the local 

data center and 

Huawei Cloud 

VPCs and between 

VPCs in different 

regions of Huawei 

Cloud. Direct 

Connect (DC) 

builds dedicated 

encrypted 

transmission 

channels between 

local data centers 

and Huawei Cloud 

VPCs based on 

carriers' multiple 

types of private 

line networks. 

Private lines are 

physically isolated 

from each other, 

meeting higher 

security and 

stability 

requirements. For 

data in 

transmission, when 

customers provide 

Web site services 

through the 

Internet, they can 

use certificate 

management 

services provided 

by the Huawei 

Cloud United 

Global Well-

known Certificate 

Service Provider. 

By applying for 
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and configuring 

certificates for Web 

sites, the trusted 

identity 

authentication of 

Web sites and 

secure transmission 

based on 

encryption 

protocols are 

realized. Customers 

can also purchase 

certificates on 

third-party 

platforms. 

Customers can also 

purchase 

certificates on 

third-party 

platforms by 

themselves. 

4.5.6 Segregate the 

network into 

zones (e.g. 

domains, subnets) 

depending on the 

criticality of the 

information assets 

or services present 

in those zones 

(e.g. isolating 

production 

network from 

development and 

testing networks, 

separating 

network 

containing user 

workstations from 

authentication 

servers). 

Huawei Cloud defines both security 

zones and service planes, and 

implements a network segregation 

strategy in Huawei Cloud by 

referencing and adopting the security 

zoning principle and industry best 

practices on network security. Nodes 

in the same security zone are at the 

same security level. Huawei Cloud 

always takes into full consideration a 

wide variety of network security 

aspects ranging from network 

architecture design to device selection 

and configuration as well as O&M. As 

a result, Huawei Cloud has adopted a 

set of network security mechanisms to 

enforce stringent controls and ensure 

cloud security. Some key examples of 

these network security mechanisms are 

multi-layered security isolation, access 

control, and perimeter protection for 

physical and virtual networks. 

Huawei Cloud currently divides 

production and non-production 

environments into multiple security 

zones, including DMZ, Public Service, 

Point of Delivery (POD), Object-Based 

Storage (OBS) and OM (Operations 

Management). In addition to the 

abovementioned security zoning for 

every Huawei Cloud data center's 

network, distinct security levels within 

different security zones are also 

Customers should 

segregate the 

network into zones 

depending on the 

criticality of the 

information assets. 
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defined for Huawei Cloud. Attack 

surfaces and security risks are 

determined based on different business 

functions. For example, security zones 

that are directly exposed to the Internet 

have the highest security risks, 

whereas the O&M zone that exposes 

no interface to the Internet therefore 

has a much smaller attack surface, 

lower security risks, and less 

challenging to manage. The internal 

network is isolated from the external 

network and abnormal traffic cleaning 

is implemented. 

Huawei Cloud has established a formal 

environment isolation mechanism to 

logically isolate the development, test, 

and production environments, 

improving self-protection and fault 

tolerance capabilities against external 

intrusions and internal violations, and 

reducing risks of unauthorized access 

or change to the operating 

environment. Do not connect the 

network between the test environment 

and the production environment 

without authorization to avoid security 

risks in the production environment 

due to intrusion of the test 

environment. 

Huawei Cloud facilitates data isolation 

in the cloud through the Virtual Private 

Cloud (VPC) service, the VPC uses the 

network isolation technology to isolate 

tenants at Layer 3. Tenants can control 

their own virtual network construction 

and configuration. On the one hand, a 

tenant's VPC can be connected to the 

tenant's enterprise network traditional 

data center using VPN or Direct 

Connect service such that tenant's 

applications and data residing in its 

internal network can be seamlessly 

migrated to the tenant's VPC. On the 

other hand, VPCs are used to build a 

private network. Then customers can 

divide the network by planning subnets 

and configuring routing policies and 

place storage resources on an internal 

subnet. In this way, customers can 

strictly control the ingress and egress 

traffic of the subnet and VMs by 

configuring the network ACLs and 

relevant rules. 
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4.5.7 Restrict the access 

to the 

organization's 

network (both 

wired and wireless 

networks) based 

on the access 

control list 

[Identity and 

Access 

Management & 

Privileged Access 

Management]. 

Huawei Cloud uses strong 

authentication and encryption 

technologies to protect wireless 

networks. All computers connected to 

Huawei Cloud's internal networks, 

including wired and wireless office 

networks, must be installed with 

Huawei security software. Employees 

can access Huawei's internal office 

networks from external networks using 

Huawei security software. In addition, 

it is not allowed to access non-Huawei 

wireless networks in Huawei's office 

areas without permission. It is 

prohibited to set up wireless networks 

in Huawei's office areas without 

permission or connect test wireless 

networks to Huawei's office networks. 

Any business requirements must be 

evaluated and approved by the 

business director and IT management 

department. 

In addition, Huawei Cloud implements 

RBAC permission management based 

on different service dimensions and 

responsibilities of the same service. 

The login permission is classified into 

the following types: core network, 

access network, security devices, 

service systems, database systems, 

hardware maintenance, and monitoring 

maintenance. Any O&M personnel is 

restricted to access only devices within 

the administrative scope of his/her role 

and is not granted permissions to 

access other devices. 

Customers should 

develop and 

implement access 

control policies to 

restrict access to 

the organization's 

network. 

4.5.1

1 

Enhance and 

implement the 

[Requirements for 

Network Security] 

to handle internal 

and external 

attacks (e.g. 

DoS/DDoS) 

against the 

organization's 

network. 

Huawei Cloud deploys DoS/DDoS 

prevention and cleaning layer, next-

generation firewall, intrusion 

prevention system layer, and web 

application firewall layer at the 

network border. 

Based on business functions and 

network security risks, the Huawei 

Cloud data center network is mapped 

into different security zones to achieve 

network isolation using both physical 

and logical controls, which boosts the 

network immunity and fault tolerance 

in Huawei Cloud in response to attacks 

from external threat actors and 

malicious insiders. 

Customers can 

deploy intrusion 

prevention systems 

to handle internal 

and external attacks 

against the 

organization's 

network. 

4.5.1 Enhance and As HCSO, customers can deploy Customers should 
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2 implement the 

[Requirements for 

Network Security] 

to handle internal 

and external 

attacks (e.g. 

DoS/DDoS) 

against the 

organization's 

network. 

services in multiple regions or AZs in a 

region to ensure business continuity. 

Huawei Cloud deploys DoS/DDoS 

prevention and cleaning layer, next-

generation firewall, intrusion 

prevention system layer, and web 

application firewall layer at the 

network border. Based on business 

functions and network security risks, 

the Huawei Cloud data center network 

is mapped into different security zones 

to achieve network isolation using both 

physical and logical controls to 

Improves the self-protection and fault 

tolerance capabilities of the network 

against intrusions and internal threats. 

ensure that 

mechanisms are in 

place at the ICT 

facilities to detect 

and avoid network 

congestion which 

results in 

disruptions of 

services. 

Customers can use 

Huawei Cloud 

Elastic Load 

Balance (ELB) 

which 

automatically 

distributes access 

traffic among 

multiple Elastic 

Cloud Servers, 

improving the 

ability of 

application systems 

to provide service 

and enhancing the 

fault tolerance of 

application 

programs. 

4.5.1

3 

Use specific tools 

to analyze and 

filter all traffic 

(e.g. port filtering, 

host-based 

filtering) to detect 

any unauthorized 

traffic in the 

network. 

Huawei Cloud deploys NDR and 

firewalls to filter external traffic to 

monitor any unauthorized traffic on the 

network, and unauthorized or 

malicious traffic will be blocked. 

Customers should 

use specific tools to 

analyze and filter 

all traffic to detect 

any unauthorized 

traffic in the 

network. 

Customers can use 

Huawei Cloud 

DNS. Domain 

Name Service 

(DNS) provides a 

highly available 

and scalable DNS 

administration 

service running 

authoritative 

domain name 

servers. DNS 

includes DDoS 

mitigation to 

ensure that services 

can operate in a 

stable and secure 

manner. Behavioral 

profiling is 

performed on 
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inbound traffic 

attack traffic is 

scrubbed, and 

access from 

malicious IP 

addresses is 

restricted or 

blocked. Customers 

can deploy Web 

Application 

Firewall (WAF) to 

detect and protect 

website service 

traffic from 

multiple 

dimensions. With 

deep machine 

learning, can 

intelligently 

identify malicious 

request 

characteristics and 

defend against 

unknown threats, 

and detect 

HTTP(S) requests. 

identifies and 

blocks SQL 

injection, cross-site 

scripting attacks, 

web page 

uploading, 

command/code 

injection, file 

inclusion, sensitive 

file access, third-

party application 

vulnerability 

attacks, CC attacks, 

malicious crawler 

scanning, and 

cross-site request 

forgery, preventing 

websites from 

being maliciously 

attacked and 

invaded by 

hackers, secure and 

stable web 

services. 

4.5.1

4 

Continuously 

review and 

optimize the 

[Requirements for 

Huawei Cloud reviews and updates the 

established network management 

regulations and procedures annually. In 

addition, Huawei Cloud Computing 

Customers should 

periodically review 

and update the 

management 
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Network Security] 

as well as the 

controls necessary 

to secure the 

organization's 

telecommunicatio

n network. 

Security & Privacy Office regularly 

reviews the implementation of policies 

to ensure the implementation of 

security governance policies, 

standards, regulations, and specific 

measures in the processes of each 

business domain. 

requirements in 

network security. 

 

7.4.6 Logging & Monitoring 

Monitor and protect the event logs of the information assets and report any suspicious 

activities that need further investigation. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibility 

4.6.1 Define 

[Requirements for 

Logging and 

Monitoring] 

which consider the 

following: 

• Logging the 

events (which are 

necessary to be 

monitored) related 

to the information 

assets which 

belong to the 

organization 

• Monitoring of 

the event logs and 

analysis of the 

detected events 

• Required 

retention period 

and protection of 

the event logs 

Huawei Cloud has established security 

log management regulations to 

standardize the management of 

security logs of Huawei Cloud 

application systems, services, and 

network devices. 

Huawei Cloud uses a centralized and 

comprehensive log system based on 

big data analytics. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

systems as well as threat detection logs 

of security products and components. 

The system continuously and analyzes 

security events in time to detect events 

and to support cybersecurity event 

backtracking. Logs are retained for a 

reasonable period and protection 

measures are taken to prevent security 

risks such as unauthorized tampering 

and disclosure. 

Customers should 

define a security 

management 

strategy for logging 

and monitoring to 

detect possible 

security risks of 

network intrusions 

in the system in a 

timely manner. 

4.6.2 Activate event 

logging and record 

the event logs 

(e.g. user 

activities, 

exceptions, 

information 

security events, 

privileged 

operations) related 

to the information 

assets. 

Huawei Cloud uses a centralized and 

comprehensive log system based on 

big data analytics. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

systems as well as threat detection logs 

of security products and components. 

Customers should 

collect 

cybersecurity event 

logs on critical 

information assets. 

Log Tank Service 

(LTS) on Huawei 

Cloud collects, 

queries, and stores 

logs in real time. It 

records activities in 

the cloud 

environment, 
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including VM 

configurations and 

log changes, 

facilitating query 

and tracing. 

4.6.3 Protect log 

information and 

logging facilities 

from unauthorized 

access and 

tampering. 

Security measures are taken to prevent 

log tampering to enable compliance 

and backtracking of network security 

events. To ensure log data security, 

security logs are backed up or archived 

in a unified manner, and in accordance 

with data security management 

requirements, applications and 

permissions for security log use are 

restricted, and only authorized 

personnel are allowed to query security 

logs for necessary reasons to ensure 

controlled use of. Huawei Cloud 

complies with legal requirements and 

has a centralized and complete log 

audit system with powerful data 

retention and query capabilities to 

ensure that all log content is kept for 

more than 6 months. O&M operations 

are collected and recorded by the log 

platform. 

Customer should 

protect log 

information and 

logging facilities 

from unauthorized 

access and 

tampering. 

4.6.4 Periodically 

review the event 

logs and report 

suspicious events 

and detected 

anomalies to the 

responsible 

personnel 

[Incident 

Management]. 

The system administrator periodically 

checks the collection status and storage 

status of the security logs to ensure the 

availability of security logs. Huawei 

Cloud log analysis platform collects 

security logs of operation systems, 

servers, and network devices. In 

addition, the platform presets abnormal 

operation rules to identify abnormal 

operations, automatically generates 

alarms, and pushes the alarms to 

security departments for follow-up 

processing. Abnormal alarms are 

handled in a timely manner according 

to service level agreements, and screen 

monitoring and recording through the 

incidents analysis and processing 

platform in real-time. 

Customers should 

periodically review 

the event logs and 

report suspicious 

events and detected 

anomalies to the 

responsible 

personnel. 

Log Tank Service 

(LTS) on Huawei 

Cloud collects, 

queries, and stores 

logs in real time. It 

records activities in 

the cloud 

environment, 

including VM 

configurations and 

log changes, 

facilitating query 

and tracing. Cloud 

Eye Service (CES) 

is a comprehensive 

monitoring 

platform for Elastic 

Cloud Servers, 

bandwidth, and 
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other resources. 

Customers can 

monitor user login 

logs in real time. 

When malicious 

login occurs, an 

alarm is generated 

and the requests 

from the IP address 

are rejected. 

4.6.5 Retain the logs for 

a defined time 

duration as 

specified in the 

requirements (e.g. 

12 months). 

The log analysis system has powerful 

data preservation and query 

capabilities to ensure that all log 

content is stored 12 months. 

Customers must 

ensure that 

cybersecurity event 

logs are retained 

for a period of 12 

months. 

Cloud Trace 

Service (CTS) of 

Huawei Cloud 

records operations 

performed by users 

using cloud 

accounts to log in 

to the management 

console in real 

time. Customers 

can purchase 

Object Storage 

Service (OBS) of 

different 

specifications to 

back up logs based 

on the log retention 

period. 

4.6.6 Collect, monitor 

and, analyze 

events using a log 

management tool 

(e.g. SIEM) that 

includes advanced 

detection and 

integration 

capabilities. 

Huawei Cloud uses a centralized and 

comprehensive log system based on 

big data analytics. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

systems as well as threat detection logs 

of security products and components to 

ensure backtracking of cyber security 

events. Huawei Cloud log system 

based on big data analytics can quickly 

collect, process, and analyze mass logs 

in real time and can connect to third-

party Security Information and Event 

Management (SIEM) systems such as 

SIEM systems provided by ArcSight 

and Splunk. 

Customers should 

use the necessary 

technology to 

collect and analyze 

cybersecurity event 

logs. 

4.6.7 Real-time 

monitoring and 

Huawei Cloud log analysis platform 

collects security logs of operation 

Customers should 

establish a 
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review of the 

event logs of 

critical 

information assets. 

systems, servers, and network devices. 

In addition, the platform presets 

abnormal operation rules to identify 

abnormal operations, automatically 

generates alarms, and pushes the 

alarms to security departments for 

follow-up processing. Abnormal 

alarms are handled in a timely manner 

according to service level agreements, 

and screen monitoring and recording 

through the incidents analysis and 

processing platform in real-time. 

monitoring 

platform to 

continuously 

monitor and 

analyze the security 

logs of each system 

to detect and 

respond to security 

incidents and 

events in a timely 

manner. 

Log Tank Service 

(LTS) on Huawei 

Cloud collects, 

queries, and stores 

logs in real time. It 

records activities in 

the cloud 

environment, 

including VM 

configurations and 

log changes, 

facilitating query 

and tracing. Cloud 

Eye Service (CES) 

is a comprehensive 

monitoring 

platform for Elastic 

Cloud Servers, 

bandwidth, and 

other resources. 

Customers can 

monitor user login 

logs in real time. 

When malicious 

login occurs, an 

alarm is generated 

and the requests 

from the IP address 

are rejected. 

4.6.8 Improve the event 

detection methods 

by the use of 

dedicated tools 

(e.g. security 

intelligence tools). 

Update the rules 

of the log 

management tools. 

Huawei Cloud has multiple channels 

and types of authoritative intelligence 

sources and employs its situation 

awareness (SA) analysis system, which 

correlates security alerts and logs from 

myriad security appliances, and 

performs centralized analysis to ensure 

rapid and thorough detection of 

ongoing attacks and forecast potential 

threats. SA incorporates a number of 

threat analytics models and algorithms, 

processes threat intelligence and 

security advisories, and accurately 

identifies attacks. In addition, the 

Customers should 

use dedicated tools 

(e.g., security 

intelligence tools) 

to improve incident 

detection methods 

and continuously 

collect, monitor, 

and analyze 

security events. 

Situation 

Awareness (SA) is 

a security 

management and 
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system performs real-time evaluation 

of the security posture of Huawei 

Cloud, analyzes potential risks, and 

provides warnings by combining 

known risks, potential risks with threat 

intelligence, helping Huawei Cloud 

take necessary security precautions. 

situation analysis 

platform provided 

by Huawei Cloud. 

It detects multiple 

cloud security 

risks, including 

DDoS attacks, 

brute force 

cracking, web 

attacks, backdoor 

Trojan horses, 

zombie hosts, 

abnormal 

behaviors, 

vulnerability 

attacks, and 

command and 

control. With big 

data analytics, SA 

can classify and 

analyze attack 

events, threat 

alarms, and attack 

sources. This helps 

customers identify, 

collect, and obtain 

evidence about 

information 

security events, and 

analyze events to 

reduce the 

possibility and 

impact of events in 

the future. In 

addition, SA can be 

associated with 

Advanced Anti-

DDoS, ECS, WAF, 

and database 

security services to 

display the security 

protection status in 

a centralized 

manner. 

4.6.9 Continuously 

review and 

optimize the 

[Requirements for 

Logging and 

Monitoring] as 

well as the 

effectiveness of 

the logging and 

monitoring. 

Huawei Cloud reviews and updates the 

established security log management 

standards and procedures annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

Customers should 

periodically review 

and update the 

cybersecurity 

requirements for 

event logging and 

monitoring 

management. 
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business domain. 

 

7.4.7 Identity and Access Management & Privileged Access 
Management (IAM & PAM) 

Mange the access rights and implement appropriate authentication mechanisms to prevent 

unauthorized access to information assets. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4.7.1 Define 

[Requirements for 

Identity and 

Access 

Management] 

which consider the 

following: 

• User accounts, 

privilege accounts, 

granting, and 

revoking access 

rights 

• Authentication 

and authorization 

requirements (e.g. 

in case of remote 

access, two-factor 

authentication) 

• Defining 

password 

management 

Huawei Cloud has formulated 

requirements on user account 

permission management, which 

standardizes the process for employees 

to follow when applying for, 

maintaining, and deregistering 

permissions. Huawei Cloud employee 

account management complies with 

Huawei user permission management 

regulation, specify the process that 

Huawei Cloud employees should 

follow when applying, maintaining and 

canceling permissions. Huawei Cloud 

has formulated the life cycle 

management of O&M accounts, It 

includes the administration of account 

registration and deletion, account 

owners and users, passwords, and the 

monitoring and auditing of account 

registration and deletion. Once created, 

new accounts are immediately scoped 

in for daily O&M by security 

administrators. All O&M, device, and 

application accounts are centrally 

managed. All accounts are centrally 

monitored and automatically audited 

through the unified audit platform. 

Therefore, the entire account lifecycle 

is well managed, from account 

creation, permissions granting, 

permissions verification and access 

granting, and account and permissions 

deletion. 

Huawei Cloud employee account 

management complies with HUAWEI 

user account permission management 

regulations. For Huawei Cloud 

platform accounts, Huawei Cloud has 

formulated cloud account permission 

management requirements and 

processes. Manage accounts by 

Customers should 

establish an 

identity 

authentication and 

access control 

management 

mechanism to 

restrict and monitor 

access to the 

system. 

Customers can use 

Identity and Access 

Management 

(IAM) of Huawei 

Cloud to manage 

user accounts that 

use cloud 

resources. Huawei 

Cloud IAM 

provides user 

account 

management 

services suitable 

for enterprise-level 

organizations and 

assigns different 

resources and 

operation rights to 

customers. 
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category and establish access control 

policies. Identity and Access 

Management (IAM) is used to control 

and manage user access to cloud 

services. Huawei Cloud has formulated 

password policies and account security 

management regulations. 

4.7.2 Define and implement a process to {Allocate/Revoke User Rights} considering: 

• Assign access 

rights to the users 

based on what 

they are 

authorized to use 

(e.g. Role Based 

Access Control) 

Huawei Cloud implements role-based 

access control and permission 

management for internal personnel. 

Employees with different positions and 

responsibilities can only perform 

specific operations on authorized 

targets. Minimized permission 

assignment and strict behavior audit 

ensure that unauthorized access is not 

performed. 

Customers should 

implement role-

based access 

control and 

permission 

management, 

complying with the 

minimum principle 

of on-demand 

knowledge and use. 

Customers can use 

Huawei Cloud 

Identity and Access 

Management 

(IAM) to grant 

hierarchical and 

fine-grained 

authorization. 

Administrators can 

plan the 

permissions to use 

cloud resources 

based on users' 

responsibilities. In 

addition, 

administrators can 

set security policies 

for users to access 

cloud service 

systems, such as 

ACLs, to prevent 

malicious access 

from untrusted 

networks. 

• Reallocate the 

user access rights 

upon change of 

job functions (e.g. 

changing 

departments) 

⚫ • Revoke 

access rights to 

the information 

systems upon 

Huawei Cloud has specified the 

maximum review period for 

accounts/rights at different levels. The 

account/right owner periodically 

reviews the accounts/rights held by the 

account/right owner and submits a 

deregistration application when the 

user is transferred or the role changed. 

The management owner submits a 

deregistration application when the 

outsourced personnel leaves the site or 

Customers should 

regularly review 

the account 

permission scope 

for the user 

accounts it is 

responsible for to 

ensure that the user 

permission 

application, 

change, or reclaim 
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change of 

contractual 

agreements 

(e.g. 

termination of 

employment, 

change of 

departments) 

no longer needs the account or 

permission. The supervisor will review 

whether the subordinate's account/right 

is proper. If the subordinate's position/ 

role changes, the supervisor will 

review whether the subordinate's 

account/right of the original position 

has been cancelled. 

can be managed in 

a timely manner 

based on the 

identity and access 

control policy. 

• Manage user 

authentication and 

authorization 

based on the 

access control 

principle (e.g. 

need-to-know, 

need-to-use, 

principle of least 

privilege, and 

segregation of 

duties) and 

maintain an up-to-

date [Access 

Control List] 

All O&M, device, and application 

accounts are centrally managed. All 

accounts are centrally monitored and 

automatically audited through the 

unified audit platform. Therefore, the 

entire account lifecycle is well 

managed, from account creation, 

permissions granting, permissions 

verification and access granting, and 

account and permissions deletion. If 

the account user wants to use the 

account, the account administrator can 

start the authorization process and 

authorize the account by means of a 

password or upgrading the account's 

authority. The applicant and approver 

of the account cannot be the same 

person. 

Additionally, Huawei Cloud 

implements role-based access control 

and permission management for 

internal personnel. Employees with 

different positions and responsibilities 

can only perform specific operations 

on authorized targets. Minimized 

permission assignment and strict 

behavior audit ensure that 

unauthorized access is not performed. 

Customers should 

implement the role-

based access 

control and 

permission 

management, in 

line with the 

minimum principle 

of need-to-know 

and use. 

Customers can use 

Huawei Cloud 

Identity and Access 

Management 

(IAM) to grant 

hierarchical and 

fine-grained 

authorization. 

Administrators can 

plan the 

permissions to use 

cloud resources 

based on users' 

responsibilities. In 

addition, 

administrators can 

set security policies 

for users to access 

cloud service 

systems, such as 

ACLs, to prevent 

malicious access 

from untrusted 

networks. 

4.7.3 Control and 

restrict the 

allocation and use 

of privilege access 

rights. 

Huawei Cloud has defined 

management requirements for 

privileged accounts. Privileged 

accounts are classified and comply 

with management requirements during 

the creation, recycling, authorization, 

use, and deregistration of privileged 

accounts. Huawei Cloud emphasizes 

that security risks of employee cloud 

service accounts are controllable. 

Strong passwords are strictly required. 

Customers should 

establish a 

management 

mechanism for 

privileged accounts 

to monitor the use 

of privileged 

accounts. 

Customers can use 

IAM which can 

implement fine-
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Account permissions are regularly 

reviewed. Privileged accounts are 

strictly managed and reclaimed. 

The privileged account management 

system binds functional and technical 

accounts for daily and emergency 

O&M to O&M teams or individuals. 

Privileged or contingency accounts are 

granted to employees only when 

required by their duties. All requests 

for privileged or emergency accounts 

are reviewed and approved at multiple 

levels. Huawei Cloud will not access 

the customer's cloud environment, 

except in the case of maintenance 

failures. Huawei Cloud will use a 

specified tool to access the tenant's 

console or resource instance only after 

O&M personnel obtain the customer's 

authorization through the work order 

system or written authorization from 

the customer. Low-level logging is 

supported on bastion servers to ensure 

that all operations on the target host 

can be traced to any O&M personnel. 

grained 

management of 

privileged 

accounts. 

Cloud Trace 

Service (CTS) 

records operations 

on cloud service 

resources so that 

they can be 

queried, audited, 

and traced. 

4.7.4 Provide multi-

factor 

authentication for 

access to sensitive 

and critical 

information 

systems as well as 

for remote access. 

Huawei Cloud IAM is used to manage 

access and supports multi-factor 

authentication for login verification 

and operation protection. Employees 

need to use multi-factor authentication 

to determine their identity each time 

they log in. When employees access 

the Huawei Cloud office network 

through the Internet, they should only 

login through the VPN that supports 

the multi-factor authentication of 

registed and authenticated device, 

account and password. 

Huawei employee accounts and two-

factor authentication, such as USB 

token or smart card, are required for 

O&M personnel to access the Huawei 

Cloud management network from 

which systems are centrally managed. 

Employee accounts are used to connect 

securely to jump servers over remote 

access VPN. Both VPN gateways and 

bastion servers support detailed 

auditing of user login and access 

operations. 

Customers should 

implement a multi-

factor 

authentication for 

remote access. 

Customers can use 

Huawei Cloud 

IAM. Users who 

have completed 

password 

authentication will 

receive a one-time 

SMS authentication 

code that they must 

use for secondary 

authentication. 

MFA is used by 

default for 

changing important 

or sensitive account 

information such as 

passwords or 

mobile phone 

numbers. 

4.7.5 Enforce the 

defined password 

management (e.g. 

Huawei Cloud has formulated 

password policies and account security 

management regulations, including 

Customers should 

define and 

implement 
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use of strong 

passwords for 

authentication, 

regular password 

changes) and that 

the user 

authentication 

information is 

secured against 

disclosure (e.g. 

using encryption 

mechanisms 

during the transfer 

of authentication 

information). 

specifying the password length, 

complexity, and change period. 

Passwords cannot contain user IDs. 

Common passwords that are easily 

cracked and the latest five passwords 

cannot be used. These regulations 

manage the allocation of secret 

authentication information. The default 

password of an account in the new 

system is changed by the user before 

the first use. When the user needs to 

reset the password, the user identity is 

authenticated. 

password 

procedures and 

standardize strong 

password policies 

to secure against 

disclosure. 

Huawei Cloud 

IAM Service 

supports user 

group-based 

permission 

management, 

allows users to set 

password policies, 

password change 

periods. 

4.7.6 Lockout accounts 

after a particular 

number of failed 

logon attempts 

(e.g. 5 logon 

attempts) and 

investigate 

repeated account 

lockouts before 

reauthorizing 

access [Logging 

and Monitoring]. 

Huawei Cloud sets the threshold for 

unsuccessful login attempts to prevent 

unlimited login attempts using invalid 

passwords. Currently, the maximum 

number of login attempts is 5. 

Successful and failed login attempts of 

the system, middleware, and network 

infrastructure are recorded in logs. 

Illegal logins or attempted logins are 

reported through regular log review 

and log alarms. 

Customers should 

set a specific 

number of failed 

login attempts to 

lockout and 

investigate the 

account after a 

failed login. 

Huawei Cloud 

IAM supports user 

group-based 

permission 

management, 

allows users to set 

login policies, 

account locking 

policies, account 

disabling policies, 

and session timeout 

policies that meet 

customers’ status, 

and provides IP-

based ACLs. 

4.7.7 Regularly review 

user identity and 

access rights 

(review frequency 

taking into 

consideration for 

e.g. different 

account types, 

criticality of the 

information 

assets) and ensure 

conformance to 

the access control 

principles (e.g. 

Huawei Cloud has specified the 

maximum review period for 

accounts/rights at different levels. The 

account/right owner periodically 

reviews the accounts/rights held by the 

account/right owner and submits a 

deregistration application when the 

user is transferred or the role changed. 

The management owner submits a 

deregistration application when the 

outsourced personnel leaves the site or 

no longer needs the account or 

permission. The supervisor will review 

whether the subordinate's account/right 

Customers should 

regularly review 

the account 

permission scope 

for the user 

accounts it is 

responsible for to 

ensure that the user 

permission 

application, 

change, or reclaim 

can be managed in 

a timely manner 

based on the 
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asset owner 

should regularly 

review user access 

rights). 

is proper. If the subordinate's position/ 

role changes, the supervisor will 

review whether the subordinate's 

account/right of the original position 

has been cancelled. 

identity and access 

control policy. 

4.7.8 Enhance and 

implement the 

[Requirements for 

Identity and 

Access 

Management] to 

use tools to 

automate and 

centralize the 

identity and access 

management. 

Huawei Cloud employees use unique 

IDs on the internal office network. 

Complete account lifecycle 

management regulations and processes 

have been established. Identity and 

Access Management (IAM) is used to 

control and manage user access to 

cloud services. All O&M accounts are 

centrally managed to ensure the entire 

account lifecycle is well managed, 

from account creation, permissions 

granting, permissions verification and 

access granting, and account and 

permissions deletion. All accounts are 

centrally monitored and automatically 

audited through the unified audit 

platform. 

Customers should 

use tools to 

automate and 

centralize identity 

and access 

management. 

Customers can use 

Huawei Cloud 

IAM to manager 

user accounts that 

use cloud 

resources. 

IAM provides user 

account 

management 

services suitable 

for enterprise-level 

organizations and 

assigns different 

resources and 

operation rights to 

users. 

4.7.9 Use dedicated 

systems for tasks 

that require 

administrative 

access. 

Huawei Cloud use bastion hosts and 

performs authentication, authorization, 

and audit based on bastion host 

accounts, eliminating identity 

management risks. Huawei Cloud 

administrators must pass two-factor 

authentication in order to access the 

management plane through bastion 

hosts, and enables comprehensive 

logging and centralized log 

management of all administrator-level 

O&M activities to ensure that all 

operations on the target host can be 

traced to any O&M personnel. The 

privileged account management system 

binds functional and technical accounts 

for daily and emergency O&M to 

O&M teams or individuals. 

Customers should 

use a dedicated 

system for tasks 

that require 

administrative 

access. 

Customers can use 

Cloud Bastion Host 

(CBH) to 

implement 

centralized 

account, 

authorization, 

authentication, and 

audit management. 

Customers can 

achieve centralized 

account, 

authorization, 

authentication and 

audit management 

through Huawei 

Cloud Bastion Host 

(CBH). CBH 

provides account 
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management, 

identity 

authentication, 

automatic 

password change, 

resource 

authorization, real-

time blocking, 

synchronous 

monitoring, and 

audit playback 

capabilities for 

customer VMs to 

enhance O&M 

security and 

provide powerful 

input and output 

audit capabilities. 

4.7.1

0 

Continuously 

review and 

optimize the 

[Requirements for 

Identity and 

Access 

Management]. 

Huawei Cloud reviews and updates the 

established identity and access 

standards and procedures annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cybersecurity 

requirements for 

identity and access 

management 

periodically. 

 

7.4.8 Application Whitelisting 

Create and enforce a list of software applications that are authorized to be installed and used 

within the organization. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.8.1 Define 

[Requirements for 

Application 

Whitelisting] 

which consider the 

following: 

• A list of 

authorized 

software 

• Approved 

application 

whitelisting tools 

Huawei Cloud formulates and 

implements desktop terminal service 

software standards and open-source 

software lists, and only standard 

operating systems and software 

applications defined in the list can be 

used. Additionally, Huawei Cloud has 

formulated security coding 

specifications and application security 

development specifications, which 

specify software libraries and digital 

signature scripts that Huawei Cloud 

can use to avoid security risks caused 

by malware intrusion. The iDesk 

Customers should 

define an 

application 

whitelist and use 

application 

whitelisting 

management tools 

to protect only 

authorized software 

executing on the 

organization's 

information assets. 
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program on the terminal device has an 

approved applications whitelist, and 

Huawei Cloud internal office software 

can only be downloaded from this 

platform. 

4.8.2 Establish and 

disseminate an 

[Index of 

Authorized 

Software] 

including software 

applications, 

software libraries 

(e.g. *.dll, *.ocx, 

*.so) and digitally 

signed scripts (e.g. 

*.ps1, *.py, 

macros). 

Huawei Cloud formulates and 

implements desktop terminal service 

software standards and open-source 

software lists, and only standard 

operating systems and software 

applications defined in the list can be 

used. Additionally, Huawei Cloud has 

formulated security coding 

specifications and application security 

development specifications, which 

specify software libraries and digital 

signature scripts that Huawei Cloud 

can use to avoid security risks caused 

by malware intrusion. 

Customers should 

establish and 

disseminate an 

authorized whitelist 

to clarify software 

applications, 

software libraries 

and digitally signed 

scripts. 

4.8.3 Review and 

update the [Index 

of Authorized 

Software] on a 

regular basis. 

The Huawei Cloud security team 

periodically reviews and updates the 

software whitelist to ensure the 

continuous validity of the whitelist to 

prevent information assets from being 

invaded by malware. 

Customers should 

review and update 

software whitelist 

on a regular basis. 

4.8.4 Use application 

whitelisting tools 

to ensure that only 

authorized 

software executes 

on all information 

assets and ensure 

that the 

application 

whitelisting 

technology cannot 

be disabled or 

bypassed. 

Only standard software can be installed 

on Huawei Cloud office computers. It 

is not allowed to install programs that 

exceed system, object, network, VM, 

and application control, and software 

installation is monitored. Huawei 

Cloud devices that use the desktop 

cloud management software can be 

configured in the backend system to 

ensure that employees cannot uninstall 

or disable the software. 

Customers should 

use application 

whitelisting tools to 

ensure that only 

authorized software 

executes on all 

information assets 

and ensure that the 

application 

whitelisting 

technology cannot 

be disabled or 

bypassed. 

4.8.5 Continuously 

review and 

optimize the 

[Requirements for 

Application 

Whitelisting] as 

well as the 

effectiveness of 

the application 

whitelisting. 

Huawei Cloud reviews and updates the 

established application whitelisting 

procedures annually. Additionally, 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

Customers should 

continuously 

review and 

optimize the 

requirements for 

application 

whitelisting as well 

as the effectiveness 

of the application 

whitelisting. 

 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

7 How Huawei Cloud Meet Requirements of 

Cybersecurity Regulatory Framework 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 187 

 

7.4.9 Incident Management 

Detect and respond to cybersecurity incidents to contain and minimize the impact of the 

incidents. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4.9.1 Define 

[Requirements for 

Incident 

Management] 

which consider the 

following: 

• Incident 

definition, 

identification and 

classification, 

prioritization, and 

response 

• Incident 

reporting structure 

• Testing the 

incident response 

process 

• Evidence 

collection 

• Learning from 

information 

security incidents 

Huawei Cloud has developed a 

mechanism for internal security 

incident management, standardized 

security incidents response operations, 

and clarified classification and 

escalation principle of security 

incidents mechanisms. The roles and 

responsibilities are clearly defined for 

each activity during the incident 

response process. Huawei Cloud 

annually tests information security 

incident management procedures. All 

of information security incident 

response personnel, including reserve 

personnel, need to participate. 

Customers should 

develop a 

cybersecurity 

incidents 

management 

strategy, establish a 

security incidents 

escalation and 

decision process, 

and implement 

appropriate 

response plans and 

communication 

strategies. 

4.9.2 Define and implement {Incident Response} process considering: 

• Incident 

detection by 

analyzing reported 

events [Logging 

and Monitoring] 

Huawei Cloud log analysis platform 

collects security logs of operation 

systems, servers, and network devices. 

In addition, the platform presets 

abnormal operation rules to identify 

abnormal operations, automatically 

generates alarms, and pushes the 

alarms to security departments for 

follow-up processing. Abnormal 

alarms are handled in a timely manner 

according to service level agreements, 

and screen monitoring and recording 

through the incidents analysis and 

processing platform in real-time. 

Huawei Cloud security incident 

response team is responsible for 

incident monitor and record, and assess 

whether a security incident is, also they 

track and manage the collected security 

incident by unified management to 

ensure security incident can be fixed in 

Customers should 

follow the 

established 

cybersecurity 

incidents 

management 

procedure, 

continuously 

monitor and 

analyze the security 

logs of each 

system, and detect 

and respond to 

security events and 

incidents in a 

timely manner. 
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time. 

• Incident 

detection by 

analyzing reported 

events [Logging 

and Monitoring] 

Huawei Cloud log analysis platform 

collects security logs of operation 

systems, servers, and network devices. 

In addition, the platform presets 

abnormal operation rules to identify 

abnormal operations, automatically 

generates alarms, and pushes the 

alarms to security departments for 

follow-up processing. Abnormal 

alarms are handled in a timely manner 

according to service level agreements, 

and screen monitoring and recording 

through the incidents analysis and 

processing platform in real-time. 

Huawei Cloud security incident 

response team is responsible for 

incident monitor and record, and assess 

whether a security incident is, also they 

track and manage the collected security 

incident by unified management to 

ensure security incident can be fixed in 

time. 

Customers should 

follow the 

established 

cybersecurity 

incidents 

management 

procedure, 

continuously 

monitor and 

analyze the security 

logs of each 

system, and detect 

and respond to 

security events and 

incidents in a 

timely manner. 

• Incident 

classification 

based on 

predefined criteria 

as specified in the 

requirements 

Huawei Cloud has developed a 

complete incident management 

process. Incidents are prioritized and 

different processing time limits are 

defined according to the impact and 

scope of each incident. Huawei Cloud 

will respond to and resolve the incident 

within a specified time limit according 

to the priority of the incident, to 

minimize the impact of the incident on 

cloud service customers 

Customers should 

classify 

cybersecurity 

incidents according 

to the impact and 

scope of each 

incident. 

• Respond to the 

information 

security incidents 

(contain, 

eradicate, and 

recover) within 

the organization 

defined 

timeframes 

[Change 

Management] 

Huawei Cloud has established an 

incident handling process and complies 

with the incident response process 

when a security incident occurs. 

(Identification, assessment, decision 

making, and execution of emergency 

response processing). Huawei Cloud 

will respond to and resolve the incident 

within a specified time limit according 

to the priority of the incident, to 

minimize the impact of the incident on 

cloud service customers. 

Customers should 

establish a security 

incident response 

plan, clarify the 

response process 

for different 

incidents, and 

respond to security 

incidents according 

to the process. 

• Prepare the 

[Incident Report] 

and lessons 

learned 

Huawei Cloud uses a professional 

security incident management system 

to record and track the progress, 

handling measures, and 

implementation of all information 

security incidents, analyze the impact 

Customers should 

use the knowledge 

gained in analyzing 

and resolving 

information 

security incidents 
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of incident handling, and track and 

close security incidents in an end-to-

end manner to ensure that the entire 

handling process can be traced, and 

generate incident reports to summarize 

lessons learned. The incident reports 

include a description of the event, the 

cause, impact, measures taken by 

Huawei Cloud. Huawei Cloud reviews 

the high-risk incident handling process 

every year to ensure that the high-risk 

incident handling process meets the 

company's actual business 

requirements. 

to reduce the 

likelihood and 

impact of future 

incidents. 

• Report major 

incidents with 

appropriate details 

to CST 

Huawei Cloud reviews and 

summarizes the impact and handling 

processes of security incidents, and 

informs and reports to the 

corresponding affected users and 

regulatory departments as required. 

Huawei Cloud has developed a 

complete process for incident 

management and notification. If an 

incident occurs on the Huawei Cloud 

Base Platform, relevant personnel will 

analyze the impact of the incident 

according to the process. If the incident 

has or will have an impact on the cloud 

service customers, Huawei Cloud will 

start to notify customers of the 

incident. The contents of the notice 

include but are not limited to 

description of the incident, the cause, 

impact, measures taken by Huawei 

Cloud, and measures recommended for 

customers. 

To assist customers in meeting the 

requirements of cybersecurity incidents 

reporting to CST, Huawei Cloud has 

set up a 7 x 24 professional security 

incident response team and expert 

resource pool to promptly disclose 

related incidents and notify customers 

in accordance with laws and 

regulations, and implement emergency 

plans and recovery processes to 

minimize the impact on services. 

When a 

cybersecurity 

incident occurs, 

customers should 

report to CST in 

accordance with 

this regulation. 

4.9.3 Conduct regular 

trainings to test 

the {Incident 

Response} process 

for its 

effectiveness (e.g. 

Huawei Cloud annually tests 

information security incident 

management procedures. All of 

information security incident response 

personnel, including reserve personnel, 

need to participate. Huawei Cloud 

Customers should 

conduct regular 

training to test the 

effectiveness of the 

incident response 

process. 
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testing 

communication 

channels, response 

times). 

standardizes the emergency response 

processes and forms emergency 

response plans for different unexpected 

scenarios that may be involved in each 

product. In addition, Huawei Cloud 

conducts business continuity publicity 

and training within the organization 

annually, periodically conducts 

emergency drills and tests to 

continuously optimize the emergency 

response mechanism. 

4.9.4 Enhance and 

implement the 

[Requirements for 

Incident 

Management] to 

use incident 

management tools 

to automate the 

process and 

integrate with 

other relevant 

systems for 

increasing 

efficiency. 

Huawei Cloud uses a professional 

security incident management system 

to record and track the progress, 

handling measures, and 

implementation of all information 

security incidents, analyze the impact 

of incident handling, and track and 

close security incidents in an end-to-

end manner to ensure that the entire 

handling process can be traced. 

Huawei Cloud log analysis platform 

collects security logs of operation 

systems, servers, and network devices. 

In addition, the platform presets 

abnormal operation rules to identify 

abnormal operations, automatically 

generates alarms, and pushes the 

alarms to security departments for 

follow-up processing. Abnormal 

alarms are handled in a timely manner 

according to service level agreements, 

and screen monitoring and recording 

through the incidents analysis and 

processing platform in real-time. 

Huawei Cloud uses security 

orchestration and automatic response 

technologies (SOAR) which provides 

data access to various SIEM systems. 

Based on generated security events or 

threats, the SOAR can customize 

process scenarios, preset policies, and 

response methods to form automatic 

orchestration capabilities from 

analysis, judgment, and response. 

Customers should 

use incident 

management tools 

to automate 

processes and 

integrate with other 

systems for 

increasing 

efficiency. 

4.9.5 Gather threat 

intelligence and 

use it during the 

analysis of the 

information 

security events. 

Huawei Cloud employs its situation 

awareness (SA) analysis system, which 

correlates security alerts and logs from 

myriad security appliances, and 

performs centralized analysis to ensure 

rapid and thorough detection of 

ongoing attacks and forecast potential 

threats. SA incorporates a number of 

Customers should 

gather threat 

intelligence and use 

it during the 

analysis of the 

information 

security events. 

Situation 
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threat analytics models and algorithms, 

processes threat intelligence and 

security advisories, and accurately 

identifies attacks. In addition, the 

system performs real-time evaluation 

of the security posture of Huawei 

Cloud, analyzes potential risks, and 

provides warnings by combining 

known risks, potential risks with threat 

intelligence, helping Huawei Cloud 

take necessary security precautions. 

Huawei Cloud log system based on big 

data analytics can quickly collect, 

process, and analyze mass logs in real 

time and can connect to third-party 

Security Information and Event 

Management (SIEM) systems such as 

SIEM systems provided by ArcSight 

and Splunk. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

systems as well as threat detection logs 

of security products and components. 

The system continuously and analyzes 

security events in time to detect events. 

Awareness (SA) is 

a security 

management and 

situation analysis 

platform provided 

by Huawei Cloud. 

It detects multiple 

cloud security 

risks, including 

DDoS attacks, 

brute force 

cracking, web 

attacks, backdoor 

Trojan horses, 

zombie hosts, 

abnormal 

behaviors, 

vulnerability 

attacks, and 

command and 

control. With big 

data analytics, SA 

can classify and 

analyze attack 

events, threat 

alarms, and attack 

sources. This helps 

customers identify, 

collect, and obtain 

evidence about 

information 

security events, and 

analyze events to 

reduce the 

possibility and 

impact of events in 

the future. In 

addition, SA can be 

associated with 

Advanced Anti-

DDoS, ECS, WAF, 

and database 

security services to 

display the security 

protection status in 

a centralized 

manner. 

4.9.6 Establish a 

forensic team to 

investigate the 

information 

security incident. 

Huawei Cloud has developed security 

incident emergency handling process 

and response process. When a server or 

application is suspected to be intruded, 

security responders collect evidence 

for analysis. 

Customers should 

establish a forensic 

team to investigate 

the information 

security incident. 
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4.9.7 Identify, collect, 

and preserve the 

evidences of the 

information 

security incident. 

Use the 

knowledge gained 

from the 

information 

security incident 

to reduce the 

probability and 

impact of future 

incidents. 

Huawei Cloud has developed security 

incident emergency handling process 

and response process. When a server or 

application is suspected to be intruded, 

security responders collect evidence 

for analysis. Huawei Cloud regularly 

conducts statistics and trend analysis of 

incidents. For similar incidents, the 

problem handling team will find the 

root causes and formulate solutions to 

prevent such incidents from occurring. 

Moreover, Huawei Cloud reviews the 

high-risk incident handling process 

every year to ensure that the high-risk 

incident handling process meets the 

company's actual business 

requirements. 

Customers should 

use the knowledge 

gained from the 

information 

security incident to 

reduce the 

probability and 

impact of future 

incidents. 

4.9.8 Continuously 

review and 

optimize the 

[Requirements for 

Incident 

Management] and 

the associated 

{Incident 

Response} 

process. 

Huawei Cloud reviews and updates the 

established security incidents 

management standards and procedures 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

periodically review 

and update security 

requirements for 

cybersecurity 

incidents. 

 

7.4.10 Malware Handling 

Detect malware and prevent its spread in the organization. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4.10.

1 

Define 

[Requirements for 

Malware 

Handling] which 

consider the 

following: 

• Detection and 

prevention 

controls to protect 

against malware 

• Implementation 

of technical 

controls to 

safeguard the 

organization's 

Huawei Cloud complies with IT 

security standards established by 

Huawei, which specify security control 

requirements for preventing 

unauthorized changes or malicious 

intrusions to infrastructure, including 

harmful code protection, malware 

protection, to protect organization 

information asset. 

Customers should 

define the 

cybersecurity 

requirements for 

Malware Handling. 
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information assets 

4.10.

2 

Use end-point 

protection 

software and 

ensure that this 

software regularly 

updates its 

signature 

database. 

Implement 

measures to 

prevent this 

software from 

being deactivated 

or altered by 

users. 

Unified terminal protection software is 

deployed on terminal devices, which 

has the ability to protect terminal 

devices from malware attacks, and 

periodically updates the malware 

protection mechanism. Huawei Cloud 

configures settings in the backend 

system to ensure that employees 

cannot uninstall or disable the data. 

Customers should 

use end-point 

protection software 

and implement 

measures to 

prevent this 

software from 

being deactivated 

or altered by users. 

4.10.

3 

Implement 

appropriate 

security measures 

to block different 

sources of 

malicious traffic 

(e.g. using internet 

filters, emails 

filters to block 

phishing emails, 

restricting 

download of 

dangerous 

content) [Email & 

Web-Based 

Protection]. 

Huawei Cloud uses technical means 

approved by Huawei, such as 

deploying anti-virus programs and 

terminal access control to protect 

office networks. In addition, Huawei 

Cloud deploys NDR and firewalls to 

filter external traffic to monitor any 

unauthorized traffic on the network, 

and unauthorized or malicious traffic 

will be blocked. 

Customers should 

implement 

appropriate 

security measures 

to block different 

sources of 

malicious traffic. 

Customers can use 

Huawei Cloud 

DNS. Domain 

Name Service 

(DNS) provides a 

highly available 

and scalable DNS 

administration 

service running 

authoritative 

domain name 

servers. DNS 

includes DDoS 

mitigation to 

ensure that services 

can operate in a 

stable and secure 

manner. Behavioral 

profiling is 

performed on 

inbound traffic 

attack traffic is 

scrubbed, and 

access from 

malicious IP 

addresses is 

restricted or 

blocked. Customers 

can deploy Web 

Application 
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Firewall (WAF) to 

detect and protect 

website service 

traffic from 

multiple 

dimensions. With 

deep machine 

learning, can 

intelligently 

identify malicious 

request 

characteristics and 

defend against 

unknown threats, 

and detect 

HTTP(S) requests. 

identifies and 

blocks SQL 

injection, cross-site 

scripting attacks, 

web page 

uploading, 

command/code 

injection, file 

inclusion, sensitive 

file access, third-

party application 

vulnerability 

attacks, CC attacks, 

malicious crawler 

scanning, and 

cross-site request 

forgery, preventing 

websites from 

being maliciously 

attacked and 

invaded by 

hackers, secure and 

stable web 

services. 

4.10.

4 

Implement 

protective 

measures to 

safeguard 

removable media 

against malware 

(e.g. conduct an 

anti-malware scan 

of removable 

media when 

inserted or 

connected). 

Huawei Cloud has formulated and 

implemented regulations on mobile 

media management. All types of 

mobile media shall be managed by 

dedicated personnel. Approval is 

required for borrowing and must be 

formatted after use. Personal storage 

media and digital devices are not 

allowed into areas with special 

confidentiality requirements. It is not 

allowed to use personal storage media 

to connect to the server, and do not use 

any storage media to connect to the 

server without authorization. 

Customers should 

implement 

protective 

measures to 

safeguard 

removable media 

against malware. 
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4.10.

5 

Implement 

advanced malware 

detection 

techniques (e.g. 

enable Domain 

Name System 

(DNS) query 

logging to detect 

hostname lookups 

for known 

malicious 

domains). 

At the physical host level, antivirus 

software is deployed to achieve 

defense against malware attacks. Anti-

virus software is provided by default 

within the standard image of Huawei 

Cloud Desktop Terminal, and 

employees cannot disable the anti-

virus software. 

Huawei Cloud has implemented 

comprehensive malware and virus 

protection mechanisms for the cloud 

platforms. Huawei Cloud uses IPS 

intrusion prevention system, Web 

Application Firewall (WAF), anti-virus 

software, and HIDS host-based 

intrusion detection system for 

vulnerability management of system 

components and networks. The IPS 

intrusion prevention system can detect 

and prevent potential network intrusion 

activities; Web application firewalls 

are deployed at the network boundary 

to protect the security of application 

software and protect it from external 

SQL injection, CSS, CSRF and other 

application oriented attacks; Anti-virus 

software provides virus protection and 

firewall in Windows system; HIDS 

host-based intrusion detection system 

protects the security of cloud servers, 

reduces the risk of account theft, 

provides functions such as weak 

password detection, malicious program 

detection, two-factor authentication, 

vulnerability management, and web 

tamper protection. 

Customers shall 

ensure the security 

of domain name 

service (DNS). 

Customers can use 

Huawei Cloud 

DNS. Domain 

Name Service 

(DNS) provides a 

highly available 

and scalable DNS 

administration 

service running 

authoritative 

domain name 

servers. DNS 

includes DDoS 

mitigation to 

ensure that services 

can operate in a 

stable and secure 

manner. Behavioral 

profiling is 

performed on 

inbound traffic 

attack traffic is 

scrubbed, and 

access from 

malicious IP 

addresses is 

restricted or 

blocked. 

4.10.

6 

Use advanced 

logging and 

monitoring tools 

for analyzing and 

alerting of 

detected malware 

events [Logging 

and Monitoring]. 

Huawei Cloud employs its situation 

awareness (SA) analysis system, which 

correlates security alerts and logs from 

myriad security appliances, and 

performs centralized analysis to ensure 

rapid and thorough detection of 

ongoing attacks and forecast potential 

threats. Huawei Cloud log system 

based on big data analytics can quickly 

collect, process, and analyze mass logs 

in real time and can connect to third-

party Security Information and Event 

Management (SIEM) systems such as 

SIEM systems provided by ArcSight 

and Splunk. The system collects 

management behavior logs of all 

physical devices, networks, platforms, 

applications, databases, and security 

Customers should 

use advanced 

logging and 

monitoring tools 

for analyzing and 

alerting of detected 

malware events. 

Situation 

Awareness (SA) is 

a security 

management and 

situation analysis 

platform provided 

by Huawei Cloud. 

It detects multiple 

cloud security 

risks, including 

DDoS attacks, 
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systems as well as threat detection logs 

of security products and components. 

The system continuously and analyzes 

security events in time to detect events. 

brute force 

cracking, web 

attacks, backdoor 

Trojan horses, 

zombie hosts, 

abnormal 

behaviors, 

vulnerability 

attacks, and 

command and 

control. With big 

data analytics, SA 

can classify and 

analyze attack 

events, threat 

alarms, and attack 

sources. This helps 

customers identify, 

collect, and obtain 

evidence about 

information 

security events, and 

analyze events to 

reduce the 

possibility and 

impact of events in 

the future. In 

addition, SA can be 

associated with 

Advanced Anti-

DDoS, ECS, WAF, 

and database 

security services to 

display the security 

protection status in 

a centralized 

manner. 

4.10.

7 

Continuously 

review and 

optimize the 

[Requirements for 

Malware 

Handling] as well 

as the technical 

controls used to 

protect the 

information assets 

against the spread 

of malware. 

Huawei Cloud reviews and updates the 

established malware software 

protection regulations and processes 

annually. In addition, the Huawei 

Cloud Cyber Security Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

continuously 

review and update 

the cybersecurity 

requirements for 

malware handling 

as well as the 

technical controls. 
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7.4.11 Information Protection 

Classify the organization’s information to ensure their adequate protection. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4.11.

1 

Define 

[Requirements for 

Information 

Protection] which 

consider the 

following: 

• Classification 

level and criteria 

(e.g. restricted, 

confidential, 

public) {Asset 

Classification} 

• Privacy, 

ownership, 

protection, 

transmission, and 

retention of 

information 

• Ensuring the 

privacy of 

personally 

identifiable 

information or 

other sensitive 

information in the 

organization 

[Cybersecurity 

Compliance] 

Huawei Cloud has formulated data 

security policies and data security 

protection management regulations, 

defined data asset classification 

standards, data anonymization and 

tagging standards, and defined security 

measures that must be followed 

throughout the data lifecycle. In 

addition, Huawei Cloud has developed 

the cloud service security and privacy 

activity operation guide to standardize 

the privacy protection requirements 

that cloud services should comply with 

in the product lifecycle. 

Customers should 

establish a formal 

data protection 

mechanism to 

protect information 

throughout its 

lifecycle. 

4.11.

2 

Define and 

implement an 

{Information 

Classification} 

process 

considering: 

• Categorize 

information based 

on the 

classification 

criteria specified 

in the 

requirements 

• Handle critical 

information 

according to the 

defined criteria 

(e.g. business 

Huawei Cloud has implemented 

hierarchical data management and 

graded data based on confidentiality 

integrity, availability, and compliance. 

Data is classified into multiple security 

levels and defined separately. It also 

specified security implementation 

requirements, audit requirements, 

emergency response, and drill 

requirements for different levels of 

data. Each business domain marks the 

security level of the data in its domain 

according to the data grading 

standards. 

Customers should 

develop 

classification 

criteria based on 

the importance and 

confidentiality of 

data and 

information, and 

shall follow their 

criteria to classify 

and label data. 

Customers can use 

Huawei Cloud Data 

Security Center 

(DSC) which is a 

new-generation 

cloud-native data 

security platform 
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value, legal, 

technical, national 

and cross-border 

requirements) 

that provides 

customers with 

basic data security 

capabilities, such 

as data 

classification, data 

security risk 

identification data 

watermark source 

tracing, and data 

anonymization. In 

addition, the data 

security overview 

integrates the status 

of each phase of 

the data security 

lifecycle to present 

the overall data 

security situation 

on the cloud. 

4.11.

3 

Implement 

security 

mechanisms to 

protect 

information (in 

transit, at rest, in 

use) taking into 

account the 

[Requirements for 

Cryptography] 

and data loss 

prevention 

techniques. 

If sensitive personal data is involved in 

the customer's business data, the cloud 

service encrypts the data by default.  

Data transmitted between untrusted 

networks is encrypted. Secure 

encryption channels (e.g. HTTPS) are 

used during information transmission, 

and stored static data is encrypted and 

protected by secure encryption 

algorithms to ensure the confidentiality 

of data in different states. Digital 

signatures and timestamps prevent 

requests from being tampered with and 

protect against replay attacks. 

Implement security 

mechanisms to 

protect information 

(in transit, at rest, 

in use) taking into 

account the 

[Requirements for 

Cryptography] and 

data loss 

prevention 

techniques. 

4.11.

4 

Prevent the 

transmission of 

information from 

production 

environment to 

another 

environment and 

the usage of 

critical systems 

data in test and 

development 

environments. 

Huawei Cloud R&D environment 

adopts hierarchical management, 

including physical isolation, logical 

isolation, access control, data 

transmission channel approval, and 

auditing. Huawei Cloud strictly 

controls the flow of unanonymized 

data into the test environment to 

prevent production data or 

unanonymized production data being 

used for testing. Data cleaning is 

required after use. 

Prevent the 

transmission of 

information from 

production 

environment to 

another 

environment and 

the usage of critical 

systems data in test 

and development 

environments. 

4.11.

5 

Determine a 

retention period 

for information in 

accordance with 

organizational 

requirements and 

relevant 

Huawei Cloud follows Huawei's 

management requirements and 

formulates data retention 

specifications, which specify the 

retention period for various types of 

data. Personal data is stored for no 

longer than the period necessary for 

Determine a 

retention period for 

information in 

accordance with 

organizational 

requirements and 

relevant 
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legislations. 

Restrict the 

retention to 

information 

needed in the 

production 

environment of 

critical systems. 

the purpose of data processing. Huawei 

Cloud regularly audits the purpose of 

collecting, using, and disclosing 

personal data, and anonymizes or 

deletes personal data that is no longer 

needed. 

legislations. 

Restrict the 

retention to 

information needed 

in the production 

environment of 

critical systems. 

4.11.

6 

Continuously 

review and 

optimize the 

[Requirements for 

Information 

Protection] and 

associated 

processes. 

Huawei Cloud reviews and updates the 

established data security and privacy 

security regulations and policy 

annually. In addition, the Huawei 

Cloud Cyber Security Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Continuously 

review and 

optimize the 

[Requirements for 

Information 

Protection] and 

associated 

processes. 

 

7.4.12 Backup and Recovery Management 

Take the necessary measures including backup to ensure information recovery after an 

incident. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

4.12.

1 

Define 

[Requirements for 

Backup and 

Recovery 

Management] 

which consider the 

following: 

• Scope of online 

and offline 

backups including 

the retention 

period 

• Rapid recovery 

of information 

after cybersecurity 

incidents 

• Periodically 

backup of 

information assets 

• Protection of 

backups 

• Availability of 

Huawei Cloud has formulated and 

implemented backup and redundancy 

policies, including development and 

test environment, code document 

version management, backup and 

redundancy of the production system, 

tool software and security equipment. 

Huawei Cloud has formulated data 

backup specifications to standardize 

the data backup format, backup time, 

backup content, and policy. In 

addition, Huawei Cloud standardizes 

the formulation of service recovery 

policies to ensure that services can be 

recovered to an acceptable level within 

the recovery time objective. 

Customers should 

establish a security 

management 

procedure for 

backup and 

recovery that 

defines the backup 

requirements for 

information, 

software and 

system. 
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backups 

4.12.

2 

Define and 

implement a 

{Backup} process 

consisting of the 

scope of online 

and offline 

backups and their 

coverage of 

information assets 

(e.g. backup of 

complete system, 

through processes 

such as imaging). 

Huawei Cloud has formulated and 

implemented backup and redundancy 

policies, including development and 

test environment, code document 

version management, backup and 

redundancy of the production system, 

tool software and security equipment. 

Huawei Cloud has established a node 

data backup mechanism. The eBackup 

system backs up node data, if the 

backup fails, the eBackup system 

automatically sends an email to the 

backup administrator for follow-up. 

Customers should 

specify the backup 

scope of key 

technologies and 

information assets, 

and back up key 

service data, 

operating systems, 

and application 

software. 

If customers need 

to back up service 

data, software, and 

system images, 

Huawei Cloud 

provides multiple 

products and 

services with 

different priorities. 

For example, 

customers can use 

Cloud Backup and 

Recovery (CBR) to 

back up cloud 

servers, disks, file 

services, off-cloud 

and VMware 

virtual 

environments. Data 

can be restored to 

any backup point 

when data is 

unavailable due to 

virus intrusion, 

accidental deletion, 

or 

software/hardware 

fault. Customers 

can use the 

snapshot function 

of Elastic Volume 

Service (EVS) to 

restore data to the 

snapshot point in 

time when data is 

lost. Huawei Cloud 

also provides 

Image 

Management 

Service (IMS). 

Customers can use 

to back up cloud 

server instances 
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and use the backup 

images to restore 

cloud server 

instances when the 

software 

environment of the 

instances is faulty. 

Cloud Server 

Backup Service 

(CSBS) can create 

consistent online 

backups for 

multiple EVS disks 

under a cloud 

server, ensuring 

data security and 

reliability and 

reducing the risk of 

unauthorized data 

tampering. 

Customers can use 

the version control, 

VBS, and CSBS 

functions of OBS 

to back up 

documents, disks, 

and servers on the 

cloud. 

4.12.

3 

Define and 

implement a 

{Recovery} 

process to ensure 

that information 

assets are 

recovered within 

an acceptable 

timeframe based 

on their criticality 

{Asset 

Classification}. 

Huawei Cloud has formulated 

comprehensive recovery procedure for 

key businesses supporting the 

continuous operation of cloud services 

according to the requirements of its 

internal business continuity 

management system. The restoration 

strategy takes site, equipment, 

personnel, information systems, third 

party and other aspects into 

consideration. Huawei Cloud 

establishes business continuity plan 

and disaster recovery plan, and 

conducts BCP and DRP tests 

periodically. Huawei Cloud 

standardizes the emergency response 

processes and forms emergency 

response plans for different unexpected 

scenarios that may be involved in each 

product. In addition, Huawei Cloud 

conducts business continuity publicity 

and training within the organization 

annually, periodically conducts 

emergency drills and tests to 

continuously optimize the emergency 

response mechanism. 

Customers should 

ensure that 

information assets 

are recovered 

within an 

acceptable 

timeframe based on 

their criticality. 

Huawei Cloud also 

provides Image 

Management 

Service (IMS). 

Customers can use 

to back up cloud 

server instances 

and use the backup 

images to restore 

cloud server 

instances when the 

software 

environment of the 

instances is faulty. 
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4.12.

4 

Implement the 

{Backup} process 

by periodically 

conducting 

backups to 

information assets 

based on the 

business 

requirements (e.g. 

Recovery Time 

Objective). 

Huawei Cloud has formulated and 

implemented backup and redundancy 

policies, including development and 

test environment, code document 

version management, backup and 

redundancy of the production system, 

tool software and security equipment. 

Huawei Cloud has established a node 

data backup mechanism. The eBackup 

system backs up node data, if the 

backup fails, the eBackup system 

automatically sends an email to the 

backup administrator for follow-up. 

Huawei Cloud can replicate and store 

user data on multiple nodes in a data 

center. Once a single node is faulty, 

user data will not be lost and the 

system can automatically detect and 

recover. Data centers in different 

availability zones in a region are 

interconnected through high-speed 

optical fibers, meeting basic 

requirements for cross- availability 

zone data replication. Users can select 

data replication services based on 

service requirements. 

In addition, storage and database 

services provided by Huawei Cloud are 

highly reliable. For example, EVS uses 

the multi-copy data redundancy 

protection mechanism and the 

synchronous write and read repair 

mechanism to ensure data consistency. 

If a hardware fault is detected, EVS 

automatically rectifies the fault in the 

background and quickly rebuilds data. 

The data durability reaches 

99.9999999%. 

OBS provides highly reliable storage. 

With redundant node design and highly 

reliable networks connecting service 

nodes, it offers 99.995% availability, 

fully meeting the requirements for high 

availability of object storage services. 

In addition, by using automated 

recovery technology that provides data 

redundancy and ensures consistency, 

OBS offers data durability of 

99.9999999999%. 

The RDS uses the hot standby 

architecture. If a fault occurs, the 

system automatically switches services 

to the standby node within 1 minute. 

Customers should 

conduct backups to 

information assets 

based on the 

business 

requirements. 

If customers need 

to back up service 

data, software, and 

system images, 

Huawei Cloud 

provides multiple 

products and 

services with 

different priorities. 

For example, 

customers can use 

Cloud Backup and 

Recovery (CBR) to 

back up cloud 

servers, disks, file 

services, off-cloud 

and VMware 

virtual 

environments. Data 

can be restored to 

any backup point 

when data is 

unavailable due to 

virus intrusion, 

accidental deletion, 

or 

software/hardware 

fault. Customers 

can use the 

snapshot function 

of Elastic Volume 

Service (EVS) to 

restore data to the 

snapshot point in 

time when data is 

lost. Huawei Cloud 

also provides 

Image 

Management 

Service (IMS). 

Customers can use 

to back up cloud 

server instances 

and use the backup 

images to restore 

cloud server 

instances when the 

software 
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Data is automatically backed up every 

day and uploaded to OBS buckets. 

Backup files are stored for 732 days. 

One-click restoration is supported. 

environment of the 

instances is faulty. 

Cloud Server 

Backup Service 

(CSBS) can create 

consistent online 

backups for 

multiple EVS disks 

under a cloud 

server, ensuring 

data security and 

reliability and 

reducing the risk of 

unauthorized data 

tampering. 

Customers can use 

the version control, 

VBS, and CSBS 

functions of OBS 

to back up 

documents, disks, 

and servers on the 

cloud. 

4.12.

5 

Ensure a proper 

protection of 

backups via 

physical security 

[Securing 

Equipment and 

Areas]. 

The Huawei Cloud information 

security environment is managed by 

zones, and physical environment 

facilities are defined for each zone 

(including access control, security 

post, video surveillance, etc.) and 

different requirements for equipment 

access control (including photography 

equipment, storage media, etc.). At the 

same time, the data transfer policies 

and access control policies between 

zones have been formulated and 

implemented. Different security 

strategies are applied to the physical 

access control systems at different 

zones of the data center site for optimal 

physical security. 

Customers ensure 

that backups are 

properly protected 

through physical 

security. 

4.12.

6 

Establish an 

alternate 

storage/backup 

site that provides 

security measures 

equivalent to the 

primary site. 

Huawei Cloud implements a disaster 

recovery (DR) and data backup 

solution that is based on the multiple 

regions and multiple AZ data center 

clustering architecture. Data centers 

are located throughout the world with 

proper site surveys as per regulations. 

All of them are operating normally and 

serving customers. The two sites serve 

as each other's DR site and keeps each 

other backed up. In the event of failure 

in a data center at one site, the system 

can automatically migrate customer 

Customers should 

establish an 

alternate 

storage/backup site 

that provides 

security measures 

equivalent to the 

primary site. 
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applications and data from the affected 

site to the unaffected site on the 

premise of compliance, ensuring 

business continuity. At the same time, 

Huawei Cloud requires that the cloud 

services within the scope of this 

standard use a redundancy mechanism 

based on single-region multiple data 

centers to ensure the business 

continuity of cloud services. 

Different AZs within a single region 

have implemented Data Center 

Interconnection (DCI), connecting 

them through high-speed fiber and 

supporting the essential requirement of 

cross-AZ data replication. Users can 

also leverage our DR replication 

service and solution based on their 

business needs. 

Compute instances and data stored in 

Huawei Cloud can be flexibly 

exchanged among multiple regions or 

multiple AZ within the same region. 

Each AZ is an independent, physically 

isolated fault maintenance domain, has 

its own UPS and on-site backup power 

generator, and also connects to a power 

grid different than any other AZ. All 

AZs connect to multiple tier-1 telecom 

providers for redundancy, eliminating 

the risk of single point of failure. 

Users can and should take full 

advantage of all these regions and AZs 

in their planning for application 

deployment and operations in Huawei 

Cloud. Distributed deployment of an 

application across a number of AZs 

provides a high degree of assurance for 

normal application operations and 

business continuity in most outage 

scenarios (including natural disasters 

and system failures). 

4.12.

7 

Ensure the 

confidentiality, 

integrity, and 

availability of 

backups in 

adverse situations 

(e.g. using 

encryption). 

The infrastructure storage and database 

provided by Huawei Cloud have data 

backup strategies. The backup data 

copies and data use the same data 

security measures. For example, EVS 

provides secure encryption algorithms 

(AES-256) and functions, OBS 

provides server-side encryption and 

anti-leeching functions, and RDS 

provides storage encryption 

mechanisms. By integrating with the 

Customers should 

ensure the 

confidentiality, 

integrity, and 

availability of 

backups. 

Customers can use 

the version control, 

VBS, and CSBS 

functions of OBS 

to back up 
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data encryption service, backup data 

can be encrypted and stored 

conveniently and quickly, ensuring 

security of the backup data. Customers 

use VBS and CSBS to back up data. 

Encrypted data on encrypted disks is 

automatically encrypted to ensure data 

security. 

Huawei Cloud has formulated and 

implemented backup and redundancy 

policies, including development and 

test environment, code document 

version management, backup and 

redundancy of the production system, 

tool software and security equipment. 

Huawei Cloud has established a node 

data backup mechanism. The eBackup 

system backs up node data, if the 

backup fails, the eBackup system 

automatically sends an email to the 

backup administrator for follow-up. 

documents, disks, 

and servers on the 

cloud. By 

integrating with the 

data encryption 

service, backup 

data can be 

encrypted and 

stored conveniently 

and quickly, 

ensuring security of 

the backup data. 

4.12.

8 

Continuously test 

and review the 

{Backup} and the 

{recovery} 

processes to check 

their effectiveness. 

Huawei Cloud establishes business 

continuity plan and disaster recovery 

plan, and conducts BCP and DRP tests 

periodically. Furthermore, Huawei 

Cloud uses the eBackup system to 

perform cyclic redundancy check on 

backup data to ensure the integrity and 

availability of backup data. If the 

check fails, the backup cannot be 

performed successfully. Additionally, 

the Huawei Cloud security drill team 

regularly develops exercises for 

different product types (including basic 

services, operation centers, data 

centers, and organization, etc.) and 

drills in different scenarios to maintain 

the effectiveness of the continuity plan. 

Customers should 

develop recovery 

test plans based on 

business 

requirements to test 

the effectiveness of 

backups. 

4.12.

9 

Enhance and 

implement the 

[Requirements for 

Backup and 

Recovery 

Management] to 

use tools to 

automate the 

{Backup} and the 

{Recovery} 

processes. 

Huawei Cloud has established a node 

data backup mechanism. The eBackup 

system backs up node data, if the 

backup fails, the eBackup system 

automatically sends an email to the 

backup administrator for follow-up. 

Customers should 

use tools to 

automate the 

backup and 

recovery process. 

4.12.

10 

Continuously 

review and 

optimize the 

[Requirements for 

Huawei Cloud reviews and updates the 

established backup and recovery 

management procedures and business 

continuity management procedures 

Customers should 

periodically review 

and update the 

cybersecurity 
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Backup and 

Recovery 

Management] and 

the associated 

processes. 

annually. Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

requirements for 

backup and 

recovery 

periodically. 

 

7.4.13 Configuration Management and Hardening 

Implement baseline configuration settings to increase the resilience of the information assets. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.13.

1 

Define 

[Requirements for 

Configuration 

Management and 

Hardening] which 

consider the 

following: 

• Secure images 

and baseline 

configurations for 

the information 

assets and used 

software/hardware 

Huawei Cloud establishes unified 

baseline configuration standards for 

server operating systems, database 

management systems, and network 

devices that support service operation 

to implement unified management of 

service baseline configurations, specify 

security configuration requirements for 

systems/components in the production 

environment, and ensure effective 

execution and continuous improvement 

of security configurations. 

Huawei Cloud leverages the Minimum 

Security Baselines set out by the 

Center of Internet Security (CIS) and 

has integrated them into the Huawei 

Cloud DevSecOps process and 

establish an internal technical standard 

and specification library that contains 

information security baselines of 

infrastructure components. 

Customers should 

define and 

implement 

requirements for 

Configuration 

Management and 

Hardening. 

4.13.

2 

Implement the 

defined baseline 

configuration 

settings for the 

information assets. 

Systems or components entering the 

Huawei Cloud production environment 

are performed self-inspection by each 

business delivery team based on the 

security configuration standards. If the 

product acceptance team finds that it 

does not meet the security 

configuration standards during 

acceptance, the product acceptance 

team must complete rectification 

before entering the production 

environment. All products must be 

checked by the security engineering 

laboratory in accordance with the 

corresponding security configuration 

Customers should 

implement the 

defined baseline 

configuration 

settings for the 

information assets. 
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standards before releasing, and the 

configuration changes of products 

must follow the change management 

process. 

4.13.

3 

Employ system 

and device 

hardening 

according to 

industry-

recognized best 

practices (e.g. 

disable the default 

configurations 

which have been 

installed on the 

network devices). 

The Huawei Cloud O&M team 

periodically checks and updates 

network device security parameters 

based on internal security baseline 

management regulations. Huawei 

Cloud hardens the security 

configurations of host operating 

systems, VMs, databases, and web 

application components and conducts 

regular checks. 

Customers should 

employ system and 

device hardening 

according to 

industry-

recognized best 

practices. 

4.13.

4 

Restrict the use of 

unnecessary 

functions (e.g. use 

of unauthorized 

ports, services) 

and configure the 

information assets 

to provide only 

essential 

capabilities. 

When configuring networks and 

systems, comply with the baseline 

requirements specified in the cyber 

security redline formulated by Huawei 

Cloud to restrict the use of unnecessary 

functions. For example, do not develop 

high-risk services for the Internet or 

open high-risk ports for the Internet. 

Do not use preset passwords, empty 

passwords, or weak passwords for 

Internet-facing interfaces. 

Customers should 

restrict the use of 

unnecessary 

functions and 

configure the 

information assets 

to provide only 

essential 

capabilities. 

4.13.

5 

Monitor and 

verify 

configuration 

settings against 

the baseline 

settings. 

All products must be checked by the 

security engineering laboratory in 

accordance with the corresponding 

security configuration standards before 

releasing. Huawei Cloud builds a 

configuration monitoring platform to 

monitor the configuration items of 

server operating systems, database 

management systems, and network 

devices in real time.  In addition, the 

Huawei Cloud security O&M team 

regularly spot-checks security 

configuration compliance of systems 

and components in the Huawei Cloud 

production environment based on 

security configuration standards. 

Customers should 

monitor and verify 

configuration 

settings against the 

baseline settings. 

4.13.

6 

Utilize a dedicated 

tool to monitor 

and verify 

configuration 

settings and alert 

upon unauthorized 

deviation from 

baseline 

configuration 

Huawei Cloud builds a configuration 

monitoring platform to monitor the 

configuration items of server operating 

systems, database management 

systems, and network devices in real 

time. The configuration monitoring 

platform compares the actual 

configuration items with the standard 

configuration baseline. When a 

Customers should 

utilize a dedicated 

tool to monitor and 

verify 

configuration 

settings and alert 

upon unauthorized 

deviation from 

baseline 
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settings. difference occurs, the difference 

analysis result is automatically sent to 

the inspection administrator by email 

for follow-up processing. 

configuration 

settings. 

4.13.

7 

Use dedicated 

tools that can 

automatically 

configure/reconfig

ure configuration 

settings [Change 

Management] on 

all the information 

assets. 

All cloud services pass multiple 

security tests before release, Huawei 

Cloud leverages its in-depth 

understanding of customers' security 

requirements and industry standards 

and develops matching security test 

tools. One such tool is SecureCAT, 

which can be used to check security 

configurations of mainstream OS and 

database systems. 

All products must be checked by the 

security engineering laboratory in 

accordance with the corresponding 

security configuration standards before 

releasing. Huawei Cloud builds a 

configuration monitoring platform to 

monitor the configuration items of 

server operating systems, database 

management systems, and network 

devices in real time. The configuration 

monitoring platform compares the 

actual configuration items with the 

standard configuration baseline. When 

a difference occurs, the difference 

analysis result is automatically sent to 

the inspection administrator by email 

for follow-up processing. 

Customers should 

use dedicated tools 

that can 

automatically 

configure/reconfigu

re configuration 

settings on all the 

information assets. 

4.13.

8 

Continuously 

review and 

optimize the 

[Requirements for 

Configuration 

Management and 

Hardening]. 

Huawei Cloud reviews and updates the 

established configuration management 

and hardening procedures annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the requirements 

for configuration 

management and 

hardening 

periodically. 

 

7.4.14 Secure Software Development 

Implement a secure software development lifecycle. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.14. Define Huawei Cloud has formulated system Customers should 



 

HUAWEI CLOUD User Guide to Cyber Security 

Regulations & Guidelines in KSA 

7 How Huawei Cloud Meet Requirements of 

Cybersecurity Regulatory Framework 

 

Issue 1.1(2023-12-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 209 

 

1 [Requirements for 

Secure Software 

Development] 

which consider the 

following: 

• Utilization of 

secure coding 

standards and 

practices (e.g. 

approved libraries, 

APIs) 

• Segregation of 

and allocation of 

access rights to 

different 

environments 

• Conducting tests 

to verify the 

compliance of the 

developed 

software with the 

organization's 

cybersecurity 

requirements 

development security management 

procedures, which define security 

coding specifications and application 

security development specifications 

that Huawei Cloud services must 

comply with during planning, design, 

development, deployment, O&M, and 

user support environments. 

In addition, Huawei Cloud 

standardizes the deployment and 

release processes of products/services 

that use the DevOps development 

mode, which regulates the 

requirements for environment 

isolation, to improve the stability of the 

production environment. Huawei 

Cloud and related cloud services 

comply with security and privacy 

design principles and specifications as 

well as legal and regulation 

requirements. For example, Huawei 

Cloud runs threat analysis based on the 

service scenario, data flow diagram, 

and networking model during the 

security requirement analysis and 

design phases. After identifying the 

threat, design engineers develop 

mitigation measures by utilizing the 

threat mitigation library and security 

design solution library, and then 

implement the corresponding security 

solution design. All threat mitigation 

measures will eventually become 

security requirements and functions. 

Additionally, security test case design 

is completed in accordance with the 

company's security test case library, 

and these designs are then 

implemented to ensure the ultimate 

security of products and services. 

define and 

implement 

requirements for 

secure software 

development and 

implement security 

controls in the 

software 

development life 

cycle. 

4.14.

2 

Ensure that only 

authorized 

personnel has 

access to the 

appropriate 

environment 

[Identity and 

Access 

Management & 

Privileged Access 

Management]. 

Huawei Cloud R&D environment 

adopts hierarchical management, 

including physical isolation, logical 

isolation, access control, data 

transmission channel approval, and 

auditing. Huawei Cloud implements 

role-based access control and 

permission management for internal 

personnel. Employees with different 

positions and responsibilities can only 

perform specific operations on 

authorized targets. Minimize 

permission assignment and strict 

behavior audits to ensure that people 

Customers should 

ensure that only 

authorized 

personnel has 

access to the 

appropriate 

environment within 

the authority. 
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do not access without authorization. 

4.14.

3 

Utilize secure 

coding standards 

and practices (e.g. 

security-by-design 

principles 

supported via 

static or dynamic 

analysis tools) and 

ensure the security 

integration 

between the 

applications. 

Huawei Cloud strictly complies with 

the secure coding specifications 

released by Huawei. Before they are on 

boarded, Huawei Cloud service 

development and test personnel are all 

required to learn corresponding 

specifications and prove they have 

learned these by passing examinations 

on them. In addition, we introduced a 

daily check of the static code scanning 

tool, with the resulting data being fed 

into the cloud service Continuous 

Integration/Continuous Deployment 

(CI/CD) tool chain for control and 

cloud service product quality 

assessment through the use of quality 

thresholds. Before any cloud product 

or cloud service is released, static code 

scanning alarm clearing must be 

completed, effectively reducing the 

code related issues that can extend 

rollout time coding. Huawei Cloud 

uses the internal DevOps platform to 

implement automatic building, testing, 

and rollout during the application 

security development lifecycle, 

preventing software from being 

tampered with during transmission in 

the environment. 

Customers should 

utilize secure 

coding standards 

and practices and 

ensure the security 

integration between 

the applications. 

4.14.

4 

Ensure a secure 

and reliable 

transmission of 

the software 

between the 

environments. 

Huawei Cloud uses the internal 

DevOps platform to implement 

automatic building, testing, and rollout 

during the application security 

development lifecycle, preventing 

software from being tampered with 

during transmission in the 

environment. The Huawei Cloud 

information security environment is 

managed by partitions. Unauthorized 

network connection between the test 

environment and production 

environment are prohibited to avoid 

security risks in the production 

environment due to the intrusion of the 

test environment. It’s not allowed to 

download source code, access source 

code from outside the company, or 

transfer source code through basic 

office applications. Transfer of source 

code from the corporate information 

security environment to the outside of 

the company must be approved and 

Customers should 

ensure a secure and 

reliable 

transmission of the 

software between 

the environments. 
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controlled. 

4.14.

5 

Use only trusted 

and up-to-date 

third-party 

components for 

internally 

developed 

software. 

Huawei Cloud ensures the secure 

introduction and use of open source 

and third party software based on the 

principle of strict entry and wide use. 

Huawei Cloud has formulated clear 

security requirements and complete 

process control solutions for 

introduced open source and third-party 

software, and strictly controls the 

selection analysis, security test, code 

security, risk scanning, legal review, 

software application, and software exit. 

For example, cybersecurity assessment 

requirements are added to open source 

software selection in the selection 

analysis phase to strictly control the 

selection. During the use of third-party 

software, carry out related activities by 

taking the third-party software as part 

of services or solutions, and focus on 

the assessment of the integration of 

open source, third party, and Huawei-

developed software, or whether new 

security issues are introduced when 

independent third-party software is 

used in solutions. 

Customers should 

use only trusted 

and up-to-date 

third-party 

components for 

internally 

developed 

software. 

4.14.

6 

Conduct and 

document a 

security review for 

developed 

software and 

source code (e.g. 

performing error 

checking for all 

input). Conduct 

security tests to 

verify the extent to 

which the 

developed 

software meets the 

organization's 

cybersecurity 

requirements. 

Huawei Cloud introduced a daily 

check of the static code scanning tool, 

with the resulting data being fed into 

the cloud service Continuous 

Integration/Continuous Deployment 

(CI/CD) tool chain for control and 

cloud service product quality 

assessment through the use of quality 

thresholds. Before any cloud product 

or cloud service is released, static code 

scanning alarm clearing must be 

completed, effectively reducing the 

code related issues that can extend 

rollout time coding. 

All cloud services pass multiple 

security tests before release, including 

but not 

limited to micro service-level functions 

and interface security tests such as 

authentication, authorization, and 

session security in the alpha phase; 

API and protocol fuzzing type of 

testing incorporated in the beta phase; 

and database security validation testing 

in the gamma phase. The test cases 

cover the security requirements 

Customers should 

conduct security 

tests to verify the 

extent to which the 

developed software 

meets the 

organization's 

cybersecurity 

requirements. 
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identified in the security design phase 

and include test cases from an 

attacker's perspective. In addition, 

Huawei Cloud leverages its in-depth 

understanding of customers' security 

requirements and industry standards 

and develops matching security test 

tools. One such tool is SecureCAT, 

which can be used to check security 

configurations of mainstream OS and 

database systems. 

4.14.

7 

Continuously 

review and 

optimize the 

[Requirements for 

Secure Software 

Development]. 

Huawei Cloud reviews and updates the 

established secure system development 

and test procedures annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the requirements 

for secure software 

development 

periodically. 

 

7.4.15 Email & Web Browser Protection 

Protect email and web browsers against cybersecurity threats. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.15.

1 

Define 

[Requirements for 

Emails and Web 

Browser 

Protection] which 

consider the 

following: 

• Utilization of 

standardized 

security 

mechanisms for 

email and web 

browser protection 

Huawei Cloud follows the office 

application system security standards 

established by Huawei, which specifies 

the security control requirements for 

Email systems and mobile mail usage, 

proxy usage, and defines the sending 

and receiving rules and permissions of 

mail and web browser. In addition, 

Huawei Cloud follows the 

cybersecurity management regulations 

established by Huawei, which specify 

requirements of network access to 

ensure that organizations are protected 

from cybersecurity risks caused by 

malicious network intrusion. 

Customers should 

define email and 

Web browser 

protection 

requirements. 

4.15.

2 

Implement the 

[Requirements for 

Emails and Web 

Browser 

Protection] (e.g. 

email filtering for 

spam and phishing 

Huawei Cloud personnel follow 

Huawei's security control requirements 

for Email systems, mobile mail usage, 

and network access and usage. Huawei 

Cloud uses technical means approved 

by Huawei, such as deploying anti-

virus programs, monitoring and 

Customers should 

implement security 

requirements for 

emails and web 

browser protection. 
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protection, multi-

factor 

authentication, 

backup and 

archive for emails, 

protection against 

Advanced 

Persistent Threats, 

untrusted 

websites). 

filtering emails at the mail gateway, 

and intercepting virus mail and spam. 

In addition, Huawei Cloud is 

prohibited from enabling network 

services such as WWW, FTP, DNS, 

and dynamic routing on the office 

network without permission or 

providing network proxy services on 

the office network. It also prohibits 

shared directories for which all users 

have access rights. When an employee 

accesses the Huawei Cloud office 

network through the Internet, the 

employee must use the virtual private 

network (VPN) that supports registered 

authentication devices and two-factor 

authentication with account password. 

In addition, Huawei Cloud has 

formulated security management 

regulations, which clarify that users are 

prohibited from logging in to their 

private email addresses (other than 

Huawei Email) through Proxy without 

authorization, and it is prohibited to 

transmit Huawei information outside 

Huawei's office network through the 

network. It is also forbidden to use any 

means to bypass proxy restrictions to 

transmit data outside the company or 

access unauthorized websites. It also 

prohibits shared directories for which 

all users have access rights. At the 

same time, Huawei Cloud stipulates 

that all e-mails that reflect Huawei's 

work activities and are valuable for 

reference should be backed up and 

archived, and the data is retained on 

online storage media. 

4.15.

3 

Restrict the access 

to unauthorized 

web-based email 

services (e.g. 

firewall rules, 

network based 

URL filters). 

Huawei Cloud restricts access to 

unauthorized web-based email 

services, preventing email addresses 

from malicious activities such as 

spoofing, spam, and phishing. 

Customers should 

restrict the access 

to unauthorized 

web-based email 

services. 

4.15.

4 

Continuously 

review and 

optimize the 

[Requirements for 

Emails and Web 

Browser 

Protection]. 

Huawei Cloud reviews and updates the 

established email management and 

network access standards and 

procedures annually. Additionally, 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

Customers should 

review and update 

the cybersecurity 

requirements for 

emails and web 

browser protection 

periodically. 
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standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

 

7.4.16 Penetration Testing 

Conduct penetration tests to evaluate the organization’s defense capabilities and detect 

vulnerabilities. 

No. Specific control 

requirements 

Huawei Cloud Response Customer 

Responsibilities 

4.16.

1 

Define 

[Requirements for 

Penetration 

Testing] which 

consider the 

following: 

• Purpose of the 

penetration tests 

and overall 

objectives 

• Defining the 

frequency of the 

penetration tests 

Huawei Cloud has established the 

penetration test and vulnerability 

scanning management regulations, 

which clarify the security requirements 

that Huawei Cloud platforms should 

follow when conducting penetration 

testing, standardize penetration testing 

behavior, and ensure that penetration 

testing activities are compliant and 

controlled. 

Customers should 

establish 

penetration testing 

management 

standards to 

regulate 

penetration testing 

behavior. 

4.16.

2 

Define a 

{Penetration 

Testing} process 

consisting of the 

scope and 

frequency (e.g. at 

least once 

quarterly on the 

critical 

information 

assets) of the 

penetration tests 

using standard 

methodologies to 

identify unknown 

vulnerabilities 

(e.g. grey box 

testing, white box 

testing). 

Huawei Cloud organizes internally or 

external third parties with certain 

qualifications to conduct penetration 

tests on all Huawei Cloud platform 

systems within and applications every 

six months, and follow up and rectify 

the results of penetration tests. The 

penetration test report and follow-up 

would be verified by internal audits 

and external certification agencies. 

Customers should 

specify the scope 

and frequency of 

penetration testing, 

and conduct 

penetration testing 

of critical 

information assets 

at least once 

quarterly. 

4.16.

3 

Depending on the 

penetration test 

methodology 

used, use the 

[Vulnerabilities 

Report] as an 

input to guide the 

During the penetration test, Huawei 

Cloud uses the known vulnerabilities 

in the vulnerability report to perform 

the test. 

Customers should 

use vulnerability 

reports as an input 

to guide 

penetration tests. 
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penetration tests. 

4.16.

4 

Report the 

[Penetration Test 

Report] to the 

respective 

departments to 

trigger 

remediation 

actions when 

applicable [Patch 

Management]. 

Vulnerabilities and risks found in the 

penetration test are notified to the 

security O&M team. The security 

O&M team organizes the 

implementation personnel, business 

teams, and experts to assess 

vulnerability risks and develop a 

remediation plan, and tracks 

vulnerability and risk closure. Formal 

penetration test reports should be 

developed for penetration test 

activities, and the results should be 

reported to the business domain and 

upper-level departments. 

Customers should 

report the results of 

penetration tests 

with the relevant 

personnel and 

implement 

remedial measures. 

4.16.

5 

Continuously 

review and 

optimize the 

[Requirements for 

Penetration 

Testing] as well as 

the methods used 

in conducting 

penetration tests 

and the associated 

processes. 

Huawei Cloud reviews and updates the 

established penetration test and 

vulnerability scanning management 

standards and procedures annually. 

Additionally, Huawei Cloud 

Computing Security & Privacy Office 

regularly reviews the implementation 

of policies to ensure that security 

governance policies, standards, 

regulations, and specific measures are 

implemented in the processes of each 

business domain. 

Customers should 

review and update 

the cyber security 

requirements for 

penetration testing 

periodically. 

 

7.5 Physical Security 

"Physical Security" requires customer to develop and implement comprehensive physical and 

environmental security policies, procedures and measures to prevent physical and 

environmental potential hazards and unauthorized access. The control requirements and 

practices of Huawei Cloud are as follow: 

7.5.1 Securing Equipment and Areas 

Protect information assets from physical damage and threats. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

5.1.1 Define 

[Requirements for 

Securing 

Equipment and 

Areas] which 

consider the 

following: 

Huawei Cloud has established comprehensive physical 

security and environmental safety protection measures, 

strategies, and procedures. The Huawei Cloud information 

security environment is managed by zones, and physical 

environment facilities are defined for each zone (including 

access control, security post, video surveillance, etc.) and 

different requirements for equipment access control 

(including photography equipment, storage media, etc.). At 
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• Protecting 

equipment and 

physical facilities 

• Delivery and 

loading areas 

• Transportation of 

equipment 

the same time, the data transfer policies and access control 

policies between zones have been formulated and 

implemented. 

5.1.2 Define security 

perimeters 

(considering the 

[Requirements for 

Asset 

Management]) in 

order to protect 

physical facilities 

(e.g. offices, 

rooms, data 

centers, ground 

stations, and 

telecommunication 

processing 

equipment) that 

contain sensitive 

or critical 

information assets. 

Huawei Cloud through access control systems, strictly 

review and regularly audit user access rights. Huawei Cloud 

requires visitors to be accompanied by internal personnel 

throughout the visit, and can only move in general restricted 

areas. Huawei Cloud uses physical and logical control to 

divide production and non-production environments. The 

data center reasonably divides the physical area of the 

computer room (including highly sensitive area) and 

reasonably arranges the components of the information 

system in the design, construction and operation, so as to 

prevent the potential physical and environmental hazards. 

5.1.3 Ensure that the 

equipment reside 

within appropriate 

security zones and 

is stored in secure 

physical facilities 

during non-

operational hours. 

Huawei Cloud has formulated regulations on confidential 

devices and media management, which specify requirements 

for device placement, protection, and access and formulate 

operation processes. Important components of the data center 

are stored in a dedicated electronic encryption safe in the 

warehousing system, and the safe is switched on and off by a 

dedicated person. Any spare components of the data center 

must be obtained by providing an authorized service ticket 

and must be registered in the warehousing management 

system. All physical access equipment and warehousing 

system materials are regularly counted and tracked by 

dedicated personnel. The equipment room administrator not 

only conducts routine security checks, but also audits data 

center access records irregularly to ensure that unauthorized 

personnel cannot access the data center. 

5.1.4 Secure the 

delivery/loading 

areas that could be 

used by 

unauthorized 

personnel to enter 

the organization's 

premises (e.g. 

segregate 

physically where 

possible, incoming 

and outgoing 

The Huawei Cloud information security environment is 

managed by zones, and physical environment facilities are 

defined for each zone (including access control, security 

post, video surveillance, etc.) and different requirements for 

equipment access control (including photography equipment, 

storage media, etc.). 
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shipments). 

5.1.5 Protect the equipment against damage from environmental threats, hazards, and 

unauthorized access. In addition, take into consideration the following factors for 

the protection of equipment: 

• Power failures 

and disruptions 

(caused by the 

failure of 

supporting 

utilities) 

Huawei Cloud strictly controls the electrical and fire safety. 

Huawei Cloud data centers employ a multi-level safety 

assurance solution to make 24/7 service availability and 

continuity. Daily electricity consumption at data centers 

relies on dual power supply from different power substations. 

Data centers are equipped with diesel generators, which are 

run in the event of power outage, and also Uninterruptible 

Power Supply (UPS), which provides temporary power as a 

backup. 

• Securing cables 

against 

interception, 

interference or 

damage as well as 

a proper cable 

management (e.g. 

cable labelling, 

color code) 

Huawei Cloud data centers avoid strong electromagnetic 

interference during site selection. During the construction of 

Huawei Cloud data centers, secure conduits and anti-tamper 

hardware must be used for network cabling and external 

devices. When communication equipment, such as fiber optic 

cables, passes through open access areas, pipes and bridges 

are made of metal, covered with protective cables, laid in 

pipes or trunkings, and equipped with leakage detection 

devices. 

• Operating the 

equipment 

according to the 

manufacturer 

specified 

requirements and 

controlling the 

working 

atmosphere (e.g. 

temperature, 

humidity, air 

quality, water, and 

light) 

Huawei Cloud data centers are fitted with high precision air 

conditioning and automatic adjustment of centralized 

humidifiers to ensure that computer systems operate 

optimally within their specified ranges of temperature and 

humidity. Hot and cold air channels for computer cabinets 

are properly designed and positioned. Cold air channels are 

sealed to prevent isolated hot spots. The space beneath the 

raised floor is used as a static pressure box to supply air to 

computer cabinets. 

• Protection 

against 

unauthorized 

access (e.g. 

surveillance 

through CCTV) 

Huawei Cloud data centers employ industry standard data 

center physical security technologies to monitor and 

eliminate physical hazards and physical security concerns. 

CCTV monitoring is enabled 24/7 for data centers' physical 

perimeters, entrances, exits, hallways, elevators, and 

computer cage areas. CCTV is also integrated with infrared 

sensors and physical access control systems. Security guards 

routinely patrol data centers and set up online electronic 

patrol systems such that unauthorized access and other 

physical security incidents promptly trigger sound and light 

alarms. 

• Clear desk and 

clear screen policy 

(e.g. lock sensitive 

information stored 

on papers in a safe 

Huawei Cloud has formulated and implemented workplace 

security management regulations, sets requirements on 

employees' security responsibilities and behavior, formulates 

policies and procedures to ensure that unattended workspaces 

are free of publicly visible sensitive documents. At the same 
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place, lock screens 

of computers 

and/or terminals 

when not in use or 

unattended) 

time, security awareness education is carried out through 

awareness education, publicity activities, and BCG and 

commitment letter signing. 

5.1.6 Protect the 

equipment during 

their transportation 

taking into 

consideration e.g. 

the assessed risks, 

security during 

movement 

Huawei Cloud has formulated regulations for managing 

storage media and devices in and out of the equipment room. 

Storage media and devices must be registered and authorized 

before entering or leaving the equipment room. Data leakage 

prevention management is implemented when physical 

storage media enters and exits the equipment room, and data 

erasing and scrapping processes are specified to reduce 

possible data leakage losses. 

5.1.7 Continuously 

review and 

optimize the 

[Requirements for 

Securing 

Equipment and 

Areas]. 

Huawei Cloud review and update the established physical 

and environmental security procedures every year. At the 

same time, Huawei Cloud Computing Security & Privacy 

Office regularly reviews the implementation of the policy to 

ensure that the policies, standards, specifications, and 

specific measures of security governance are implemented in 

various business areas. 

 

7.5.2 Physical Access Management 

Manage physical access to facilities that host information assets to prevent unauthorized 

access. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

5.2.1 Define 

[Requirements for 

Physical Access 

Management] 

which consider the 

following: 

• Physical access 

authorizations and 

control 

• Monitoring 

physical access 

The Huawei Cloud information security environment is 

managed by zones, and physical environment facilities are 

defined for each zone (including access control, security 

post, video surveillance, etc.) and different requirements for 

equipment access control (including photography equipment, 

storage media, etc.). At the same time, the data transfer 

policies and access control policies between zones have been 

formulated and implemented. 

Huawei Cloud enforces stringent data center access control 

for both personnel and equipment. Security guards, stationed 

24/7 at every entrance to each Huawei Cloud data center site 

as well as at the entrance of each building on site, are 

responsible for registering and monitoring visitors and staff 

managing their access scope on an as needed basis. Different 

security strategies are applied to the physical access control 

systems at different zones of the data center site for optimal 

physical security. 

5.2.2 Create and 

approve a 

[Physical Access 

Control List] of 

individuals with 

The Huawei Cloud information security environment is 

managed by zones, and physical environment facilities are 

defined for each zone (including access control, security 

post, video surveillance, etc.) and different requirements for 

equipment access control (including photography equipment, 
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authorized access 

to the 

organization's 

facilities and issue 

appropriate 

authorization 

credentials. 

storage media, etc.). At the same time, the data transfer 

policies and access control policies between zones have been 

formulated and implemented. 

Huawei Cloud enforces stringent data center access control 

for both personnel and equipment. Security guards, stationed 

24/7 at every entrance to each Huawei Cloud data center site 

as well as at the entrance of each building on site, are 

responsible for registering and monitoring visitors and staff 

managing their access scope on an as needed basis. Different 

security strategies are applied to the physical access control 

systems at different zones of the data center site for optimal 

physical security. 

5.2.3 Define and 

implement 

{Physical Access 

Management} 

process to grant 

and manage access 

(e.g. secure keys) 

to the physical 

facilities. 

Huawei Cloud has formulated regulations on confidential 

devices and media management, which specify requirements 

for device placement, protection, and access and formulate 

operation processes. Important components of the data center 

are stored in a dedicated electronic encryption safe in the 

warehousing system, and the safe is switched on and off by a 

dedicated person. Any spare components of the data center 

must be obtained by providing an authorized service ticket 

and must be registered in the warehousing management 

system. All physical access equipment and warehousing 

system materials are regularly counted and tracked by 

dedicated personnel. The equipment room administrator not 

only conducts routine security checks, but also audits data 

center access records irregularly to ensure that unauthorized 

personnel cannot access the data center. 

5.2.4 Establish physical 

entry controls for 

visitors (e.g. 

provide security 

badges to the 

visitors and 

monitor unusual 

activity). 

The Huawei Cloud information security environment is 

managed by zones, and physical environment facilities are 

defined for each zone (including access control, security 

post, video surveillance, etc.) and different requirements for 

equipment access control (including photography equipment, 

storage media, etc.). At the same time, the data transfer 

policies and access control policies between zones have been 

formulated and implemented. 

Huawei Cloud enforces stringent data center access control 

for both personnel and equipment. Security guards, stationed 

24/7 at every entrance to each Huawei Cloud data center site 

as well as at the entrance of each building on site, are 

responsible for registering and monitoring visitors and staff 

managing their access scope on an as needed basis. Different 

security strategies are applied to the physical access control 

systems at different zones of the data center site for optimal 

physical security. 

5.2.5 Continuously 

review the 

[Physical Access 

Control List] of 

individuals with 

authorized access 

to facilities and 

remove them from 

Huawei Cloud through access control systems, strictly 

review and regularly audit user access rights. The equipment 

room administrator not only conducts routine security 

checks, but also audits data center access records irregularly 

to ensure that unauthorized personnel cannot access the data 

center. 
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the list when 

access is no longer 

required. 

5.2.6 Regularly review 

physical access 

logs for suspicious 

activity [Logging 

and Monitoring]. 

The Huawei Cloud information security environment is 

managed by zones, and physical environment facilities are 

defined for each zone (including access control, security 

post, video surveillance, etc.) and different requirements for 

equipment access control (including photography equipment, 

storage media, etc.). At the same time, the data transfer 

policies and access control policies between zones have been 

formulated and implemented. 

Huawei Cloud enforces stringent data center access control 

for both personnel and equipment. Security guards, stationed 

24/7 at every entrance to each Huawei Cloud data center site 

as well as at the entrance of each building on site, are 

responsible for registering and monitoring visitors and staff 

managing their access scope on an as needed basis. Different 

security strategies are applied to the physical access control 

systems at different zones of the data center site for optimal 

physical security. 

5.2.7 Continuously 

review and 

optimize the 

[Requirements for 

Physical Access 

Management] as 

well as the 

effectiveness of 

the controls used 

for handling the 

physical access 

management. 

Huawei Cloud review and update the established physical 

and environmental security procedures every year. At the 

same time, Huawei Cloud Computing Security & Privacy 

Office regularly reviews the implementation of the policy to 

ensure that the policies, standards, specifications, and 

specific measures of security governance are implemented in 

various business areas. 

 

7.5.3 Environmental Protection 

Protect information assets from environmental threats. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

5.3.1 Define 

[Requirements for 

Environmental 

Protection] which 

consider the 

following: 

• Defining 

physical protection 

measures against 

internal and 

external 

Huawei Cloud has formulated and implemented 

comprehensive physical and environmental security 

protection policies, procedures, and measures to ensure that 

physical protection measures are protected from threats from 

internal and external environments. 
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environmental 

threats 

5.3.2 Implement 

physical protection 

measures (e.g. 

deploy and 

maintain fire 

detection and 

suppression 

devices/systems) 

against internal 

(e.g. accidents, 

power failures, 

other disruptions 

caused by failures 

in supporting 

utilities) and 

external 

environmental 

threats and hazards 

(e.g. natural 

disasters). 

Huawei Cloud has established comprehensive physical 

security and environmental safety protection measures, 

strategies, and procedures. During the design, construction, 

and operation stages, the data centers have proper physical 

zoning and well-organized placement of information systems 

and components, which helps prevent potential physical and 

environmental risk scenarios (for example, fire or electro-

magnetic leakage) as well as unauthorized access. 

Furthermore, sufficient data center space and adequate 

electrical, networking, and cooling capacities are reserved in 

order to meet not only today's infrastructure requirements but 

also the demands of tomorrow's rapid infrastructure 

expansion. The Huawei Cloud O&M team enforces stringent 

access control, safety measures, regular monitoring and 

auditing, and emergency response measures to ensure the 

physical security and environmental safety of Huawei Cloud 

data centers. 

5.3.3 Continuously 

review and 

optimize the 

[Requirements for 

Environmental 

Protection] as well 

as the 

effectiveness of 

the controls 

established for 

emergency 

situations. 

Huawei Cloud review and update the established physical 

and environmental security procedures every year. At the 

same time, Huawei Cloud Computing Security & Privacy 

Office regularly reviews the implementation of the policy to 

ensure that the policies, standards, specifications, and 

specific measures of security governance are implemented in 

various business areas. 

 

7.5.4 Off-Site Assets 

Protect off-site assets of organizational premises from physical and environmental threats. 

No. Specific control 

requirements 

HUAWEI Cloud Response 

5.4.1 Define 

[Requirements for 

Off-Site Assets] 

which consider the 

following: 

• Protection of 

equipment and 

physical facilities 

installed on offsite 

Huawei Cloud has formulated and implemented office 

computer security management regulations, specifying that 

office asset users are obligated to ensure the security of the 

assets they use and are responsible for the usage status. 

Employees should take working laptops with them or 

properly store them to ensure the security of HUAWEI 

information stored on the laptops. Employees will promptly 

report lost or stolen office computers. 
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premises 

• Interconnected 

telecommunication 

services 

5.4.2 Implement 

appropriate 

security measures 

to protect the 

organization's 

equipment 

installed on off-

site premises (e.g. 

alternate work 

sites, co-locations) 

and ensure that the 

off-site premises 

are effectively 

secured (e.g. 

against physical 

and environmental 

threats). 

Huawei Cloud has formulated and implemented office 

computer security management regulations, specifying that 

office asset users are obligated to ensure the security of the 

assets they use and are responsible for the usage status. 

Employees should take working laptops with them or 

properly store them to ensure the security of HUAWEI 

information stored on the laptops. Employees will promptly 

report lost or stolen office computers. 

5.4.4 Continuously 

review and 

optimize the 

[Requirements for 

Off-Site Assets] as 

well as the 

effectiveness of 

cybersecurity 

controls to protect 

the off-site assets. 

Huawei Cloud review and update the established physical 

and environmental security procedures every year. At the 

same time, Huawei Cloud Computing Security & Privacy 

Office regularly reviews the implementation of the policy to 

ensure that the policies, standards, specifications, and 

specific measures of security governance are implemented in 

various business areas. 

 

7.6 Third Party Security 

"Third Party Security" provides guidelines for customers to implement business outsourcing. 

Control requirements for customers cover areas such as service provider capabilities, 

contracts and agreements, confidentiality of customer data, and use of cloud services. The 

relevant control requirements and practices of Huawei Cloud are as follows: 

7.6.1 Cloud Services 

Ensure cybersecurity requirements are contracted and applied by their cloud service provider. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

6.1.1 Define 

[Requirements for 

Cloud Services] 

Huawei Cloud cooperates with 

customers to exercise supervision over 

cloud service providers. The online 

Customers should 

establish 

cybersecurity 
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which consider the 

following: 

• Cloud risk 

assessment 

• Identifying 

cybersecurity 

requirements 

expected from the 

cloud provider 

• Service level 

agreements 

Huawei Cloud Customer Agreement 

defines cloud service customers and 

Huawei's security responsibilities, and 

the Huawei Cloud Service Level 

Agreement stipulates the service level 

provided by Huawei Cloud. At the 

same time, Huawei Cloud has also 

developed a negotiable offline contract 

template to address specific customer 

needs. 

As a cloud service provider, Huawei 

Cloud ensures secure development, 

configuration, and deployment of 

cloud technologies and the security of 

the operation and management of 

cloud services. 

requirements 

associated with 

cloud computing 

services to ensure 

the security of 

information and 

technology assets 

of organizations on 

the cloud. 

6.1.2 Conduct a risk 

assessment in 

accordance with 

the [Requirements 

for Cybersecurity 

Risk Assessment] 

prior to adopting 

cloud services (or 

in the event of 

changes in 

relevant 

legislative and 

regulatory 

requirements) to 

ensure that risks 

related to the use 

of cloud services 

are appropriately 

addressed. 

Huawei Cloud will comply with the 

requirements specified in the 

agreement signed with the customer. 

Huawei Cloud will assign dedicated 

personnel to actively cooperate with 

the customer in monitoring and risk 

assessment on Huawei Cloud. 

Customers should 

conduct a risk 

assessment of the 

cloud provider 

before adopting 

cloud services. 

6.1.3 Identify the 

cybersecurity 

requirements (e.g. 

classification of 

data before 

hosting in the 

cloud, protecting 

the confidentiality, 

integrity and 

availability of the 

organization's 

data, segregation 

of the 

organization's data 

in cloud from 

other data residing 

in the cloud) 

which the cloud 

As a cloud service provider, Huawei 

Cloud ensures secure development, 

configuration, and deployment of 

cloud technologies and the security of 

the operation and management of 

cloud services. Huawei Cloud 

cooperates with customers to exercise 

supervision over cloud service 

providers. The online Huawei Cloud 

Customer Agreement defines cloud 

service customers and Huawei's 

security responsibilities, and the 

Huawei Cloud Service Level 

Agreement stipulates the service level 

provided by Huawei Cloud. 

Customers should 

clarify the 

cybersecurity 

requirements that 

the cloud service 

provider should 

comply with. 

Customers need to 

classify their data 

and perform risk 

analysis before 

using cloud 

services, and then 

specify the storage 

location, storage 

services, and 

security measures 

to protect the data 
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service provider 

should comply 

with {Information 

Classification}. 

based on the risk 

analysis results. 

6.1.4 Establish service level agreements (SLAs) with the cloud service provider which 

consider at least the following: 

• Pre-defined 

cybersecurity 

requirements 

Huawei Cloud strictly adheres to "not 

accessing customer data without 

permission" and explicitly states in the 

user agreement that it will not access 

or use the user's content, unless it 

provides the necessary services for the 

user or abides by the laws and 

regulations or the binding orders of the 

government institutions. Huawei Cloud 

strictly conforms to the cyber security 

principles described in CRF. 

Huawei Cloud cooperates with 

customers to exercise supervision over 

cloud service providers. The online 

Huawei Cloud Customer Agreement 

defines cloud service customers and 

Huawei's security responsibilities, and 

the Huawei Cloud Service Level 

Agreement stipulates the service level 

provided by Huawei Cloud. At the 

same time, Huawei Cloud has also 

developed a negotiable offline contract 

template to address specific customer 

needs. 

Customers should 

specify in the 

contract or 

agreement with the 

cloud providers 

that the cloud 

providers shall 

comply with the 

requirements of the 

organizational 

policies and 

procedures, laws 

and regulations. 

• Communication 

procedure in case 

of a cybersecurity 

incident 

For security incidents that affect 

customers, Huawei Cloud has 

established a comprehensive incident 

notification mechanism. When serious 

events occur on the underlying 

infrastructure platform and have or 

may have a serious impact on multiple 

customers, Huawei Cloud can 

promptly notify customers of events 

with an announcement. The contents of 

the notification include but are not 

limited to a description of the event, 

the cause, impact, measures taken by 

Huawei Cloud and the measures 

recommended for customers. After the 

incident is resolved, the incident report 

will be provided to the customer 

according to the specific situation. 

Customers should 

specify the 

communication 

procedures in the 

occurrence of 

cybersecurity 

incidents in the 

contracts or 

agreements signed 

with the cloud 

provider. 

• Right to 

terminate the 

cloud service 

(returning 

Once customers agree the deletion, 

Huawei Cloud deletes the index 

relationship between customers and 

data, and clears the storage space, such 

Customers should 

specify in the non-

disclosure clauses 

signed with the 
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organization data 

in a usable format, 

irreversibly delete 

the organization’s 

data) 

as memory and block storage before 

reallocation, to ensure that related data 

and information cannot be restored. If 

a physical storage medium is to be 

disposed, Huawei Cloud clears the data 

by degaussing, bending, or breaking 

the storage medium to ensure that data 

on the storage medium cannot be 

restored. 

third party that 

secure removal of 

organization’s data 

by third parties 

upon end of 

service. 

When the service 

agreement 

terminates, 

customers can 

migrate content 

data from Huawei 

Cloud through 

Cloud Data 

Migration (CDM) 

service provided by 

Huawei Cloud, 

such as migrating 

to local data center. 

6.1.5 Ensure the hosting 

and storage site of 

the organization's 

data is in the 

Kingdom of Saudi 

Arabia. 

Huawei Cloud ensure the hosting and 

storage site of the organization's data is 

in the Kingdom of Saudi Arabia. 

Customers should 

ensure that the 

hosting and storage 

site of the 

organization's data 

must be inside the 

Kingdom of Saudi 

Arabia. 

6.1.6 Audit, review, and 

monitor the cloud 

service provider 

for compliance 

with contractual 

obligations. 

Huawei Cloud will comply with the 

requirements specified in the 

agreement signed with the customer. 

Huawei Cloud will assign dedicated 

personnel to actively cooperate with 

the customer in monitoring and risk 

assessment on Huawei Cloud. 

Customers should 

review and monitor 

the cloud service 

providers for 

compliance with 

contractual 

obligations. 

6.1.7 Continuously 

review and 

optimize the 

[Requirements for 

Cloud] as well as 

the procedures 

involved in 

selecting the cloud 

services and the 

expected 

cybersecurity 

requirements. 

As a cloud service provider, Huawei 

Cloud reviews and updates the 

established information security 

management system annually, and 

Huawei Cloud Computing Security & 

Privacy Office regularly reviews the 

implementation of policies to ensure 

that security governance policies, 

standards, regulations, and specific 

measures are implemented in the 

processes of each business domain. 

Customers should 

review and update 

cybersecurity 

requirements 

related to the use of 

cloud computing. 
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7.6.2 Outsourcing Services 

Ensure cybersecurity requirements are contracted and applied by third parties providing 

outsourcing services to the organization. 

No. Specific control 

requirements 

HUAWEI Cloud Response Customer 

Responsibilities 

6.2.1 Define 

[Requirements for 

Outsourcing 

Services] which 

consider the 

following: 

• Risk assessment 

for outsourcing 

services to a third 

party 

• Addressing 

cybersecurity 

requirements 

expected from the 

third party 

provider 

• Service level 

agreements 

Huawei Cloud cooperates with 

customers to exercise supervision over 

cloud service providers. The online 

Huawei Cloud Customer Agreement 

defines cloud service customers and 

Huawei's security responsibilities, and 

the Huawei Cloud Service Level 

Agreement stipulates the service level 

provided by Huawei Cloud. At the 

same time, Huawei Cloud has also 

developed a negotiable offline contract 

template to address specific customer 

needs. Huawei Cloud defines the 

responsibilities and cyber security 

requirements of both parties in the 

contract based on customer 

requirements. 

Huawei Cloud has established a formal 

procurement audit process. Huawei 

Cloud requires sign contracts, service 

agreements, and non-disclosure 

agreements with suppliers before 

conducting on-site work. The contract 

and service agreement specify the 

responsibilities and obligations of both 

parties, and clarify the cyber security 

requirements, service content, and 

service level that the supplier should 

meet. In addition, the non-disclosure 

agreements restrict clauses that violate 

confidentiality. The Legal Department 

of Huawei Cloud reviews and updates 

the NDA every year to ensure that the 

NDA can continuously meet business 

requirements on supplier management 

Customers should 

specify 

cybersecurity 

requirements in 

contracts and 

agreements with 

third parties to 

reduce the risk of 

third-party access 

to organizational 

assets. 

6.2.2 Conduct a risk 

assessment in 

accordance with 

the [Requirements 

for Cybersecurity 

Risk Assessment] 

prior to 

outsourcing any 

service to a third 

party provider (or 

in the event of 

Huawei Cloud will comply with the 

requirements specified in the 

agreement signed with the customer. 

Huawei Cloud will assign dedicated 

personnel to actively cooperate with 

the customer in monitoring and risk 

assessment on Huawei Cloud. 

Huawei Cloud has established a 

supplier selection and supervision 

system, through due diligence before 

signing the contract and regular 

Customers should 

establish a risk 

assessment 

framework to 

regularly evaluate 

the risks of 

outsourced 

services. 
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changes in 

relevant 

legislative and 

regulatory 

requirements) to 

ensure that risks 

related to the use 

of outsourcing are 

appropriately 

addressed. 

evaluation to manage the supplier's 

compliance with the specific 

requirements and contract obligations 

of Huawei Cloud. 

6.2.3 Identify the 

cybersecurity 

requirements 

which the third 

party provider 

should comply 

with (e.g. non-

disclosure 

clauses). 

Huawei Cloud strictly adheres to "not 

accessing customer data without 

permission" and explicitly states in the 

user agreement that it will not access 

or use the user's content, unless it 

provides the necessary services for the 

user or abides by the laws and 

regulations or the binding orders of the 

government institutions. Huawei Cloud 

strictly conforms to the cyber security 

principles described in CRF and at the 

same time, it will clearly stipulate the 

responsibility of Huawei Cloud to 

customers in the case of a breach of 

confidentiality clauses in contracts 

signed with customers. 

Huawei Cloud business associates with 

third parties are responsible for 

managing their third-party 

relationships, including asset 

protection requirements and suppliers 

‘access to relevant applications. For 

Huawei Cloud suppliers, Huawei 

Cloud periodically assesses the 

security compliance of their services 

and the security protection capabilities 

of users' personal information. 

Customers should 

specify in the 

contract or 

agreement with the 

third-parties that 

the third-parties 

shall comply with 

the requirements of 

the organizational 

policies and 

procedures, laws 

and regulations. 

6.2.4 Establish service level agreements with the third party service provider which 

consider at least the following: 

• Pre-defined 

cybersecurity 

requirements 

Huawei Cloud strictly adheres to "not 

accessing customer data without 

permission" and explicitly states in the 

user agreement that it will not access 

or use the user's content, unless it 

provides the necessary services for the 

user or abides by the laws and 

regulations or the binding orders of the 

government institutions. Huawei Cloud 

strictly conforms to the cyber security 

principles described in CRF and at the 

same time, it will clearly stipulate the 

responsibility of Huawei Cloud to 

customers in the case of a breach of 

Customers should 

specify in the 

contract or 

agreement with the 

third-parties that 

the third-parties 

shall comply with 

the requirements of 

the organizational 

policies and 

procedures, laws 

and regulations. 
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confidentiality clauses in contracts 

signed with customers. 

Huawei Cloud business associates with 

third parties are responsible for 

managing their third-party 

relationships, including asset 

protection requirements and suppliers 

‘access to relevant applications. For 

Huawei Cloud suppliers, Huawei 

Cloud periodically assesses the 

security compliance of their services 

and the security protection capabilities 

of users' personal information. 

• Communication 

procedure in case 

of a cybersecurity 

incident 

For security incidents that affect 

customers, Huawei Cloud has 

established a comprehensive incident 

notification mechanism. When serious 

events occur on the underlying 

infrastructure platform and have or 

may have a serious impact on multiple 

customers, Huawei Cloud can 

promptly notify customers of events 

with an announcement. The contents of 

the notification include but are not 

limited to a description of the event, 

the cause, impact, measures taken by 

Huawei Cloud and the measures 

recommended for customers. After the 

incident is resolved, the incident report 

will be provided to the customer 

according to the specific situation. 

Customers should 

specify the 

communication 

procedures in the 

occurrence of 

cybersecurity 

incidents in the 

contracts or 

agreements signed 

with the third party. 

• Right to 

terminate the 

contractual 

obligation with the 

third-party 

provider 

Once customers agree the deletion, 

Huawei Cloud deletes the index 

relationship between customers and 

data, and clears the storage space, such 

as memory and block storage before 

reallocation, to ensure that related data 

and information cannot be restored. If 

a physical storage medium is to be 

disposed, Huawei Cloud clears the data 

by degaussing, bending, or breaking 

the storage medium to ensure that data 

on the storage medium cannot be 

restored. Huawei Cloud has established 

a comprehensive provider management 

process, evaluating the cybersecurity 

capabilities of providers before 

procurement, performing due diligence 

on providers when necessary, and 

formulating comprehensive 

procurement change management 

regulations and processes, strictly 

managing changes to provide services 

Customers should 

specify the right to 

terminate 

contractual 

obligations with 

third party 

providers in 

contracts or 

agreements with 

third party 

providers. 

When the service 

agreement 

terminates, 

customers can 

migrate content 

data from Huawei 

Cloud through 

Cloud Data 

Migration (CDM) 

service provided by 

Huawei Cloud, 
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in accordance with management 

regulations, and clarifying its right to 

terminate contracts with third-party 

providers. 

such as migrating 

to local data center. 

6.2.5 Audit, review, and 

monitor the third 

party provider for 

compliance with 

contractual 

obligations. 

Huawei Cloud will comply with the 

requirements specified in the 

agreement signed with the customer. 

Huawei Cloud will assign dedicated 

personnel to actively cooperate with 

the customer in monitoring and risk 

assessment on Huawei Cloud. 

Huawei Cloud has established a 

supplier selection and supervision 

system, through due diligence before 

signing the contract and regular 

evaluation to manage the supplier's 

compliance with the specific 

requirements and contract obligations 

of Huawei Cloud. 

Customers should 

review and monitor 

third party service 

providers for 

compliance with 

contractual 

obligations. 

6.2.6 Ensure that third 

party personnel 

are screened when 

they are 

contracted to work 

on critical 

systems. 

Huawei Cloud will comply with the 

requirements specified in the 

agreement signed with the customer. 

Huawei Cloud will assign dedicated 

personnel to actively cooperate with 

the customer in monitoring and risk 

assessment on Huawei Cloud. 

Huawei Cloud will conduct 

background checks on employees and 

external personnel before hiring, and 

the contact department of Huawei 

Cloud shall specify information 

security management requirements for 

external personnel and the company to 

which they belong, as well as 

punishment measures for information 

security violations in the contract or 

agreement signed with them. 

Customers should 

ensure that third 

party personnel are 

screened when they 

are contracted to 

work on critical 

systems. 

6.2.7 Continuously 

review and 

optimize the 

[Requirements for 

Outsourcing 

Services] as well 

as the procedures 

involved in 

selecting the third 

party service 

provider and the 

expected 

cybersecurity 

requirements. 

The Legal Department of Huawei 

Cloud reviews and updates the NDA 

every year to ensure that the NDA can 

continuously meet business 

requirements on supplier management. 

Customers should 

regularly review 

and update the 

cybersecurity 

requirements of 

contracts and 

agreements with 

third parties. 
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8 Conclusion 

This user guide describes how Huawei Cloud provides customers with cloud services that 

meet the Saudi Arabia's cyber security regulatory requirements, and shows that Huawei Cloud 

complies with key regulatory requirements issued by the Communications, Space and 

Technology Commission (CST) and the National Cyber Security Agency (NCA). This aims to 

help customers learn more about Huawei Cloud's compliance with the Saudi Arabia’s 

regulatory requirements to assure customers that they can securely use Huawei Cloud 

services. To some extent, this document also guides customers on how to design, build, and 

deploy a secure cloud environment that meets the regulatory requirements of the Saudi Arabia 

on Huawei Cloud, and helps customer’s better shoulder security responsibilities together with 

Huawei Cloud. 

This user guide is for reference only and does not have legal effect or constitute legal advice. 

Customers should assess their use of cloud services as appropriate and ensure compliance 

with the relevant the Saudi Arabia’s regulatory requirements when using Huawei Cloud. 
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