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CSSF 22/806 On outsourcing arrangements (regarding ICT outsourcing arrangements)

FEXER

Part | — Outsourcing arrangements - Chapter 4. Governance of outsourcing arrangements
Section 4.3.2 Contractual phase

ERTEMER

77. The outsourcing agreement shall set out:

a. a clear description of the outsourced function to be provided;

b. the start date and end date, where applicable, of the agreement and the notice periods for the
service provider and the In-Scope Entity;

c. the governing law of the agreement;

d. the parties’
e. whether the sub-outsourcing, in particular, of a critical or important function, or material parts

financial obligations;

thereof, is permitted and, if so, the conditions specified in points 78 to 82 that the sub-outsourcing is
subject to;

f. the location(s) (i.e. regions or countries) where the function will be provided and/or where relevant
data will be kept and processed, including the possible storage location, and the conditions to be met,
including a requirement to notify the In-Scope Entity if the service provider proposes to change the
location(s);

g. where relevant, provisions regarding the accessibility, availability, integrity, privacy and safety of
relevant data, as specified in points 83 to 87;

h. the right of the In-Scope Entity to monitor the service provider' s performance on an ongoing basis;
i. the agreed service levels, which shall include precise quantitative and qualitative performance targets
for the outsourced function to allow for timely monitoring so that appropriate corrective action can be
taken without undue delay if the agreed service levels are not met;

j. the reporting obligations of the service provider to the In-Scope Entity, including the communication
by the service provider of any development that may have a material impact on the service provider’ s
ability to effectively carry out the function in line with the agreed service levels and in compliance with
applicable laws and regulatory requirements (including the obligation to report any significant problem
having an impact on the outsourced functions as well as any emergency situation) and, as appropriate,

the obligations to submit reports of the internal audit function of the service provider;

(1) FEATRETE LN (AP LR (CATRSERIMY) | HPHIETAT
RERSHBTRRS KT, UIREAHTRE, B, FAEHETETSRIER, FIiRE
TEEFIEKHTESNL. Lo, EREEE 7NN eEE, g0, %, 5
EiEEl, SHEE. REEE. WEARHRE=SAREHIS., LARBEEITER
218, WREFHENZSE, B, LATEHETETEREER, AiREFRZFNS
K TESNL.

(2) IR TE LR (SUEMEMRY | EiafREE 7 SRR SR O RE
BEFEXERS. EEEFSEHESETOESEEPOERESTN, LARERMNEFRIEX
E8. A, LAEFRIBEERERAERERXER, INSEESEREXNER.
BRIEATEUMNEER (SRR

(https://www.huaweicloud.com/eu/declaration/sa_dpa.html) ¥ET AEEURHITFAE.
LEEAEEMUE (101 HEFEIILERRIE, EREEREEATEES G EEREIRIEN
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(3) TERRSSHHNERIERY, BEFEIBISHEARRMNZEIRTI®RS (Cloud Data
Migration, {EfRCDM) XFRHESHMEREIRIE B THIRER, GINEURE. SURCE.
XiHE, HFEXREZSMNMEZ AHTHRETR, #BEERE LR, ~hEiERE. SURRIRA
IR OESMISIHRTR.

(3) EHIRERENELZLRG, BESFERIMRMMRBES.
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k. whether the service provider shall take mandatory insurance against certain risks and, if applicable,
the level of insurance cover requested;

. the requirements to implement and test business contingency plans;

m. provisions that ensure that the data that are owned by the In-Scope Entity can be accessed in the
case of the insolvency, resolution or discontinuation of business operations of the service provider;

n. the obligation of the service provider to cooperate with the competent authorities and, where
applicable, resolution authorities of the In-Scope Entity, including other persons appointed by them;

o. for BRRD institutions, a clear reference to the national resolution authority’ s30 powers, especially to
Articles 59-47 LFS, 66 and 69 of the BRRD Law, and in particular a description of the ‘substantive

of the contract in the sense of the Articles 59-47 LFS and 66 of the BRRD Law;

p. the unrestricted right of In-Scope Entities and competent authorities to inspect and audit the service

obligations’

provider, including in case of sub-outsourcing, with regard to, at least, the critical or important
outsourced function, as specified in points 88 to 100;
g. termination rights as specified in points 101 to 103.

Sub-section 4.3.2.1 Sub-outsourcing

78. The outsourcing agreement shall specify whether or not sub-outsourcing, in particular of critical or
important functions, or material parts thereof, is permitted.

(1) HEARL LR (AT MEFIENZNZEMREHTIS, AR (B
IR ERMNINL) METEARBHAREKFE. B, LAREHETETEEER, TR
BEEFNER, ERETAEEAZEERSEH, TBNER, Ao ERSAESER.,

(2) HARFIET ESHYENEEERNG, NN RIS EA SRR EEERR L
TREFR. Wi, LARSIIENEHTERIER. WISSTRMNERSMHNESE
MELEPiY, ERSIEETIFEREERSREFENEHTERNOTD, WRe5H
VR TSR RO,

79. If sub-outsourcing of critical or important functions is permitted, In-Scope Entities shall determine
whether the part of the function to be sub-outsourced is, as such, critical or important (i.e. a material
part of the critical or important function) and, if so, record it in the register.

T EPTHEIS MR RE R T XRHEEND, HEAZFIBELIEREX
SMEER.

80. If sub-outsourcing of critical or important functions, or material parts thereof, is permitted, the
written outsourcing agreement shall:

a. specify any types of activities that are excluded from sub-outsourcing;

b. specify the conditions to be complied with in the case of sub-outsourcing;

c. specify that the service provider is obliged to oversee those services that it has sub-contracted to
ensure that all contractual obligations between the service provider and the In-Scope Entity are
continuously met;

EHRRSTIHNEH TERIEZ, SEPRREREIHNESENELeMY, ERST
RIS HAR S B MR TSRS, NRESRERYHNREH T ERR
a3,
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d. require the service provider to obtain prior specific or general written authorisation from the In-
Scope Entity before sub-outsourcing data;

e. include an obligation of the service provider to inform the In-Scope Entity of any planned sub-
outsourcing, or material changes thereof, in particular where that might affect the ability of the service
provider to meet its responsibilities under the outsourcing agreement. This includes planned significant
changes of sub-contractors and to the notification period; in particular, the notification period to be set
shall allow the In-Scope Entity at least to carry out a risk assessment of the proposed changes and to
object to changes before the planned sub-outsourcing, or material changes thereof, come into effect;
f. ensure, where appropriate, that the In-Scope Entity has the right to object to intended sub-
outsourcing, or material changes thereof, or that explicit approval is required;

g. ensure that the In-Scope Entity has the contractual right to terminate the agreement in the case of
undue sub-outsourcing, e.g. where the suboutsourcing materially increases the risks for the In-Scope
Entity or where the service provider sub-outsources without notifying the In-Scope Entity.

81. In-Scope Entities shall agree to sub-outsourcing critical or important functions, or material parts
thereof, only if the sub-contractor undertakes to:

a. comply with applicable laws, regulatory requirements and contractual obligations; and

b. grant the In-Scope Entity and competent authority the same contractual rights of access and audit as
those granted by the service provider.

R LR (RPN NEFIIRAIRNZRIRERTIS, Ehn (RS
SR MET HEATRMIREKT. EHRUHETLTERERER, TRIEEPHE
X, EHIMEE GRS 88, FENEF, ANSENRSHREER. BXOE8
MNFENTRESMEFNETERISRIRES.

82. In-Scope Entities shall ensure that the service provider appropriately oversees the sub-contractors,
in line with the policy defined by the In-Scope Entity. If the sub-outsourcing proposed could have
material adverse effects on the outsourcing arrangement of a critical or important function or would
lead to a material increase of risk, including where the conditions in point 81 above would not be met,
the In-Scope Entity shall exercise its right to object to the sub-outsourcing, if such a right was agreed,
and/or terminate the contract.

BRIFEAREGMIARY (ZURGERR)
(https://www.huaweicloud.com/eu/declaration/sa_dpa.html) FHIET :

1. AREERSERSHINS (94 XTOMEENNS 94.2 LARBHH LSBT
IFTE X SE AR S B EE I M EARELERSRE. ]

2. BRI BEMAIRIIFLIMYAIRF) (9.3 RYEHR. ZRERE 30 RARXYE
HoEETIZR, EXMER T, ERULSEREFSERNEIS—MEX, KK EE
LEERERIRSS, MBS MRERS SIZEFEIENGE. ERNRIINAINEF
FEARUHY TRYHEAFIFN/EN S5, BRIRAENFUTHE. ]

Sub-section 4.3.2.2 Security of data and systems

83. The confidentiality and integrity of data and systems shall be controlled throughout the

outsourcing chain. In particular, access to data and systems shall fulfil the principles of “need to

ERZNGR—BMIANERS (AM) AZFRMZ EERGRES. FRIAM, ZFEERA
LIEERFKS, FEAILIEHXEEFKSIEFRS TRRERRIREUR. SEFIF
EZ R hEIRERRE, A IAM AR SEMRPAERSER, BEARFSER
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know” and “least privilege” , i.e. access shall only be granted to persons whose functions so require,
for a specific purpose, and their privileges shall be limited to the strict necessary minimum to exercise

their functions.

AR, BRILIESIRESRIGUERIE. EiOREE. MaEEp=mrRrKrNRe. B8
HLAEA, SR ESKSHIAERE.

B, AESENEEER, LAREHE:

o WFzEARLITETAHELEER, REAERAUARIRENARRBETATRNANE%E
BRI TIEIRME, (VERTHREMERN, MEEFRMENSIKS.

o FENEN K SHRBEEL S SRANTRALE.

o FINKSEERFIEARHNSEHAITHREKSHRAKSEEE R AT A, BHA
RESEINEFMNEHENGHEIE, BETNELYBEERBWIHITIRE, S20 30
EASHI, BREEAREETEN EAERETAERTLIEMEI A,

o EFFRIOSIRELYBIWFEIRES, BREEARTHOEERAOL.

84. In-Scope Entities shall ensure that service providers, where relevant, comply with appropriate ICT

security standards.

KN RIEEISO27001, 1SO20000, 1SO22301EEMMERNSTENERLREEBMRR, IT
RBERBRUN NS ESMERAR, AERBEEPSHRNERS. B, £AhnE
FEIFTRXGITM. EETPHESEN, RAAFETIRETIET, Fomy, HEE
AR,

85. Where relevant (e.g. in the context of cloud or other ICT outsourcing), InScope Entities shall define
data and system security requirements within the outsourcing agreement and monitor compliance with
these requirements on an ongoing basis. Where, in the outsourcing agreement, security measures are
made available by the service provider to the In-Scope Entities for personalized selection and
configuration (notably for cloud outsourcing), In-Scope Entities shall ensure that proper selection and

configuration take place, in line with the In-Scope Entity’ s security policy and requirements.

(1) HEARL LR (EAZAFIY) MEFIENZNZEMREHTIS, AR (R
RS ERININL) ME T EARHAIIRSEKE.

(2) HARFIEFHLREFRERLZLNE, WEREGRBSNRNZeHITER, Bk
WAL, EH. R, i B SH5RE. BRENRINZEEEER. LATRN
FBREZREL AT, REBSHYIEBEENLERSHIE, RETEBRIRA
.

(3) EARBMERR. RAXKM. BIERFENRSSHPTEEEMREEHIE T e R
HER, A REEENTHENINE LRI LHELERHITHENRFNRE, FHIRR
FIEATLENTRE. CATHET BB FRANTSEERS, IMREEFERATRS
N [: e E N

86. In the case of outsourcing to cloud service providers and other outsourcing arrangements that
involve the handling or transfer of personal or confidential data, In-Scope Entities shall adopt a risk-
based approach to data storage and data processing location(s) (i.e. country or region) which shall in

particular take into account point 101 ¢, d and e and information security considerations and comply

with the provisions of points 133 to 143.

(1) FEAREETE LR (SUEGER) . BEiRfReE 7 S EE R O
BEIEXEE. AEEPSTEHESEROSEERIMUBRESTN, FATERIERIEX
ER. BN, EATEEREESFERAEKEEXES, NSEES8/HEXNES.

(2) BREMEATRUMIEE (SURIEMIR)

(https://www.huaweicloud.com/eu/declaration/sa_dpa.html) ¥IET ABEGRAIFHE.
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87. Without prejudice to the requirements under GDPR, In-Scope Entities, when outsourcing (in
particular to third countries), shall take into account differences in national provisions regarding the
protection of data. In-Scope Entities shall ensure that the outsourcing agreement includes the
obligation that the service provider protects confidential, personal or otherwise sensitive information
and complies with all legal requirements regarding the protection of data that apply to the In-Scope
Entity (e.g. the protection of personal data and that banking secrecy or similar legal confidentiality

duties with respect to clients’ information, where applicable, are observed).

SMEFIEIRAIE [10.1 SEFHEFIGNIERRE. EFSETEEATSEESMEEIREIRIERN
HUER/MXHE TR, EARMEPOMENXEINT : 2R= - A (LhaTiEs
A

Sub-section 4.3.2.3 Access, information and audit rights

88. In-Scope Entities shall ensure within the written outsourcing agreement that the internal audit
function, the statutory auditor and the competent authority have a guaranteed access to the
information relating to the outsourced functions using a risk-based approach in order to enable them
to issue a well-founded opinion on the adequacy of the outsourcing. This access implies that they may
also verify the relevant data kept by the service provider and, in the cases provided for in the applicable
national law, have the power to perform on-site inspections of the service provider. The
aforementioned opinion may, where appropriate, be based on the reports of the service provider' s
external auditor. The written outsourcing agreement shall also provide that the internal control
functions have access to any documentation relating to the outsourced functions, at any time and

without difficulty, to maintain these functions’ continued ability to exercise their controls.

89. Regardless of the criticality or importance of the outsourced function, the written outsourcing
agreement shall refer to the information gathering and investigatory powers of competent authorities
under Articles 49, 53 and 59 LFS and Articles 31, 38 and 58-5 LPS and, where applicable, resolution
authorities under Article 61(1) BRRD Law with regard to service providers located in a Member State
and shall also ensure those rights with regard to service providers located in third countries.

92. In-Scope Entities shall ensure that the outsourcing agreement or any other contractual
arrangement does not impede or limit the effective exercise of the access and audit rights by them,
their statutory auditors, competent authorities or third parties appointed by them to exercise these
rights.

(1) BRI BN SRR S P ST P TR, %9
ZRENSEFETHMNFOENER, HFoTHE AR SE P fEETWasEIEER
REAE AT E.

(2) HARFIETNHREEME, FERERHEITRL. SiHEERENEIHER, LG
FHERIHETTEMBUTRARREITTIE, LIEEATMEREEARRNEITER, kR
. MEREERBIERIFSUEIIERYE. Wit LS EIIEERAINBE=1R
HHNEBEITESIERSS, XU ERBIHITERZSIHMENSMERITERE (Hlasoc,
ISOfTifE. PCIDSSHIT) SRIMLEEFEFNZEM. TRt MBI BlE, Nsdxis
BEAS/MEH TR, CAncnRSEERRSFENERIEYN. EEEHTH
P EAIER I TR,

94. Without prejudice to their final responsibility regarding outsourcing arrangements, In-Scope
Entities may use: a. pooled audits organised jointly with other clients of the same service provider, and

ERHENERETIFATIHREFIS027001, 15027017, 15027018, SOC, CSASTARERSZHE
T REEALE, BRESRE. BFARR. WHSIESHER, ITRSEESE MR
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performed by them and these clients or by a third party appointed by them, to use audit resources
more efficiently and to decrease the organisational burden on both the clients and the service provider;
b. third-party certifications and third-party or internal audit reports, made available by the service
provider.

96. In-Scope Entities shall make use of the method referred to in point 94(b) only if they:
a. are satisfied with the audit plan for the outsourced function;

b. ensure that the scope of the certification or audit report covers the systems (i.e. processes,
applications, infrastructure, data centres, etc.) and key controls identified by the In-Scope Entity and
the compliance with relevant regulatory requirements;

c. thoroughly assess the content of the certifications or audit reports on an ongoing basis and verify
that the reports or certifications are not obsolete;

d. ensure that key systems and controls are covered in future versions of the certification or audit
report;

e. are satisfied with the aptitude of the certifying or auditing party (e.g. with regard to rotation of the
certifying or auditing company, qualifications, expertise, re-performance/verification of the evidence in
the underlying audit file);

f. are satisfied that the certifications are issued and the audits are performed against widely recognised
relevant professional standards and include a test of the operational effectiveness of the key controls in
place;

g. have the contractual right to request the expansion of the scope of the certifications or audit reports
to other relevant systems and controls; the number and frequency of such requests for scope
modification shall be reasonable and legitimate from a risk management perspective; and

h. retain the contractual right to perform individual audits at their discretion with regard to the
outsourcing of critical or important functions.

I, MASASTRUNEFITERS. IEHRKRS, AEFISHEEE RSFR. 7
BEESESAEIT. FHRHEANE, FIRARRESEFERENEHEN. IENE,
EFAILIEY BT R ERS = BRI B AR ST HR SRR,

97. In-Scope Entities shall, where relevant, ensure that they are able to carry out security penetration
testing to assess the effectiveness of implemented cyber and internal ICT security measures and

processes.

159 PSIRT N TL2IEHEINCEE T ERTRmRERA. LBEFRIINEERE. @
B, ARSI AR FarEERERIITIF, SFRFRARSE=TEEN
HiZR2IHh, LRI RIMNENZ 2.
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98. Before a planned on-site visit, In-Scope Entities, auditors or third parties acting on behalf of the In-
Scope Entity or of the competent authority shall provide reasonable notice to the service provider,
unless this is not possible due to an emergency or crisis situation or would lead to a situation where
the audit would no longer be effective.

(1) EARSTHEATRIRIANEFRER, FRMERHH.

(2) EHNEBFEBEZTTWE=SHITHIEGMER, FHRESADE, FURENNESE
PRI, SREE. SRR e iE.

99. When performing audits in multi-client environments, care shall be taken to ensure that risks to
another client’ s environment (e.g. impact on service levels, availability of data, confidentiality aspects)
are avoided or mitigated.

EHIRERF MY IR SNRSEERRFNAE, RERARP RV ERNRS,
BENETEEEMRBIRRLREGS, AT 18ETERSEFNMEaXEZEM
IAARIPRSEEAE. RS, ASEFPEITNERTSBENEERFEERIIER N AR
BIEFERRISRE. Wb, SEARBRE T RAEMMNRITT Z AR SEI T RS,
EBREFTEEETEIEERAONE. EXF T, FHESIRNENG. LSgREFEAf), %
NERIREME, WSEMHE. R SRSIOSEFAERBEAEESIT.

100. Where the outsourcing arrangement carries a high level of technical complexity, for instance in the
case of cloud outsourcing, the In-Scope Entity shall verify that whoever is performing the audit -
whether it is its internal auditors, the pool of auditors or external auditors acting on its behalf — has
appropriate and relevant skills and knowledge to perform relevant audits and/or assessments
effectively. The same applies to any staff of the In-Scope Entity reviewing third-party certifications or
audits carried out by service providers.

TN BEEPHEZTWE=SHIHNSERZ. ELE, SRWETTLIBEESRERYE
NERERBIEB AR ETHREREIR, ATEINEARMED, EhTEEEHETHIIRS
SRIEENEITT SRS FENHEIHE, EREXIINBET DRRRER.

Sub-section 4.3.2.4 Termination rights

101. The outsourcing agreement shall expressly allow the possibility for the InScope Entity to terminate
the arrangement in accordance with applicable law, including in the following situations: a. where the
service provider of the outsourced functions is in a breach of applicable law, regulations or contractual
provisions; b. where impediments capable of altering the performance of the outsourced function are
identified; c. where there are material changes affecting the outsourcing arrangement or the service
provider (e.g. sub-outsourcing or changes of subcontractors);

102. The outsourcing agreement shall facilitate the transfer of the outsourced function to another
service provider or its re-incorporation into the In-Scope Entity, whenever the continuity or quality of
the service provision are likely to be affected. To this end, the written outsourcing agreement shall: a.
clearly set out the obligations of the existing service provider, in the case of a transfer of the
outsourced function to another service provider or back to the In-Scope Entity, including the treatment
of data; b. set an appropriate transition period, during which the service provider, after the termination

of the outsourcing arrangement, would continue to provide the outsourced function to reduce the risk

(1) FATRMB T LN (EATRAFPHD AR (EARRSSRNYY . EFRETH
RIERSABTIRSEKFE, DREATRERE. B, LATHEHETETERER, aIiRE
AEEFNFERHTESNL., W: BRI CSPRIZEHRITHIT. FAERRESE
LEEMERIFRIRMAFISRES.

(2) BRIEEATERMGHY (BUBMEMTR)

(https://www.huaweicloud.com/eu/declaration/sa_dpa.html) =ixE T 332 FEUEOM
FRAMRERTHE [11. DAZUBRAIREIEMIR] .

(3) HATNEFRUSHEIEEHTITIVRS, THINE SRR ESF AR+
O, RIEATBAEPRESHMZENE, RESFYIREETE R
.

(4) EEFHANREIER, EATIHESERNEENRERERIARITER, BalREr
SHEZENERSIXR, HEEAE. REESERTEHTERDERRH TESRE, HBiR
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of disruptions; c. include an obligation of the service provider to support the In-Scope Entity in the
orderly transfer of the function in the event of the termination of the outsourcing agreement; and d.
without prejudice to applicable law, include a commitment for the service provider to erase the data
and systems of the In-Scope Entity within a reasonable timeframe when the contract is terminated.

BXRAEIEEEATIRR. M TYEEENERENER, EAEINEEN R TH
. TEEERES S TEIERN, BRE LRBETERE.

Section 4.3.3 Oversight of outsourced functions

104. In-Scope Entities shall monitor, on an ongoing basis, the performance of the service providers with
regard to all outsourcing arrangements on a riskbased approach and with the main focus being on the
outsourcing of critical or important functions, including that the continuity of the services provided
under the arrangement and the availability, integrity and security of data and information are ensured.
Where the risk, nature or scale of an outsourced function has materially changed, In-Scope Entities
shall reassess the criticality or importance of that function.

EHTBNTEFITHMNFIEOER, THEARRRAEFNER,

106. In-Scope Entities shall regularly update their risk assessment in accordance with points 66 to 70
and shall periodically report to the management body on the risks identified in respect of the
outsourcing of critical or important functions.

107. In-Scope Entities shall monitor and manage their internal concentration risks caused by

outsourcing arrangements, taking into account points 66 to 70.

(1) EHBUSEMREEREPITEE TN, WERESHEFRIAWVIAERE
HEYERRSIHMESEABMOM T FERASY, RBIEXNMERENE, FITXmEL
BIRBIEHITERRTHE, BRFSATDNEERER, KEHMERETHEHESREERSH
fTEaft.

(2) ATNEEEFEEERRETENONEZRENELIRAMITE], CASBNSE
FITHIMYPLIERIER, SRHFEARRESEFRIER.

(3) HARKEBHIET TENEERRENGEENE], B TNGITEIISNES, ST
MENAZIMNEHRE. REET. FATENEANTIERRENGEIRER, WXEE
EEE. RGERARUR NG SRS ARER T T FH8EN.

(4) ARBEMTRNGEITHE, FEEERRRREEATE. AEUSREEAEWL
BOEEEA. IWEREEATMNMN, EATSEIIXEITHERIRE. $IET KIHEMO 2R
R, LSECRAINGAIRTREMAIRN. SFRIGBRATRTREMERI I RINSI R, NE
EEMREZEE. RIEKRE, BXIGREHRRATEZAK T EERRE, HEIZHEER
FIE. ICRAE. NEReSAFRIVIANEEIHERERLZSHMESEATHENIES
FAKY, RAERNMBT2RGE, FIXEE BRI R TERTEH.

(5) HEARXIIMBHITTENEEEE, EHHHENEH T,
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108. In-Scope Entities shall ensure, on an ongoing basis, that outsourcing arrangements, with the main
focus being on outsourced critical or important functions, meet appropriate performance and quality
standards in line with their policies by: a. ensuring that they receive appropriate reports from service
providers; b. evaluating the performance of service providers using tools such as key performance
indicators, key control indicators, service delivery reports, self-certification and independent reviews;
and c. reviewing all other relevant information received from the service provider, including reports on
business continuity measures and testing.

(1) EHA=REHET TENEELZENEEEE, ERETXGHMEIISHAEE, UL
MENZZINERNZE, REET. PHATENENRTNEEZENEEEER, WXLE
HEEE. NGERARUR NG SRS RETAMRERT TFH8EN. LATTEH TR
Wl AEEEBRRAREEATE. ARUSREEAZNWEEREN. WEREEAEN
B, LARMENMKEITHEIDREL. LARIIMOER T RNRLEE, EHEIMNREHT
Cagingaiy

(2) NEEEFHEGMER, EHERSTRARME=72EMNMZEMYE, &
7. HEARRL2R, RERRSHNZEYE. CHARCSSEIFKHIREGHEL TENAER
G, Web RIFFAAKEE. EHURREN. NI BHENRSKSEMLFRS, B TEI
RO, RIS

(3) ENAFEAABEZENNERS, KRS RBENEERTHITR—D. HiER
SEMENEFISHRIEREITRMER, FEEFPBRE, BBtEEr. w54
iR, SREEMEREEFRESEMHERE.

109. In-Scope Entities shall take appropriate measures if they identify shortcomings in the provision of
the outsourced function. In particular, In-Scope Entities shall follow up on any indications that service
providers may not be carrying out the outsourced critical or important function effectively or in
compliance with applicable laws and regulatory requirements. If shortcomings are identified, In-Scope
Entities shall take appropriate corrective or remedial actions. Such actions may include terminating the
outsourcing agreement, with immediate effect, if necessary.

EHRRNRAEFEEERRETENNER RGN, CARMENSEFITH
W FPLIERIER, THFEATRIRECEZFAIRK.

Section 4.3.4 Exit plans

112. In-Scope Entities shall ensure that they are able to exit outsourcing arrangements without undue
disruption to their business activities, without limiting their compliance with regulatory requirements
and without any detriment to the continuity and quality of its provision of services to clients. To
achieve this, they shall: a. develop and implement exit plans that are comprehensive, documented and,
where appropriate, sufficiently tested (e.g. by carrying out an analysis of the potential costs, impacts,
resources and timing implications of transferring an outsourced service to an alternative provider); and
b. identify alternative solutions and develop transition plans to enable InScope Entities to remove
outsourced functions and data from the service provider and transfer them to alternative providers or
back to the In-Scope Entity or to take other measures that ensure the continuous provision of the

critical or important function or business activity in a controlled and sufficiently tested manner, taking
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into account the challenges that may arise because of the location of data and taking the necessary (3) EEFANGEIRE, CASHEENEIERERGaIAHITER, aiicEr
measures to ensure business continuity during the transition phase. EHEZENRSIXR, HESNE. IERSERTEHITEN DR TESRE, MR
113. When developing exit plans, In-Scope Entities shall: a. define the objectives of the exit plan; b. HEXIEERERATERR. YWHMEFENRIRENER, LABEXEEN R TH
perform a business impact analysis that is commensurate with the risk of the outsourced processes, . TEEIEEE S TR SR, BHIRE LR ERE.,

services or activities, with the aim of identifying what human and financial resources would be required
to implement the exit plan and how much time it would take; c. assign roles, responsibilities and
sufficient resources to manage exit plans and the transition of activities; d. define success criteria for
the transition of outsourced functions and data; and e. define the indicators to be used for the
monitoring of the outsourcing arrangement (as outlined under points 104 to 110) including indicators
based on unacceptable service levels that shall trigger the exit.
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